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AaaS see analytic as a service
acceptable usage policy, 438
access control

attribute‐based access control, 425
list, 423
manager, 420–421
mechanism, 417, 419, 423–424, 428, 431
model, 419, 423–425
policy, 420–421, 424
risk‐based access control, 425
rule‐based access control, 424
system, 417–418, 426, 429
trust‐based access control, 430

accountability, 260
ACID transactions, 552, 553
Acquia, 146
active directory, 430
the actor‐oriented programming, 616
the actor model, 611–612
admission control policy, 304, 307
adoption of cloud in education, 506–507
Amazon

auto scaling, 281–282
AWS, 175
dynamoDB, 559
EC2, 559
elastic cloud computing, 301, 302, 559
elastic compute cloud, 18–19
elastic map reduce (EMR), 301, 558–560
Glacier, 559
Redshift, 559

S3, 559
simpleDB, 558
simple queue service (SQS), 27
simple storage service, 301
web services, 301, 554

Ambari, 588
Amdahl’s law, 544, 548
analytic cloud, 555–556
analytics as a service, 8
analytics in cloud, 582–594
anonymization, 261

k‐anonymity, 264
l‐diversity, 264
t‐closeness, 264

aPaaS see application platform as a service
Apache Accumulo, 554
Apache Cassandra, 554
Apache Giraph, 547, 549
Apache Hadoop see Hadoop
Apache Storm, 548, 549
API, 65
application deployment and architecture, 678
application platform as a service, 66–68
approach, 366
ARBAC, 419
auction, 479, 481–482
auditing, 218
authentication, 417–419, 421, 426–430
authorization, 417–423, 426, 428–429, 431 

see also OAuth
automated billing, 161
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autonomic networking, 116
availability, 209, 435
average energy used, 307
average server setup time, 307
Azure, 26

bare metal, 556–558
batch jobs, 485
benchmarks, cloud testing, 347
big data, 539–549, 680

analytics, 543–544, 680
applications, 541
definition, 540
graph analytics, 545–547
sources, 540
types, 540

big data in a cloud, 551–560
BigTable, 564
binding corporate rules, 470
BrainMerge, 499
broker aggregation, 375, 379–380
business continuity, 100, 230–231

CAMP see cloud application management for platforms
CAP theorem, 553, 560, 563
capacity planning and management, 277–290

hybrid planning, 280
industrial solutions, 280–284
proactive planning, 280
reactive planning, 279
research, 284–289

capacity planning modeling, 287–288
carbon emissions per GB of storage, 308
CDMI see cloud data management interface
Chef, 147
Children’s Online Privacy Protection Act, 467
China, 665–668
Chukwa, 588
CIMI see cloud infrastructure management interface
Citrix, 89
cloud access control, 213
cloud application management for platforms, 66, 173, 

199–200
cloud applications, 517–522 see also personal 

applications of cloud
cloud applications in emerging markets, 664–674

cloud deployments, 666
factors constraining the diffusion, 672–673
factors driving the use and deployment, 670–672
rural‐urban and intersectoral differences, 669

cloud assessment, 370
cloud auditor, 434
cloud broker, 255, 434, 482–483
cloud brokerage, 60–61
cloud carrier, 434
cloud champion, 367
cloud computing, 3–14, 150

attributes, 5
benefits, 10
characteristics, 5
concerns, 11
definitions, 4
deployment models, 9
limitations, 10
migrating to clouds, 12
prospects, 12
dervice models, 6–8
vocabulary, 14

cloud computing benefits, 165
cloud computing in emerging markets, 664–674
cloud computing strategy, 363–371
cloud configuration, 650
cloud consumer, 255, 259, 434
cloud data

anonymity, 264
geographical location, 257
privacy, 257–260
retention, 257
third party access to, 257

cloud data center interconnect virtualization, 107
cloud data decryption, 680
cloud data management, 572–580

data backup, 573
data management techniques, 574–576
data organization, 573–574
data protection, 573
datacenter management, 573–574
design and implementation, 580
interface, 84, 174, 197

cloud data modeling, 640
cloud design, 677
cloud elasticity, 188–189
cloud in emerging markets, 685
cloud energy consumption, 301–313
cloud energy optimization, 303
cloud federation, 178–189, 427

centralized, 448
peer‐to‐peer, 448

cloud forensics, 233–243
challenges, 235–239 see also digital forensics
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cloud foundry, 144–145, 176
cloud goals, 364–365
cloud governance, 220–221, 368–369
cloud IDE see WIDE
cloud impact on the IT industry, 656–662
cloud infrastructure management interface, 174, 198–199
cloud instance, isolation, 239
cloud integration testing, 335
cloud interoperability, 14, 116, 650
cloud knowledge, 642–643
cloud migration, 383–394

application architecture, 385
profile identification, 385
roadmap, 384–385

cloud modelling, 640–650
IaaS information modeling, 644–645
PaaS information modeling, 645–646
SaaS information modeling, 646–647
SLA modeling, 647–649
Xass modeling, 646–647

cloud networks, 102, 115
access layer, 120
aggregation layer, 120
APIs, 117
architecture, 117
characteristics of, 116
core network layer, 120
elasticity, 116
layer 2 network, 119
layer 3 network, 119
management, 125
orchestration, 125
security, 124

cloud orchestration, 374
cloud outlook, 682–686
cloud policy, 364
cloud portability, 14, 168
cloud privacy, 245, 255–266

best practices, 261–264
challenges, 259
harms, 258, 262
laws, 262
principles, 259
relationship with security, 258, 260
response to dealing with risk, 262
risks, 257, 260–261
threats, 262
vulnerability, 262

cloud programming frameworks, 609–612
cloud programming models, 596–608

cloud prospects, 683
cloud provider, 434
cloud reference frameworks, 73

CSA cloud reference model, 77
distributed computing reference model (DCRM), 86
IETF, 75
NIST, 74
OSA Secure Architecture Models, 82
SNIA CDMI, 84

cloud requirements, identification, 386
cloud resource management Policy, 303
cloud security, 220–231

application security, 224–226
cloud governance, 220–221
contract requirements, 221–222
incident response, 230
intrusion detection, 229–230
mechanisms and techniques, 223–226
network security, 223–224
security policies, 221
service‐level agreements, 222–223

Cloud Security Alliance, 77
cloud security assessment, 227–228
cloud security audit, 227–228
cloud security management, 220–223
cloud service aggregators, 685
cloud service arbitrage, 374, 376–379
cloud service brokers, 685
cloud service features, 350–352

performance, 351
security, 352

cloud service intermediation, 375, 381
cloud service level agreement, 433–445

Amazon, 441
credit, 438
customized, 440
future, 443–444
rackspace, 442
exclusions, 438
subcontracted, 440
violation detection, 439 see also SLA

cloud service management (Brokerage), 61
cloud service provider, 17–28, 372
cloud services evaluation, 349–360

benchmarks, 352–353
methodology, 353–356, 360

cloud services, 17–28
cloud services for knowledge discovery,  

628–639
cloud silos, 368
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cloud standard coordination initiative, 172
cloud standards, 191, 202

community, 192
de facto, 192
de jure, 192
industry, 192
interoperability, 192
integration, 192
open, 192
organizations, 193
portability, 192
what is managed, 194

cloud storage gateway, 575
cloud storming, 14
cloud supply chain, 482
cloud testing, 327–336, 339–342

API integration testing, 330, 333
compatibility testing, 330, 333
elasticity testing, 330
live testing, 330, 333–334
performance testing, 330, 332–333
security testing, 330–332
test dimensions, 328–330

cloud‐based engineering services, 492–493
cloud‐based mobile augmentation, 29
cloud‐based testing, 342–347
cloudburst, 14
cloudera, 556
cloud‐hosted databases, 562–571
clouds selection and migration plan, 388
cloudstack, 141
CMA see cloud‐based mobile augmentation
CMS see content management system
collaborative technologies, 497

brainstorming, BrianMerge, 498, 499
engagement, eMoC, 498, 500

common cloud applications in academia, 515
common information model, 79
communication, 368
community cloud, 9, 41–42

advantages, 48
architectures, 43
aviation industry, 50
challenges, 47
designs, 42
examples, 49
finance industry, 50
government organizations, 40
health sector, 50
potential, 48
requirements, 47

success stories, 44
user communities, 43

community networks, 47
compliance in clouds, 267–272

compliance in cloud environments, 268–269
IT‐related compliance, 267–268

component‐based cloud gaming, 531–533
confidentiality, 208
content management system, 508
continuous synchronization, 239
contracts, 472
converged network adapter, 110
COPPA, 467
cover searcher, 215
CP/CMS, 90
credential evaluator, 421
credit, service, 438
cross cloud data migration, 181
CSA see Cloud Security Alliance
CSA cloud reference model, 77
CSCI see cloud standard coordination initiative
CSS application migration, 388–393

DaaS see data as a service
DAC, 417–418, 424, 431
DACS, 429
data acquisition, solution, 240

application programming interface, API, 240
cloud management plane, 240
dentralized log repository, 240

data analytics, 554–560, 609–612, 618–619, 625
bare metal, 556–558

data as a service, 566–567
data audit, 437, 679
data center network, 128–135
data collection, 248–249, 252
data control

mobility, 253
withdrawal, 248

data deduplication, 573
data disaster recovery, 573
data guarantee, 436
data intensity, 309, 310
data isolation, 158
data logic management, 579–580
data loss, 436
data mining cloud framework, 628, 632, 637–639
data privacy, 257–260
Data Protection Authority EU, 469
Data Protection Directive EU (95/46/EC), 468
data snapshots, 573
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data storage as a service, 8
data subject, 256

access rights, 257
data transport

energy for, 303
data see also big data

retail, 543
semistructured, 540
stream, 540, 547
structured, 540
types of, 540
unstructured, 540

databases for big data, 552–554
databases, cloud‐hosted, 562–571
datacenter

carbon emissions of, 311
carbon footprint, 311
energy consumption, 309
energy efficiency, 302
greenhouse gas emission, 310
network, flat butterfly topology, 305

data‐stream management system, 547
Daytona, 593
DCN see data center networks
DCRM see distributed computing reference model
deep packet inspection, 126
deltacloud, 172
demand aggregation 476, 485
denial of service (DoS) attack, 125
deployment models, 9, 151
desktop as a service, 8
developing software for the cloud, 609–626
differential privacy, 264
diffusion of cloud computing in emerging markets, 

665–670
digital forensics, 234

advantages of cloud, 242
challenges, 235–239
cloud computing usage, 242
open problems, 242
presentation, 234, 238
solutions, 239–241

digital signature, 418
direct trust, 430
disaster recovery planning, 100, 230–231,  

333–334
discrete‐event simulation, 317, 318
distributed access control, 417–422, 424, 429
distributed application platforms and services, 80
distributed authorization, 422–423
distributed computing reference model, 86

distributed data, 179–182
addressing, 180–181
file systems, 180–181

distributed file system, 573–574
distributed KDD, 628–629, 631–633, 638
distributed management task force, 79
distributed query computation, 217
DMTF see distributed management task force
DRS see dynamic resource scheduling
DSMS see data‐stream management system
dynamic resource scheduling, 95
dynamic trust management, 430

economics of cloud computing, 476–488
cloud consumer metrics, 478
cloud provider metrics, 477
research directions, 486–487

educational applications, 505–515
student analytics, 511
use of cloud in the front office, 510
use of cloud in the back office, 510
use of cloud in instruction, 508–510

e‐Governance, 484
elasticity, 352, 569
electronic communications service, 248
EMC IT, 25
eMOC, 500–501
encapsulation, 89
energy consumption

Google e‐mail service, 302
ICT ecosystem, 309
optimization, 311
reduce strategy, 306

energy efficiency, 306
cloud infrastructure, 302
computing, 310

energy optimization, 304
energy proportional system, 304, 305
engineering applications of the cloud, 491–503
enterprise architecture, 366
enterprise cloud computing strategy, 363–371
enterprise SSO, 430 ETSI, 85
ETSI see European Telecommunications Standards 

Institute
EU Data Protection Authority, 469
EU Data Protection Directive (95/46/EC), 468
eucalyptus, 141
European Telecommunications Standards  

Institute, 85
executive support, 367
eXtensible Access Control Markup Language, 402
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face recognition, 618, 624–626
Family Educational Rights and Privacy Act, 467, 506
fault tolerance, 292–297

adaptive techniques, 297
checkpoint placement, 296
check‐pointing, 295
cloud, 291–298
measures, 293
strategies, 294
types, 292

federal cloud computing initiative, 485
federal market place, 58
federal risk and authorization management program, 

270, 467
Federal Trade Commission, 251
federated cloud, 481
federated identity management, 427
FedRAMP see federal risk and authorization 

management program
FERPA see Family Educational Rights and Privacy Act
file‐based cloud gaming, 530–531
Financial Services Modernization Act of 1999, 466
fine‐grained access, 211
fog computing, 685
forensics data acquisition

physical inaccessibility, 236
less control in clouds, 236
log acquisition issues, 236
trustworthiness of evidence, 237

forensics data organization, 237
challenges, 237

forensics legal issues, 237
chain of custody, 237
crime scene reconstruction, 238
cross border law, 238

fourth Amendment, 248–249
fragmentation, 211
functional programming, 597

higher order functions, 597

GaaS see gaming as a service
game genre, 533–535
gamification, 511
gaming as a service, 524
GENI see global environment for network innovations
geo‐distributed computation, 182–185
GLB[A], 466
global environment for network innovations, 514
Google App Engine, 20, 609–615, 618, 620, 622, 

625–626
Google Cloud Platform, 20

Google Compute Engine, 356
Google MapReduce, 600
government cloud requirements, 55–57
government clouds, 52–61

adopters, 58–60
Japanese government, 59
primary considerations, 56–57
UK government, 60
US government, 59–60

Gramm‐Leach‐Bliley Act, 466
green datacenters, 574

Hadoop, 545, 547, 555–556, 560, 582–598, 611, 612, 
618, 619, 625

alternatives, 592–593
Hadoop Distributed File System (HDFS), 546, 

582, 584
Hadoop in cloud, 589–591
infrastructure, 547
MapReduce 582, 605

HBase, 588
Health Insurance Portability and Accountability Act, 

436, 465–466, 506
high availability, 95
HIPAA see Health Insurance Portability and 

Accountability Act
hive, 587
homomorphic encryption, 264
horizontal federation, 178
HPCC system, 592
hybrid cloud, 9, 41
hyperic, 146
hyper‐V, 89–91

IaaS providers, 17–19
IaaS see infrstructure as a service
IAM see identity and access management
IAMaaS see identity and access management as service
IBM SmartCloud, 24
IDE, 64
identity and access management, 396–405

challenges, 402
considerations, 404
functional architecture, 397
interfacing models, 399
risks, 402
service, 400

identity and access management as service, 8, 400
identity federation, 427
identity lifecycle management, 426
identity management, 426, 428–431
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identity provider, 426–427, 429, 430
identity service provider, 400
identity token, 426–427, 429
IEEE 1471, 484
IETF see Internet Engineering Task Force
impact of the cloud, 655–662
impact of the cloud on IT professionals, 659–661
indicators, cloud service, 349, 359
indirect trust, 430
information security, 252
information technology rules (2011; India), 469
infrastructure as a service, 7, 63, 139–142, 447
instruction‐based cloud gaming, 528–530
instructure Canvas, 509
integration platforms as a service, 65 see also iPass
integrity, 209, 240, 418, 431
interconnection network

infiniband, 305
power manager elastic tree, 305

International Organization for Standardization, 80
Internet Engineering Task Force, 75, 407
internet of things, 685
interoperability, 139–141, 148, 494

BIM‐PDE server, 495, 496
building information modeling (BIM), 495
ontology model, 495

IoT see internet of things
I/O virtualization, 102, 109

single‐root I/O virtualization, 111
multiroot I/O virtualization, 112

iPaaS, 65
iPasSconnector, 66
ISO see International Organization for Standardization
ISO/IEC JTC 1: SC38, 80
ISO standards, 271
IT industry, future of, 661–622
IT roles, 659–661

Jinja2, 622–623
job distribution manager, 375–379
JS4Cloud, 639

key‐value storage, 576
Khan Academy, 505
knowledge discovery, 628–639
knowledge discovery in databases, 628

large‐scale analytics, 582–594
advanced analytics, 582
big data analytics, 582

law, 464

law, data sharing, 248, 249
law, European, 250
law, federal

Electronic Communications Privacy Act, 246–247
Federal Trade Commission’s role, 251
Fourth Amendment, 248–249
Pen Register statute, 246
sector‐specific laws, 249
Stored Communications Act, 246–248
Wiretap Act, 246

law, state
adhesion contracts, 250
collection of information, 249
security and data breach laws, 249

learning management system, 508
legal aspects of cloud computing, 179, 462–474
LISP see locator ID separation protocol
load balancing, 304, 306

energy‐aware, 306, 307
locator ID separation protocol, 109
long‐term vision, 367

MaaS see monitoring as a service
man‐in‐the‐middle attack, 125
MapReduce, 68, 545–547, 582, 609–614,  

619, 625
MapReduce programming model, 598–600

map phase, 598
reduce phase, 598

Merkle hash tree, 215
message authentication code, 418
metadata aPaaS, 67
metadata server, 575, 577
metamodeling aPaaS, 68
Microsoft, 89–91
Microsoft SharePoint, 22
Microsoft Windows Azure, 26
migrating applications to clouds, 383–394
mobile cloud computing, 29–39

architectures, 34
building blocks, 31
challenges, 37
characteristics, 33
definition, 30
distant immobile cloud, 35
hybrid mobile cloud computing, 37
interoperability, 38
portability, 38
proximate‐immobile‐cloud, 36

model contract clause, 472
model‐driven engineering for cloud computing, 170
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modeling, 315–326
analytic queueing modeling, 316, 317

modeling cloud knowledge, 640–650
MongoDB, 594
MongoDB MapReduce, 607
monitoring, 677
monitoring as a service, 8
MOOC, 510
Moore’s law, 310
mOSAIC, 172
multi‐agent systems for cloud computing, 170
multicast, 187
MultiCS, 91
multiprotocol label‐switching, 106
multitenancy, 218, 235, 419, 566

testing, 330–334
multitenant architecture, 141
multi‐tenant penetration testing, 330–331

National Institute of Standards and Technology, 74
NDAC see nondiscretionary access control
network architecture, 128, 132, 135
network device partitioning, 106
network effects, 476, 486
network fabric, 121
network function virtualization, 104, 109, 124
network segmentation, 103
network as a service, 115
network virtualization, 103, 124
NewSQL, 552, 554
NFV see network function virtualization
NIST cloud reference framework, 74
NIST see National Institute of Standards and Technology
nondiscretionary access‐control, 424
nonfunctional attributes, 315
non‐functional requirements, 447, 450–451
noisy neighbor problem, 555–556, 560
NoSQL database systems, 563–566
NoSQL see not only SQL
not only SQL, 552–554, 556

databases, 554, 558–560
types of, 554

OASIS see Organization for the Advancement of 
Structured Information Standards

OAuth, 194, 401, 406–416, 429
access tokens, 408–409, 411–414
application contexts, 413
application support, 414
comparison to OpenID, 410–411
criticism of, 415

interoperability, 415
refresh tokens, 413–414
security, 413–415
version 1.0, 408–410
version 2.0, 411–412
working group, 407

object‐oriented storage system, 574–575, 578
OCCI see open cloud computing interface
OGF see Open Grid Forum
OLAP, 563
OLTP, 562
OMNEST, 325
Oozie, 588
open cloud, 677
open cloud computing interface, 81, 174, 196
OpenFlow, 124
Open Grid Forum, 81
open security architecture, 82
OpenID, 407, 410–411, 429

comparison to OAuth 1.0, 410–411
connect, 401, 413, 429

OpenID connect, 413, 429
OpenNebula, 171
Openshift, 176
open‐source cloud software, 12, 139

IaaS cloud solutions, 139, 141
infrastructure automation tools, 146
SaaS cloud software solutions, 145

Openstack, 141, 175
OpenStack, Neutron, 126
open virtualization format, 197
operations manager, 375–379
orchestration, 142
Organization for the Advancement of Structured 

Information Standards, 83, 428
OSA see open security architecture
outsourcing, 657–658
overlay network, 124
overprovisioning, 303, 311

PaaS development platforms, 155–156
private PaaS platforms, 156
public PaaS platforms, 155

PaaS providers, 19–21
PaaS see platform as a service
paravirtualization, 92
pareto plot, 359
PATRIOT Act, 467
pay per use, 479
performance guarantee, 435
performance modeling see modeling
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performance simulation see simulation
performance of wireless DCNs, 133
personal applications of cloud

categories of, 521
key drivers, 518
location‐based, 521–522
major providers, 518–519 (table)
pitfalls, 520
storage, 522

personal fairness, 480
Personal Information Privacy Act (South Korea), 470
personally identifiable information, 249, 250, 253, 

255–256
PIA see privacy impact assessment
pig, 586
PII see personally identifiable information
pilot experiment, 356
platform as a service, 7, 63, 139, 141, 143–145, 447

architecture, 64
components, 64
marketplace, 68
solution providers, 68
platform, 63

policy decision point, 421, 425
policy enforcement point, 421, 425
Portfolio, 369

metric, 369–370
power consumption of devices, 305
power management techniques, 306

AMD PowerNow, 306
dynamic voltage and frequency scaling (DVFS), 306
Intel SpeedStep, 306

PowerNow (AMD), 306
power usage effectiveness, 302
power use, of servers, 303, 305
Pregel, 546–547, 549, 593
price manager, 375–379
pricing cloud services, 479–481
privacy

fundamental right, 250
Law, 246–250
options for increasing or protecting, 245, 249, 253
privacy lawsuits, 246
scholars, 246
theory, 246, 253

privacy impact assessment, 261
privacy policy, 436–437

as binding contracts, 250
common terms, 252

privacy‐enhanced access control, 214
privacy research, 264

private cloud, 9, 41
programming for the cloud, 612–618

nonfunctional concerns, 609–612, 616, 626
Providing Appropriate Tools Required to Intercept and 

Obstruct Terrorism Act, 467
provisioning, 677
provisioning of intercloud, 446–460
public cloud, 9, 41
PUE see power usage effectiveness
Puppet, 148

query integrity, 215–217
query privacy, 215

access confidentiality, 215
path ORAM, 215
pattern confidentiality, 215
shuffle index, 215

queueing modeling see modeling
quality of service, 349

rackspace Cloud, 19
RAID, 573
RBAC, 419, 424
RDBMS see relational database management system 

recommended trust
regulation, 464
regulatory challenges, 261
regulatory and compliance issues, 238
relational database management system, 552, 553, 558, 560
remote computing service, 248
reputation, 378, 430
research applications, 513–515
research topics in cloud computing, 676–681

application deployment and architecture, 678
big data and analytics, 680
cloud design, 677
data auditing, 679
monitoring, 677
provisioning, 677
security and privacy, 679
virtualization, 676

resilience, 332
resource management

cloud, 303
energy optimization, 303
load concentration, 307
overprovisioning, 303
software, 303

resource provisioning, 448
response time, 435
RESTful, 66
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risks to privacy in the cloud, 260–261
risks, 371

SaaS see software as a service
SaaS providers, 22–23
safe harbor framework, 250, 471
SALSA, 609–612, 616–618, 624–626
SAML, 402, 427–429
SAP HANA cloud platform, 20–21
Sarbanes‐Oxley Act, 467
scalability, 330
scaling, types of, 154

horizontal, 154
vertical, 154

SDDC, 93
SDN see software defined networking
SecaaS see security as a service
secure multiparty computation, 217
secure provenance, 242
securing the clouds

methodologies and practices, 220–231
security see cloud security
security assertion markup language, 402
security model, 424
security of information, 252
security policy, 423–425
security and privacy, 679
security as a service, 8
security standards and certificates, 269–272
security token, 427
security, trust and assurance registry, 271
selective access, 213–214
self‐management, 304
self‐organization, 304
self‐service signup, 160
semantic constraint, 420
semantic models for cloud computing, 170
separation of duty, 423–424
server interconnection, 121
server

average setup time, 307
CO

2
 emission, 306, 308

consolidation, 306
energy consumption, 308
energy efficiency, 306
power consumption, 303
running state, 307
sleep mode/state, 306, 307
standby mode, 306
utilization, 304–306

service
activation and deactivation, 439
credit, 438
renewals, 439
transferability, 439–440
violation detection, 439

service delivery models, 150
service guarantee, 435

data, 436
granularity, 437
performance, 435
time period, 437

service level agreement, 218, 242, 420–423,  
433–445, 568

Amazon, 441
credit, 438
customized, 440
future, 443–444
rackspace, 442

exclusions, 438
subcontracted, 440
violation detection, 438–439

service metering, 144
service orchestration, 140, 144
Service Provisioning Markup Language, 402
service selection, 350, 359
Shibboleth, 429
side‐channel attack, 419
signature chaining schema, 215
SIIF, 173
simple network management protocol, 79
simulation, 315–326

discrete event simulation, 317, 318
single sign on, 330–332, 420–421, 427, 429
site recovery manager, 100–101
SLA modeling, 647–649
SLA see service level agreement
sleep state types, 307
smart cloud modeling, 643–649
smart power grid, 312
SNIA see storage networking industry  

association
SNMP see simple network management protocol
social fairness, 480
software defined networking, 122
software as a service, 6, 63, 139, 145–147, 152, 302, 

312, 446
benefits, 152
challenges, 153
resource management, 304, 312
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software testing, 328, 330
software‐defined datacenter, 684
solar energy, 312

Google cloud, 312
South Korea, 668–669
sovereign joins, 217
SOX, 467
spark, 593
SpeedStep (Intel), 306
SPML, 402, 428
STAR see security, trust and assurance registry
spot instances, 479
Sqoop, 587
SSL/TLS, 431
SSO see single sign‐on
standard for intercloud interoperability and 

federation, 173
starfish, 512
storage interconnection, 121
storage networking industry association, 84
storage as a service provider, 23–24
storage virtualization, 573, 576
streams, 540, 547, 548

IBM InfoSphere, 548–549
Oracle, 548
reactive, 548

structured data, 576
sugar CRM, 146
support services, 7
surveillance, 249
system administrator, 446, 450

TaaS see testing as a service
TCAC, 419
terms of service, 250–252, 472
test automation, 335–336
testing the cloud, 339–340
testing as a service, 344–347
thailand, 669
throughput, 435
time‐sharing system, 90
TimesMachine, 551, 557
TOG see the open group
the open group, 86
topology and orchestration specification for cloud 

applications, 173, 200–201
TOSCA see topology and orchestration specification for 

cloud applications
TPM see trusted platform module
transport layer security, 414

traversal vulnerability, 330–334
trust assumptions, 209

curious providers, 209
fully trusted providers, 209
lazy providers, 209
malicious providers, 209

trust model, 240, 417, 419, 426–427,  
430–431

trusted platform module, 241
Tsuru, 144–145
Twitter/Backtype Storm, 592
two‐factor authentication, 430

unicast, 187
unified service description language, 643
unified storage resource management, 574
Unizin, 510
unstructured data, 576
USDL see unified service description language
user‐centric identity, 426
utility cloud, 555, 557–558, 560

vCloud Director, 98
VDS see virtual distributed switch
vendor lock‐in, 179
vertical federation, 178
VF see virtual firewall
video‐based cloud gaming, 525–528
virtual distributed switch 97
virtual firewall, 105
virtual local area network, 102
virtual machine

energy consumption, 312
virtual machine introspection, VMI, 242
virtual private cloud, 9
virtual resource manager, 420–421
virtualization, 218, 305, 311, 419,  

567, 676
energy efficiency, 305
overhead, 312

virtualization, network, 124
virtualized database servers, 567–568
VLAN see virtual local area network
vMotion, 95
VMware, 89, 91, 95
volatile data, 235
vShield, 99

WAN see wide area networks
web application, 609–615, 620, 626
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Web Ontology Language, 641, 642, 645
web service level agreement, 643, 647–649
WIDE, 64
wide area networks, 107
wireless data center networks, 128–137
wireless networking, 128–129, 135
workflows, 628–630, 632, 636, 639
write once, run anywhere approach, 171
WS‐agreement, 194

negotiation, 194
WS‐federation, 429

WSLA see web service level agreement
WS‐trust, 429

XACML, 428
XAML, 402
XEN, 89, 91
XML, 428
XML metadata, 579

Zenoss, 148
ZooKeeper, 587
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