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    A.     Growth of transborder data fl ows 

  1.     Th e changing economic, social, and technological landscape 

 Th e global economy is undergoing an ‘information explosion’ that can ‘unlock 
new sources of economic value, provide fresh insights into science and hold gov-
ernments to account’.  1   Th ere has been a ‘massive growth in the complexity and vol-
ume’ of global data fl ows, accompanied by a change in the nature of such transfers 
in that they no longer constitute point-to-point transmissions, but ‘occur today as 
part of a networked series of processes made to deliver a business result’.  2   Personal 
data are now crucial raw materials of the global economy; data protection and 
privacy have emerged as issues of concern for individuals; and confi dence in data 

  1     ‘Data, data everywhere—A special report on managing information’,  Th e Economist , 27 February 
2010, at 3.  

  2     See Paul M. Schwartz, ‘Managing Global Data Privacy: Cross-Border Information Flows in a 
Networked Environment’ (2009), <http://theprivacyprojects.org/wp-content/uploads/2009/08/Th e-
Privacy-Projects-Paul-Schwartz-Global-Data-Flows-20093.pdf>, at 4.  
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Background and Introduction2

processing and privacy protection have become important factors in enabling the 
acceptance of electronic commerce. Th e international transfer of personal data 
has resulted in economic growth and effi  ciencies that have had a positive impact 
around the world, while at the same time subjecting the privacy of individuals to 
new and increased risks. 

 In the 1970s, the term ‘transborder data fl ows’ was typically understood to refer 
to point-to-point data transfers such as the ‘exchange of internal company admin-
istrative information, response to requests for service by customers, and mainten-
ance of records concerning or describing customers or subjects’.  3   By contrast, many 
transborder data fl ows today involve multiple partners (ie, persons, organizations) 
communicating through networks in a distributed fashion (in particular via phe-
nomena such as ‘Web 2.0’, online social networking, search engines, and cloud 
computing). Th e following are some of the main developments that have changed 
the landscape for transborder data fl ows over the last few decades.  

    •       Th e increased globalization of the world economy  As described by the World 
Bank, ‘over the last few decades, the pace of this global integration has become 
much faster because of unprecedented advancements in technology, commu-
nications, science, transport and industry’.  4   Th is has included the wholesale 
reduction of capital controls (eg, exchange controls, and controls on the inter-
national sale or purchase of various fi nancial assets),  5   and the liberalization of 
international trade through the succession of General Agreement on Tariff s 
and Trade (GATT) trade rounds and the foundation of the World Trade 
Organization (WTO).  

   •       Th e growing economic importance of data processing  Th e processing of personal 
data has become a vital component of economic growth. As European data 
protection regulators have noted, ‘In some sectors, particularly in the on-line 
environment, personal data has become the de facto currency in exchange for 
on-line content’.  6   Th e industry for data analytics alone has been estimated 
to be worth over US$100 billion, and to be growing at almost 10 per cent 
annually.  7    

   •       Th e social and cultural importance of online activity  With the growth of the 
Internet, the ability to transfer data around the world online has attained a 
huge importance in social and cultural terms. Th e Internet and other online 
media have become indispensable tools for individuals to communicate glo-
bally, and have furthered individual participation in the political process, 

  3     J.M. Carroll, ‘Th e Problem of Transnational Data Flows’, in  Policy Issues in Data Protection and 
Privacy, Proceedings of the OECD Seminar 24th to 26th June 1974 , at 201.  

  4     See <http://youthink.worldbank.org/issues/globalization/>.  
  5     See International Monetary Fund, ‘Capital Controls: Country Experiences with their Use and 

Liberalization’ (17 May 2000), <http://www.imf.org/external/pubs/ft/op/op190/index.htm>.  
  6     Article 29 Working Party, ‘Opinion 3/2010 on the principle of accountability’ (WP 173, 13 July 

2010), at 5.  
  7     ‘Data, data everywhere’ (n 1), at 4.  
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Growth of transborder data fl ows 3

increased transparency of governmental activities, and promoted fundamen-
tal rights (a well-known example is the use of Internet communications and 
online social media in the popular ‘Arab Spring’ uprisings in 2011  8  ).  

   •       Th e ubiquity of transborder data fl ows  In past decades, transborder data fl ows 
often only occurred when there was the explicit intent to transfer data inter-
nationally (eg, when a computer fi le was intentionally sent to a specifi c loca-
tion in another country). Nowadays, the architecture of the Internet and 
technological solutions such as cloud computing mean that even a transfer 
to a party in the same country may result in the message or fi le transiting via 
other countries, without the sender ever being aware of this.  9   As computing 
devices are routinely implanted in many varieties of implements used in daily 
life that communicate and process personal data via the Internet (the so-called 
‘Internet of Th ings’  10  ), great volumes of personal data will be transferred inter-
nationally even without the direct involvement of a human being.  

   •       Increase in data transfers by States and data sharing between them  States (includ-
ing governments and regulatory agencies) are now transferring an ever-grow-
ing amount of personal data across national borders for purposes that can 
include regulatory coordination, law enforcement, and many others.  

   •       Interaction between the public and private sectors in the processing of personal 
data  Th ere is a growing interaction between data processing by private sec-
tor organizations, governmental entities, and public authorities. For example, 
public authorities often seek access to commercial databases maintained by 
private sector entities.  

   •       Th e changing role of geography  While geography and territoriality are still the 
key factors for the application of data protection and privacy law, they have 
become less important from the business and technological points of view. 
Many companies structure their operations based on lines of business rather 
than geography, and technology allows the transfer of personal data without 
regard to national borders.  

   •       Greater direct involvement of individuals in transborder data fl ows  Th e develop-
ment of new technologies and business models for processing personal data 
has led to a greater direct involvement of individuals in the way that their 
data are transferred across national borders. In particular, phenomena such 

  8     See, eg, Journalist’s Resource, ‘Th e Arab Spring and the Internet: Research Roundup’ (22 March 
2012), <http://journalistsresource.org/studies/society/internet/research-arab-spring-internet-key-studies/>.  

  9     See European Data Protection Supervisor, ‘Opinion of the European Data Protection Supervisor 
on the Commission’s Communication on “Unleashing the potential of Cloud Computing in Europe”’, 
16 November 2012, at 6, stating that cloud computing ‘leads to a considerable increase of transfers 
of personal data over networks, involving many diff erent parties and crossing borders between coun-
tries  . . . ’, and that ‘the physical location of the data is usually not known by the client  . . . ’  

  10     See, eg, Commission of the European Communities, ‘Communication to the European 
Parliament, the Council, the European Economic and Social Committee and the Committee of the 
Regions: Th e Internet of Th ings—An Action Plan for Europe’, COM(2009) 278 fi nal, 18 June 2009.  
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Background and Introduction4

as electronic commerce and online social networks have made it possible 
for individuals to initiate the transborder transfer of personal data more eas-
ily. At the same time, it has become more diffi  cult for individuals to deter-
mine the ways in which data are transferred, and the location where they are 
processed.  

   •       Growing danger to the privacy of individuals  Th ese developments have all 
brought great economic and social benefi ts, but have also increased the risks 
of misuse of personal data and of violations of the law. For example, there 
has been explosive growth in the scale and sophistication of criminal attacks 
against users’ personal data conducted via the Internet.  11   Government access 
to and sharing of personal data may also create risks.  12       

  2.     Increase in the volume of data fl ows 

 Th e volume of transborder data fl ows has grown exponentially over the last few 
decades, which has driven a corresponding increase in transborder data fl ow regu-
lation. Th is growth can be seen from a few examples:

  Wal-Mart, a retail giant, handles more than 1m customer transactions every hour, feeding 
databases estimated at more than 2.5 petabytes—the equivalent of 167 times the books in 
America’s Library of Congress  . . .  Facebook, a social-networking website, is home to 40 
billion photos. And decoding the human genome involves analysing 3 billion base pairs—
which took ten years the fi rst time it was done, in 2003, but can now be achieved in one 
week. All these examples tell the same story: that the world contains an unimaginably vast 
amount of digital information which is getting ever vaster ever more rapidly.  13     

 Th e application of data analytics techniques to large amounts of personal data, 
including processing of the data for purposes that may be diff erent than those for 
which they were originally collected, is known as the phenomenon of ‘big data’. 
Such projects typically involve the transfer of data from numerous sources without 
regard to geography, and can have major benefi ts for society:

  Th e discovery of Vioxx’s adverse drug eff ects, which led to its withdrawal from the market, 
was made possible by analysis of clinical and cost data collected by Kaiser Permanente, 
the California-based managed-care consortium. Had Kaiser Permanente not aggregated 
clinical and cost data, researchers might not have been able to attribute 27,000 cardiac 
arrest deaths occurring between 1999 and 2003 to use of the drug. Similarly, researchers 
in South Africa discovered a positive relationship between therapeutic vitamin B use and 
delay of progression to AIDS and death in HIV-positive patients  . . .  Another oft-cited 

  11     See, eg, Symantec Corp., ‘Internet Security Th reat Report, Volume XV’ (April 2010), <http://
www4.symantec.com/Vrt/wl?tu_id=SUKX1271711282503126202>.  

  12     Eg, when governmental law enforcement entities access personal data held by the private sector. 
See, eg, ‘Systematic Government Access to Private Sector Data’ (special issue), 2(4) International Data 
Privacy Law (2012).  

  13     ‘Data, data everywhere’ (n 1), at 3.  
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Growth of transborder data fl ows 5

example is Google Flu Trends, which predicts and locates outbreaks of the fl u making use 
of information—aggregate search queries—not originally collected with this innovative 
application in mind.  14     

 Big data applications can have particular benefi ts for the developing world.  15   For 
example, Global Pulse, an initiative of the UN Secretary-General, conducts research 
and enters into partnerships with States and private sector entities to investigate 
how data analytics can be used to help to protect vulnerable populations, particu-
larly in developing countries.  16   Th e work of Global Pulse involves data research 
and the development of tools all over the world, and is thus dependent on the abil-
ity to transfer data freely between diff erent countries. A few examples of how data 
analytics can be used for development purposes are ‘the Healthmap project  . . .  
[which] compiles disparate data from online news, eyewitness reports and expert-
curated discussions, as well as validated offi  cial reports, to “achieve a unifi ed and 
comprehensive view of the current global state of infectious diseases”’; and ‘use of 
crowdsourcing following the earthquake that devastated Haiti, where a centralised 
text messaging system was set up to allow cell-phone users to report on people 
trapped under damaged buildings.’  17   

 Little empirical research has been done on the exact volume of transborder data 
fl ows, but growth in Internet traffi  c gives an indication of the speed with which 
they are increasing, since much data processing is carried out on the Internet and 
is thus routed without regard to national borders. For example, the Cisco Visual 
Networking Index, a widely watched measurement of Internet usage and growth, 
gave the following predictions in 2011:

  Annual global IP traffi  c will reach the zettabyte threshold (966 exabytes or nearly 1 zetta-
byte) by the end of 2015. In 2015, global IP traffi  c will reach 966 exabytes per year or 80.5 
exabytes per month. Global IP traffi  c has increased eightfold over the past 5 years, and will 
increase fourfold over the next 5 years. Overall, IP traffi  c will grow at a compound annual 
growth rate (CAGR) of 32 percent from 2010 to 2015. In 2015, the gigabyte equivalent of 
all movies ever made will cross global IP networks every 5 minutes. Global IP networks will 
deliver 7.3 petabytes every 5 minutes in 2015.  18     

  14     Omer Tene and Jules Polenetsky, ‘Big Data for All: Privacy and User Control in the Age of Analytics’ 
(20 September 2012), at 9, <http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2149364>. See also 
McKinsey Global Institute, ‘Big data: the next frontier for innovation, competition, and productivity’ 
(May 2011), <http://www.mckinsey.com/Insights/MGI/Research/Technology_and_Innovation/Big_
data_Th e_next_frontier_for_innovation>, stating: ‘analyzing large data sets—so-called big data—will 
become a key basis of competition, underpinning new waves of productivity growth, innovation, and 
consumer surplus’.  

  15     See Global Pulse, ‘Big Data for Development: Challenges and Opportunities’ (May 2012), <http://
www.unglobalpulse.org/sites/default/fi les/BigDataforDevelopment-UNGlobalPulseJune2012.pdf>, 
at 4, stating: ‘the diff usion of data science to the realm of international development nevertheless 
constitutes a genuine opportunity to bring powerful new tools to the fi ght against poverty, hunger and 
disease.’ See also Gillian Tett, ‘Big data is watching you’,  Financial Times , 10 August 2012, <http://
www.ft.com/cms/s/2/97cff af0-e1b5-11e1-92f5-00144feab49a.html>.  

  16     See <http://www.unglobalpulse.org/about-new>.  
  17     Global Pulse (n 15), at 22–3.  
  18     See <http://www.cisco.com/en/US/solutions/collateral/ns341/ns525/ns537/ns705/ns827/white_

paper_c11-481360_ns827_Networking_Solutions_White_Paper.html>.  
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Background and Introduction6

 To give an idea of the amount of data involved in these statistics, one extabyte of 
data would hold approximately 36,000 years’ worth of HD video, while one zet-
tabyte (which is 1,000 extabytes) is the equivalent of approximately 250 billion 
DVDs.  19   Th e growth in Internet traffi  c is expected to be greatest in less developed 
regions such as Latin America, the Middle East, and Africa.  20   

 Since the Internet is structured to transit data based not on geography but on 
technical parameters, it can be assumed that a large amount of the personal data 
transmitted on it must cross national borders, so that the actual route they take is 
unpredictable. Indeed, technological complexity and the eff ort required to track 
data sent over the Internet means that it may no longer be feasible to diff erentiate 
between transborder data fl ows and those that do not cross national borders. Th us, 
the regulatory framework for transborder data fl ows is in eff ect the same as that for 
data transfers on the Internet, and for the Internet itself. 

 Th e scope of data processing and its complexity have changed radically since the 
fi rst regulation of transborder data fl ows was enacted in the 1970s. Th e following 
excerpt from an article published in 1980 described what was apparently a com-
mon scenario at the time:

  Th e health records of a Swiss national are collected by his employer in Switzerland. Using 
leased private (dedicated) lines procured from a series of European PTT’s [Postal, Telegraph 
and Telephone service agencies], the employer transmits the data to corporate headquarters 
in Amsterdam where they are processed, stored, and aggregated with health records of other 
nationals working in other countries  . . .  Th e employer, having received the fully processed 
health data, now sends it along via EURONET to the employer’s insurance carrier, an 
Italian fi rm whose primary data, processing facilities are located in Spain. Th e insurance 
carrier again processes the data, stores them in Madrid on magnetic tape and issues the 
appropriate group health policy to the employer.  21     

 Th e cost of transferring data over computer networks in the 1970s was so high that 
mainly large corporations or governments could take advantage of it.  22   Th e cost 
of Internet access today is well within the means of the ordinary citizen, and the 
Internet is full of free applications and services, so that cost is no longer a factor 
inhibiting the transborder fl ow of data. 

 In the 1970s and 1980s, transborder data fl ows largely took place using closed 
networks. Th is involved the use of technologies such as telephony, telefax, teletext, 
and Datex; international private telecommunications networks such as TYMNET 
and IBM1; value-added services off ered on a national level such as Bildschirmtext 

  19     Charles Arthur, ‘What’s a zettabyte? By 2015 the Internet will know, says Cisco’,  Th e Guardian , 
29 June 2011, <http://www.guardian.co.uk/technology/blog/2011/jun/29/zettabyte-data-internet-
cisco>.  

  20     Global Pulse (n 15), at 10, stating: ‘While Internet traffi  c is expected to grow 25–30% between 
2011 and 2015 in North America, Western Europe and Japan, the fi gure is expected to reach or sur-
pass 50% in Latin America, the Middle East and Africa  . . . ’  

  21     William L. Fishman,   ‘Introduction to Transborder Data Flows’ ,  16  Stanford Journal of 
International Law  3 , 21 (1980).   

  22     Jan Freese,   International Data Flow  ( Studentlitteratur  1979), at 25.   
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Growth of transborder data fl ows 7

in Germany and Videotex in the UK; or corporate networks, such as SWIFT, 
DFN.  23   Use of these networks or services was generally limited to subscribers or 
closed user groups; they did not typically interact with other networks; and it was 
not diffi  cult to determine the location where their use took place. By contrast, the 
following anonymized case studies published in 2009 indicate the current com-
plexity of transborder data fl ows in the corporate world: 

 A marketer in Spain would use the criteria developed by the analytics vendor in India to 
select a list of customers from the global Customer Relationship Management (CRM) 
system in the U.S. which would be transferred to their call center in Mexico for execution 
of a telemarketing campaign to consumers in Spain. Results from the telemarketing eff ort 
from Mexico would then be fed back to the U.S. to update the information in the global 
CRM system.  24   
 Th e GRP system [a global recruitment process system that a provider of technology solu-
tions uses to recruit employees] permits interested individuals to apply for an employment 
position, independent of the country in which they are located or the country from which 
the opportunity originates  . . .  Th e GRP system allows Zeta and its wholly-owned sub-
sidiaries to assist in identifi cation and selection of candidates, both internal and external, 
for employment opportunities  . . .  [T]he GRP system leads to data transfers on demand. 
Th ese data transfers cannot necessarily all be predicted in advance of a job posting. A job 
can be posted from South Africa to the GRP system server in Zurich, and then accessed 
by Zeta employees in over 100 countries. Some of these employees will send their personal 
data to the system. In addition, outside recruiters from these or other countries might send 
in data.  25     

 Th ere is a striking contrast between these scenarios, those from 1980 involving the 
use of proprietary communications networks and magnetic tape, and those from 
2009 involving direct access to the data and an upload of the data directly using 
the same network. Th e complexity of the data fl ows has also changed drastically, so 
that it has become diffi  cult to identify exactly which entity is initiating or control-
ling the data fl ows at a particular point in time; to localize the data fl ows as taking 
place in a specifi c location; and to classify the roles of the various actors involved 
in them.  

  3.     Resulting legal issues 

 Th e changing landscape for transborder data fl ows and the dramatic growth in 
their volume and scope have led to a corresponding increase in the complexity of 
legal issues, which can be illustrated by the following examples.  

    •       Characterizing the activities leading to transborder data fl ows and the roles and 
obligations of the parties involved in them  Company A operates a web service 

  23     For an overview of data transfer technologies being used at this time, see Michael Bothe and 
Wolfgang Kilian,   Rechtsfragen grenz ü berschreitender Datenfl  ü sse  ( Verlag Dr Otto Schmidt  1992), Ch 2.   

  24     Schwartz (n 2), at 13.       25     Schwartz (n 2), at 63.  
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Background and Introduction8

from servers located in its own country. Company A has offi  ces in other coun-
tries, but they are only sales offi  ces—that is, all decisions regarding the pur-
poses and means of data processing are taken at its headquarters in its own 
country, and it only has servers in that country. Customers of the company in 
other countries go to its website and enter information, which is then proc-
essed by Company A on its servers.  

       Questions  Is the access of the website by the individual that results in 
Company A processing the data in its country to be considered a ‘transborder 
data fl ow’? If so, which party is exporting the data to Company A, the indi-
vidual who interacts with the website, or Company A itself? If it is Company 
A, does it have to register or have the transfer approved by any regulatory 
authority, and if so, which Company A entity in which country should do so? 
If the exporter is Company A, how can the company ensure a legal basis for 
the data transfer? If the exporter is the individual, should the individual have 
to provide a legal basis for the transfer of his or her own data, and if so, what 
options are available?  

   •       Clarifying the policies that underlie transborder data fl ow regulation  A company 
with its headquarters in Country A is concerned about the cost of complying 
with the country’s data protection laws. It is considering moving its company 
database to a newly established offi  ce in Country B, where most of its cus-
tomers reside, and which would result in quicker access of its fi rm website by 
customers; Country B does not have a data protection law. Both countries 
have democratic systems of government, but law enforcement authorities in 
Country B have greater powers to compel companies to give them access to 
their databases.  

       Questions  If the company moves its data processing operations to Country B, 
should this be considered circumvention of the law of Country A? In answer-
ing this question, what weight should be given to the risk of law enforcement 
access to data in Country B?  

   •       Outsourcing of data processing to service providers and the interrelationship 
between transborder data fl ow regulation and applicable law issues  A data process-
ing service provider in Country A is instructed by a company in Country B to 
process personal data in Country A and subsequently to transfer them back to 
the company in Country B. Th e data were sent to the service provider by the 
company, and originate from Country B. Th e data protection laws of both 
Country A and Country B mandate that certain protections are given to data 
transferred outside the country, among which is that the country’s law should 
continue to apply to the processing.  

       Questions  Which country’s law should apply to the processing of the data? 
Should the data transfer requirements of both countries apply to the transfer? 
Which requirements should apply if there is a confl ict between them?  

   •       Th e role of technological solutions  Company A transfers personal data to 
Company B in a diff erent country without data protection or privacy laws. 
Th e laws of the country where Company A is established allow transborder 
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Growth of transborder data fl ows 9

data fl ows only if the data receive an adequate level of protection in the coun-
try of data import. Th e data are transferred to Company B in encrypted form, 
so that only it can have access to them.  

       Questions  Should the fact that the data were transferred in encrypted form 
satisfy the transborder data fl ow requirements to which Company A is subject? 
If so, should the encryption have to meet particular technical standards?  

   •       Confl icts between transborder data fl ow regulation and other legal require-
ments  ‘Company X does business in many countries, including Country A, 
a country that lacks suffi  cient legal protections for personal data. It transfers 
personal data regarding transactions from countries all over the world to its 
central database located at its headquarters in Country B. Company X has 
taken the necessary steps so that its data processing activities are valid under 
the legal requirements of the countries where it does business. Th ese legal 
requirements include that Company X will only process data for purposes 
defi ned at the time of collection; that it will provide a legal basis for onward 
transfers of the data to third parties; and that it will only transfer the data to 
third parties if steps are taken to provide adequate protection in the country 
to which the data are transferred. In addition, the consumer privacy policy of 
Company X states that it will use personal data only for limited specifi ed pur-
poses and provide adequate protection for onward transfers of personal data. 
Law enforcement authorities in Country A approach Company X stating 
that they have suspicions that certain individuals with which Company X has 
transacted business may be involved in illegal activities. Th e individuals are 
citizens of multiple countries, including those of Country A. Th ese authori-
ties then request Company X to turn over to them all records Company X 
holds involving transactions with such individuals over the last three years, 
including those stored at its database in Country B. Th e request is not based 
on a judicial order, and does not list any further details beyond the names of 
the individuals and the time frame in which the relevant transactions took 
place. Th e authorities state that if this request is not complied with, they will 
initiate criminal proceedings against the management board of Company X’s 
subsidiary in Country A.’  26    

       Questions  Which legal obligations should Company X comply with, those 
of Country A or Country B? Should the data protection law of Country B 
recognize the law enforcement requirements of Country A as a legal basis to 
transfer the data?    

 Th ese are just a few of the legal issues that arise under transborder data fl ow regula-
tion, and that will be dealt with in this study.   

  26     Quoted from International Chamber of Commerce (ICC), ‘Cross-border law enforcement 
access to company data—current issues under data protection and privacy law’, Doc. No. 373/507 (7 
February 2012), <http://www.iccwbo.org/Data/Policies/2012/Cross-border-law-enforcement-access-
to-company-data-current-issues-under-data-protection-and-privacy-law/>.  
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Background and Introduction10

  B.     Growth of transborder data fl ow regulation 

 Th e growth in transborder data fl ows has been accompanied by a growth in rules 
of data protection and privacy law that regulate the transfer of personal data out-
side the geographical boundaries of the country of data collection and processing. 
Such regulation began on an international scale in the 1980s with the enact-
ment of instruments such as the Organisation for Economic Co-operation and 
Development Guidelines on the Protection of Privacy and Transborder Flows of 
Personal Data (hereinafter: the ‘OECD Guidelines’);  27   the Council of Europe 
Convention for the Protection of Individuals with regard to Automatic Processing 
of Personal Data (ETS 108) (hereinafter: ‘Council of Europe Convention 108’);  28   
the EU Data Protection Directive 95/46 (hereinafter: the ‘EU Data Protection 
Directive’ or ‘the Directive’);  29   and the Asia-Pacifi c Economic Cooperation 
(APEC) Privacy Framework (hereinafter: ‘APEC Privacy Framework’).  30   Many of 
these frameworks are under review; for example, on 25 January 2012 the European 
Commission issued a proposal for revision of the EU legal framework for data 
protection (including the EU Directive),  31   and similar exercises are underway in 
international organizations such as the Council of Europe and the OECD. 

 Over 70 countries have now adopted data protection or privacy laws that explic-
itly regulate transborder data fl ows. Beginning in Europe, such laws have spread 
to all regions of the world, including North and Latin America; the Caribbean; all 
Member States of the European Union and the European Economic Area, and sev-
eral other European countries as well; Africa; the Near and Middle East; Eurasia; 
and the Asia-Pacifi c region. Some countries are also in the process of adopting data 
protection and privacy legislation that includes regulation of transborder data fl ows, 
or of amending their existing regulation. In addition, many countries are bound 
by international legal instruments such as the Additional Protocol to Council of 
Europe Convention 108, and others are eligible to participate in voluntary sys-
tems such as the APEC Privacy Framework (which by itself covers 21 countries). 
Transborder data fl ow regulation exists not only at the national level, but also at 
the local or regional level in a number of federal countries, and is dealt with in data 
sharing agreements between States. Companies and other data controllers increas-
ingly view such regulation as a matter of high-level strategic importance, which has 
led to a growth of private sector regulation as well. Th e Appendix at the end of this 

  27     (23 October 1980), <http://www.oecd.org/internet/interneteconomy/oecdguidelinesonthepro-
tectionofprivacyandtransborderfl owsofpersonaldata.htm>.  

  28     28 January 1981, ETS 108 (1981).  
  29     Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the 

protection of individuals with regard to the processing of personal data and on the free movement of 
such data, [1995] OJ L281/31.  

  30     APEC Privacy Framework (2005), <http://www.apec.org/Groups/Committee-on-Trade-and-
Investment/~/media/Files/Groups/ECSG/05_ecsg_privacyframewk.ashx>.  

  31     See <http://ec.europa.eu/justice/newsroom/data-protection/news/120125_en.htm>.  
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What are transborder data fl ows? 11

study contains English versions of provisions in data protection and privacy law 
instruments from around the world that regulate transborder data fl ows.  

  C.     What are transborder data fl ows? 

 Th e application of transborder data fl ow regulation, and the obligations it brings, 
is predicated on the existence of a data transfer. Th ere is a lack of clarity as to the 
meaning of the term, and regulatory instruments often use diff erent ones without 
making it clear what they mean. Th e EU Directive refers to ‘transfer to a third 
country of personal data’ (Article 25(1)), without defi ning ‘data transfer’; the 
Commission’s 2012 proposal to amend the EU data protection framework  32   also 
fails to do so. Th e APEC Privacy Framework variously uses the terms ‘international 
transfer’, ‘information fl ows across borders’, ‘cross-border information fl ow’, and 
‘cross-border data transfer’ interchangeably to refer to the movement of personal 
data across national borders.  33   Th e Canadian Personal Information Protection and 
Electronic Documents Act (PIPEDA) does not distinguish between domestic and 
international fl ows of data, and a ‘data transfer’ is considered to mean ‘use’ of the 
data by an organization.  34   Th e OECD Privacy Guidelines refer to ‘transborder data 
fl ows’, defi ning the term as ‘movements of personal data across national borders’ 
(§ 1(c)), while Council of Europe Convention 108 refers to ‘transborder fl ows of 
personal data’, defi ned as ‘the transfer across national borders, by whatever medium, 
of personal data undergoing automatic processing or collected with a view to their 
being automatically processed’ (Article 12(1)). Since the OECD Guidelines and 
Council of Europe Convention 108 both refer to ‘transborder data fl ows’, that is the 
term that is used here, but it should be understood to refer generically to all cases of 
data crossing national borders. 

 Th e diffi  culty of defi ning what constitutes a ‘data transfer’ is increased by the 
fact that data can cross borders not just by being actively transferred, but also by 
being made available to recipients in other countries.  35   Th e law tends to conceive 
of transborder data fl ows as if they were the result of a discrete act, such as some-
one pushing a button and causing data to be transferred. In fact, nowadays data 
transfers often take place as part of a process. Th is point is brought out in the fol-
lowing description of data fl ows in a system for clinical drug trials operated by a 
multinational pharmaceutical company:

  Th e data fl ow in a clinical trial system is ongoing, and multi-directional. As the Alpha 
report states, data transfers ‘are rarely uni-directional.’ Th e report adds, ‘Th e data fl ow 

  32     Proposal for a Regulation of the European Parliament and of the Council on the protection of 
individuals with regard to the processing of personal data and on the free movement of such data 
(General Data Protection Regulation), COM(2012) 11 fi nal.  

  33     APEC Privacy Framework (n 30).  
  34     See Offi  ce of the Privacy Commissioner of Canada, ‘Guidelines for Processing Personal Data Across 

Borders’ (2009), <http://www.priv.gc.ca/information/guide/2009/gl_dab_090127_e.pdf>, at 5.  
  35     European Data Protection Supervisor (n 9), at 17.  
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Background and Introduction12

cannot be considered a discrete event, but is rather a continuous process.’ A number of 
interconnected systems will interact together to produce diff erent data sets that are tailored 
to the specifi c user.  36     

 In many cases, it is also not clear whether merely making personal data accessible 
(eg, on the Internet) should be considered to result in such a transfer, or whether 
this requires some active or automatic transmission of the data. Th is was the issue 
in the  Bodil Lindqvist  case  37   decided by the European Court of Justice,  38   where the 
defendant was charged with breach of Swedish data protection law for publishing 
on her Internet site personal data of a number of people working with her on a 
voluntary basis in a parish of the Swedish Protestant Church. Th e Court found 
that there is no data transfer to a third country within the meaning of Article 25 of 
the EU Data Protection Directive when an individual in a Member State loads per-
sonal data onto an Internet page which is stored on a site on which the page can be 
consulted and which is hosted by a natural or legal person established in that State 
or in another Member State, thereby making those data accessible to anyone who 
connects to the Internet, including people in a third country. Th e Court’s decision 
was based on the fact that the information was not being sent automatically from 
the server to other Internet users; that there was thus no direct transfer of personal 
data between the person loading the information on the server and the person 
accessing the data from the server; that the data transfer restrictions contained in 
Article 25 were probably not intended to apply in such a situation; and that if a 
data transfer were found to exist in this case, then the restrictions of Article 25 
would apply any time that information was loaded onto and made accessible via 
the Internet, which would make EU law applicable to the entire Internet. 

 Th e  Lindqvist  decision seems to be based partly on pragmatic considerations, 
such as the fact that there was no evidence that the personal data were ever actually 
accessed outside the EU.  39   Th e Court also seemed to put particular weight on the 
likely consequences of a contrary decision, namely that fi nding that a data transfer 
occurred in this case would eff ectively make the entire Internet subject to EU data 
protection law,  40   a consideration that has also been faced by national legislators 
when deciding whether to defi ne access to data on the Internet as a ‘data transfer’.  41   
In addition, the Court found that the provisions on international data transfers 

  36     Schwartz (n 2), at 41.  
  37     C-101/01 [2003] ECR I-12971.  
  38     Th e Court of Justice, the highest court of the Court of Justice of the European Union (CJEU), 

will be referred to throughout as the European Court of Justice (ECJ), which was its name prior to 
2009.  

  39     See Ulf Br ü hann,   ‘Die Ver ö ff entlichung personenbezogener Daten im Internet als 
Datenschutzproblem’,  (2004) Datenschutz und Datensicherheit  201 , 203.   

  40     C-101/01 [2003] ECR I-12971, at para. 69.  
  41     See, eg, Dag Wiese Schartum, ‘Norway’, in Peter Blume (ed),  Nordic Data Protection Law  (DJ Ø F 

2001), at 102–4, describing the concern of the Norwegian government in revising its data protection 
law that it should not automatically cover the entire Internet.  
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What are transborder data fl ows? 13

contained in the Directive were a ‘special regime’, which were never intended, in 
the Court’s view, to have general application to the entire global Internet.  42   

 Some of the Court’s reasoning can be faulted. For instance, whether or not the 
data were actually accessed seems irrelevant, and has been largely rejected by the 
EU data protection authorities in their interpretation of the case;  43   rather, the key 
question should be whether the data  could  have been accessed. Failing to consider 
as data transfers situations when data were not being automatically transmitted to 
other countries seems untenable, given that the intention to make data available 
to other countries may exist just as much when they are merely made accessible as 
when they are actively transmitted, and that technological advancements will prob-
ably blur the distinction to a point where it can no longer be maintained.  44   But 
the Court’s decision is praiseworthy, even visionary, in its willingness to consider 
the international implications of its ruling, and in its decision not to apply the EU 
restrictions on international data transfers past a point of reasonableness.  45   

 Following the  Lindqvist  case, there continues to be a lack of clarity regarding the 
defi nition of ‘data transfer’, particularly with regard to situations in which individ-
uals input their personal data onto an Internet site. Th e question of whether a data 
transfer takes place is often used as a proxy for determining whether the data pro-
tection law of a particular country or region is applicable to the processing,  46   with 
the boundaries of the question being that, on the one hand, data controllers should 
not be able to evade their responsibility by claiming that no data transfer has taken 
place,  47   while on the other hand, not every interaction of an individual with a web-
site should be considered to be a data transfer;  48   within these broad parameters, the 
defi nition of data transfer depends largely on the facts of the particular case. 

  42     C-101/01 [2003] ECR I-12971, at para. 69, stating: ‘If Article 25 of Directive 95/46 were 
interpreted to mean that there is “transfer [of data] to a third country” every time that personal data 
are loaded onto an internet page, that transfer would necessarily be a transfer to all the third countries 
where there are the technical means needed to access the internet. Th e special regime provided for by 
Chapter IV of the directive would thus necessarily become a regime of general application, as regards 
operations on the internet.’  

  43     See, eg, UK Information Commissioner, ‘Th e Eighth Data Protection Principle and interna-
tional data transfers’ (30 May 2006), at para 1.3.4, stating: ‘In practice, data are often loaded onto the 
internet with the intention that the data be accessed in a third country, and, as this will usually lead to 
a transfer, the principle in the Lindqvist case will not apply in such circumstances’.  

  44     Dan Jerker B. Svantesson,   ‘Privacy, the Internet and Transborder Data Flows: An Australian 
Perspective’ ,  4  Masaryk University Journal of Law and Technology  1 , 15 (2010), stating: ‘While it is 
true that Lindqvist could not transfer the content of her website to an Internet user that was not con-
nected to the Internet at the time, or who did not wish to take the steps necessary to visit her website, 
that is no diff erent to the fact that a TV station cannot provide TV programs to somebody who does 
not turn on their TV, or who does not chose the TV station’s particular channel. Consequently, the 
Court’s justifi cation of their approach, by reference to the relevant technology, is weak indeed.’   

  45     Svantesson   (n 44) , at 16.        46     See Chapter 6.  
  47     See Article 29 Working Party, ‘Working document on determining the international application 

of EU data protection law to personal data processing on the Internet by non-EU based websites’ (WP 
56, 30 May 2002), at 9, stating that the objective of applicable law rules concerning non-EU websites 
is ‘to ensure that individuals enjoy the protection of national data protection laws  . . . ’  

  48     Article 29 Working Party (n 47), stating: ‘the Working Party is of the opinion that not any inter-
action between an Internet user in the EU and a web site based outside the EU leads necessarily to the 
application of EU data protection law’.  
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Background and Introduction14

 Since the existence of a data transfer results in obligations on the part of the data 
controller to provide a legal basis for the transfer, determining that one has taken 
place is often a type of protective measure to ensure that local data protection law 
will continue to apply after the data are transferred.  49   In practice, the likelihood 
that a data transfer will be found to have occurred is higher in circumstances when 
the data controller has an establishment in the country of the individual whose 
data are processed, when the controller is in some way targeting the individual, or 
when the controller has some degree of control over the means used by the individ-
ual to process the data. On the other hand, a transfer is less likely to be found when 
the individual has initiated contact with the controller without being targeted, 
when the controller does not have any operations in the individual’s country, or 
when the controller does not exercise control over the purpose or means which the 
individual uses to process the data. 

 Th e defi nition of data transfer will be further considered later on.  50   Terms such 
as ‘transborder data fl ows’ and ‘mere transit’ will be broadly construed; technology, 
business models, and trends regarding online activities of users are changing so fast 
that a narrow defi nition would omit many interesting phenomena from analysis.  

  D.     Th e changing role of the individual 

 Individuals have a much greater ability to initiate transborder data fl ows than ever 
before. For example, a person can now book a hotel room in a foreign country 
via an Internet website, whereas in past decades this would have required more 
eff ort and cost (eg, by telephoning the hotel or sending a letter), or could only 
have been done via an intermediary (eg, a travel agency or hotel booking serv-
ice). Internet services such as online social networks have also given individuals 
a greater power to communicate across borders. But along with this increased 
power goes a growing concern about the role that individuals play in the online 
environment. For example, it is easy for individuals to communicate across bor-
ders without understanding who is processing their data and the terms under 
which they are processed, and to transfer the data of third parties without them 
ever knowing about this. 

 EU data protection law contains an exemption covering the processing of data 
‘by a natural person in the course of a purely personal or household activity’.  51   

  49     See, eg, European Commission, ‘Communication from the Commission to the European 
Parliament, the Council, the European Economic and Social Committee and the Committee of the 
Regions, Safeguarding Privacy in a Connected World—A European Data Protection Framework for 
the 21st Century’, COM(2012) 9/3, 25 January 2012, at 10, stating: ‘Individuals’ rights  must continue 
to be ensured when personal data is transferred  from the EU to third countries, and whenever individuals 
in Member States are targeted and their data is used or analysed by third country service providers’ 
(emphasis added). See also Chapter 6.B.  

  50     See Chapter 8.C.  
  51     Article 3(2). See also Article 29 Working Party, ‘Opinion 5/2009 on online social networking’ 

(WP 163, 12 June 2009), at 5.  
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Diff erentiating data transfers from ‘mere transit’ 15

Th us, the protection of an individual’s private sphere implies that they should not 
have to comply with data protection requirements when performing intimate per-
sonal activities such as keeping a diary or writing a private letter. Th is exemption 
applies not only to transborder data fl ow regulation, but also to other obligations 
of a data controller. However, it has special relevance to the transborder fl ow of 
data, since many of the online services in the context of which it applies involve 
the processing of personal data in other countries. 

 Application of this exemption to data processing in an online environment is 
becoming increasingly problematic. For example, many online services allow indi-
viduals to input their own personal data directly (which routinely involves trans-
ferring the data across borders), and data protection authorities have found that 
the exemption may apply to situations when individuals enter information about 
their ‘personal, family or household aff airs’ into an online social networking site.  52   
However, it is often diffi  cult to determine if such processing should be considered 
the individual’s own personal activity, a commercial activity by the website, or 
both.  53   In addition, an individual can violate the data protection rights of a third 
party more easily in the context of the Internet, such as by posting a private photo 
on a social networking site (and thus making it available for download around the 
world) without the third party expecting it. Th ere is thus a fi ne line to be drawn 
between not overburdening intimate personal and private activities, on the one 
hand, and not exempting individuals who transfer personal data from all respon-
sibility, on the other hand.  

  E.     Diff erentiating data transfers from ‘mere transit’ 

 Transborder data fl ow regulation typically does not apply in situations where data 
are merely ‘transiting’ across territory. For example, Article 4(1)(c) of the EU Data 
Protection Directive provides that EU data protection law shall apply also when 
a data controller ‘is not established on Community territory and, for purposes of 
processing personal data makes use of equipment, automated or otherwise, situ-
ated on the territory of the said Member State,  unless such equipment is used only 
for purposes of transit through the territory of the Community ’ (emphasis added). Th e 
regulation of transborder data fl ows under the UK Data Protection Act also applies 
only to ‘data transfers’, but not to ‘mere transit’, defi ned as situations where data 
are routed through one country on their way to another one.  54   

 Th is means that, for example, a telecommunications provider without a fi xed 
place of business in the EU, but that maintains a telecommunications network 
over which data fl ow in and out of the EU, is not subject to EU data protection 
law (and thus also to transborder data fl ow regulation under the Directive) to the 

  52     Article 29 Working Party (n 51), at 3.  
  53     See the discussion in European Data Protection Supervisor (n 9), at 9–10.  
  54     UK Information Commissioner (n 43), at para 1.3.2.  
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Background and Introduction16

extent that such equipment is only used for ‘transit’ of data. Another example of 
mere transit is data routing on the Internet, which consists of a router fi nding the 
best path for a data packet to travel and then forwarding it on.  55   Th e policy behind 
this exemption is that in cases of mere transit of data the rights and freedoms of 
EU citizens are not aff ected.  56   

 Th e Directive does not explain what constitutes ‘transit’, but the Article 29 
Working Party has defi ned it as ‘for example in the case of telecommunication 
networks (cables) or postal services which only ensure that communications tran-
sit through the Union in order to reach third countries’.  57   Th e Working Party 
goes on to note that this exception should be subject to a narrow interpretation.  58   
However, the extent of the distinction between ‘mere transit’ and data transfers 
covered by data protection law remains uncertain.  

  F.     Scope of the study 

 Only  legal  issues relevant to the regulation of transborder data fl ows will be cov-
ered, and only those that arise under data protection and privacy law (unless other-
wise noted). Such regulation exists in other areas of the law as well (eg, under 
export control restrictions, media law, tax law) that will not be examined, since 
they either involve the processing of non-personal data or are only peripherally 
related to data protection and privacy.  59   

 Many data protection laws regulate the transfer of personal data to third parties 
apart from specifi c regulation of  transborder  data fl ows. For example, Japanese law 
restricts data transfers to third parties in general,  60   without containing a specifi c 
provision on international data transfers. While such general restrictions on data 
transfers may restrict international transfers as well, including them would exceed 

  55     For a description of data routing on the Internet, see ‘Routing 101: the Basics’, <http://www.
cisco.com/en/US/netsol/ns339/ns392/ns399/ns400/networking_solutions_white_paper0900a-
ecd802d5489.shtml>.  

  56     See Spiros Simitis and Ulrich Dammann,   EU-Datenschutzrichtlinie  ( Nomos-Verlag  1997), 
at 130.   

  57     Article 29 Working Party, ‘Opinion 8/2010 on applicable law’ (WP 179, 16 December 2010), 
at 23.  

  58     Article 29 Working Party (n 57), stating: ‘As this is an exception to the equipment criterion, it 
should be subject to a narrow interpretation. It should be noted that the eff ective application of this 
exception is becoming infrequent: in practice, more and more telecommunication services merge pure 
transit and added value services, including for instance spam fi ltering or other manipulation of data 
at the occasion of their transmission. Th e simple “point to point” cable transmission is disappearing 
gradually. Th is should also be kept in mind when refl ecting on the revision of the data protection 
framework.’  

  59     For a discussion of transborder data fl ow regulation in areas such as media law, taxation, and 
telecommunications law, see Anne W. Branscomb,   ‘Global Governance of Global Networks: A 
Survey of Transborder Data Flow in Transition’ ,  36  Vanderbilt Law Review  985  (1983); John M. 
Eger,  ‘Emerging Restrictions on Transnational Data Flows: Privacy Protection or Non-Tariff  Trade 
Barriers?’ ,  10  Law and Policy in International Business  1055  (1978).   

  60     Kojinjoho no hogo ni kansuru horitsu [Japanese Personal Information Protection Act], Law No. 
57 of 2003, Article 23.  
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Scope of the study 17

the scope of this study. Th us, it is limited to examining rules that specifi cally regu-
late the fl ow of data across national borders, with a few exceptions. 

 Th e concept of ‘regulation’ will be broadly construed to include all types of con-
ditions, limitations, and restrictions on the transfer of data across national borders. 
For example, some data protection laws require data exporters to register transbor-
der data fl ows with a regulatory authority before they are carried out,  61   which may 
involve considerable eff ort, and can impede or slow down data transfers. It also 
encompasses measures that private actors take, whether or not they have binding 
legal force, which limit or constrain the transfer of personal data across national 
borders. Many actions of private parties aff ect, infl uence, or restrict the transfer of 
personal data across national borders, even if they may lack the overriding legal 
quality of governmental regulation. Private sector instruments such as contractual 
clauses, internal company policies, and codes of practice are becoming more widely 
used to structure and protect international data transfers, and may have binding 
legal value, such as through contract law or regulatory approval. Schemes whereby 
instruments used by the private sector are either drafted in advance by public 
authorities (eg, the EU-approved standard contractual clauses  62  ) or approved by 
them (eg, ‘binding corporate rules’ or BCRs in the EU) are becoming increasingly 
common, resulting in a patchwork of private and public regulation.  63   Indeed, the 
inherently international nature of transborder data fl ows means that they are not 
easily susceptible to a single regulatory solution, and a mixture of public and pri-
vate sector regulation may be the most eff ective way to deal with them. Th is broad 
defi nition of ‘regulation’ is in line with modern regulatory scholarship.  64   

 Th is study is concerned mainly with international fl ows of  personal  data, defi ned 
as data relating to an identifi ed or identifi able natural person (ie, an individual).  65   

  61     See, eg, Argentina Personal Data Protection Act 2000, Article 21(2)(e); Austrian Data Protection 
Act 2000, § 17 in conjunction with § 19 no. 5; Croatian Act on Personal Data Protection (12 June 
2003), no. 1364-2003 (as amended by Act on Amendments to the Personal Data Protection Act, No. 
2616-2006), Article 14(10); Dutch Data Protection Act, § 28 lit. e; French Data Protection Act, § 23 
in conjunction with § 30; Polish Data Protection Act, § 41(7).  

  62     See Commission Decision 2010/87/EU of 5 February 2010 on standard contractual clauses for 
the transfer of personal data to processors established in third countries under Directive 95/46/EC of 
the European Parliament and of the Council, [2010] OJ L39/5; Commission Decision 2004/915/EC 
of 27 December 2004 amending Decision 2001/497/EC as regards the introduction of an alterna-
tive set of standard contractual clauses for the transfer of personal data to third countries, [2004] OJ 
L385/74.  

  63     See Christopher Marsden,   Internet Co-Regulation: European Law, Regulatory Governance and 
Legitimacy in Cyberspace  ( CUP  2011), at 44, stating: ‘Th e role of corporations, consumers and states 
in inter-meshed webs of regulatory activity is now accepted by legal theorists  . . . ’; Bert-Jaap Koops, 
‘Criteria for normative technology: the acceptability of “code as law” in light of democratic and con-
stitutional values’, in Roger Brownsword and Karen Yeung (eds),  Regulating Technologies: Legal Futures, 
Regulatory Frames and Technological Fixes   161  ( Hart  2008), at 161, stating: ‘Traditionally, the accept-
ability of “private” regulation can be and has been interpreted separately from acceptability of “public” 
regulation, but a sharp distinction between public and private regulation can no longer be made as we 
are moving towards a world of polycentric governance’.   

  64     See Colin J. Bennett and Charles D. Raab,   Th e Governance of Privacy  ( MIT Press  2006), 
at 117–19.   

  65     See EU Data Protection Directive (n 29), Article 2(a).  
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Background and Introduction18

Th us, for the most part it does not examine fl ows of non-personal data, or data 
that can only identify a legal person (eg, a company). Distinguishing what are and 
are not personal data can be a diffi  cult exercise, and the term can have diff erent 
meanings in diff erent legal systems.  66   Moreover, advances in modern computer 
technologies now allow an ever-increasing variety of data that may previously have 
been considered non-personal or anonymous to be tied to an individual, given 
enough time and computing power.  67   However, the limitation to personal data is 
necessary since most regulation focuses on it, and to make it clear that data that 
are clearly non-personal will not be covered (eg, data about logistics shipments, 
weather patterns, statistical information). 

 Regulatory obligations under data protection and privacy law diff er based on 
whether the party processing personal data is deemed to be a ‘data controller’ (ie, a 
party determining the purposes and means of data processing) or a ‘data processor’ 
(ie, a party processing data on the instruction of a data controller),  68   and there is 
considerable disagreement about what these terms mean in practice. Data process-
ing by both types of parties will be covered here. 

 Certain types of data fl ows carried out by the public sector (eg, those con-
ducted for law enforcement purposes) may give rise to special issues. Warnings 
were already being made in the 1970s about drawing a sharp boundary between 
data privacy rules in the public and private sectors,  69   which are even more rel-
evant today, since ‘the distinction between activities of the private sector and of 
the law enforcement sector is blurring’.  70   Law enforcement entities often seek 
access to personal data processed by the private sector; for example, the EU Data 

  66      Compare  Article 29 Working Party, ‘Opinion 2/2002 on the use of unique identifi ers in telecom-
munication terminal equipments: the example of IPv6’ (WP 58, 30 May 2002), at 3, concluding that 
IP addresses are protected by EU data protection law,  with Columbia Pictures, Inc. v Bunnell , 245 FRD 
443, 69 FedRServ3d 173 (C.D. Cal. 2007), in which a US federal court found that IP addresses were 
not covered by the term ‘personal information’ contained in the defendants’ website privacy policy.  

  67     See, eg, Paul Ohm,   ‘Broken Promises of Privacy: Responding to the Surprising Failure of 
Anonymization’ ,  57  UCLA Law Review  1701 , (2010), stating: ‘Computer scientists have recently 
undermined our faith in the privacy-protecting power of anonymization, the name for techniques 
that protect the privacy of individuals in large databases by deleting information like names and 
social security numbers. Th ese scientists have demonstrated that they can often “reidentify” or “deano-
nymize” individuals hidden in anonymized data with astonishing ease.’   

  68     Essentially, the data controller is subject to most compliance responsibilities, while a data pro-
cessor is responsible for complying with the instructions given to it by the controller. See, eg, Article 
29 Working Party, ‘Opinion 1/2010 on the concepts of “controller” and “processor”’ (WP 169, 16 
February 2010).  

  69     See Frits W. Hondius, ‘International Data Protection Action’, in  Policy Issues in Data Protection 
and Privacy, Proceedings of the OECD Seminar 24th to 26th June 1974 , 208, at 216, stating: ‘We should 
also warn against drawing too sharp a boundary between rules on data privacy in the private or the 
public sector. Not only do certain activities take place in one country in the private and in another 
country in the public sphere but there is also intensive interchange between the two sectors (for exam-
ple public bodies entrusting certain operations to private fi rms)’.  

  70     Opinion of the European Data Protection Supervisor on Communication from the Commission 
to the European Parliament, the Council, the Economic and Social Committee and the Committee 
of the Regions, ‘A comprehensive approach on personal data protection in the European Union’ (14 
January 2011), at 9.  
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Towards a normative framework 19

Retention Directive  71   mandates that Internet and telecommunications service pro-
viders retain certain types of data generated by their users, and make such data 
available to law enforcement authorities upon request. Th e volume and scope of 
such requests have increased, in some cases even requiring private sector entities to 
monitor communications of third persons on an ongoing basis.  72   Given the grow-
ing interaction between data processing in the private and public sectors, which 
routinely involves the transfer of personal data across national borders, it makes 
little sense to consider the two sectors separately with regard to the regulation of 
transborder data fl ows. 

 Much of the discussion will involve European Union law, since the EU has the 
most long-standing, infl uential, and complex transborder data fl ow regulation. 
However, this study is global in scope, and the analysis it provides is intended 
to apply to all regions of the world. It purposely does not delve into the minu-
tiae of national regulatory requirements, and focuses on the main jurisprudential 
themes.  

  G.     Towards a normative framework 

  1.     Conceptual questions 

 Several factors make it diffi  cult to develop a normative framework against which 
to measure the quality and success of data protection law (of which regulation of 
transborder data fl ows is a component). 

 First, there is disagreement between legal systems about how concepts such 
as ‘data protection’ and ‘privacy’ are to be understood. Data protection can be 
regarded as a specifi c aspect of privacy that gives rights to individuals in how data 
identifying them or pertaining to them are processed, and subjects such processing 
to a defi ned set of safeguards. ‘Privacy’ can be seen as a concept that is both broader 
than and independent from data protection, though there is signifi cant overlap 
between the two. Generally speaking, data protection (sometimes also referred to 
as ‘informational privacy’) deals with the legality of processing data regarding an 
identifi ed or identifi able individual, while privacy deals with protection of an indi-
vidual’s ‘personal space’;  73   however, the two are closely related and can seldom be 

  71     Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on 
the retention of data generated or processed in connection with the provision of publicly available 
electronic communications services or of public communications networks and amending Directive 
2002/58/EC, [2006] OJ L105/54.  

  72     See ICC (n 26).  
  73     See, eg, Case T-194/04  Bavarian Lager v Commission  [2007] ECR-II 04523, para. 118 (partially 

reversed by the ECJ, Case C-28/08 P  Bavarian Lager  [2010] ECR I-06055), where the European 
Court of First Instance stated: ‘it should also be emphasized that the fact that the concept of “private 
life” is a broad one, in accordance with the case-law of the European Court of Human Rights, and that 
the right to the protection of personal data may constitute one of the aspects of the right to respect 
for private life  . . .  does not mean that all personal data necessarily fall within the concept of “private 
life”’.  
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Background and Introduction20

neatly distinguished.  74   In European law, ‘privacy’ includes issues relating to the 
protection of an individual’s ‘personal space’ that go beyond data protection, such 
as ‘private, family and home life, physical and moral integrity, honour and reputa-
tion, avoidance of being placed in a false light, non-revelation of irrelevant and 
embarrassing facts, unauthorised publication of private photographs, protection 
against misuse of private communications, protection from disclosure of informa-
tion given or received by the individual confi dentially.’  75   Privacy is also a concept 
that must be determined based on the social customs of the particular society in 
question.  76   Transborder data fl ow regulation relates to the processing of personal 
data and is thus, strictly speaking, a question of data protection rather than privacy 
law, though the issues involved are closely linked in many ways, and thus reference 
to privacy will sometimes be made. 

 Secondly, the legal nature of data protection law is an important factor in 
determining the normative framework for transborder data fl ow regulation. Th us, 
whether a particular area of the law is considered to be private law, public law, 
administrative law, human rights law, commercial law, or some other type of law 
will infl uence what criteria are used for determining how it should be evaluated. 
However, such classifi cation is particularly diffi  cult with regard to data protection 
law, since it is a mixture of various types of law:

  Data protection legislation will typically contain provisions of a public law nature, relating 
to an authority and its duties and decisions. But the law will also often include civil law 
provisions, typically on liability for data protection violations. Th e provisions of data pro-
tection legislation may therefore have to be qualifi ed as belonging to diff erent areas of law, 
to which diff erent relevant connection criteria are assigned.  77     

 Th e hybrid nature of data protection law can be seen by the example of the EU 
Data Protection Directive, which sets forth two goals, namely furtherance of the 
free fl ow of personal data within the EU internal market, and achievement of a 
high level of data protection throughout the EU.  78   Th us, the Directive has both 
economic motivations (promoting the free fl ow of data) and human rights motiva-
tions (protecting fundamental rights to data protection). Th e normative framework 

  74     See, eg, James Griffi  n,   On Human Rights  ( OUP  2008), at 229, who describes the relationship 
between data protection and privacy as follows: ‘Th e right to informational privacy protects us against 
people’s access to certain knowledge about us. Th e right to the privacy of space and life protects us 
against intrusions into that space and into that part of our life—say, into our married or family life. 
Th ese two rights overlap in their protections, but, on the face of it, are diff erent’. See also Roger 
Brownsword and Morag Goodwin,  Law and Technologies of the Twenty-First Century  ( CUP  2012), 
at 308.   

  75     Parliamentary Assembly of the Council of Europe, Resolution 428, para. C2 (1970).  
  76     See Alan Westin,   Privacy and Freedom  ( Atheneum  1970), at 12.   
  77     Jon Bing, ‘Data Protection, Jurisdiction and the Choice of Law’, [1999] Privacy Law & Policy 

Reporter 92, 93, also available at <http://www.austlii.edu.au/au/journals/PLPR/1999/65.html>.  
  78     See Article 1 of the Directive, stating that its object is both to ‘protect the fundamental rights 

and freedoms of natural persons, and in particular their right to privacy with respect to the processing 
of personal data’, and to ensure that ‘Member States shall neither restrict nor prohibit the free fl ow 
of personal data between Member States for reasons connected with the protection aff orded under 
paragraph 1.’  
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Towards a normative framework 21

is determined in large part by the aim of regulation and the policies it pursues, so 
that it is more diffi  cult to determine which framework should apply when regula-
tion is motivated by diverse goals. Regulation to further economic interests is gen-
erally based on a rationale that it is necessary to overcome ‘market failures’,  79   but 
regulation may also be enacted for reasons other than economic effi  ciency, such as 
to further a desirable social policy,  80   and economic effi  ciency cannot serve as the 
sole criterion for regulation that is designed to advance fundamental rights.  81   

 Th irdly, transborder data fl ow regulation takes a variety of divergent forms, 
which makes it more diffi  cult to arrive at a scheme for its normative evaluation.  82   
Such regulation is based not only on legislation, but may also include private law 
instruments such as contractual clauses between parties transferring personal data 
across borders, as well as non-binding instruments like codes of practice. With 
regard to one example illustrating the diff erences between legal systems, in the US 
there is a greater resistance to legal regulation of privacy and a greater reliance on 
private sector and technological solutions, whereas in the EU government regula-
tion and regulatory agencies play a greater role.  83   

 Fourthly, transborder data fl ow regulation requires consideration of many areas 
of law, including human rights law, contract law, public and private international 
law, EU law, and others. It will be necessary to go into each of these areas in suf-
fi cient detail, without dealing with them exhaustively.  

  2.     Normative theories 

 Transborder data fl ow regulation involves norms arising from fundamental rights 
law, economic regulation, law enforcement requirements, and private sector prac-
tices; legal sources, such as national law, regional agreements, and international trea-
ties; and actors such as individuals, companies, data protection regulators, national 
governments, and law enforcement authorities. Th e diversity of actors, norms, and 
policy goals makes it impossible to construct an overarching framework that could 

  79     See Robert Baldwin, Martin Cave, and Martin Lodge,   Understanding Regulation: Th eory, Strategy, 
and Practice  (2nd edn,  OUP  2012), at 15, stating: ‘many of the rationales for regulating can be 
described as instances of “market failure”. Regulation in such cases is argued to be justifi ed because 
the untolled marketplace will, for some reason, fail to produce behavior or results in accordance with 
the public interest’.   

  80     Baldwin, Cave, and Lodge (n 79), at 23.  
  81     Baldwin, Cave, and Lodge (n 79), at 26, stating: ‘questions of justice  . . .  cannot be answered 

by economists’ appeals to effi  ciency and distributional questions  . . .  have to be made on the basis of 
grounds other than effi  ciency.’ See also Ronald Dworkin,   ‘Is Wealth a Value?’ , (1980)  9  Journal of 
Legal Studies  191 .   

  82     See Baldwin, Cave, and Lodge (n 79), at 37, stating: ‘if it is the case that a regulatory regime 
involves numbers of regulators of diff erent kinds—state and non-state, national and trans-national, 
public interest and private/commercial—there are likely to be complex interactions or legitimation 
claims, numbers of competing conceptions of regulatory quality, and a variety of processes for further-
ing legitimation claims.’  

  83     See Charles D. Raab and Paul De Hert, ‘Tools for Technology Regulation: Seeking Analytical 
Approaches Beyond Lessig and Hood’, in Roger Brownsword and Karen Yeung (eds),   Regulating 
Technologies: Legal Futures, Regulatory Frames and Technological Fixes   263  ( Hart  2008), at 268 fn 8.   
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Background and Introduction22

reconcile the various legal confl icts and issues. Indeed, suggesting a grand scheme 
to ‘solve’ the problems presented by transborder data fl ow regulation diverts atten-
tion from other possibilities which, even if they do not represent a complete solu-
tion, can help to deal with some of the major issues. Th is study will therefore 
describe systematically the relevant issues and problems through the perspective of 
legal pluralism, which is defi ned as a situation based on ‘the existence of a multi-
plicity of distinct and diverse normative systems, and the likelihood of clashes of 
authority-claims and competition for primacy amongst these  . . .  It emphasizes 
the value of diversity and diff erence amongst various national and international 
normative systems and levels of governance, and the undesirability and implaus-
ibility of constitutional approaches which seek coherence between these systems.’  84   
Individual steps will also be suggested that could reduce the scope of the problems 
to a more manageable level, drawing on diff erent areas of law. 

 Any regulation is enacted to further certain goals or policies,  85   and it must be 
asked what policies transborder data fl ow regulation is supposed to further; how 
these policies are articulated; whether such regulation actually does advance them; 
and whether they are justifi able. Examination of the policies and purposes for 
which regulation was enacted is used as a method of evaluation in other areas as 
well, such as EU law  86   and public international law.  87   It is also necessary to exam-
ine basic conditions of regulatory ‘craftsmanship’—that is, what substantive and 
procedural characteristics regulation should exhibit.  88   

 Th eories concerning the regulation of information technology are helpful for 
evaluating the regulation of transborder data fl ows, since the two areas share a 
number of characteristics. In particular, both of them involve issues of economic 
effi  ciency and of fundamental rights; are subject to regulation under both trad-
itional legislation and private sector instruments; and are inherently international 
in nature. Moreover, perhaps the majority of transborder data fl ows occurs online, 
making theories of technology regulation particularly relevant. Koops has summar-
ized the views of a number of authors who have sought to develop theories of how 
technologies can be regulated, and has divided them into primary (eg, human rights 
and other moral values, the rule of law, and democracy) and secondary criteria (eg, 

  84     Gr á inne de B ú rca,   ‘Th e European Court of Justice and the International Legal Order after  Kadi ’ , 
 51  Harvard International Law Journal  1 , 12, 32 (2010).   

  85     See Chris Reed,   ‘How to Make Bad Law: Lessons from Cyberspace’ ,  73  Modern Law Review 
 903 , 904 (2010), stating: ‘a fundamental aim of any law  . . .  is to infl uence behaviour to some useful 
end.’   

  86     See Hannes R ö ssler, ‘Interpretation of EU Law’, in J ü rgen Basedow, Klaus J. Hopt, Reinhard 
Zimmermann, and Andreas Stier (eds),   Max Planck Encyclopedia of European Private Law  ( OUP  
2012), at 979.   

  87     See Vienna Convention on the Law of Treaties (adopted on 23 May 1969, entered into force 
on 27 January 1980) 1155 UNTS 331, Article 31; Nicola Vennemann, ‘Application of International 
Human Rights Conventions to Transboundary State Acts’, in Rebecca M. Bratspies and Russell A. 
Miller (eds),   Transboundary Harm in International Law: Lessons from the Trailsmelter Arbitration   295  
( CUP  2006), at 301–2 (note that Vennemann cites Article 27 of the Vienna Convention but seems 
to mean Article 31).   

  88     See, eg, Baldwin, Cave, and Lodge (n 79), at 27; Lon L. Fuller,   Th e Morality of Law  (2nd edn, 
 Yale University Press  1969), at 39.   

01_Kuner_01.indd   2201_Kuner_01.indd   22 4/18/2013   10:06:01 AM4/18/2013   10:06:01 AM

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



Towards a normative framework 23

transparency of rule-making, accountability, effi  ciency).  89   None of these criteria 
provide a complete answer by themselves to the questions raised by transborder 
data fl ow regulation, but they will be drawn on in combination throughout.  

  3.     Conclusions 

 As will be explained in more detail in Chapter 8, transborder data fl ow regula-
tion is an example of a pluralistic legal framework, and the norms, parties, and 
institutions that it involves are so diverse and fragmented that they cannot be 
analysed under a single regulatory theory. In keeping with theories of legal plural-
ism, various criteria (fundamental rights, effi  ciency, transparency, accountability, 
etc.) suitable to each of its constituent elements will be used to evaluate them as 
appropriate.         

  89     Koops (n 63), at 169.  
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