Chapter = c01 Date: Feb 4, 2010 Time: 3:9 pm

CHAPTER ]

Introduction and Company
Requirements

Chapter Summary

Consider the lessons learned since 2003 regarding the ‘assessment and
reporting on the effectiveness of internal control ovei fiaancial reporting.
Gain an overview of the SEC rules requiring rinnagement’s assessment
of the effectiveness of the entity’s internal conizo over financial reporting
with commentary on the implications of these requirements.
Summarize ways that management can work with its auditors to create
an efficient internal controls audit.

Lessons Learned

An advantage today of studying the requirements in the Sarbanes-Oxley
Act of 2002 (SOX) that relate to reporting on internal controls over finan-
cial reporting is thit come experience has been gained in performing this
task and we have had a chance to watch larger, well-controlled companies
struggle with the ambiguity of rules and regulations that were enacted
in an environment of crisis. In response to that struggle, additional and
clarified regulations were enacted to reduce the costs associated with
compliance.

A genesis for the requirements can be seen in long-standing research
findings that behind every previous cycle of company fraudulent activity,
business failures, and alleged audit failures has been an underlying cause:
weaknesses in internal control. What seems clear from the Enron, Worldcom,
and other business disasters of the period just before the SOX legislation is
that in the absence of structure and controls, the then-present regulatory and
auditing requirements were insufficient to deter or prevent tinkering with
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accounting results in such a way as to produce materially misstated financial
statements.

No one is faulting management for being optimistic, nor auditors for try-
ing to perform efficient audits, but when the combination of those objectives
becomes a threat to the confidence in the U.S. securities market, something
needs to be done. In addition to the company frauds that were revealed
in the early-2000 period, there had been a steadily rising number of finan-
cial statement restatements in the 1990s and the trend was also becoming
worrisome in terms of the reliability of financial reporting.

Was the underlying cause of the restatement mess the lack of attention
to accounting detail by company accounting personnel and their indepen-
dent auditors? Many thought so. Emphasis seemed to have shifted internally
at companies to increasing profits and margins by whatever means were
available, and CPAs seemed more than willing to oblige by providing high-
quality consulting services to meet that need. The audit took a backseat in
some situations to the pursuit of higher-margin services, and saised the long-
debated specter of whether these directions signaled a poteatial compromise
to the independence of the auditor.

Whatever the future of SOX as legislation itself ‘he ‘issue remains that
effective accounting oversight and enforcement arc eritical to regaining con-
fidence in the fairness of financial reporting, aga‘n arnished by the exposure
in 2008 and 2009 of the overly optimistic finan<ial services industry financial
reporting, and the near-collapse of major firiwicial and industrial institutions.

We are into the period when smalles pablic companies are now required
to report on the effectiveness of their coritrols over financial reporting. When
their auditors begin reporting on ileir own assessments of client internal
controls it will be a different “=sivironment than in 2003-2004, when the
accelerated filers and their auditors began this process:

True, we have mote experience as a business and audit community in
understanding ““he requirements and how to go about the assessment
process.

True, we have the benefit of clarifying guidance that removes some of
the specific guidance that some believe prompted unnecessary work.
However, many of the 12,000-plus nonaccelerated filers are not “deep”
in resources such as internal audit departments and dedicated IT audit
staff. Some struggle to cover basic accounting and reporting competency
requirements.

The suspicion is that the smaller companies have fewer effective controls
in place.

Based on comments by a PCAOB staff, more than 1,000 of these
companies are audited by CPA firms with only one or two public clients,
and thus neither the client nor the auditor have in-house experience to
call on.
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Costs and Results

There have now been some studies of factors that influence the costs of
Sarbanes-Oxley compliance. In one study of 2,451 accelerated filers that
reported on the effectiveness of their internal controls in both 2004 and
2005, some findings are worthy of note:

The smaller of the accelerated filers in this group reported a greater
proportion of the material weaknesses. This may have implications for
the nonaccelerated filers.

Audit fees were relatively higher for companies reporting a material
weakness.

Audit fees generally declined in the second year of implementation.
Greater reductions were found in companies with effective internal
controls in the second or both years.

The audit fees for companies reporting a material weaxness in the
second year increased.

EFFECTIVENESS OF THE REGULATIONS Anecdotal evidetice and information
gathered for an academic research study? identifv 1:any deficiencies in
internal control in even the largest and most wll-controlled entities. In a
study of 44 accelerated filer audit engagements Over two years (2004 and
2005) that yielded 76 data observations, aret.nd 4,000 deficiencies of various
magnitudes were identified and documeiitea by entities and auditors. It was
found that management’s classification ot the severity of deficiencies that
were also assessed by the auditor were often understated, adding credence
to the value of independent audior involvement. Also, the auditor seems to
have been the primary source ¢f deficiency identification (over 70 percent
of the total deficiencies)\and control tests were the predominant discovery
vehicle for uncovering.the deficiencies (over 80 percent). The remediation
of material weaknesses.identified during the year resulted in a more modest
reported numbes ¢t ineffective control opinions than would have been
the case if all weakness (and not just those remaining at year-end) were
determinant of controls effectiveness. By that measure, the requirements
seem to be identifying issues that should result in fewer financial statement
misstatements and restatements.

Evidence also shows that after an initial rise in restatements after the
introduction of the internal controls requirements (i.e., a number of past
misstatements were uncovered by the procedures), subsequent years show
a decline and leveling off of the upward trends of pre-Sarbanes years. Also,
some studies show that a lower cost of capital is associated with companies
with effective internal controls. A 2008 report of the Association of Certified
Fraud Examiners noted that companies that implemented such antifraud
controls as a fraud hotline experienced over 60 percent lower loss due to



Chapter = c01 Date: Feb 4, 2010 Time: 3:9 pm

4 Complying with Sarbanes-Oxley Section 404

fraud. The implementation of other controls and audit-related procedures
also revealed significant reductions in the losses due to fraud. Clearly gains
are being made. But the cost-benefit remains in debate. While the less-
ened requirements of the SEC’s guidance’® and the new PCAOB Auditing
Standard Number 5: An Audit of Internal Control over Financial Report-
ing That Is Integrated with an Audit of Financial Statements* are designed
to enhance efficiency, the intent is to not lessen the effectiveness of the
intended legislation for companies and auditors.

AREAS OF CONTROL WEAKNESSES Information is also available from various
sources and from research on the types of discovered control problems that
eventually led to a conclusion that controls were ineffective due to one
or more material weaknesses. Time and again the most significant factor
leading to the ineffective controls conclusion and report was finding the
control problem too late in the audit process to effectively remediate the
control or even after the end date of the financial statement: when reme-
diation as of the reporting date is impossible. The timing <f the finding,
more than the nature or other character of the deficiency, seems to be a big
factor in the reporting of a weakness. Problems in the period end close pro-
cess and the tax accrual process were often discovered after the fiscal year
end. Problems in information technology and the-vontrol environment were
potentially fixable had these problems been liscovered on a timely basis
instead of companies and auditors waiting wuitil the last minute to evaluate
these controls. This finding has very sicnificant implications for companies
and auditors who procrastinate or underestimate what it will really take to
accomplish the required controls assessments.

Management’s Evaluation of Internal Control

The Sarbanes-Oxle7 Act of 2002 (SOX) made significant changes to many
aspects of the financial reporting process. One of those changes is a require-
ment that management provide a report that contains an assessment of an
entity’s internal control over financial reporting.

Securities and Exchange Commission (SEC) rule 13a-15 (f) defines
internal control over financial reporting in this way:

The term internal control over financial reporting is defined as a process
designed by, or under the supervision of, the issuer’s principal executive
and principal financial officers, or persons performing similar func-
tions, and effected by the issuer’s board of directors, management and
other personnel, to provide reasonable assurance regarding the relia-
bility of financial reporting and the preparation of financial statements



Chapter = c01 Date: Feb 4, 2010 Time: 3:9 pm

Introduction and Company Requirements 5

Jor external purposes in accordance with generally accepted accounting
principles and includes those policies and procedures that:

1. Pertain to the maintenance of records that in reasonable detail accu-
rately and fairly reflect the transactions and dispositions of the assets
of the issuer;

2. Provide reasonable assurance that transactions are recorded as nec-
essary to permit preparation of financial statements in accordance
with generally accepted accounting principles, and that receipts
and expenditures of the issuer are being made only in accordance
with authorizations of management and directors of the issuer;
and

3. Provide reasonable assurance regarding prevention or timely detec-
tion of unauthorized acquisition, use or disposition of the issuer’s
assets that could have a material effect on the financial statements.

When considering the SEC’s definition, you might considcer:

The term “internal control” is a broad concept that =xtends to all areas
of the management of an enterprise. The SEC detinition narrows the
scope of an entity’s consideration of internzl-control to the preparation
of the financial statements, hence the use o1 the term “internal control
over financial reporting.” However, the iines of demarcation are not as
bright and sharp as one might like them to be. The 1992 COSO Frame-
work document identified three basic segments of control—operations,
financial reporting, and reguiation. While our focus is on financial
reporting, operations probiems can impact allowances and warranty
estimates that become ‘fnancial reporting issues. Failure to comply
with laws and regulations or changing laws and regulations can cre-
ate contingencies  that require financial statement disclosures. Thus,
while the focudisfinancial reporting, the sources of influences are not
restricted.

The SEC intends its definition to be consistent with the definition of
internal controls that pertain to financial reporting objectives that was
provided in the Committee of Sponsoring Organizations of the Treadway
Commission (COSO) Report. (See Chapter 2 of this book for a detailed
discussion of the COSO Report.)

Unless otherwise indicated, this book uses the term “internal control” to
mean the same thing as “internal control over financial reporting,” as defined
by the SEC rules.

Management files its internal control report together with the annual
10-K. The internal control report must include:>
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A. Management’s Annual Report on Internal Control over Financial
Reporting. Provide a report on the company’s internal control over
financial reporting that contains:

1. A statement of management’s responsibilities for establishing and
maintaining adequate internal control over financial reporting

2. A statement identifying the framework (e.g., COSO) used by manage-
ment to evaluate the effectiveness of the company’s internal control
over financial reporting

3. Management’s assessment of the effectiveness of the company’s inter-
nal control over financial reporting as of the end of the most recent
fiscal year, including a statement as to whether or not internal control
over financial reporting is effective. This discussion must include dis-
closure of any material weakness in the company’s internal control
over financial reporting identified by management. Management is
not permitted to conclude that the registrant’s internal control over
financial reporting is effective if there are one or more raaterial weak-
nesses in the company’s internal control over finarcial reporting.

B. Attestation Report of the Registered Public Accounting Firm. Provide the
registered public accounting firm’s opinion on ‘he’effectiveness of a
company’s internal control over financial repening. The public accoun-
tant’s report on internal control for nonacc¢ei srated filer clients was to
begin for reports filed on or after Decerier 15, 2009, but yet a fur-
ther delay until the filing of reports {0: iscal years ending on or after
June 15, 2010 was announced in_Ocober, 2009 to provide more time
for companies to efficiently comiply with the requirements. However,
companies should keep abreuct of latest developments through their
securities counsel.

C. Changes in Internal Coutrol over Financial Reporting. Disclose any
change in the company’s internal control over financial reporting that
has materially affected, or is reasonably likely to materially affect the
company’s interiar.control over financial reporting.

Overview of the Evaluation Process

While deferred from an initial “start date” of 2005, nonaccelerated filer public
companies are currently required to attest annually to the effectiveness of
their controls.

SEC Release Nos. 33-8810 and 34-55928 provide important interpreta-
tive guidance for management regarding its evaluation of internal control.
The SEC rules on evaluating internal control are objective-driven and
principles-based, and they start with a description of the overall objective of
management’s evaluation. Having a clear understanding of the overall objec-
tive of your evaluation is vital if you want that process to be as effective and
efficient as possible.



Chapter = c01 Date: Feb 4, 2010 Time: 3:9 pm

Introduction and Company Requirements 7

Management must have a “reasonable basis” for its annual assessment.
To provide this reasonable basis, management must perform an annual
evaluation of internal control.

According to the SEC, the primary objective of management’s evaluation
is to:

Provide management with a reasonable basis for its annual assessment
as to whether any material weaknesses in internal control exist as of the
end of the fiscal year.

The phrases in italics are of critical importance in planning and per-
forming an evaluation of internal control. Unfortunately, these terms are
conceptual and not subject to fine-line distinctions.

Reasonable basis. A reasonable basis is “such level of detail and degree
of assurance as would satisfy prudent officials in the cenauct of their
own affairs.” The notion of “reasonable” does not imply an unrealistic
degree of precision or a single conclusion or evaluation approach. By
setting a threshold of “reasonableness” to its guidaace, the SEC acknowl-
edges that management can and should exeicise judgment in how it
complies with its rules and that there is som=+ .nge of appropriate ways
to evaluate internal control.

Material. An amount is material to the inancial statements if it would
change or influence the judgment of a Tnancial statement user. Note that
the SEC rules direct management ¢« identify “material weaknesses,” not
all weaknesses or deficiencies in internal control. Having a clear under-
standing of what is and is.r.et material will help you assess the severity
of control issues identified and make defensible judgments on what
accounts, balances, and classes of transactions should be included in the
scope of the assessiment. The term “material” in discussions of internal
control is the stnie as in the preparation of the financial statements.

Even though the SEC has provided interpretative guidance, ultimately
this guidance not only allows for but actively encourages management to
exercise its judgment in the design and execution of the procedures it
performs to meet the overall objective for evaluating internal control.

While this flexibility is positioned as an opportunity to perform an effi-
cient assessment, the “two-edged sword” is an ineffective assessment that
could be the result of unsupported risk assessments.

MATERIAL WEAKNESS AND SIGNIFICANT DEFICIENCY = The SEC states that an over-
all objective of the evaluation of internal control is to determine whether a
material weakness exists as of the fiscal year-end. In order to meet this
objective, it is critical to have a working definition of the term.
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A material weakness is a deficiency, or combination of deficiencies, in
internal control such that there is a reasonable possibility that a material mis-
statement of the annual or interim financial statements will not be prevented
or detected in a timely basis.

A control deficiency exists when the design or operation of a control
does not allow management or employees, in the normal course of perform-
ing their assigned functions, to prevent or detect misstatements on a timely
basis.

There is a reasonable possibility of an event when the likelihood of the
event is more than remote. This statement is in the context of FASB Statement
No. 5, Accounting for Contingencies, where these conceptual terms are used.

One change brought about by the revised SEC and PCAOB guidance is
the use of the term “reasonably possible” in the definition of material weak-
nesses. Prior guidance used the term “more than remote,” which some felt
focused too much attention on the “remote” term and resulted in identify-
ing more material weaknesses than appropriate. Be not misicad—the new
definition says the same thing as the old one; “reasonably ‘possible” has
exactly the same meaning as “more than remote” in the context of FAS 5.
So why the change? One view is that it is a cosmetic chznge and not one of
substance.

A very practical implication of the definition-tiiat has sometimes eluded
companies and auditors is that a material midsiatement is not required to
identify a deficiency as a material weakacss. For example, if there is no
effective control over cash disbursemeiits, accounting personnel may effec-
tively process transactions correctly, hut from a controls perspective, the
controls gap is likely to be a material weakness if a material volume of
transactions flow through that @erounting process.

A significant deficiency is.a deficiency, or a combination of deficiencies,
in internal control over financial reporting that is less severe than a material
weakness, yet importatit enough to merit attention by those responsible for
oversight of a regisirants financial reporting.

An issue relevant to the material weakness and significant deficiency
determinations is that they remain a subjective judgment and reasonable
persons might disagree on the severity assessment in some situations. The
implications of hindsight and second guessing “in times of trouble” are
certainly an exposure that companies and auditors need to consider when
working with these imprecise definitions.

SEC Company Requirements

In the early days of company experience with SOX there was little direct
guidance available on company requirements except for a few broad
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statements that were part of the legislation itself. In contrast, the PCAOB
provided surprisingly specific guidance to auditors regarding the conduct
of their examinations of company assessments and their own examina-
tions of the effectiveness of their client’s internal controls. This led to the
interesting suggestion that companies study the requirements laid out for
auditors in order to better understand their requirements. Throughout 2004,
both the SEC and the PCAOB responded to questions by both registrants
and their auditors and issued a series of question-and-answer documents,
interpreting the guidance to date and filling in some of the “holes” in the
guidance.

A positive step in 2007 was the SEC’s issuance of additional guidance in
SEC Release No. 33-8810 and the PCAOB’s overhaul of its Auditing Standard
and reissuance as Auditing Standard No. 5. While the SEC guidance added
clarity to the requirements for companies, AS 5 reduced the specificity of the
guidance for auditors, allowing for much more judgment in the nature, tim-
ing, and extent of procedures to be applied and in the judgments concerning
the severity of deficiencies. The concerns about the cost of compliance and
numerous anecdotal stories of “over-the-top” auditing led to guidance fairly
heavily weighted in judgment over process.

Nevertheless, a critical question that arises whei discussing SOX require-
ments is “What do I have to do?” SEC Release ™ ; 33-8810 is an excellent
source for answering this question. Selected-«xcerpts from this release are
classified by phases and subheadings in the assessment process for ease of
understanding. Page references in that SEC guidance (downloadable from
the SEC Web site) are also included fcrconvenience.

Planning and Scope of Assessment

The SEC in Release 33-8910 has directed a number of comments to specific
issues that companies.tieced to be aware of. These comments are found in
different sections af the SEC guidance but are organized here by subject for
reader convenience. This book often quotes the SEC language when the SEC
speaks on a specific topic or issue. Readers should be alert to comments by
the author, as distinguished from SEC guidance.

Management is responsible for maintaining a system of internal control
over financial reporting (“ICFR”) that provides reasonable assurance
regarding the reliability of financial reporting and the preparation of
[financial statements for external purposes in accordance with generally
accepted accounting principles. [SEC Release 33-8810, page 2]

Under the Commission’s rules, management’s annual assessment of
the effectiveness of ICFR must be made in accordance with a suitable
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control framework’s definition of effective internal control. [SEC Release
33-8810, page 11].

While the COSO Framework is not the only means to satisfy the require-
ments (other frameworks include COCO in Canada and the Turnbull Report
in the U.K., and are close in content to the COSO Framework), COSO is the
best known by the business community and auditors and is more likely to
result in efficiencies in selecting and developing internal tools and work-
ing with independent auditors. “SOX in Japan” is unlikely to meet SEC
requirements since its scope is less.

... management’s evaluation would ordinarily consider evidence from a
reasonable period of time during the year, including the fiscal year-end.
[SEC Release 33-8810, page 29]

This sentence actually broadens and for some clarifies th= focus of the
requirements. Since the attestation is as of a point in time (“he balance sheet
date), it has been reasoned that controls only need to be assessed as effective
at or near the period-end. However, the disconnect between the point in
time assessment and the intent of SOX to provide-<ffeciive internal control
over financial reporting, which takes place over x period of time such as
in quarterly reporting or in reporting significatit events during the year, is
becoming more evident.

Management’s consideration oj*financial reporting risks generally
includes all of its locations or Gusiness units. Management should gen-
erally consider the risk chavecteristics of the controls for each financial
reporting element, rathe:-1ban making a single judgment for all controls
at that location when az=ciding whether the nature and extent of evidence
is sufficient. [SEC xelease 33-8810, pages 32-33].

This requiren.ent clarifies that broad scoping assessments such as simply
targeting the largest entity units or subsidiaries, or gathering some target
percentage (e.g., 80 percent) of the income, assets, or revenues may not
lead to acceptable results.

We believe the principles-based guidance permits flexible and scalable
evaluation approaches that will enable management of smaller pub-
lic companies to evaluate and assess the effectiveness of ICFR without
undue cost burdens. However, the flexibility provided in the guidance
is not meant to imply that evaluations for smaller public companies be
conducted with less rigor, or to provide anything less than reasonable
assurance as to the effectiveness of ICFR at such companies. [SEC Release
33-8810, page 50]
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It is clear that a reduction in effectiveness is not intended in any of
the modifications to past company practice and SEC guidance. Companies
will be held to a high standard of assessment quality and should plan on
approaching the assessment with the serious intent of identifying finan-
cial reporting risks and performing effective procedures to support their
assessment.

... foreign private issuers should scope their evaluation effort based on
the financial statements prepared in accordance with home country
GAAP, rather than based on the reconciliation to U.S. GAAP. [SEC Release
33-8810, page 75]

When financial reporting under U.S. GAAP differs from the accounting
required in the U.S., then local accounting determines the basis for assess-
ing the significance of an audit area. For example, if sales of a product in
a local country can be recorded earlier than under GAAP, then the larger
(local) sales value should be the basis of assessing the atca for scoping
purposes. However, since the reconciliation to U.S. GAAF may be itself a
significant process, care should be taken to assess whether the controls
over the reconciliation process are to be includsd in the scope of the
assessment.

PERFORMANCE OF THE ASSESSMENT

Support and Documentation The following SEC paragraphs outline the docu-
mentation and support requiremenic for management assessments.

Management is responsii:le for maintaining evidential matter, including
documentation, to provide reasonable support for its assessment. [SEC
Release 33-8810, huge 2]

As part of wc evaluation of ICFR, management must maintain
reasonable support for its assessment. [SEC Release 33-8810, page 38/
Documentation of the design of the controls management has placed in
operation to adequately address the financial reporting risks, including
the entity-level and other pervasive elements necessary for effective ICFR,
is an integral part of the reasonable support. [SEC Release 33-9810, page
20/

The documentation does not need to include all controls that exist
within a process that impacts financial reporting. Rather, the documenta-
tion should be focused on those controls that management concludes are
adequate to address the financial reporting risks. [SEC Release 33-8810,
page 21]

Reasonable support for an assessment would include the basis for
management’s assessment, including documentation of the methods and
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procedures it utilizes to gather and evaluate evidence. [SEC Release 33-
8810, page 31]

Smaller companies ... documentation might include memoranda,
e-mails, and instructions or directions to and from management to
company employees. [SEC Release 33-8810, page 32]

The issue of documentation is recurring throughout the release. One
of the key stumbling blocks companies often encounter is identifying what
is “adequate” documentation. This has a huge impact on efficiency since
documenting “everything that moves” is unnecessary and makes the doc-
umentation impractical to maintain in future periods. Careful consideration
of the COSO documentation guidance (discussed later in this book) can be
a very worthwhile investment in time when balancing documentation com-
pleteness with efficiency. Adequate and not excessive documentation that
conforms to COSO guidelines will also facilitate review by the indepen-
dent auditor and help control audit costs. In the author’s ~iew, the lack
of a specified or widely used format for documentation s a contributing
factor to inefficiencies in compliance, since each con:pany must invent
on its own the format that to its understanding a* the time meets the
requirements.

Risk Assessment These key SEC statements £ the risk assessment guid-
ance for companies.

The first principle is that managewent should evaluate whether it has
implemented controls that aacguately address the risk that a material
misstatement of the finanizl statements would not be prevented or
detected in a timely mayiv.er. [SEC Release 33-8810, page 4]

The second principle is that management’s evaluation of evidence
about the operatior ef its controls should be based on its assessment of
risk. [SEC Relec.se 32-8810, page 5/

The evalwation begins with the identification and assessment of the
risks to reliable financial reporting (that is, materially accurate financial
statements), including changes in those risks. Management then evalu-
ates whetber it bhas controls placed in operation (that is, in use) that
are designed to adequately address those risks. [SEC Release 33-8810,
page 12]

Ordinarily, the identification of financial reporting risks begins
with evaluating how the requirements of GAAP apply to the company’s
business, operations and transactions. [SEC Release 33-8810, page 12]

Management may find it useful to consider “what could go wrong”
within a financial reporting element in order to identify the sources and
the potential likelibood of misstatements and identify those that could
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result in a material misstatement of the financial statements. [SEC Release
33-8810, page 13/

These characteristics include, among others, the size, complexity,
and organizational structure of the company and its processes and
[financial reporting environment, as well as the control framework used
by management. [SEC Release 33-8810, page 13]

Management’s evaluation of the risk of misstatement should include
consideration of the vulnerability of the entity to fraudulent activity.. ..
Management should recognize that the risk of material misstatement
due to fraud ordinarily exists in any organization, regardless of size or
type, and it may vary by specific location or segment and by individual
JSinancial reporting element. [SEC Release 33-8810, page 14/

Management’s consideration of the misstatement risk of a financial
reporting element includes both the materiality of the financial reporting
element and the susceptibility of the underlying account balances, trans-
actions or other supporting information to a misstatemens tiat could be
material to the financial statements. [SEC Release 33-851, page 25/

Financial reporting elements that involve related party transactions,
critical accounting policies, and related critical accounting estimates
generally would be assessed as having a bhighcr wiisstatement risk. [SEC
Release 33-8810, page 26]

. manual controls would be assess-.i as higher risk [SEC Release
33-8810, page 27/

Risk assessment is the heart of the controls assessment process since fail-
ing to identify a risk could mean i4i'ing to detect a material weakness that
may someday result in a mateiial misstatement. Risk assessment is deeper
than responding to knowntmisstatements, but assessing “what could go
wrong” and identifying ccntrols that would prevent or detect a material
misstatement. It is mare, than a “breezy” assessment and not necessarily a
structured scorecare: assessment. The point often missed is that there should
be a substantive vasis for saying an area or account is less than high risk.
What evidence is there that the risk is low (and do not say it is only because
you never saw a problem in this area)? A second point is the need to con-
sider these risks “in the absence of controls” (auditors call this inherent risk)
since the purpose of the assessment is to determine whether controls should
be in place and tested as a basis for the assessment. Many managers and
auditors have difficulty separating inherent risks and control risks in their
risk assessment, since it is natural to consider them together in day-to-day
thinking.

Entity-Level Controls and the Control Environment Control environment factors
have been the subject of mixed messages. While critically important to the
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entity, and a potential “trump card” to the ability of management to assess
the operation of more detailed controls as effective, when they are inef-
fective, control environment factors such as effective corporate governance
(e.g., boards and audit committees) are not necessarily an effective substitute
for the effectiveness of controls over detailed transactions. Inherently, one
could reason that the effort to assess controls when the control environment
is effective should be less than when the control environment is ineffective,
but the mechanism for tying the control environment to the other tests and
assessments is elusive. Some have posited that an effective control environ-
ment is already assumed in the levels of testing that are commonly seen in
company assessments and auditor testing.

Another aspect of entity-level controls concerns those controls with wide
application across the entity, such as the use of common software and con-
trol procedures. Certainly, these procedures can be designed at a level of
precision to effectively prevent or detect material misstatements. However,
the lumping of control environment and these entity-level ceatiols into the
same category can create some confusion.

In the words of the SEC:

The more indirect the relationship to a financizlreporting element, the
less effective a control may be in preventing'oi detecting a misstatement.
[SEC Release 33-8810, page 18]

However, a strong control environnv-itt would not eliminate the need
to evaluate the operation of the coatyol in some manner. [SEC Release
33-8810, page 27/

Entity-level controls may.bedesigned to operate at the process, appli-
cation, transaction or accc:nt-level and at a level of precision that
would adequately prevewni or detect on a timely basis misstatements in
one or more financiai reporting elements that could result in a mate-
rial misstatement cf-the financial statements. [SEC Release 33-8810,
page 19/

However, it is unlikely that management will identify only this type
of entity-level control as adequately addressing a financial reporting
risk identified for a financial reporting element. [SEC Release 33-8810,
page 18/

Information Technology General Controls IT general controls, like the control
environment, can be viewed as a “trump card” over reliance on automated
procedures and controls when the general controls are ineffective. The
normal state is an expectation that they are effective and will support testing
and reliance of the detailed controls that rely on systems. Experience tells us
that the most sensitive of the general controls is the security and access com-
ponent. With weaknesses in security and access controls, detailed controls
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can be overridden and reliance on the systems to perform their assigned
functions cannot be assured.

While IT general controls alone ordinarily do not adequately address
JSinancial reporting risks, the proper and consistent operation of auto-
mated controls or I'T functionality often depends upon effective IT general
controls. [SEC Release 33-8810, page 19]

The identification of risks and controls within I'l'should not be a sep-
arate evaluation. Instead, it should be an integral part of management’s
top-down, risk-based approach to identifying risks and controls and in
determining evidential matter necessary to support the assessment. [SEC
Release 33-8810, pages 19-20]

Gathering and Evaluating Evidence

Management needs a basis for its assessment, which includes evidence based
on observations, inquiries, tests of controls, and examination of documents,
logs, or other evidence supporting the assessment. Higner-risk areas war-
rant more evidence concerning the effectiveness of cortrols. For example,
if revenue recognition is an area of risk due to the-complexity of the deter-
mination of when revenue recognition is suppoited: under GAAP, there is an
expectation that more testing effort and evid<.ice will be gathered for that
area than a lower-risk, less significant, and cimpler area such as accounting
for prepaid insurance costs. Exhibit 1.1'is a chart from the SEC 8810 guid-
ance (page 24) indicating the relationiship between misstatement risk and
the required evidence.

While auditing principles for private entities accept the concept of rota-
tion of controls testing over fic: more than three years,® the SEC makes clear
that a formal rotation of areas is not considered appropriate in public com-
pany controls assessmicat; however, it is acceptable and encouraged that
testing of controls thay vary in intensity from period to period.

Management should evaluate evidence of the operating effectiveness of
ICFR. [SEC Release 33-8810, page 21]

Evidence about the effective operation of controls may be obtained
[from direct testing of controls and on-going monitoring activities. [SEC
Release 33-8810, page 22]

The evidential matter constituting reasonable support for manage-
ment’s assessment would ordinarily include documentation of how
management formed its conclusion about the effectiveness of the
company'’s entity-level and other pervasive elements of ICFR that its appli-
cable framework describes as necessary for an effective system of internal
control. [SEC Release 33-8810, page 32]
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High

More evidence*

Medium

Less evidence*

Misstatement Risk of Financial
Reporting Element

»

Low Medium High
Risk of Control Failure

*The references to “more” or “less” include both the quantitative anc
qualitative characteristics of the evidence (that is, its sufficiency).

EXHIBIT 1.1 Determining the Sufficiency of Evidence Based on IC¥k Risk

... management cannot decide to include <ontrols for a particular
location or process within the scope of its evaiucition only once every three
years or exclude controls from the scope ¢; its evaluation based on prior
year evaluation results. To have a rea:;onable basis for its assessment
of the effectiveness of ICFR, manggov.ent must bhave sufficient evidence
supporting the operating effectiveress of all aspects of its ICFR as of the
date of its assessment. [SEC Feieuse 33-8810, page 62/

REPORTING AND CONCLURING  As stated by the SEC:

If managemeint determines that the operation of the control is not effec-
tive, a deficiency exists that must be evaluated to determine whetber it is
a material weakness. [SEC Release 33-8810, page 30]

A deficiency in the design of ICFR exists when (a) necessary controls
are missing or (b) existing controls are not properly designed so that, even
if the control operates as designed, the financial reporting risks would
not be addressed. [SEC Release 33-8810, page 15]

Management may not disclose that it has assessed ICFR as effective if
one or more deficiencies in ICFR are determined to be a material weak-
ness. As part of the evaluation of ICFR, management considers whether
each deficiency, individually or in combination, is a material weakness
as of the end of the fiscal year. [SEC Release 33-8810, page 34]
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Under COSO, risk assessment and monitoring are two of the five
components of an effective system of internal control. If management
concludes that an internal control component is not effective, or if
required entity-level or pervasive elements of ICFR are not effective, it
is likely that internal control is not effective. [SEC Release 33-8810,
page 72/

This seems to be a long way around in saying that all five COSO com-
ponents need to be effective for internal control to be effective. This is a
stated principle in the COSO Framework.

Pursuant to Exchange Act Rules 13a-14 and 15d-14 [17 CFR 240.
13a-14 and 240.15d-14/, management discloses to the auditors and
to the audit committee of the board of directors (or persons fulfilling
the equivalent function) all material weaknesses and significant defi-
ciencies in the design or operation of internal controls' which could
aduversely affect the issuer’s ability to record, process, svimmarize and
report financial data. [SEC Release 33-8810, page 34!

This requirement ensures that important infetaztion is shared within
the entity and with the auditors. If deficienciet-wre not communicated to
the auditors, auditors may not identify the aciiciency in their testing and
erroneously rely on the control during the period for purposes of examining
the financial statements of the compaay This requirement is sometimes
overlooked when management identifics and remediates the control, but
the requirement is not dependent-on whether the control is remediated
or not.

Management evaluaies the severity of a deficiency in ICER by considering
whether there is a.reasonable possibility that the company’s ICFR will fail
to prevent or detect a misstatement of a financial statement amount or
disclosure; and the magnitude of the potential misstatement resulting
[from the deficiency or deficiencies. The severity of a deficiency in ICFR
does not depend on whether a misstatement actually bas occurred but
rather on whether there is a reasonable possibility that the company’s
ICFR will fail to prevent or detect a misstatement on a timely basis. [SEC
Release 33-8810, page 35]

Management should evaluate the effect of compensating controls
when determining whether a control deficiency or combination of defi-
ciencies is a material weakness. .. Compensating controls are controls
that serve to accomplish the objective of another control that did not
Jfunction properly, helping to reduce risk to an acceptable level. [SEC
Release 33-8810, page 37]
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Care needs to be taken not to ascribe significant precision to certain
monitoring or other compensating controls when such reliance is not sup-
ported by analysis and evidence. If the compensating control should have
operated on a material misstatement that was identified, and it did not iden-
tify or correct the misstatement, it is hard to argue such a compensating
control is effective.

Management should evaluate whether the following situations indicate
that a deficiency in ICFR exists and, if so, whether it represents a material
weakness (from SEC Release 33-8810):

Identification of fraud, whether or not material, on the part of senior
management [page 50]

Restatement of previously issued financial statements to reflect the
correction of a material misstatement [page 51]

Identification of a material misstatement of the financial statements
in the current period in circumstances that indicate the niisstatement
would not have been detected by the company’s ICFi

Ineffective oversight of the company’s external financial reporting
and internal control over financial reporting v rhe company’s audit
commiittee [page 37]

These four situations do not necessarily-eq uate to material weaknesses,
but careful reasoning is necessary if they aiciot assessed as such. The pre-
sumption is that in most cases they wili be assessed as material weaknesses.
AS 2 had even stronger wording suppeorting material weakness treatment for
these situations.

In addition, if a materiz! weakness exists, management may not state
that the company’s iCFK is effective. However, management may state
that controls are.irefjective for specific reasons. [SEC Release 33-8810,
page 38/

The goai underlying all disclosure in this area is to provide an
investor with disclosure and analysis that goes beyond describing the
mere existence of a material weakness. [SEC Release 33-8810, page 39]

Management is expected to explain the nature of the material weakness,
if one exists, in its reporting on internal control.

The Commission’s disclosure requirements state that management’s
annual report on ICFR must include a statement as to whether or not
ICFR is effective and do not permilt management to issue a report on
ICFR with a scope limitation. [SEC Release 33-810, page 41]
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The reporting scenario is fairly simple—controls are or are not effective.
The SEC does not support “except for” conclusions nor conclusions citing
a scope limitation. If fire, flood, or pestilence prevents the assessment of
essential controls, then controls should not be assessed as effective.

AUDITOR REVIEW OF MANAGEMENT’S ASSERTION Auditors no longer (under
AS 5) have to specifically report on management’s process and report on
internal controls. However, the SEC and PCAOB have made reference to
the general audit requirement that auditors read management discussions
and disclosures and say something if they find them to be unsupported
or misleading. The documentation of your project provides evidence to the
auditor that you have a reasonable basis for your assertion regarding internal
controls effectiveness.

What this means is that auditor will make an assessment of what you
did and how you did it, and if the process is ineffective and evidence is not
sufficient for management to conclude, the auditor will ask' nianagement
modify its assertion or the auditor will have to make a cormraent. From the
SEC Release No 33-8809:

Despite the fact that the revised rules no longerrequire the auditor to
separately express an opinion concerning ¥2a agement’s assessment of
the effectiveness of the company’s ICFR, zuiditors currently are required
under Auditing Standard No. 2 (“AS ivo.-2”) and would continue to be
required under the Proposed Auditing Standard, to evaluate whether
management bas included in its aninual ICFR assessment report all of
the disclosures required by Iten: 208 of Regulations S-B and S-K. Both AS
No. 2 and the Proposed Atctiting Standard would require the auditor
to modify its audit repiri on the effectiveness of ICFR if the auditor
determines that management’s assessment of ICFR is not fairly stated.
Consequently, therevisions are fully consistent with, and will continue to
achieve, the ob;2ctives of Section 404(b) of Sarbanes-Oxley. [SEC Release
33-8810, Page. 12]

The PCAOB in AS 5 states:

73. If the auditor determines that any required elements of manage-
ment’s annual report on internal control over financial reporting are
incomplete or improperly presented, the auditor should follow the direc-
tion in paragraph C2. ..

C2. Elements of Management’s Annual Report on Internal Control
Over Financial Reporting Are Incomplete or Improperly Presented. If
the auditor determines that elements of management’s annual report on
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internal control over financial reporting are incomplete or improperly
presented, the auditor should modify bis or ber report to include an
explanatory paragraph describing the reasons for this determination.

Thus, it is expected that auditors will review management’s project and
support for their assertion.

Use of Work of Internal Auditors and Others

Both the SEC and the PCAOB recognize that external auditors should be able
to rely, to some degree, on the work performed by management in its self-
assessment of internal control in their audit. This guidance is considerably
relaxed from the AS 2 requirements where auditors in some areas could
not take any assurance from company assessment procedures, however
effectively performed. As a result, companies complained that the origi-
nal guidance forced redundant and unnecessary testing. Neveitheless, the
primary objective of an audit of internal controls over finaricial reporting
is to obtain an objective, independent opinion. To forn: znd take respon-
sibility for such an opinion, auditors must do some o their investigation
independently from the company.

We know from reported research that over 70 percent of the identi-
fied control deficiencies in 2004 and 2005+ a sample of company data
were identified by the independent audiui. To what extent the redun-
dancy of retesting client controls after the company tested and concluded
effectiveness contributed to these finaings cannot be known, but permitting
more reliance on company testing p'aces more importance on independent
auditors making correct assessinents of the objectivity and competence of
company assessment and, testing procedures.

Thus, companies ana, auditors must balance two competing goals:
objectivity and independence of the parties involved versus the use of man-
agement’s work by tihe external auditor as a means of limiting the overall
cost of compliance.

For companies, the implications of this relaxation of the requirements
are obvious. The more objective, rigorous, and competent the company
examinations, the more reliance auditors can place on that work, signifi-
cantly reducing the required time and cost associated with the audit process.
For companies not yet subject to auditor opinions on internal control, the
experience of earlier assessments can be used as an opportunity to “ramp
up” for the eventual oversight and prepare for an efficient audit process.

Additionally, we know from research that effective controls assess-
ments are less costly than when the controls are assessed as ineffective. A
rigorous process to root out and correct deficiencies in controls design and
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operation in advance of formal auditor involvement can result in compound-
ing dividends.

EXTERNAL AUDITOR’S USE OF THE COMPANY’S INTERNAL CONTROL TESTING AND
EVALUATION Ultimately, the auditor is responsible for determining the extent
to which he or she will rely on management’s work in the audit. PCAOB
Auditing Standard No. 5 provides guidance to auditors on the principles they
should use to make that determination.

Paragraph 19 of the auditing standard provides extensive guidance on
the degree to which the company’s work on internal control can be used
by the external auditors. The relevant section is titled “Using the Work of
Others.” The standard indicates that the work of “others” includes the
relevant work performed by:

Internal auditors

Other company personnel

Third parties working under the direction of managen.ent or the audit
committee

In general, the auditor’s determination about-using the work of others is
a risk-based judgment: The greater the risk, th= riiore the auditor will want to
use more of his or her own work to form ai. opinion. As the risk decreases,
the auditor may rely more on the work ot the company.

The external auditor’s ability to.relv'on the work of others has its limits.
Paragraph 35 of the standard states that the procedures performed to achieve
certain audit objectives should e performed principally by the auditor. The
objectives are:

Understanding the Tiow of transactions related to the relevant assertions,
including how'tlete transactions are initiated, authorized, processed,
and recorded

Identifying the points within the company’s processes at which a
misstatement—including a misstatement due to fraud—could arise that,
individually or in combination with other misstatements, would be
material

Identifying the controls that management has implemented to address
these potential misstatements

Identifying the controls that management has implemented over the
prevention or timely detection of unauthorized acquisition, use, or
disposition of the company’s assets that could result in a material mis-
statement of the financial statements
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To achieve these objectives, the auditor typically performs a walk-
through for each of the company’s significant accounts and disclosures. As
part of its evaluation, management also may also perform walk-throughs of
these same accounts. Quality company documentation is a significant ben-
efit to the auditor in performing these requirements. In the absence of such
quality documentation, the auditor is obliged to create sufficient documen-
tation for audit purposes. Note that the requirements are for “understanding”
and “identifying” and not for documenting the controls. Companies can go a
long way to cost efficiencies by having appropriate controls documentation.
Considering auditor hourly rates, the economics of placing company effort
to this task should be clear.

ASSESSING COMPETENCE AND OBJECTIVITY Auditors will have to assess the
competence and objectivity of those people whose work they plan to
use. The higher the degree of competence and objectivity, the greater use
auditors may make of the work.

Competence means the attainment and maintenance of a level of under-
standing and knowledge that enables that person to werform ably the tasks
assigned to them.

Objectivity means the ability to perform those asks impartially and with
intellectual honesty. For example, self-assessniiits of performance by com-
pany personnel who performed the conaai-or performed the underlying
process will generally not qualify as ari opjective process.

Competence and objectivity go hend in hand. The auditor will not use
the work of someone who has.a low degree of objectivity, regardless of
the person’s level of competentc Likewise, the auditor should not use the
work of someone who has iow level of competence, regardless of his or
her objectivity.

To allow the corapany’s external auditors to make as much use as
possible of the company’s own assessment of internal control, company
management shoula have a clear understanding of the conditions that must
be met for the external auditors to use the work. To help the external
auditors determine that those criteria have been met, you may wish to
document your compliance with the key requirements of the auditing stan-
dard and make this documentation available to the external auditors early
on in their audit planning process. For example, you should consider:

Obtaining the biographies or resumes of project team members show-
ing their education level, experience, professional certifications, and
continuing education

Documenting the company’s policies regarding the assignment of indi-
viduals to various SOX work areas
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Documenting the “organizational status” of the project team and how
they have been provided access to the board of directors and audit
committee
Establishing policies that ensure that the consistent and clear documen-
tation of the work performed includes:

A description of the scope of the work

Work programs

Evidence of supervision and review

Conclusions about the work performed

Working with the Independent Auditors

To render an opinion on either the financial statements or the effective-
ness of internal control, the company’s independent auditore are required
to maintain their independence, in accordance with applicavle SEC rules.
These rules are guided by certain underlying principles, which include:

The audit firm must not be in a position where it‘audits its own work.
The auditor must not act as management or, #s.n employee of the client.

For example, with regard to internai ontrols, the auditor could not
design or implement a system of interna) controls and still be sufficiently
independent to perform an audit of tiiose controls.

Since the early days of SOX,_ the SEC has relaxed some of the strict lim-
itations on auditor’s involvemeni in the company’s controls assessment and
testing process. Nevertheless;the more involved the independent auditor is
in the company project, the more likely independence conflicts will arise.
There seems to be na debate that the auditor could assist in documenting
controls under the stpervision of company leadership. The inverse arrange-
ment is not likely to be acceptable. While the auditor can rely on some of
management’s testing for its assurance, the company is not to rely on auditor
testing as a basis for their assessment, which should stand on its own. Under
the COSO Framework, the independent auditor is not a component of the
company’s internal control and should not be a source of direct testing or
monitoring that is required of companies.

The auditor’s rules of independence require the audit committee to
preapprove any nonaudit services related to internal control over financial
reporting. In seeking this preapproval, the auditor will:

Provide a written description of the scope of the internal control-related
services to the audit committee
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= Discuss with the audit committee the potential effects of the service on
the independence of the firm
= Document the substance of its discussion with the audit committee

Companies seeking assistance in assessing, documenting, and testing
controls have often sought assistance from consultants and audit firms other
than the independent auditor firm to avoid independence concerns.

A violation of independence rules in this regard can have significant
consequences such as the disqualification of the auditor from issuing an
opinion on both the internal controls and the financial statements.
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