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DEFINING THE PROBLEM

BUSINESS CONTINUITY CONCERNS

Common areas of exposure to a disaster for a busiaess include:

» Telephone communications
* Computer processing
* Vital facilities

* Critical operations

Telephenie Communications

Telephones are often taken for granted; they are seldom out of service
except for brief periods, such as immediately following a storm. Older
electromechanicai iclephone switching equipment was extremely reli-
able. Howevet, consumer demand for more sophisticated service has
resulted in a conversion from electromechanical to software-controlled
switching systems. The advantage of such systems is that they are eas-
ily modified to provide more sophisticated options to customers. The
downside is increased vulnerability to periodic interruptions in tele-
phone service owing to software malfunction. Every time computer
software is changed, the risk of error increases—error that may lie dor-
mant for months until the weakness is exposed. Moreover, it is unreal-
istic to expect all software changes to be sufficiently tested to preclude
failure. Many of the features are new, and models for testing are, by
definition, incomplete. Therefore, it is appropriate to prepare a contin-
gency program that will provide minimum voice communication capa-
bility during a stabilization period.
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Computer Processing

Financial service organizations cannot operate for more than a day or
two without computer processing, as they need this capability to ser-
vice transactions.

Yet for many other organizations, this is not the case. Although many
businesses are dependent on computers for day-to-day operations, it is
incorrect to assume that they could not operate without this support dur-
ing a relatively brief disaster recovery period that might last a week or
two. The difficult part is focusing on the right issue—keeping the busi-
ness running, rather than keeping the computer running.

Operating without Computer Processing Capability

Manufacturers can be exposed to several probl¢ians if computer pro-
cessing is inoperable. However, careful analysi: 1.sually concludes that
although inefficient, product still can be mcaufactured and shipped
without normal computer processing support. Alternate interim pro-
cessing strategies and prerequisites for rnanufacturing without normal
computer support need to be negotiaicd with functional managers. Pre-
requisites, such as starting poiats, need to be included in the contin-
gency program to ensure thaithey will be available when needed. For
example, it is not that store¢room inventories cannot be updated without
an on-line computer;-the problem is lack of a “starting point” or, in
other words, a recerd of what the inventory file looked like when the
computer outage occurred. So if a prevention program includes daily
responsibility to store off-site a duplicate copy of the storeroom inven-
tory file, immediately following a computer disaster the file could be
printed at another location and delivered to manufacturing as a snap-
shot of inventory locations and availability. Receipts and disburse-
ments could easily be updated with a simple personal computer (PC)
spreadsheet until normal computer processing is restored. See Exhibit
1.1 for vital manufacturing support functions.

Headquarters operations can also be exposed to problems if computer
processing is suddenly inoperable. However, careful analysis again usu-
ally concludes that although inefficient, business still can continue and
customers can still be serviced without normal computer processing sup-
port. It helps to look at administrative business functions and what alter-
natives are available to get the job done without computer processing.
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EXHIBIT 1.1 Vital Manufacturing Support Functions

¢ Take orders

¢ Schedule production

¢ Order material

¢ Receive and store material
¢ Control inventory

¢ Pick items

¢ Manufacture

¢ Ship

¢ |nvoice

Insurance providers are concerned about issucs such as new busi-
ness underwriting; determining “in force” for claims adjudication;
beneficiary information; and exposure for-coverage that would have
been canceled under normal circumstances ‘In each of these instances,
there are alternative strategies that, aii.ough inefficient and cumber-
some, can be used to ensure business continuity until computer pro-
cessing is restored.

Distributors need strategies for taking and processing orders that are
normally entered into com:puter databases, identifying kitting require-
ments, producing picking documents, inventory management, produc-
ing shipping documentation, and handling returns. The question to be
asked is not “What problems would you have?”; it is “If confronted
with this situation, what would you do to maintain market share and
service customers until normal operations resume?”

Associations and agencies are concerned about membership ser-
vices, legislation and public policy, publications, research, education
and training, call centers, and government regulations. In most
instances, the overriding consideration is to seek solutions for operat-
ing temporarily without normal computer processing capability that
will not require continual funding, such as a computer hot-site agree-
ment, but would ensure continuity in servicing members, volunteers,
and staff during a stabilization period.

Interim processing strategies for meeting administrative responsi-
bilities without normal computer support need to be negotiated with
department managers. The window of expected outage must be deter-
mined. For the most part, information systems managers consistently
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agree that they could restore computer processing capability within 10
working days (14 calendar days). So the question to be asked of
department managers is not “How long can you do without...” or
“What do you need . . .”’; managers tend to understate and pad the first
question, and in response to the second question tend to ask for more
than they need. Both questions beg answers and initiate thought
processes that are not conducive to cost-effective contingency pro-
grams and invite discussions and deliberations that require further doc-
umentation and maintenance expense. The only question to ask line
managers in relation to doing without normal computer processing is
“What alternate strategies could be used to continue functioning for
approximately ten days without computer processii'g. capability?”
When that question is asked, 99 percent of the responses are positive,
that is, department managers are willing to aczept operating at less
than 100 percent efficiency and admit what.covld be done to meet the
challenge of temporarily working without coiaputer processing.

The simple psychology and willingngss of contingency planners to
“stick their necks out” and insist on e:tublishing a reasonable limit to
an expected computer outage will, it turn, have the positive effect of
persuading line managers to zdmit how they could survive. Estab-
lishing this “window” up frunt 1s the key to a collaborative solution.
But also remember that i ¢stablishing the window, information sys-
tems managers must 2ls¢ accept some risk and not pad their expected
recovery capability. The question is not “When are they absolutely
positive beyond any reasonable doubt that computer processing will
be restored?”; rather, it is “Given emergency conditions, working 24
hours a day, seven days a week, with adequate resources, when is it
likely that computer processing could be restored?”” On-line connec-
tivity can wait because there are other solutions available, but being
able to process data is the important requirement. See Exhibit 1.2 for
a list of typical administrative business functions.

Computer processing problems could be caused by a myriad of con-
ditions. Power grids could fail due to unanticipated drops in demand
(as users of questionable systems delay initializing operations, either
because corrective work has not been completed or because of other
concerns) which are so severe that the power companies must bring
down and reconfigure power systems grids nationally. Failures of
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EXHIBIT 1.2 Typical Administrative Business Functions

* Inventory management
¢ Order processing

¢ Scheduling

¢ Billing

¢ Receivables

e Payables

¢ General accounting

¢ Payroll

* Human resources

e Data processing

satellite communications, HVAC (heating, ventilation, air condition-
ing, and cooling) systems, automated proceccing equipment, and com-
puter hardware or software are all possitlc. The broad and diversified
nature of this potential problem is suci: that testing cannot ensure that
some systems might not fail.

One-time potential problem-issues have two dimensions. The first
is to identify steps that neec io be taken to reduce the likelihood of
computer-dependent operaitions from being interrupted and monitor-
ing compliance with:those programs, within reason. Without careful
oversight by informed senior management, this approach can wind up
being a boondoggle for consulting firms—fear tactics, an inordinate
amount of “anaiysis” and “weigh it by the pound” reports, endless
meetings, and a large consulting bill.

Most important, however, is to develop a fallback plan that will ensure
business continuity even if computer-dependent operations are tem-
porarily inoperable. Experience and common sense suggest that a fall-
back plan is the safety net that needs to be in place, and organizations that
already have a facility contingency program already have one. It just
needs to be dusted off and modified slightly, and it can easily be used as
a fallback plan. Conversely, if an organization does not already have a
contingency program for loss of computer processing, now is the time to
prepare one because it will solve both problems. Chances are that if there
are failures, they will be isolated and will be corrected in a matter of days,
if not hours. See Exhibit 1.3 for a fallback plan development strategy.
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EXHIBIT 1.3 Computer Processing Fallback Plan Development Strategy

¢ Identify computer-dependent vendors and services.
e Identify business functions dependent on computer processing.
¢ Fund and monitor a prevention program.

¢ Obtain senior management’s approval of a corporate policy and strategy for a
fallback plan.

e Develop “what if” interim processing strategies for all potentially affected
business functions to protect market share and support customer service, even
if normal computing capability is not available for a few days.

* Add a prevention program.
¢ Add an incident recovery plan.

Vital Facilities

The loss of buildings resulting from fire and-other accidents is not a
new threat. Nor are there any miraculous sclut ons. Insurance is still the
most cost-effective answer. Business fai'uie following a disaster is nor-
mally caused by a loss of assets, such a5 a manufacturing facility, dis-
tribution center, or office buildirig; or an inability to support vital
business functions following a cisruption in normal processing capabil-
ity. An inability to support vitai business functions immediately follow-
ing a publicized disaster cair be devastating when this information is in
the hands of competitor:. If orders are “lost,” customer service commu-
nications lines are inorerable, or inventory availability records become
unreliable, everi. i1 ¢aly for a few days, it can result in a significant loss
of market share, particularly with the 20 percent of a company’s cus-
tomers who make up 80 percent of its revenue. Most organizations have
not adequately addressed the issue of how to keep the business running
if a plant or office building is inaccessible for several days. In other
words, the concern is not what to do if assets are destroyed, but how to
continue to operate a business if primary work locations are temporar-
ily inaccessible or unusable.

In many production and manufacturing facilities, losing normal com-
puter processing capability would have a serious impact on efficiency,
order processing, scheduling, and tracking orders, but it would not
destroy the ability to somehow manually shepherd product through the
manufacturing and shipping process. Efficiency would suffer; record
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keeping would become a nightmare, excess inventory would have to be
ordered (and worked off later) to avoid stock-outs, and production rates
would drop, but product would get out the door.

Losing access to an entire production facility or one critical opera-
tion could, in many instances, bring manufacturing to a halt. Without
alternate solutions to ship product until operations return to normal,
business failure could result. It is this possibility and its impact on cash
flow that demands that companies have contingency programs for loss
of normal computer processing capability and “what if” strategies for
a temporary loss of access to production facilities.

Raw material and component parts might be sent to alternate manu-
facturing sources; components might be purchased m:stead of manu-
factured; excess regional production capacities gt be temporarily
leased; “second-choice” production alternatives-might be approved;
inspection and quality control procedures.might be changed; and some
items might be shipped direct. The imporient issue is for manufactur-
ing managers to take the time to “think turough” which alternatives are
most likely to work and which are most cost-effective. It is important
that these alternate production racthods or “what if” strategies be doc-
umented in writing so that: (1) their workability can be validated annu-
ally; (2) any prerequisites, cuch as maintaining daily backup copies of
inventory status reports cr files off-site to support alternate manufac-
turing methods, can be identified and inserted into a prevention plan;
and (3) crisis manragement activities, such as using the most recent
stock status r<poits as a basis for insurance claims, are added to the
incident recovery plan.

Only a Computer Recovery Plan

Which comes first, the chicken or the egg? Which comes first in con-
tingency planning? Recovering lost technology or keeping the busi-
ness running? The business continuity program should come first. In
fact, data processing plans to recover technology that are developed
before interim processing strategies are explored normally result in an
excessive amount of resources committed to redundant computer pro-
cessing capability. Auditors are becoming increasingly critical of the
lack of business continuity programs and are beginning to emphasize
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this area more than the loss of computer processing technology. After
all, what good is a restored computer if users are unable to keep the
business running immediately following a disaster? If you are just get-
ting started in contingency planning, you should address the business
continuity issue before you worry about redundant computer process-
ing capability.

Current Program May Not Work

Less than 25 percent of business organizations have a workable con-
tingency program. Some programs look good on paper—but would not
work if they had to be implemented. Programs that are not viable usu-
ally have three things in common:

1. The focus is on keeping the computer ruuning rather than on
keeping the business running.

2. No one has taken the time to idcutity alternate procedures to
support functions that normaliv rely on computer technology
but could actually survive a siaoilization period using alternate
methods.

3. The program contains aanecessary detail and professes to cope
with problems that aie typically nonexistent.

Exhibit 1.4 lists corpion reasons why many contingency programs
will not work.

EXHIBIT 1.4 Common Disaster Recovery Plan Problems

¢ Focus on recovering computer technology at costly hot sites, rather than on
sustaining business continuity until temporary computer processing capability
can be restored locally

e Lack an awareness and education program that enables functional managers
to understand the importance of their input and are willing to participate in
program development

¢ Do not explore alternate procedures that could sustain vital business functions
(that normally are dependent on centralized computer processing) until
computer processing capability is restored

¢ Provide excessively detailed procedures when guidelines are all that are needed
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CHARACTERISTICS OF A SOUND PROGRAM

A contingency program should be reviewed annually to ensure com-
patibility with business practices and to integrate lessons learned from
new disasters and test results into more cost-effective solutions. Many
times it is helpful to have someone other than the individual who
developed the program to conduct such a review. It is difficult to be
objective when reviewing your own work.

A corporate contingency program approved by senior management
is a requirement. This document should emphasize that (1) providing
100 percent redundancy for all types of physical disasters is simply not
practical; (2) documenting detailed alternate procedires for an infinite
number of combinations of possible disasters isalso not realistic and
would create a “monster’” to maintain; and (3) Gzpartmental managers
are the architects of “what if” interim processing strategies that will
serve as guidelines to ensure business.corit.nuity following a disaster.

Assumptions under which a progran. is developed should be stated
to clarify expectations and avoid excessive documentation. Examples
of assumptions include:

* Qualified personnel v:i'l be available to execute the program.
* Healthcare agencies and institutions will be operational.
* A building evacuation plan exists.

Inefficiercies are expected during a stabilization period.
* Incoming telephone calls will be rerouted within two hours.

A prevention program should reflect disaster prevention responsibil-
ities; ongoing education and training requirements; testing programs;
other sound risk management practices; and any additional measures
required to support relocation strategies, interim processing strategies,
or technology restoration plans. The primary purpose of a prevention
program is to reduce the likelihood of a disaster, such as physical secu-
rity programs, and to take steps that will minimize impact, such as stor-
ing computer files off-site, if a disaster does occur.

An incident response plan should ensure an organized response to a
facility-related disaster and provide for the rapid rerouting of incoming
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phone calls and a strategy for restoring computer processing capability.
It also includes relocation strategies, minimum staff required during a
stabilization period following a facility disaster, notification for person-
nel and customers, damage assessment, and media management.
Interim processing strategies, in the absence of other instructions,
will be used to maintain business continuity if facilities become inac-
cessible following a facility disaster. Emphasis is on retaining market
share, servicing customers, and maintaining cash flow. Business conti-
nuity strategies should have been developed by discussions with
department managers familiar with existing business practices and
alternative options. These strategies should also include functioning
without normal computer support (computer operaticn: may not be
restored for days) and with minimum staff if relocaticn is needed.

COST-REDUCTION OPPO#®{UNITIES

The most costly mistake that a busitizss can make in developing its
program is to have it aimed at keeping technology running instead of
keeping the business running {Exhibit 1.5 provides an action plan for
cost savings). Contingency programs that are not cost-effective usually
have three characteristics:

1. Program focnu: 15 on keeping technology running rather than on
keeping the vusiness running.

2. No one worked with functional supervisors to develop alternate
procedures to support vital business functions until normal pro-
cessing capability is restored.

3. The program fails to recognize that businesses could continue to
function for a week or two without normal computer processing
capability.

Cost-reduction opportunities exist due to individual mistakes that
alone sound innocuous but, in combination with other related mis-
takes, spell bad financial judgment. First, an error in interpretation
of the Foreign Corrupt Practices Act by accounting firms led to crit-
icizing clients for “lack of a computer disaster recovery plan.” That
criticism was misdirected. What was actually needed was interim
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EXHIBIT 1.5 Action Plan for Cost Savings

¢ Initiate a cost reduction project.

¢ Have outside specialists (other than those who developed the existing plan)
conduct a plan evaluation.

* Focus only on sustaining cash flow and servicing customers during a disaster
recovery period.

¢ Deal with business functions, never with computer systems.

e Work with functional line managers and first-line supervisors to analyze
options.

* Develop cost-effective guidelines that will sustain vital business functions.

processing strategies to be used in the event of a distuption in normal
data processing technology. Placing undue en.phasis on computer
technology, instead of business continuity, wxs the mistake. Because
the focus was on the wrong issue, it led ¢rganizations to assign proj-
ect responsibility to the wrong depairtiment. Had the objective been
business continuity, project respons:bility might have been assigned
to a staff person positioned to iaciiitate a strategic plan. However,
with the focus on computers, responsibility was assigned to data pro-
cessing personnel, who arc mormally not trained in the synergistic
process used to develop strategic programs.

In many instances, fhicse errors resulted in technical solutions being
substituted for scuna business judgment because the situation was
defined as a computer problem that needed a computer solution. The
result for many organizations has been excessive expenditures for
redundant processing. Taken over a period of 20 to 30 years, this
amounts to millions of dollars being wasted. Exhibit 1.6 provides a
brief synopsis of why cost-reduction opportunities exist.

EXHIBIT 1.6 Why Cost-Reduction Opportunities Exist

e Initial program focused on getting the computer running quickly at costly
computer hot sites rather than waiting a few more days to restore operation at
a cold site

¢ Plan development responsibility assigned to data processing rather than to a
staff position

e Lack of specialized problem-solving process that continually links the low
probability of occurrence with the need for cost-effective solutions
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How to Contain Program Development Costs

Minimizing contingency program development costs centers on five
interconnected issues: (1) plan development sequence, (2) mind-set,
(3) assumptions, (4) communications, and (5) a specialized problem-
solving process. If any are missing or not dealt with appropriately,
development costs will be excessive, the end product will not be of
good quality, and it will take forever to complete the project.

Plan development sequence means positioning and selling senior
management on a corporate contingency planning policy and strategy,
and documenting this corporate policy and strategy in writing before any
other activities are undertaken in the program developiuent process. If
this is not the first step, then problem-solving practice;-are used, which
are totally inappropriate. For instance, conductirg & “business impact
analysis” to determine what is critical under nerimal conditions is unpro-
ductive. A definition of critical is needed, ‘Ii) a contingency planning
context, critical is not what receives the iighest priority under normal
operating conditions because we are not worried about operating under
normal conditions. We are conceracs about which business functions
will be so impaired as to threater: business continuity following a disaster
because they lack alternate strategies to operate under those conditions.
What is critical at the time ¢ physical disaster occurs depends on what
alternative strategies can be used to support that business function. If a
particular business function has alternative methods to service customers
for a two-week ociiod when computer processing is inoperable, then
there is nothing critical because business continuity is not threatened.

The worst mistake is to begin a contingency program project by
developing a computer recovery plan based on an assumption that the
business could not operate for two weeks without normal computer
support and that prioritizes application recovery based on the wrong
definition of critical, as described in the last paragraph. It takes some-
one with seasoned contingency program experience to prevail in estab-
lishing the proper development sequence. The benefit, however, is that
a program can be completed in 30 days and at a fraction of the cost.

Mind-set is the philosophy under which a contingency program is
developed, and failure to document the proper mind-set in a corporate
contingency planning policy and strategy will result in false starts, lack
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of cooperation, and unnecessary expense. For instance, the objective
of the program should be “survival,” not “business as usual,” immedi-
ately following a physical disaster because the latter demands ongoing
expenditures that annually take away from the bottom line and are not
justified given the low probability of a disaster. A more cost-effective
mind-set is to reduce or eliminate reoccurring expenditures, such as
computer hot-site fees and testing, and instead authorize expenditures
on an as-needed basis when and if a disaster actually occurs.

Remember that a contingency program is only a reference docu-
ment. Managers will decide specifically what to do at the time a disas-
ter occurs, depending on how much damage is done and what the
prognosis is for reentering the building.

Communicating effectively can have an impact on completing a
contingency program on a timely basis. Repsated communication of
corporate contingency program policy and strategy to senior execu-
tives, department managers and key supervisors, and to staff develop-
ing a program is extremely beneficiai. (Remember, individuals quite
often do not comprehend informasion presented only once.) It con-
stantly reminds them of the n=ed to control program development
costs, presents a “road map’’ that keeps them on the path to timely
completion, and acts as a ‘iaterrent to a natural tendency by everyone
to include too much detaz!.

Contingency planning for disasters requires a different problem-
solving process thar. is used to solve other business problems because
of the low provavility of a disruption to business continuity due to a
physical disaster. Traditional problem-solving techniques used by
most consultants and corporate staff involve lengthy fact-finding stud-
ies, as well as addressing and resolving issues in painstaking detail.
This is because the problems being addressed will affect the everyday
operation of a business. This is not true for a facility contingency pro-
gram. Because it is extremely unlikely that a serious disaster will ever
affect a specific site, there is no justification for lengthy studies to gain
consensus on what is most critical or for formulating detailed plans.
Interim processing strategies need to be documented for all business
functions regardless of their relative criticality, and detailed documen-
tation is inappropriate. The contingency planning process is a special-
ized strategic planning methodology designed to address this need and
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EXHIBIT 1.7 Guide to Contain Program Development Costs

¢ Prepare a program development “road map.”

¢ Assume a mind-set to minimize program development costs.
¢ Document assumptions on which a program is based.

e Communicate often to executives and line managers.

¢ Authorize a program development process designed to minimize program
development costs and enable a prototype program to be completed in 30
days.

¢ Use internal resources to roll out a prototype program to other locations.

to minimize program development costs. See Exhibit 1.7/ for a guide to
contain program development costs.

Where to Look for Cost Reductions in 7 Existing Computer
Disaster Recovery Fian

For organizations with a computer <saster recovery plan, there are
three areas that should be examinea:

1. Plan maintenance
2. Backup computer hoi-site subscription fees
3. Backup computer hot-site testing

Exhibit 1.8 indicaies major areas that should be investigated for cost
reductions.

EXHIBIT 1.8 Where to Look for Cost Reductions

* Maintenance

* Scope

e Amount of detail

¢ Documentation structure
e Backup communications

e Cumulative cost of backup processing subscription fees over a 20- to 30-year
period

¢ Testing costs, including disruption to normal duties
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Plan Maintenance

Maintenance expenses are directly related to the volume of material,
level of detail, and documentation format. A great deal of “Do we
really need to include this?” kind of thinking is required when a pro-
gram is under development or being evaluated. If this approach is not
taken, issues that should be left out will be included, thus adding
unnecessarily to maintenance costs. The objective is to leave out of a
program those issues that can be dealt with at the time a disaster occurs
or that cannot be specified until the impact of a specific disaster has
been assessed. Remember that the specifics of many emergency
response activities cannot be determined until after damage assess-
ment of a specific disaster or incident.

Preparing a quality program that clearly and cencisely addresses
only relevant issues requires considerable exnerience, good business
orientation, and a structured format. One pronleia is that most software
documentation packages demand detail tiiit is not needed; in fact, it
gets in the way of doing a good job.

Hot-Site Subscription Fees

Backup computer hot-site requirements should be examined for cost-
reduction potential. In today’s cost-sensitive business environment,
computer hot-site and. ce'd-site subscription fees can be a source for
large, ongoing cost.reguctions.

For most organizations, other than banks and communications
providers, backvp computer contracts with hot-site vendors are a waste
of money. They are not needed, because in a crisis such as a disaster, a
computer operation usually can be restored within a one- to two-week
period somewhere, somehow, and most functional supervisors can find
other ways to keep vital business functions running until processing
capability can be restored.

Testing

The cost of resources tied up in the testing of backup computer hot-site
operations can be considerable. The cost of planning, preparing for tests,
scheduling, arranging transportation, testing, evaluation of results, and
sustaining corrective action programs can drain an organization of
resources that should be used to address daily operating requirements.
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Audit Concerns

Auditors are becoming increasingly concerned about the viability of
contingency programs (Exhibit 1.9 lists some of these concerns).
Because the data processing department is an organization’s focal
point of information technology and the department most conspicu-
ously vulnerable to a disaster, management most often looks to data
processing personnel to develop data center restoration and application
recovery programs. This approach is not appropriate for developing
“what if ” interim processing strategies.

Data Center Restoration and Application Recovery

The data processing department should address d2ia center restora-
tion and application recovery; however, the development of interim
processing strategies is best accomplished by specially trained pro-
fessionals.

Developing “What If” Interim Processing Hirategies

The heart of any worthwhile programi is the development of interim
processing strategies. This requires awareness and education and
involves a highly specialized problem-solving process. In most
instances, it is not realistic 10 expect in-house personnel (data pro-
cessing or any other department) to serve in this role. Effective
interim processing straiegies are not a data processing problem; they
are a corporate istue, requiring an organizationwide problem-solving
process.

EXHIBIT 1.9 Audit Concerns

e Lack of awareness and education

e Department managers not sufficiently involved in developing alternate proce-
dures

¢ Contains unnecessary detail

¢ Not testable

¢ Technology oriented rather than business oriented
* Not cost-effective
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Involving Department Managers

The most serious mistake is to develop alternate strategies for how
specific administrative functions or manufacturing operations will
operate during a stabilization period following a disaster, without the
understanding and support of line managers who would have to use
them following a facility disaster. Department managers are the only
ones who have the knowledge of what alternate strategies might be
both workable and practical. They are also the ones with on-the-job
knowledge that can be most creative and resourceful in analyzing these
options. The way that department managers are approached about par-
ticipating in developing a facility contingency program can make the
difference between cooperation in searching foi ¢ost-effective solu-
tions or protecting their own interests. Most department managers are
overworked and have to be selective about-vhat projects take up their
valuable time. They focus on getting thirigs done and, as a result, have
little time for a strategic planning project like helping to develop
interim processing strategies, particularly for a theoretical disaster that
is unlikely to happen.

Department managers need to be dealt with carefully and respect-
fully if their cooperation s expected. Conduct executive briefings
specifically for them. Iicep the briefings concise, no longer than 30
minutes. Explain the company’s exposure to a facility disaster; explain
that such a disaster might affect the company’s ability to stay in busi-
ness and thai aliernate strategies to service customers and maintain
market share need to be developed. Windows of expected outages for
operating without normal computer processing support and the build-
ing’s inaccessibility should be resolved ahead of time and discussed in
the briefing. Never ask “How long could you do without?” because it
causes the department managers to go on the defensive, rather than
being cooperative because they have no frame of reference (window of
expected outage) within which to be creative. This is a crucial step
because windows of expected outage psychologically permit depart-
ment managers to “get their arms around the problem” and deal with it
in a positive manner.

If windows of expected outages are not stated up front, department
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EXHIBIT 1.10 Involving Department Managers

¢ Conduct briefings for department managers.
¢ Explain exposure to business continuity.

¢ Describe expected outage windows for computer processing and building
accessibility.

¢ Take notes on alternate interim processing strategies.
e Summarize business continuity strategies.
¢ Obtain department manager’s approval.

managers will be unwilling to stick their necks out to develop alter-
nate strategies because the problem statement is too broad. Finally, do
not ask department managers to write anything dowi.. The individual
developing the program should take notes and suimmarize the man-
agers’ suggestions in short concise statements, with no editorializing
or detailing “how” they will be done. The capabilities and judgments
of the department managers are adequate, and anyway, the “how” will
depend on the specific nature of a dicascer, and no one knows exactly
what that will be. Interim processiag strategies should be reviewed
and approved by the departmeni managers. See Exhibit 1.10 for
involving department managess.

NEED FOR COST-EFFECTIVE SOLUTIONS

The low probability of a disaster means an obligation to search for the
lowest-cost solution. It does not make economic sense to allocate the
same level of resources to solve a problem that has a high probability
of happening as one that will probably never occur. If you do not con-
tinually make a strong case for this mind-set, it will be forgotten, and
well-intentioned individuals will select solutions that are sophisticated
and costly. It is easy to rationalize expenditures conceptualized in good
faith, unless there is an overriding project philosophy to contain costs.
This cost-control philosophy should be embedded in the program
development methodology so that every solution is examined in search
of more cost-effective answers. Assumptions and generalities must
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continually be challenged in light of the overwhelming interest in low-
cost solutions.

Allocating resources to develop a contingency program is a difficult
task, made even tougher by the fact that it is virtually impossible to
cost-justify how much to spend. There is a big difference between con-
ducting a risk analysis or business impact analysis and cost justifica-
tion. It can be calculated with reasonable precision how much would
be lost per day if a particular production line could not operate. How-
ever, because there are no reliable probability statistics on the impact
of specific disasters on business continuity, the cost-justification cal-
culation cannot be completed.

This difficulty is compounded by the fact that coct-conscious exec-
utives are reluctant to commit funds for a detaiizd program for an
event of which the scope and dimensions are unclear, such as a sud-
den disaster. This is because most plans.imply precise logistical and
procedural commitments that translate, iiio high maintenance costs.
Given the low probability of a disaster and the high cost of redun-
dancy, the goal following a disaste: should be to stabilize operations.
The real challenge lies in develcping cost-effective alternate proce-
dures to support vital business functions until normal processing
capability can be restored. !.oss of efficiency during a disaster recov-
ery period should nevei te used to justify spending more money than
necessary on alternaie interim processing strategies that would be in
effect for only afew days.

BACKUP

When a service fails, the primary responsibility of the provider must
be recovery. The primary responsibility of the user is continuity of
operations. When there is a power blackout, the consumer worries
about how to get along without electricity, whereas the public utility
is concerned about how to restore electricity. Similarly, data pro-
cessing is responsible for a backup power supply should electricity
fail. The materials department, however, is responsible for a contin-
gency program for inventory control if the computer fails, Included
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in this rationale is the somewhat less obvious fact that users have far
more choice and flexibility than the provider. In general, the only
strategy for the provider that will serve all users is instant recovery.
If that can be achieved, then, by definition, there has been no disas-
ter. The problem is that maintaining duplicate facilities is prohibi-
tively costly.



