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Index

10 key ERM criteria. See Key criteria for

ERM program

Accounting scandals, 7–9

Agency risk, 334–336, 343

Aggregated metrics (criterion 5). See also

Metrics

banks and financial crisis, 332, 339,

340, 342

enterprise risk exposure, 33, 34,

40–42, 96–99, 235, 236. See also

Enterprise risk exposure

as key criterion of ERM program, 25,

40–42, 63, 332

risk appetite, 64, 96–99, 235. See also

Risk appetite

top-down allocation of risk appetite to

risk limits, 95–99, 235. See also

Top-down allocation of risk appetite

to risk limits

and traditional ERM frameworks, 63

and value-based ERM framework,

96–99

AIG, 26, 161

All risk categories included (criterion 2).

See also Risk identification; Risk

quantification

banks and financial crisis, 333–338, 342

financial risk, 27, 85, 116. See also

Financial risk

as key criterion of ERM program, 25,

27–34, 84–94

operational risk, 64, 85–94

risk categorization and definition (RCD)

tool, 115–129, 348, 353

strategic risk, 64, 85–94, 333

and traditional ERM frameworks, 63

and value-based ERM framework,

84–94

Apgar, Virginia, 170, 171

Appropriate risk disclosures (criterion 8).

See Risk disclosures

Arrogance, 155–158

Attribution analysis, 236–239, 276,

359

Audit committee, 286, 315, 316, 325

Balanced scorecards, 272, 276–278,

280, 293

Balances risk and return management

(criterion 7). See Risk and return

management balance (criterion 7)

Banks. See Financial crisis (2007-)

Basel Accords, 4, 5, 86

Baseline company value

calculation, 176–181

and company value, 46, 48

data input and assumptions, 174–176,

186–193, 207–209

defined, 48

distributable cash flow, 48, 72, 88, 93,

97, 176–178, 180

enterprise risk exposure calculation,

209–215

example, 179–181

output of results, 181–185, 195–199,

215–219

and risk decision making, 79, 82,

241–245, 253–267

and risk identification, 65
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Baseline company value (Continued )

and risk quantification, 67–73, 76,

88–90, 93, 174–186, 192–194,

199, 205–207, 211, 212, 219

shocks to, 193–199

stakeholder actions, 193–195

Baseline risk scenarios, 81, 82, 190–195,

208–212, 275

Benefits of ERM, 24, 52–59

The Black Swan: The Impact of the Highly

Improbable (Taleb), 26

Board of directors

benefits of ERM to, 52, 55

and organizational structure, 319, 325

reporting to, 310, 311

roles and responsibilities of, 314–316,

325

Business decision making, 44, 77, 80–83,

101, 102, 107, 203, 222, 245, 256,

262–269. See also Return-priority

decision making; Strategic planning

Business performance analysis, 50, 52,

240, 271–278, 280, 281, 293, 335

Business segments

buy-in from, 100, 103–105

and enterprise-wide scope of ERM, 26,

27, 83

hurdle rates, 273, 274

and integrated approach to ERM, 7, 50

risk and return balance, 43, 44

risk limits, 42, 233–239

risk offsets, 19, 20

and risk quantification, 172, 191, 194

roles and responsibilities of, 313, 314

and silo approach to ERM, 40. See also

Silo approach to risk management

and strategic planning, 81, 82,

257–259, 262

valuation of, 183–185

Buy-in, 100, 103–105, 299, 302–308,

327

Capital requirements, 4, 5, 26, 48, 57,

84, 86, 87, 107, 108, 339. See also

Financial services sector

CDO. See Collateralized debt obligations

CDS. See Credit default swaps

Charitable donations, 109

Charitable organizations. See

Non-corporate entities, ERM for

Chief executive officer (CEO), 53,

55–57, 324

Chief financial officer (CFO), 53, 55–57,

324

Chief risk officer (CRO)

and ERM implementation, 15, 154

independence, 321, 323

as member of ERM committee,

228, 324

as member of ERM team, 299

reporting, 321

roles and responsibilities, 299–311,

319–324

support staff, 321–323

traits of, 320, 321

Collateralized debt obligations (CDOs),

331, 336–338, 343. See also

Financial crisis (2007-)

Communications. See Risk messaging

Company value

baseline value. See Baseline company

value

benefits of ERM, 55–57

calculation, 47, 48, 84, 176

defined, 46

distributable cash flow. See

Distributable cash flow

enterprise risk exposure, 69, 75, 76

individual risk exposures, impact of,

73–75

as key ERM metric, 40, 41, 46, 94,

97–101, 105–107

measurement of by public companies,

72, 73

overview, 40

pain points. See Pain points

reasonability check, 179

and risk quantification, 97, 100, 107

and secondary stakeholders, 108, 109

and shareholder value, 49, 53, 56, 72

terminal value formula, 177, 178

truncated formula, 177

392 & Index

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



BINDEX 01/12/2011 11:43:33 Page 393

Competitor risk, 74, 122, 190

Complexity, 101, 169–171

Compliance risk, 29, 131, 254, 354

Component risk driver. See Risk

quantification, component risk

driver

Concentration risk, 5–6, 158–167, 234

Core challenges of ERM, 15, 16, 63, 64,

83, 85, 97, 99, 109, 110, 235, 334,

339, 340

Corporate accounting fraud, 7–9

Corporate citizenship, 109

Corporate ERM, roles and responsibilities,

299–311

Correlation. See Risk correlation

COSO Internal Control framework, 8

Cost of capital, 21, 123, 125, 136, 267.

See also Discount rate

Cost of equity capital, 47, 56, 108, 109,

124–126, 175, 176

Credential cash flows, 355

Credential value, 354–357, 369

Credible worst-case scenarios, 89, 90,

132, 135, 136, 138, 140, 153,

312

Credit default swaps (CDSs), 26, 161,

331, 333, 337, 338, 343. See also

Financial crisis (2007-)

Credit risk, 27, 36, 116, 126, 128

Criteria for ERM program. See Key criteria

for ERM program

Critical supplier concentration risk, 159,

160, 163–164, 165

CRO. See Chief risk officer

C-Suite. See Executive officers

Data security and privacy, risk

quantification case study,

199–201

Decision making included (criterion 6).

See also Risk decision making

banks and financial crisis, 340, 342

and core challenges to ERM

implementation, 64, 99

as key criterion of ERM program, 25,

42, 43

metrics supporting decision making,

100, 101, 222, 241, 243, 244

practicality of ERM models, 101–103,

222

and traditional ERM frameworks, 42,

43, 63, 100–103, 106, 222

and value-based ERM framework, 43,

99–106, 222

Department of Homeland Security (DHS),

7, 358, 359

Deterministic risk scenarios, 67, 68,

88–90, 127, 169, 185–187, 208,

209, 211, 214, 223, 307

Deviation from expected, 19, 23, 24, 38,

59, 72, 174, 186, 193, 216, 351

Director of National Intelligence (DNI),

358, 360

Disaster risk, 9, 10, 30, 69, 87, 88, 93,

116, 118, 230, 231, 237, 333,

364

Disclosures. See Risk disclosures

Discount rate

company value calculation, 47, 72,

175–180, 185, 194, 218, 219, 243,

244, 252, 254, 255, 262

cost of capital, 21, 123, 125, 136, 267

significant digits rule, 175

Dispersion analysis, 149, 150

Distributable cash flow

and baseline company value, 48, 72,

88, 93, 97, 176–178, 180

and company value, 46–48, 84,

97, 109

projections, 48, 176, 178, 180, 181,

185, 190, 191, 193, 194, 216, 241,

243, 258, 259, 264

Dodd-Frank legislation (Dodd-Frank Wall

Street Reform and Consumer

Protection Act), 12, 13, 292, 336,

360

Downside risk events, 19–21, 23, 37–39,

48, 76

Downside risk scenarios, 190, 191, 259

Downside standard deviation (DSD), 215,

217–219, 234, 239, 243, 244, 255,

262, 275
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Downside volatility, 19, 21, 22, 44, 48,

55, 218

Economic capital (EC), 32, 87, 88, 202,

219–224, 274, 275, 290

Economic risk, 116, 117, 128, 152, 230,

231, 241

Economic volatility, 125, 126, 128

Embedded value model, 220

Emerging risk identification, 14, 113,

121, 129, 138, 153–155, 166, 167

Employees, risk quantification case study

for loss of critical employees, 201, 202

Enterprise risk exposure

aggregated metrics, 33, 34, 40–42,

96–99, 235, 236

and benefits of ERM, 55, 58

downside standard deviation. See

Downside standard deviation (DSD)

economic capital calculation, 219–223

graph form, 75, 98–99, 207,

215–217, 219, 300

likelihood of failure, 219, 220

risk and return balance, 44

and risk appetite, 41–43, 79, 80,

216–218, 228, 229, 231

and risk decision making, 79, 80,

227–229, 231–240, 243–248, 252,

253, 261, 262, 264, 266, 267, 269

risk limits, 234

and risk quantification, 52, 69, 71,

75–79, 174, 207–223

and silo approach to risk, 95

table form, 76, 98–99, 215, 217, 219,

228–229, 300

and traditional ERM models, 102, 103

Enterprise risk management. See ERM

Enterprise-wide scope (criterion 1)

banks and financial crisis, 332, 333,

342

as key criterion of ERM program,

25–27

and traditional ERM frameworks,

25–27, 63, 83, 84

and value-based ERM framework, 83,

84

Entity risk management. See

Non-corporate entities, ERM for

Environmental scanning for unknown

risks, 153–155

ERM (enterprise risk management),

overview

benefits of, 24, 52–59

defined, 3, 24–58, 82, 83

factors impacting, 4–15

financial crisis, impact of, 11–13, 329.

See also Financial crisis (2007-)

framework for. See Framework for ERM

generic models, 171, 172

key criteria, 24–49, 59, 83, 332.

See also Key criteria for ERM

program

long-term trends, 14, 15

process cycle, 24, 49–52, 59

program effectiveness, responsibility

for, 315, 316

program summary document, 325,

326

ERM committee (risk committee), 311,

312, 319, 324

ERM defined, 3, 24–58, 82, 83

ERM framework. See Framework for ERM

ERM model, 52, 55–56, 57, 65, 69, 72,

75, 88, 90, 95–96, 98, 101–103,

105–106, 169–173, 189, 193–195,

220–223, 252–254, 261–262, 306,

322, 340, 353, 368

ERM process cycle. See Process cycle

ERM products and services, 15, 16

ERM team, 299–311

Execution risk, 74, 192, 196–198, 230,

231

Executive officers

benefits of ERM to, 53, 55–57

chief executive officer (CEO), 53,

55–57, 324

chief financial officer (CFO), 53,

55–57, 324

chief risk officer (CRO). See Chief risk

officer (CRO)

incentive compensation. See Incentive

compensation
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Executive risk owners (EROs), 88, 310,

312, 313, 324, 325

External risk messaging. See Risk

messaging

Factors impacting ERM, 4–15

Failure Modes and Effects Analysis

(FMEA)

risk identification, 140, 141

risk quantification, 68, 192, 193, 195,

196, 200, 201, 204, 205, 208, 212,

214

risk scenarios for strategic and

operational risks, 88–92, 104

Federal Emergency Management Agency

(FEMA), 358

Federal government, ERM for, 344,

357–363

Financial analyst, 31–34, 334, 337–338,

342. See alsoModeler

Financial crisis (2007-)

banks, risk management practices,

332–343

and benefits of ERM to regulatory

agencies, 58

causes of, 330

Dodd-Frank legislation. See Dodd-Frank

legislation (Dodd-Frank Wall Street

Reform and Consumer Protection

Act)

impact of on ERM, 11–13, 329

overview, 330–332

Financial risk

banks, 333, 334, 340

defined, 27, 116

focus on, 28–31

and key risk exposure, 33, 34

metrics, 100, 102, 103

and risk identification, 65, 116, 117

and risk quantification, 192, 209

risk scenarios, 68

and traditional ERM programs, 64, 85

Financial services sector. See also

Financial crisis (2007-)

capital-based ERM, 83, 84, 219–223,

273, 274, 339

impact of financial crisis on ERM, 11–13

threats to financial stability of U.S., 360

and value-based ERM framework, 83,

84

Financial Stability Oversight Council, 13,

360

FMEA. See Failure modes and effects

analysis

Framework for ERM

and ERM infrastructure, 62, 63, 297,

298

non-corporate entities, 348, 349

overview, 61–63, 109, 110

practicality of models for ERM,

101–103, 169–173, 222, 340

traditional frameworks, challenges of,

63, 64, 83, 109. See also Core

challenges of ERM

value-based, 63, 65–110

Fraud, 7–9, 123, 124

Generic models for ERM, 171, 172

Global financial crisis. See Financial crisis

‘‘Golden boy’’ units, 25, 26, 159, 165, 332

Governance, risk, and compliance (GRC)

programs, 36

Government, ERM for, 344, 357–363.

See also Non-corporate entities,

ERM for

Gross risk exposure, 69, 286, 337

H1N1 flu pandemic, 13

Hard limits, 232–233, 245–246, 327

Heat maps, 43

Hedges, 39, 40, 250, 254, 255

Housing bubble. See Financial crisis (2007-)

Human resources risk. See Operational

risk

Hurdle rates, 88, 175, 176, 273

Hurricane Katrina, 4, 9, 10

Incentive compensation

ERM integration, 271, 272, 278–280

and internal risk messaging, 52, 240

and risk decision making, 268, 269

SEC regulations, 13, 55, 286
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Individual risk exposures

and decision making, 228–231, 233,

246, 247, 250–254

impact of on company value, 73–75

quantifying, 68, 69, 73–78, 174,

185–207

and risk appetite, 229, 230

Individuals, ERM for, 344, 364–369.

See also Non-corporate entities,

ERM for

Industry data, 68, 85, 86, 93, 94

Infrastructure for ERM

framework. See Framework for ERM

process cycle. See Process cycle

risk governance. See Risk governance

Inherent risk, 69, 286, 337

Insurance companies

case study, risk of loss of critical

employees, 201, 202

economic capital metric, 32, 87, 88, 220

embedded value, 220

ERM as rating category, 10, 11

insurance risk, 28, 116, 333

regulation of, 338

risk capital, 86

Solvency II standards, 5

terrorism risk, 191

Insurance coverage, 69, 86, 87, 122,

128, 187, 250, 254, 255

Insurance risk, 28, 116, 333, 338

Integrated across risk types (criterion 4)

banks and financial crisis, 339, 342

as key criterion of ERM program, 25,

36–40

and silo approach to risk management,

36–41, 94–96, 357, 358, 364, 366,

369

and traditional ERM frameworks, 63,

95, 96

and value-based ERM framework,

94–96, 221

Integrated approach to risk management,

5, 7, 16

Internal audit, 161, 249, 256, 269,

316–318

Internal risk messaging. See Risk messaging

Key criteria for ERM program

aggregated metrics (criterion 5).

See Aggregated metrics

(criterion 5)

all risk categories included (criterion 2).

See All risk categories included

(criterion 2)

appropriate risk disclosures (criterion

8). See Appropriate risk disclosures

(criterion 8)

decision making included (criterion 6).

See Decision making included

(criterion 6)

enterprise-wide scope (criterion 1). See

Enterprise-wide scope (criterion 1)

and financial crisis, 332–343

integrated across risk types (criterion 4).

See Integrated across risk types

(criterion 4)

key risk focus (criterion 3). See Key risk

focus (criterion 3)

overview, 24–49, 59, 83, 109, 332

primary stakeholder focus (criterion 10).

See Primary stakeholder focus

(criterion 10)

risk and return management balance

(criterion 7). See Risk and return

management balance (criterion 7)

and traditional ERM frameworks, 63,

64, 83, 109, 110

value impacts, measurement of

(criterion 9). See Value impacts,

measurement of (criterion 9)

Key metrics, commonly used, 216

Key risk committees, 319, 324, 325

Key risk focus (criterion 3)

banks and financial crisis, 338, 339,

342

as key criterion of ERM program, 25,

34–36

and traditional ERM frameworks, 63,

94

and value-based ERM framework, 94

Key risk indicators (KRIs), 85, 97, 247,

248

Killer risks, 155–167
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Known risks, monitoring, 153

Komanoff, Charles, 363

KRI. See Key risk indicators (KRIs)

Large customer concentration risk, 159,

160, 164, 166,

Large distributor concentration risk, 159,

160, 164, 166

LifeLock, 124

Likelihood and severity scoring criteria,

133–138

Likelihood of occurrence, 137, 138,

249–251, 260

Likelihood-severity scores, 67, 120, 121,

138, 151, 153, 261

Liquidity risk, 27, 116, 333. See also

Financial risk

Litigation risk, 23, 88, 152, 248

Long-term trends, impact of on ERM,

14, 15

Loss, possibility of, 23

Madoff, Bernie, 163, 164

Management, benefits of ERM to, 53, 57

Mandatory risk disclosures. See Risk

disclosures, mandatory disclosures

Market capitalization, 29, 46, 48, 72,

137, 179–185, 206, 258, 265–266

Market risk, 68, 125, 126, 128

Mastermind concentration risk, 159,

160, 162, 165

Measurement of value impacts. See

Value impacts, measurement of

(criterion 9)

Mergers and acquisitions, 262, 267–269,

308, 314

Metrics. See also Aggregated metrics

(criterion 5)

company value as key ERM metric, 40,

41, 46, 94, 97–101, 105–107

decision making, metrics supporting,

100, 101, 222, 241, 243, 244

economic capital, 32, 87, 88, 220

enterprise risk exposure, 33, 34,

40–42, 96–99, 235, 236

financial risk, 100, 102, 103

non-corporate entities, 346–348,

350–357, 362, 363, 367, 368

operational risk, 100, 103

risk and return metrics, 241, 243,

244

risk appetite, 64, 96–99, 235, 236

strategic risk, 100, 103

traditional ERM frameworks, 97

Value-at-Risk (VaR), 32, 87, 335

Mitigation

arrogance, 157, 158

concentration risk, 164–166

and ERM framework, 43, 44, 50,

94

hedges, 39, 40, 250, 254, 255

insurance coverage, 69, 86, 87, 122,

128, 187, 250, 254, 255

non-corporate entities, 350

in place, 56, 70, 71, 122, 140, 249,

254–256, 269

pre-mitigation risk exposure, 69, 286,

337

and risk appetite, 231, 232

and risk culture, 70

and risk decision making, 231–233,

241, 243–245, 249–256, 269

and risk quantification, 71, 73,

86

under- and over-mitigation, 42, 70,

73, 97

Modeler, 31–34, 101, 170, 206, 212,

334, 337–338, 343. See also

Financial analyst

Money laundering, risk quantification

case study, 202, 203

Monitoring of known risks, 153

Natural disasters, 9–10, 30, 237

NCEs. See Non-corporate entities

Net risk exposure, 69, 336–337

Non-corporate entities (NCEs), ERM for

government bodies, 344, 357–363

individuals, 344, 364–369

non-corporate culture, 351

non-profit organizations, 344,

352–354
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Non-corporate entities (Continued )

objectives-based ERM, 345, 347–353,

356, 359–361, 363, 364, 366–369

overview, 344–349

professional associations, 354, 356,

357

Non-profit organizations, ERM for, 344,

352–354. See also Non-corporate

entities, ERM for

Objectives-based ERM. See Non-corporate

entities, ERM for

Office of the Department of National

Intelligence (ODNI), 7, 358

Operational risk

and Basel II, 5, 86

case study, 199–203

defined, 27, 116

importance of, 28–31, 86

inclusion of in all risk categories, 64,

85–94, 333

metrics, 100, 103

and risk identification, 65, 116, 118

and risk scenarios, 68, 190, 192, 193

values-based approach to quantifying,

88–92, 221

Organizational structure

board of directors, 319, 325

chief risk officer (CRO), 319–324

ERM committee, 319, 324

key risk committees, 319, 324, 325

as part of risk governance, 297, 298,

319

Pain points, 76, 77, 80, 96, 98, 217,

219, 220, 228, 229, 232, 233, 236,

238, 300

Pandemic risk, 13

Performance analysis, 271–277

Phelps, Michael, 20

Pirates, impact of on ERM, 14

Policies and procedures

ERM program summary document,

325, 326

internal audit, responsibilities of,

318

overview, 297, 298, 325

risk appetite document, 326, 327

Post-mitigation risk exposure. See Net risk

exposure

Practicality of ERM model, 101–103,

169–173, 222, 340

Pre-mitigation risk exposure, 69, 286,

337

Present value, 21, 22, 72, 84, 274, 277,

354, 355

Primary stakeholder focus (criterion 10).

See also Stakeholders

banks and financial crisis, 341, 342

as key criterion of ERM program, 25,

48, 49

and traditional ERM frameworks, 48,

64, 107, 108

and value-based ERM framework, 48,

49, 107–109

Probability, 32, 89–90, 212–213, 220,

245. See also Likelihood of

occurrence

Process cycle

continuous, 49

and ERM framework, 62, 63

evolving, 49, 50

integrated, 50, 51

process defined, 49

steps, 51, 52, 59. See also Risk decision

making; Risk identification; Risk

messaging; Risk quantification

Process maps, 8, 9

Process risk, 336–337, 343

Professional associations, ERM for, 354,

356, 357. See also Non-corporate

entities, ERM for

Program effectiveness, responsibility for,

315, 316

Program summary document, 325–326

Qualitative data, 85

Qualitative risk assessment

and external risk messaging, 291

consensus meeting, 121, 147–151,

304

interviews, 116, 119, 120
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number of key risks, 35, 51, 67

periodic use of, 301

process, 129–153

purpose of, 129

and risk decision making, 42

and risk governance, 299, 301,

303–305, 309, 312, 313, 317, 318,

323, 326

and risk identification, 51, 67, 73, 113,

114, 119–121, 127–153, 166–167,

299, 303

and risk messaging, 284, 291

and risk quantification, 199

survey, 119–120, 139–146

Quantitative data, 31, 85, 91

Rainmaker concentration risk,

159–162, 164, 165

Rating agencies

benefits of ERM to, 53, 57, 58

capital requirements, 57, 274

and company value, 108, 109

downgrade risk, 123, 125

increased scrutiny by, 10, 11

and prioritizing stakeholders,

266, 267

ratings, 10, 11, 48–49, 56–57, 220,

331, 336–337, 341

risk messaging, 280, 288–293

RCD tool. See Risk categorization and

definition (RCD) tool

Regulatory agencies

benefits of ERM to, 53, 58

board of directors, accountability of,

314–316

capital requirements, 48, 274

compliance risk, 29, 123, 131, 254,

354

and prioritizing stakeholders, 266, 267

risk messaging, 280, 292

Reputational risk, 109, 123, 124, 127

Required capital, 5, 28, 47, 57, 83–84,

86–88, 101, 107, 116, 175, 216,

273–274, 290, 335, 338, 339, 341

Return-priority decision making. See Risk

decision making

Risk correlation, 69, 78, 98, 187,

208–209, 212–215, 221, 237, 275,

300, 301, 309, 312, 317, 337–338,

339, 342

Risk, defined, 18–24

Risk and return management balance

(criterion 7)

banks and financial crisis, 340–342

as key criterion of ERM program, 25,

43, 44

risk and return metrics, 241, 243,

244

and risk limits, 234

and traditional ERM frameworks, 43,

44, 63, 106, 222, 223

and value-based ERM framework, 44,

106, 107, 222, 223

Risk appetite

aggregated metrics, 64, 96–99, 235,

236

board of directors, responsibilities of,

55, 315, 316, 325

consensus meeting, 78–80, 228–232

core challenges, 64, 109

defining, 227–233

described, 41

document, 326, 327

and enterprise risk exposure, 41–43,

79, 80, 216–218, 228, 229, 231,

235, 236

and individual risk exposures, 229,

230

individuals, 365

and mitigation options, 231, 232

non-corporate entities, 350, 351, 365

and risk decision making, 42, 52, 57,

77–80, 227–235, 237, 240,

244–247, 253, 269

and risk governance, 55, 301, 309,

310, 313–317, 325–327

and risk messaging, 281, 291

and risk quantification, 216, 217, 227,

231

top-down allocation of to risk limits,

42, 95–99, 233–239, 252, 300,

311, 339
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Risk capital, 86–88

Risk categories, inclusion of all categories

in ERM. See All risk categories

included (criterion 2)

Risk categorization and definition, 31,

114–129, 348

Risk categorization and definition (RCD)

tool, 115–129, 348, 353

Risk committee (ERM committee), 311,

312, 319, 324

Risk complexity, 5–7

Risk correlation, 69, 78, 98, 187, 208–209,

212–215, 221, 237, 275, 300, 301,

309, 312, 317, 337–338, 339, 342

Risk culture

and business performance, 272

and decision making, 239, 240, 272,

292

and ERM framework, 42, 70, 86

and internal risk messaging, 272, 281,

292, 293

and mitigation, 70

and risk categorization and definition

(RCD) tool, 119, 121

and risk disclosures, 281

and risk governance, 298, 322

and risk identification, 141, 143, 151

and risk quantification, 186, 188, 189

Risk decision making

and baseline company value, 79, 82,

241, 243–245, 253–259, 261, 262,

264–267

and benefits of ERM to management, 57

board of directors, responsibilities of,

315

business segments, role of, 313, 314

and enterprise risk exposure, 79, 80,

227–229, 231–240, 243–248, 252,

253, 261, 262, 264, 266, 267, 269

ERM committee responsibilities, 311

ERM team responsibilities, 300–302

failure to define all risks by source, 128

individual risk exposures, 228–231,

233, 246, 247, 250–254

integration of ERM into, 25, 42, 43,

64, 227, 239–269

internal audit, responsibilities of, 317

metrics supporting, 100, 101, 241,

243, 244

mitigation decisions, 231–233, 241,

243–245, 249–256, 269

non-corporate entities, 351, 363

as part of ERM process cycle, 51, 52,

226

return-priority, 240, 241, 256–269

and risk appetite, 42, 52, 57, 77–80,

227–235, 237, 240, 244–247, 253,

269

and risk culture, 239, 240, 272

risk experts, responsibilities of, 312, 313

risk limits. See Risk limits

risk-priority, 240, 241, 245–256

soft assumptions, 262, 264, 265, 269

and strategic planning, 256–269

and value-based ERM framework, 61,

65, 66, 77–83, 241, 242

Risk disclosures

banks and financial crisis, 341, 342

and benefits of ERM to shareholders, 53

as key criterion of ERM program, 25,

44, 45

mandatory disclosures, 280, 282–287

and risk culture, 281

and risk governance, 286, 302

and traditional ERM frameworks, 63,

107

and value-based ERM frameworks,

107

voluntary disclosures, 280–282

Risk event database, 122, 193, 300, 301,

309, 312, 317, 318, 326

Risk experts, roles and responsibilities of,

312, 313, 324. See also Executive

risk owners (EROs); Subject matter

experts (SMEs)

Risk exploitation, 44, 244, 246

Risk governance

components of, 298

customization required, 298

disclosures, 286, 302

and ERM infrastructure, 62, 63, 297,

298
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organizational structure, 297, 298,

319–325

overview, 297, 298, 327

policies and procedures, 297, 298,

325–327

and qualitative risk assessment, 299,

301, 303–305, 309, 312, 313, 317,

318, 323, 326

and risk culture, 239

roles and responsibilities, 297–318

Risk identification

and baseline company value, 65

business segments, role of, 313

emerging risk identification, 113,

153–155, 167

ERM committee responsibilities, 311

ERM team responsibilities, 299–301,

303–305

internal audit, responsibilities of, 317

keys to success, 114, 122–129, 167

killer risks, 155–167

known risks, monitoring, 153

non-corporate entities, 350, 353, 354,

364

overview, 113, 114, 166, 167

as part of ERM process cycle, 51

qualitative risk assessment, 113,

129–153, 167

risk categorization and definition,

113–129, 167

risk experts, responsibilities of, 312

risk scenarios, 65

unknown risks, environmental

scanning for, 153–155

and value-based ERM framework, 61,

65–67

Risk interactivity, 69, 213, 214–215,

221, 253

Risk learnings, 122

Risk limits

allocation of risk appetite, 95, 96, 98,

99, 235–239, 252, 300, 311, 339

board of directors, responsibilities of,

315

business segments, 233–239

defining, 227, 233–239

non-corporate entities, 351

soft and hard limits, 232, 233, 236,

244–246

use of, reasons for, 234, 235

Risk management. See Silo approach to

risk management

Risk messaging

business segments, role of, 313, 314

ERM committee responsibilities, 311,

312

ERM team responsibilities, 300, 302,

308, 309

external, 280–293

internal, 271–280, 292, 293

internal audit, responsibilities of, 318

overview, 292, 293

as part of ERM process cycle, 51, 52,

271

risk experts, responsibilities of, 312,

313

and value-based ERM framework, 61,

65, 66

Risk mitigation. SeeMitigation

Risk-priority decision making. See Risk

decision making

Risk quantification

baseline company value, 67–69,

71–73, 76, 88–90, 93, 174–186,

192–194, 199, 205–207, 211,

212, 219

business segments, role of, 313

case studies, 199–207

component risk drivers, 196–198, 200,

202, 207, 215, 282, 285, 307, 350,

359

and economic capital, 219–223

enterprise risk exposure, 52, 69, 71,

75–79, 174, 207–223

ERM team responsibilities, 300, 301,

305–308

failure, likelihood of, 219, 220

failure to define all risks by source,

impact of, 127, 128

individual risk exposures, 68, 69,

73–78, 174, 185–207

internal audit, responsibilities of, 317
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Risk quantification (Continued )

and mitigation, 71, 73, 86

non-corporate entities, 350

operational risk, 88–92, 192–193,

199–203, 221

overview, 168, 223, 224

as part of ERM process cycle, 51, 52

and practical modeling, 169–173,

223

process, 174–223

and risk appetite, 227, 231

and risk correlation, 69

risk experts, responsibilities of, 312,

313

risk scenarios, 28, 52, 55, 56, 67–69,

73–75

strategic risk, 88–92, 192–193,

203–207, 221

and value-based ERM framework, 61,

65–77, 168

Risk-ranking criteria, 147–149

Risk-return adjustment, 236, 259

Risk scenarios

baseline risk scenarios, 81, 82, 190,

191, 194, 195, 208, 210, 212, 275

credible worst-case scenarios, 89, 90,

132, 135, 136, 138, 140, 153, 312

deterministic risk scenarios, 67, 68,

88–90, 127, 169, 185–187, 208,

209, 211, 214, 223, 307

downside risk scenarios, 190, 191,

259

Failure Modes and Effects Analysis

(FMEA). See Failure Modes and

Effects Analysis (FMEA)

non-corporate entities, 350

and risk identification, 65, 127, 128

and risk quantification, 28, 52, 55, 56,

67–69, 73–75

shock scenarios, 73, 193–196

and silo risk management, 36–40

stochastic risk scenarios, 74, 75, 102,

169, 171, 186–189, 206, 211, 307

tail scenarios, 12, 187, 188, 208, 209,

221

upside risk scenarios, 89, 190, 191

and value-based ERM framework, 81,

82, 88–93, 95, 96, 98, 102–105

Risk-taking options, 244. See also Risk

exploitation

Risk tolerance, 41, 76–77, 269,

300–301, 310, 321, 365.

See also Risk appetite

Sarbanes-Oxley Act (SOX), 8, 9, 35, 36,

92, 94

Scoring criteria. See Likelihood and

severity scoring criteria

Securities and Exchange Commission

(SEC)

incentive compensation, disclosure

requirements, 13, 55, 286

risk disclosures, 282, 286

September 11, 2001, terrorist attacks,

4–7, 358

Severity of impact, 122, 130, 237,

249–251

Shareholder value, 45, 46, 48, 49, 268,

282, 283, 346. See alsoMarket

capitalization

Shareholders

benefits of ERM to, 52–54

and prioritizing stakeholders, 266, 267

risk messaging, 280–287, 293

Shock resistance, 42, 53–55, 58, 290

Shock scenarios, 73, 193–196

Significant digits rule

described, 32–34

and discount rate, 175

and practicality of ERM model, 102,

103, 169, 173, 222, 340

and risk correlation, 212

traditional ERM models, 102, 103

Silo approach to risk management,

36–41, 94–96, 357, 358, 364,

366, 369

Simulation, 68–69, 73–75, 98, 191, 194,

210–213, 215, 223, 237, 243, 261,

322

Soft limits, 232–233, 244–246, 317,

326, 327

SOX. See Sarbanes-Oxley Act (SOX)
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Stakeholders. See also Primary

stakeholder focus (criterion 10)

external stakeholders, risk messaging,

280–293

non-corporate entities, 345, 346, 348,

351, 352, 354, 356–357, 361–363,

366, 367

prioritizing, 266, 267

Standard & Poor’s (S&P), 10–12, 41, 53,

56, 57, 289, 291

Stochastic risk scenarios, 74, 75, 102,

169, 171, 186–189, 206, 211, 307

Stock

buyback decisions, 265, 266

issuance decisions, 265, 266

prices, 53–56

Stock analysts, 280, 287, 288, 293

Stock options. See Incentive

compensation

Strategic planning. See also Business

decision making

and risk decision making, 80–83,

256–269

risk quantification case study,

204–207

Strategic risk

and Basel II, 5, 86

case study, 203–207, 251

defined, 27, 116

importance of, 28–31, 86

inclusion of in all risk categories, 64,

85–94, 333

metrics, 100, 103

and risk identification, 65, 116–118

and risk scenarios, 68, 190, 192,

193

values-based approach to quantifying,

88–92, 221

Strengths, weaknesses, opportunities, and

threats (SWOT) analysis. See SWOT

analysis

Stress test, 259, 260. See also Risk

scenarios

Subject matter experts (SMEs)

and risk governance, 312, 313, 324,

325

and risk identification, 127, 128,

140

and risk quantification, 186–189, 192,

193, 201, 204

use of in FMEA, 68, 140, 204, 214,

243, 259, 260, 287, 288, 306

Subprime mortgages. See Financial crisis

(2007-)

Supplier risk, 122, 159, 160, 163–166,

203, 204, 241

SWOT analysis (Strengths, Weaknesses,

Opportunities, and Threats), 81,

156, 260

Systemic risk, 58

Tail scenarios, 12, 187, 188, 208, 209,

221

Taleb, Nassim, 26

Talent management risk, 115, 118, 129,

152, 165

Technology advances as driver of ERM

adoption, 14

Technology risk, 123, 131, 136

Templates

qualitative risk assessment survey,

141–144, 304

RCD tool. See Risk categorization and

definition (RCD) tool

Terrorism risk, 5, 6, 123, 190, 191, 358,

359, 362, 363

Terrorist attacks of September 11, 2001,

4–7, 358

Time horizon, 32, 137–138, 220, 365,

367

Top-down allocation of risk appetite to

risk limits, 42, 95–99, 233–239,

252, 300, 311, 339

Traditional ERM programs

buy-in, lack of, 103

capital-based framework, 83, 84,

220–223, 274, 275

company value, measurement of,

107

complexity of, 101–103

core challenges, 63, 64, 83, 109.

See also Core challenges of ERM
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Traditional ERM programs (Continued )

decision making, 42, 43, 63, 100–103,

106, 222

ERM teams, 322

financial risk, 64, 85

and key ERM criteria, failure to meet,

63, 64, 83, 109, 110

metrics, 97

risk and return management, 43, 44,

63, 106, 222, 223

risk disclosures, 63, 107

risk metrics, 97

and Sarbanes-Oxley focus, 94

scope of, 25–27, 63, 83, 84

silo approach to risk management,

94–96

stakeholder focus, 48, 64, 107, 108

strategic and operational risks,

approaches to quantifying, 85–88,

92, 93

value impacts, measurement of,

64, 107

Transportation Security Administration

(TSA), 358

Uncertainty, 18, 19, 22, 144, 264

Unknown risks, scanning for, 153–155

Upside risk events, 19–21, 37, 76

Upside risk scenarios, 89, 190, 191

Upside volatility, 19, 21, 23, 44, 48,

106, 218

Value impacts, measurement of

(criterion 9). See also Company value

banks and financial crisis, 341, 342

as key criterion of ERM program, 25,

46–48

and traditional ERM frameworks,

64, 107

and value-based ERM framework,

107

Value-at-Risk (VaR), 32, 87, 335

Value-based ERM framework

and non-corporate entities, 344, 345

operational risks, quantifying, 88–94

process flows, 65, 66

risk decision making. See Risk decision

making

risk identification. See Risk

identification

risk messaging. See Risk messaging

risk quantification. See Risk

quantification

strategic risks, quantifying, 88–94

Volatility

cost of, 19, 21–23

downside, 19, 21, 22, 44, 48, 55, 218

economic, 125, 126, 128

economic volatility, 126

as element of risk, 18–23

upside, 19, 21, 23, 44, 48, 106, 218

Voluntary risk disclosures. See Risk

disclosures, voluntary disclosures
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