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AAA server, 971. See also
Authentication, authorization, and
accounting (AAA)

in enterprise security architecture,
960, 961

Aalmuhammed v. Spike Lee, 783

ABCRetail, 434-435

Abductive reasoning, 323

Abercrombie & Fitch Co. v. Hunting
World, Inc., 824

Absolute novelty requirement, 818

Abstraction, in complexity
management, 361

Abstraction-filtration-comparison test,
780

Abstract service interfaces, 213

Acceptability, in selecting electronic
signature system, 1001

Access alternatives, 23

Access cards

in authentication systems, 999
for electronic signatures, 1002

Access codes, as security measure,
1015-1016

Access control

in enterprise security
architecture, 958
with IPsec, 968
Access control servers (ACSs), 686
in enterprise security
architecture, 961

Access Control Subsystem,
SNMPv3, 213

AccessData vendor, 928

Accessibility

in comprehensive security planning,
1017

of outsourced Web hosting, 630

in security awareness
programs, 986

Access networks, 510

Access points (APs, NAPs), 7, 8, 19, 395,
519, 522, 544

handoffs between, 122

Access policy, VACM, 216

Access-requests, with RADIUS protocol,
964

Access security, 17

Access technologies, 513

Accountability

with anonymous credentials, 903
in identity user control, 899, 900
implementing, 604

Account deletion, 268

Accountholder authentication value
(AAV), 687

Accounting, in enterprise security
architecture, 962, 971. See also

Authentication, authorization, and
accounting (AAA)
Accounting management, 208-209, 221
Accounting standards, 742
Accuracy, 608
basic security safeguards and, 1012
of CSIRT response, 1004
Ace Hardware PIN, 491
Achievement Standards Network
(ASN), 584-585, 591
Acquired distinctiveness, 840
Acquirer, 463
Action potential, 331
Activation level, 332, 343
Activation pattern, 332
Active inducement to infringe, 817
Active messages, 166
Active nanostructures, 375
Active response, 771
“Active” Web sites, 710
ActiveX-based systems, 282
ActiveX spyware, 676
Actual damages, 789
Actuators, 318
in robots, 309-310
Adaptability, in infcrn ation security
managemen:, 953-954
Adapters, 41
Adaptive learning, 344
Adaptive leaining rules, 335
Adaptive Linear Neurons (ADALINE),
234-335
Acaptive management, 380
of nanotechnology, 377
Adaptive Neuro-Fuzzy Inference
System (ANFIS), 301
Adaptive resonance ANNSs, 339
Adaptive stranger policy, 181
Adaptive strategic planning framework,
504
Adaptive strategic planning
system, 499
Adaptive Web sites, 649, 661, 669
AdaptNet, 515
Add-drop multiplexer (ADM), 23
Address resolution protocol (ARP), 11
Ad hoc networks, 7
Ad hoc P2P, 200. See also Peer-to-
peer entries
Adiabatic quantum computation, 390
Adjacency set construction, 200-201
Adjudication, of cybercrime
cases, 695
Administrators, in identity
management, 909, 912
Ad placement methods, 474-475
Advanced eBook Processor
(AEBPR), 804

Advanced encryption standard
(AES), 684
Advanced encryption standard block
cipher, 12
Advanced e-signatures, 1002
legal environment for, 1001
“Advanced fee fraud” mail scams, 857
Advanced gateway options, 60
Advanced media access technology,
512-513
Advanced micro devices (AMD), 170
Advanced Mobile Phone System
(AMPS), 96-97, 102, 105
Advanced Research Projects Agency
Network (ARPANET), 395,
406, 439
Advanced robotic technologies, 316-317
Advanced searches, 480
Advanced sensing systems, 316
Advanced technology attachment (ATA),
162-163
Advertising, as a revenue source
for m-commerce, 551-552
ADvertising Communication Approach
Design (ADCAD) expert system,
327
Advertising design, 327
Advertising model, 419, 420
Adware, 676
AdWords contract, 850-851
Affiliate model, 419-422
Affiliation, competitive advantage
via, 530
Affinity analysis, 655
Affirmative defenses, 696, 701
Agent architecture, 370
Agent-based software, development
methodologies for, 364
Agent Communication Language, 368,
371
Agent execution environment
(AEE), 86
Agent-group-role (AGR) model, 364
Agent-oriented (AO) methodologies
characterization of, 364-365
most popular, 365
Agent-oriented engineering
key attributes of, 361-362
Agent-oriented programming, 371
Agent platform, 366-367
Agentrics, 491
Agents, 370, 669
attributes of intelligent, 360
Aggregation, 231, 233
Agreements
creation of, 931
in Open Digital Rights
Language, 935
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Agriculture, GIS and, 284
Aharonov-Bohm effect, 391
Al languages, 326
Air Force Office of Special
Investigations (AFOSI), 700
Alert Protocol, SSL.TLS and, 970
Algebraic query, 248
Algorithms, for ranking web pages,
663-664
AllInOneNews search engine,
475, 479
Allocation model, 248
Allocative efficiency, 623
All pay auction, 614
Alpha testing, in security awareness
programs, 987
ALPS system, 358
AltaVista search engine, 471
Alternative dispute resolution
techniques (ADRs), 712
Alternative facilities, for backup and
recovery, 1027, 1031
Altruistic sharing, 174
Amazon, 418, 530, 532
Amazon 1-click digital
technology, 765
Amazon “Associate” program, 707
Amazon All Business Center, 444
Amazon.com, 485-486, 526
multi-tier architecture of, 628
Amazon Elastic Compute Cloud
(EC2), 631
America, approach to jurisdiction in,
723. See also United
States entries
American Express, 452
American National Standards Institute
(ANSI), 744. See also ANSI entries
essential due process requirements
of, 745
X3T9.5 standards committee, 6
American Standards Committee X12
(ASC X12), 439
America Online, Inc., et al. v. Chih-Hsien
Huang, et al., 710. See also AOL
(America Online)
Ameritrade, 486
AMF, Inc. v. Sleekcraft Boats, 830
Amplitude modulation (AM) mobile
communication systems, 96
AMPS parameters, 102
Amsan LLC v. Prophet 21 Inc., 708
Analogies, security awareness programs
and, 985
Analysis, 1009
after security attacks, 1009
Analytics team, in information security
management, 945
Anchor text, 470
Angel investors, 413, 414
ANN algorithms. See also Artificial
neural networks (ANNs)
introduction to, 333-340
as nonlinear optimization
algorithms, 339
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as statistical pattern recognition
machines, 339-340
ANN analysis and design tools, 339-340
ANN computer aided process planning,
341
ANN direct marketing, 341
ANN electronic commerce, 341-342
ANN financial applications, 340
ANN foreign exchange rate prediction,
340
ANN learning rules, 334, 339
ANN management applications, 340
ANN maps, self-organizing, 338-339
ANN modeling concepts, generic,
331-332
ANN modeling methodology, 340
ANN operations management, 340-341
ANN research, in the late nineteenth
century, 333
ANN stock market prediction, 340
ANN systems, assumptions of, 332-333
ANN technology
basis of, 343
methods of, 343
ANN technology development,
guidelines for, 342-343
Annual policy reading sign-offs, as
security awareness tool, 989
Anomaly detection, in enterprisc
security architecture, 947
Anonymity, 903
in identity user contrcl, 399, 900
Anonymizers, 903
Anonymous credentiials, identity
managemeiit vith, 902-904
Anonymous eleciconic cash, 457
Anonymou. i'entity, 906
in federation of identities, 913
ANST cue process requirements,
'151. See also American National
Standards Institute (ANSI)
ANSI X-12 standard, 489
Antecedent, 329
Anti-abortion Web sites, 757
Anticipatory governance, 377, 380
expert elicitation for facilitating, 380
Anticipatory standards, 745, 746, 751
Anticircumvention rule making, under
the Digital Millennium Copyright
Act, 802-803
Anticybersquatting Consumer
Protection Act (ACPA), 713, 833
Anti-phishing techniques, 869-870
Anti-Phishing Working Group, 677
Antispam legislation, 705
Antispyware, 18
software for, 879
Antitrust, 751
Anti-UCITA “bomb shelter” legislation,
852
Antivirus software, 18, 636
AOL (America Online), 466. See also
America Online, Inc., et al. v. Chih-
Hsien Huang, et al.
Apache Muse, 151, 155

Appeals, as a due process requirement,
745
Apple FairPlay, 934
Apple software agreement, 853
Apple v. Microsoft & HP, 781
Applicants
for electronic signatures, 994, 1002
in threat model, 995
Application architecture, 501
Application developers, in an
m-commerce value chain, 553
Application development, 167-168
Application firewalls, in enterprise
security architecture, 960-961
Application implementation time,
shortening, 569-570
Application integration, for identity
management, 913-915
Application layer, 138
Application requirements,
229-232
for network management, 32
Applications, 575
Avplication servers, 134
Application service providers (ASPs),
562-577, 631, 636. See also
ASP entries
assessment of, 572-573
IT outsourcing phases and, 567
management of, 573-574
outsourcing to, 568-570
risks associated with, 570
Application services, 130
Application sharing, 258
Application software
implementation, 569
Arbitrary trademarks, 824, 840
Arbitration, 736
under the TRIPS Agreement, 735
Archaeology, GIS and, 284-285
Architecture
for digital rights management,
932-933
for identity management, 909,
911-913,917-918
“Architecture of participation,” 418
Ariba, 490
Ariba Supplier Network (ASN), 440
arpspoof, 880
ARTEnterprise, 325
Arthur Anderson case, 925
Artificial intelligence (AI), 273, 316,
321, 329, 335
Artificial language, 348
Artificial neural networks (ANNSs),
300-301, 303, 331-346. See also
ANN entries
marketing applications for,
341-342
nonlinear autoassociative, 335-336
as nonlinear dynamical
systems, 339
security applications of, 342
technology management applications
of, 340-343



Artificial neural network technology
(1890s-1960s), 333-335
(1970s), 335
(1980s-1990s), 335-339
ASCII text files, importing and
exporting, 358
Asia
B2B e-commerce in, 444
mobile wireless in, 115
Ask search engine, 466
ASP applications, renting, 569.
See also Application service
providers (ASPs)
ASP models, 565, 566, 567
ASP outsourcing, 563
ASP software, factors related
to, 572
ASR Data vendor, 928
Assent/consent, 853
Assessment
of outsourcing, 570-572
security-related, 876
Asset protection, in information
security management, 942
Assets
digital rights management and, 931
in Open Digital Rights
Language, 935
security awareness programs
and, 975
Assignments, requirements for writing,
843-844
Association analysis, 655
Association rules, 655, 669
to discover browsing patterns, 658
Asymmetric-key cipher, in
authentication, 962
Asynchronous collaboration,
259, 269
Asynchronous transfer [transmission]
mode (ATM), 25, 81, 164, 170
Asynchronous transfer mode networir.
144
Asynchronous update algorithm, 336
Asynchronous wakeup, 201
AT&T (American Telephone and
Telegraph), 552
Atari Games Corporation v. Nintendo of
America, Inc., 780-781
ATM technology, 81. See also
Asynchronous transfer
[transmission] mode (ATM)
Atomically precise productive
nanosystems (APPNs), 375
Atomic commitment, 251
Atomic domains, 232
Attack containment, CSIRTs during,
1007-1008
Attack discovery, CSIRTs during, 1007.
See also Discovery
Attacker in the middle
electronic signatures and, 1002
in threat model, 995

Attack escalation, CSIRTs during, 1007.

See also Escalation
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Attack recovery, CSIRTs during, 1008
Attack repair, CSIRTs during, 1008
Attacks
CSIRTs during, 1007-1008
protection against subsequent, 1008
Web hosting, 636
Attenuation, 19
Attorneys general, 694
Attribute affinity matrix, 248
Attribute privacy
with anonymous credentials, 903
with certified digital identity
representations, 901-902
in identity user control,
899, 901
with online issued tokens, 902
Attributes, 288
identity, 897
in identity management, 910-911,
911-912
Attribute security
with anonymous credentials, 903
with certified digital identity
representations, 901
in identity user control, 899, 901
with online issued tokens, 902
Attribute services, 919
in identity management, 9135, ©15
Attribution license, with Crcative
Commons, 936
Attribution, No Deriv:tives license, with
Creative Commn ors, 936
Attribution, Non- "o nmercial license,
with Creative Commons, 936
Attribution; Non-Commercial, No
Derivatives license, with Creative
Cceinmons, 936
Atirihiation, Non-Commercial, Share
Alike license, with Creative
Commons, 936
Attribution, Share Alike license, with
Creative Commons, 936
Attributive identifiers, in biometric
identity, 904
“@” trick, 866
Auction-based mechanisms, P2P, 178
Auction-based P2P approaches,
183-184
Auction design, computational
complexity issues in, 621-622
Auction mechanisms, design space for,
620-621
Auctions
cheating in, 622
classification of, 613-614
design issues related to, 618-622
desirable properties of, 619-620
in electronic commerce, 612-625
for electronic procurement, 616-617
examples of, 614
in FCC spectrum allocation, 615-616
online, 527
problems in, 622-623
sponsored search, 617-618
types of, 613-615
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Auctions technology, applications of,
615-61S
Audiences, for credible security
policy, 981
Audio conferencing, 258, 260
Audiovisual works, DMCA exemptions
for, 803
Auditing, AAA server with, 961
Audit logs, 18
Audits
in information security management,
947
as security awareness tool, 991
Audit standards, 742
Audit trail, 463
tampering with, 450
Augmented transition networks (ATNs),
355-356
AUML diagrams, 365
Austria, approach to jurisdiction, 723
Authenticated sessions, 999
Authentication, 391, 425, 449,
906, 919
of digital evidence, 923
with digital signatures, 996-997
with electronic signatures, 994
of electronic transactions, 1016
in enterprise security architecture,
958, 961-962, 971
in GeoDRM Reference Model, 936
in identity management, 910-911,
911-912,912-913,913-914
with RADIUS protocol, 963-964
in selecting electronic signature
system, 1000
with SSL.TLS, 969
in SSO sessions, 915
strengthening, 916
in wireless Internet, 512
USM, 215
Authentication, authorization,
accounting, and auditing
(AAAA), 961
Authentication, authorization, and
accounting (AAA), 522, 971.
See also AAA server
in enterprise security architecture,
960
Authentication data, electronic
signatures and, 1002
Authentication Header (AH), with
IPsec, 965-967
Authentication models, 518
Authentication privacy principles, in
identity management, 911
Authentication protocol, with Secure
Shell, 970-971
Authentication server, in enterprise
security architecture, 961
Authentication standards, in enterprise
security architecture, 961
Authentication systems, 999-1000
Authoritative SNMP engine, 215
Authoritative web pages,
identifying, 663
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Authorities, 480, 663, 669. See also
Authority
social engineering and, 858-859
Authority, required for information
security manager, 943-944
Authorization. See also Authentication,
authorization, and accounting
(AAA)
authentication and, 961
in enterprise security architecture,
962, 971
in GeoDRM Reference Model, 936
in identity management,
909-910
in payment systems, 449
in wireless Internet, 512
Authorship
copyright and, 783-784
under the European Software
Directive, 791
Autoassociative ANNs, 335-336, 343.
See also Artificial neural networks
(ANNSs)
Autoassociative networks,
nonlinear, 335
Automated auction technology, 616
Automated clearing house (ACH), 463
Automated clearing house system,
455, 456
Automated credit card fraud, 685
Automated diagnostic systems, 317
Automated planning and
scheduling, 316
Automated publishing systems, 631-632
Automated vote-counting
technology, 773
Automatic bid requests, 440
Automatic Mapping System
(AUTOMAP), 272
Automatic repeat request (ARQ), 515
Automatic replenishment, 440
Automatic [automated] teller machines
(ATMs), 455, 463
credit card number theft and,
684-685
Automatons, 306
Autonomy, as a system attribute,
361-362
Availability
in enterprise security architecture,
958
in information security management,
954
Awareness, 260
in credible security policy, 980
in security awareness programs, 977,
978-979
Awareness campaigns. See also Security
awareness entries
impact of, 880
in information security management,
953
Awareness materials, security awareness
programs and, 975-976, 984
Axon, 331
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B2B activities, 438. See also Business to
business entries
B2B business models, 440
B2B e-commerce models, 442
B2B functionality, expansion of, 443
B2B portals, 444
B3G systems, 109-110, 522
Backbones, 395
Backdoors, 677, 688
Back-end systems
basic security safeguards and, 1012
Backhauls, 112
Backlinks, 472, 473
Backpropagation algorithm, 343
Backpropagation networks, 336
Backpropagation with momentum, 339
Backsourcing, 575
Backups, 16, 17, 1021, 1031
in disaster planning, 1018
fundamentals of, 1026-1027
as security measure, 1013-1014
storage technologies for, 1027-1029
strategies for, 1026-1027
Backup tapes, in security attack
recovery, 1008
Backward chaining, 323, 329
Badges, forgery of, 865
Bad security behaviors, 978-979
Baker v. Selden, 779
Balanced scorecards, 499, 507, 507
Baltimore fire standardiza‘icmy, 739-740
Band interleaved by line (E1L), 288
Band interleaved by n.xe! (BIP), 288
Band sequential (B8O, 288
Bandwidth, 113,170, i74
Banking, Interaet applications
for, 404
Bank lcans, 413
Barnes & Noble Express Lane
technology, 765
Racer Committee on Banking
Supervision (BASEL), 1030
in information security management,
943
Baselines, in credible security
policy, 982
Basic service set (BSS), 519, 522
Basic standards, 744
Basili, Victor, 983
Batch learning, 335, 344
Batch processing, 463
Battle of currents, 750
Bayesian game model, 195
Bayesian inference, 324
Bayesian Nash equilibrium, 619
Bayesian Nash implementation, 619
Bayes poison, 677
BBBOnline, 600
BDI model, 368-369
Beauregard claims, 816
BeFound, 862
BeFound Pro, 862
Behavior, in security awareness
programs, 978-979, 982
Behavioral standards, 743

Belief-desire-intention (BDI)
model, 363

Bell System monopolies, 739

Bench trial, 701

Beowulf cluster, 159, 161, 170

Berne Convention for the Protection of
Literary and Artistic Works, 727,
728, 729, 892

“Berne-plus” instrument, 728

Bernz’s Social Engineering Tips, 864

Best mode, 815

patentability and, 814

Beta testing, in security awareness
programs, 987

Beyond a reasonable doubt
standard, 701

Beyond Budgeting Round Table (BBRT)
model, 499-500

Bias, 333

Bidders Edge, 707

Bidding rings/cartels, 623

Bid-phrases, 474

Bids, descending order of, 617

Bid structure, in auction
classification, 614

Binary schema integration, 252

Binding, of anonymous
credentials, 903

Biological neurons, 331

Biometric authentication, electronic
signatures and, 1002

Biometric data, in identity
management, 899

Biometric identity, 904-905

Biometric keys, in biometric identity,
904-905

Biometrics, electronic signatures
and, 999-1000

Biometric security measures,
1013, 1014

Biometric verification, 898

Bitstream copy, 929

BitTorrent, 173, 174, 175

BlackBag Technologies, 928

BlackBerry [mobile] email service, 173,
557

Blackburst, 73

Blakey v. Continental Airlines,
708-709

Blogging, 399, 631, 662-663. See also
Blogs; Weblogs (blogs)

Blogging architecture functionality, 631

Blog IQ principles, 605

Blogs, 608, 636, 862. See also Weblogs
(blogs)

business use of, 264

Blue Cross and Blue Shield
(BCBS), 490

Blue Origin, 632

Bluetooth, 12, 42, 463, 538-539

Bluetooth-based payment systems, 462

Blurring, trademark dilution by, 831

Body language, computer interpretation
of, 352

Bolts, as security measure, 1015



Boltzmann Machine stochastic
asynchronous recurrent ANN
networks, 336

Bomb threats, 926

Bookmarking, 264-265

Boolean retrieval model, 468

Bootlegging, 886, 892, 894

Boot-sector viruses, 675

Bootstrap simulation methodologies,
342

Borda Count, 478-479

Bordered Internet, 724

Border gateway protocol (BGP), 27

Border measures, under the TRIPS
Agreement, 734

Botnets, 445

Bots, 707

Bottom-up assembly processes, 374

Bottom-up DDBMS design, 245

Bottom-up parsing, 355

Bowers v. Baystate Technologies Inc.,
845-846

Boyce-Codd Normal Form (BCNF),
233,236

Brain, security awareness programs
and, 983-984, 985-986

“Brain-State-in-a-Box” (BSB) neural
model, 336

Brand certification authority, 454

Branding challenges, of click-and-brick
companies, 432

Brands’s scheme, with anonymous
credentials, 903

Breach, 1009

in security awareness programs,
991-992
“Break-the-glass” principle
with GeoDRM Reference Model, 937

Brick-and-click, 532

Brick-and-click businesses, 525

Bricks-and-click companies, 484, 526

Brick-only companies, 430

Brick-only retailer, 432

Bridges, 9-10, 19

Briefings for executives, as security
awareness tool, 991

British Horseracing Board Ltd and
Others v. William Hill Organization
Ltd., 793

British Standard on Business Continuity
Management (BCM), 1031

Brittle expert system, 322

Broadband wireless access (BWA),
126, 461

Broadband wireless access systems,
116-118

Broadband wireless Internet, IEEE
standards toward, 519-521

Brochures, as security awareness
tool, 989

Brochureware, 525

Brokerage firms, Internet applications
for, 404

Broker [age] model, 419, 420, 527-528

Browser helper object (BHO), 676
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Browsers
digital signatures and, 997
in identity management, 914-915
Browser-server interaction, 645
Browsewrap license, 853
Browsing_Behaviour dimension, 661
Browsing behavior, studying, 653
Browsing patterns, association rules to
discover, 658
Browsing sequence, studying, 655
Brussels Convention, 722
Brussels I Regulation, 722
jurisdictional rules in, 723
Brussels Regulation, 853
Budget balance, in auctions, 619-620
Budgets, for information security
management, 949-950
Buffer overflow, 678-679
Bulk data transfer capability, 212
Bullwhip effect, 303
Business
digital evidence and, 922
disaster paradigm shifts within, 1021
enterprise security architecture and,
957
fuzzy logic for, 303
GIS and, 286
information security policie¢ and. 927
insiders in, 925-926
in security awarenes: programs,
976-977
selecting electronic signature system
for, 1000-1001
understanding. 1023-1024
Web, 641
Business acuvity monitoring (BAM), 498
Business angel, 414. See also Angel
investors
Business applications, location-based
services for, 556-557
Business architecture, 501
Business continuity (BC),
1020-1021
current scenario for, 1021-1022
laws and regulations in, 1029-1031
management practices and, 1022
risk management and, 1025-1026
risks to, 1022
Business Continuity Institute, 1023
Business continuity management
(BCM), 1023, 1031
Business Continuity Management
—Good Practice Guidelines, 1023
Business continuity plan, 1031
Business Continuity Rules, 1031
Business-critical technologies,
downtime losses and, 1024
Business decision-making process,
reengineering, 506
Business ecosystem, 507
Business idea, 410
robust, 411
Business impact analysis (BIA), 1021
in business continuity management,
1024, 1031
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Business management, collaborative
commerce trends and, 494 -500
Business management and
administrative support team, in
information security management,
945
Business methods, patentable, 813
Business models, 265, 414, 482—-483,
492,532, 558
Business-to-consumer, 525-533
defined, 547
Business networking [Web] sites,
860-862, 881
Business operators, licensing and, 934
Business plans, 414
considerations for developing,
409-410
content of, 410
e-commerce, 410-412
for electronic commerce projects,
407-414
types of, 410
Business process ecosystems,
dissemination of, 506
Business processes
in information security management,
947
re-engineering, 607
Business process management, 590
Business process outsourcing (BPO), 565
Business process reengineering (BPR),
590
Business resources, mobile connection
with, 558
Business services, failures of,
1023-1025
Business Software Alliance (BSA)
studies, 888-889
methodology of, 890
Business-to-business (B2B) activities,
416. See also B2B entries
Business-to-business (B2B)/business-
to-employee (B2E) business model,
547
Business-to-business electronic
commerce, 438-447
benefits of, 438-439
challenges in, 445-446
collaborative, 443
components of, 440-442
customer relationship management
in, 443
defined, 438-439
foundations of, 439-440
innovations and trends in, 442—445
international trends in, 444
small-business, 444 -445
XML-enabled EDI and, 444
Business-to-business information
quality problems, 596
Business-to-business marketplaces,
488-491
characteristics of, 489
Business-to-consumer (B2C)
activities, 416
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Business-to-consumer business
model, 547
Business-to-consumer information
quality problems, 595-596
Business-to-consumer marketplace,
482-488
Business-to-consumer Web business
models, 525-533
broker model, 527-528
content provider model, 528
market creator model, 527
online community model, 528-529
retail model, 526-527
service provider model, 528
Business-to-employee (B2E) activities,
416
Business-to-everyone (B2E) electronic
commerce, 443-444
Business-to-government (B2G)
electronic commerce, 443
Bus network, 3, 19
Bus topology, 3
Buyer benefits, in click-and-brick
electronic commerce, 429-430
Buyer-seller interactions, in click-and-
brick e-commerce, 428
Buyout auctions, 614

Cable shielding, as security measure,
1015

Cache memory, 648, 669

Caching, 628, 637

Cadmus Adaptive Risk Assessment
Decision Framework, 379

Calder v. Jones, 711

Calendars, incredible security
policy, 982

California Air Resources Board
(CARB), 749

Callback modems, 1014

Call control function (CCF), 79

Call market, 614

Camenisch-Lysyanskaya scheme, with
anonymous credentials, 903

Campbell v. Acuff, 787

Campus area networks (CANs), 1

Canadian Charter, 754, 765, 772

Canadian Human Rights Act, 757

Candidate key, 232

Candle auction, 614

Cannibalization, 433

CAN-SPAM Act of 2003, 705

Captcha, 906

Card, 463

Cardholder certification authority, 454

Cardholder Information Security
Program, 688

Cardholder Wallet, 453

Cardspace, in identity management,
917,918

Care-of-address concept, 541

CARFAX, 600

Carnegie-Mellon University,
1004, 1016

computer crime and, 922
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on information security

management, 947-948

Carrier agents (CAs), 89-90

Carrier sense multiple access with
collision avoidance (CSMA/CA), 43,
519, 522

Carrier sense multiple access with
collision detection (CSMA/CD)
access method, 4

Case-based reasoning (CBR),
323-324, 329

Case grammar, 354

Case logical neuron level, 355

Cash card, 463

Casino Web sites, crimes against,
922

Cassiopeia, 365

CATS patch cable, 7. See also Category
entries

CAT6 twisted-pair cable, 6, 7

Catalog distribution infrastructure,
435

Catalog merchants, 484

Catalog stores, 526

Category 1 (CAT1) cable, 6. See also
CAT entries

Categoiy 7 (CAT7) cable, 6-7

Cause-and-effect diagrams, 594

CAVEcomm, 144

Cavity viruses, 675

CBC-DES Symmetric Encrypiion
Protocol, 215

C-commerce gap anai 'sis, 501. See also
Collaborative commerce
(c-commerce,)

C-commerce.n.ouel, 496

C-commerce < perations, strategic
platning for managing, 503-506

C-comimerce pilot projects,
nriplementation roadmap for,
202-503

C-commerce solutions, strategic
planning for creating, 500-503

C-commerce strategic planning,
methodology of, 500-502

C-commerce visioning process, 500

CDMA-2000, 126. See also Code division
multiple access (CDMA)

cdma2000 1xEV technology, 108

CDMA-based 3G standards, 107

CDMA-based standards,
103-104

CDMA cellular system, 122

cdmaOne system, 105

CDMA standards, 108

CDMA systems, 98-99, 105

CDMA technology, 107

CD-ROMs, as security awareness tool,
990

CDs (compact discs), social engineering
using, 870. See also Compact disc

Cell cluster, 98

Cell of origin (COO), 540

Cell sectoring, 98

Cellular communications, 98

Cellular network integration, with
wireless LAN, 516-519
Cellular networks, 96-111, 122-123,
218, 536
first-generation (1G), 101-103
fundamentals of, 97-101
location management for, 218-219
mobility management in, 99-101
second-and-a-half generation (2.5G),
105-106
second-generation (2G), 103-105
standards for, 101
third-generation (3G), 106-108
Cellular providers, 115-116
Cellular systems, evolution of, 513
Cellular technologies, 114
Cellular to VoIP, 60
Cellular world, recent advances in,
109-110
Censorship
governmental, 424
of sexually explicit content, 755-756
Censorship issues, 707
Center for Biological and
Environmental Nanotechnology
(CBEN), 378
Center for Democracy and Technology,
on identity management, 911
Center for Natural Language Processing
(CNLP), 584
Centers for the Environmental
Implications of Nanotechnology
(CEIN), 378
Central Desktop, 503
Central hub, 506
Centralized P2P architecture, 175
Centralized systems, in identity
management, 912
Century 21 Real Estate Corp. v. Sandlin,
835
Ceremony of commitment, 1002
in selecting electronic signature
system, 1001
CERN, 640, 641. See also European
Organization for Nuclear Research
(CERN)
CERT/Coordination Center, 1004
Certificate, 463, 906
Certificate authorities (CAs), 195, 1002
digital signatures and, 997
Certificate revocation lists (CRLs),
997, 1002
Certificates, 897
Certification authorities (CAs),
453, 866
Certification marks, 825
Certification Practice Statement (CPS),
digital signatures and, 997
Certification trademark, 840
Certified computing professional (CIP),
in security awareness programs,
977
Certified digital identity
representations, 901-904
Certified identity attributes, 897



Certified Information Systems Security
Professionals (CISSPs), 942
in security awareness programs, 977
CERT Program, on information
security management, 947-948
Chainsaw, 175
Challenge-Handshake Authentication
Protocol (CHAP), with RADIUS
protocol, 964
Challenge-response authentication
in enterprise security architecture,
961-962
with RADIUS protocol, 964
Chamberlain v. Skylink, 806
ChangeCipherSpec Protocol, SSL/TLS
and, 970
Channel conflict, 435
Channel requests, with Secure Shell
connection protocol, 971
Channels, 432, 435
exploiting, 531
with Secure Shell connection
protocol, 971
Channel service unit/data service unit
(CSU/DSL), 11
Character-based browsers, 397-398
Charge cards, 452, 463
Charter
in credible security policy, 981
in CSIRT formation, 1006
Charter of Fundamental Rights of the
European Union, 754
Check, 463
Check card, 463
CheckFree, 452
Check guarantee system, 463
Chemical Markup Language
(CML), 583
Chief executive officer (CEO), business
continuity and, 1022
Chief information officer (CIO)
business continuity and, 1022
in security awareness programs, 977
Chief information security officer
(CIS0), 940
in security awareness programs, 977
Chief operating officer (COQ), business
continuity and, 1022
Child exploitation, 926
Child Online Protection Act
(COPA), 756
Child pomography, 699, 926
Trojan horse defense in, 700
Children, Web pornography and,
755-756
Children’s Internet Protection Act
(CIPA), 424, 759
Children’s Online Protection Act
(COPA), 424
China, VoIP in, 57-58
China Research and Development
Environment Over a Wide-Area
Network (CROWN), 152,
155, 156
Chip card, 463
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Chip-level multiprocessing (CMP), 162
C-TNL language, 190
Choice-of-evils justification defense,
696-697
Choice of law, 724
varying approaches to, 723-724
Chunkyspread, 175
Cialdini, Robert, on security awareness
programs, 985
Circuit, 35
Circuit model, 390
Circuit switching, 35
Circumvention, 808
Circumvention violations, under the
Digital Millennium Copyright Act,
797
Cisco TelePresence, 261
Civil Contingencies Act of 2004, 1030
Civil copyright infringement,
789-790
Civil justice system, criminal justice
system versus, 693
Client/server environments, 139
Claim limitation, 820
Clark & Freeman Corp. v. Heartland
Company Ltd., 839
Clark, Ruth Colvin, on security
awareness programs, 984
Classification, 655, 669
of Web pages, 656
Class importance vector, 472
Classroom training; as Security
awareness 1651, 989-990
Clearing procesz. 463
Clear to serid {CTS) control
frame. 520
Click agr=ements, 999, 1002
Cli<iz-and-brick business decisions,
428-429
Click-and-brick business model, 435.
See also Click-and-brick model
costs associated with, 430
Click-and-brick companies, 416,
427, 428
integration decisions in, 431-433
market expansion of, 430
successful, 43S
Click-and-brick corporate travel
agency, 434
Click-and-brick department store,
434-435
Click-and-brick electronic commerce,
427-437
back-end implementation challenges
of, 431-433
benefits of, 429-430
examples of, 433-435
front-end implementation challenges
of, 431
Click-and-brick electronic commerce
understanding, 428-429
Click-and-brick grocery retailer, 433-434
Click-and-brick model, benefits of, 434.
See also Click-and-brick business
model
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Click-and-brick services, 429
Click-and-mortar, 532
“Click” contracts, 705
Click e-agreements, 706
Click fraud, 425, 847
Clickstream quality analysis, 603,
607-608
Click-through agreements, 842
best practice for, 850-851
Clickwrap contracts, 713
Clickwrap licenses, 708, 853
Client, in digital rights management,
938
Client authentication, 686
with SSL.TLS, 969
Client-based architecture, 131
ClientHello message, with
SSL/TLS, 969
Client process, 140
Client requests, with Secure Shell
connection protocol, 971
Client/server architecture
n-tier, 131-132
three-tier, 131
two-tier, 131
Client-server based architectures, for
DDBMSs, 244
Client/server computing, practical
motivations of, 129
Client/server model, with RADIUS
protocol, 963-964
Client/server networks, 2
Client/server paradigm, 645
Client/server software classifications,
129-134
Client/server software architecture, 128,
139, 140
Client/server system architecture, 139
Client/server tier, 140
Client/server tier-based classification
method, 130-132
Client-side biometric identification,
904-905
Client-side e-commerce vulnerabilities,
675-678
Client-side e-wallet, 459
Client-side password insertion, in
identity management, 913-914
Client-side software, Web 2.0, 634
Client-side validation, bypassing, 682
Client-vendor arrangements, 564
Cliffs Notes, Inc. v. Bantam Doubleday
Dell Pub. Group, Inc., 837
Clipper computer chip, 769
Closed-lock symbol, 866
Closed loop credit card
systems, 452
Closed markets, 489
Closed standards, 741
Cluetrain Manifesto, The (Levine,
Locke, Searls, and Weinberger),
265, 268
Cluster architectures, 160-162
Cluster components/technologies,
162-167



1054

Cluster computing, 159-172
advanced topics in, 168-170
emerging trends in, 168-169

Clustering, 655, 656-657, 669
fuzzy, 300

Clustering approaches, 656

Cluster interconnects, 163, 169

Cluster management tools, 166

Cluster nodes, 162

Cluster state quantum computation, 390

Cluster technologies, 160

CMI (Chartered Management Institute)

survey, 1021, 1022

CMIP over TCP/IP (CMOT), 211

Coaxial cable, 6

Coaxial cable systems, 23-24

Co-channel cells, 98

CODASYL network model, 226

Code, as speech, 807-808

Co-decision-making functionality
group decision support systems,

262-263
groupware, 258-259
Code division multiple access (CDMA),
97, 126, 463, 544. See also CDMA
entries
Code of ethics, e-commerce, 599-600
Code of Federal Regulations
(CFR), 1030

COders/DECoders (CODECs),
64-65, 75

Coding distortion, 66

Cognitive science, security awareness
programs and, 983-984

Cohorts, 251

Collaboration, 507
as a critical success factor, 505

Collaboration functionality, groupware,

258

Collaboration practices, 503

Collaboration processes, 507

Collaborative business practices,

495, 497
Collaborative commerce
(c-commerce), 416, 425, 494-509.
See also C-commerce entries;
Collaborative e-commerce
critical success factors in, 496-498
future trends in, 499-500
incentives for adopting, 507
perspective on, 494-496
Collaborative commerce trends,
494-500
Collaborative e-commerce, 443
Collaborative marketing campaigns,
developing an architecture for,
504-506
Collaborative planning, forecasting, and
replenishment (CPFR), 491, 497,
507
Collaborative product commerce
(CPC), 508
Collaborative product commerce
models, 497
Collaborative strategies, 499
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Collaborative Web sites, 662-663
Collaborative working environments
(CWEs), 261-262
Collection frequency, 476
Collection Retrieval Inference Network
(CORI Net),
476-477
Collections of Information Antipiracy
Act, 782
Collective intelligence, 266
Collective marks, 825
Collective trademark, 840
Collision, 8
Collision domain, 19
Collocation, 637
Collocation models, 630
Columbia University Department of
Computer Science CSIP, 70
Combinatorial auctions, 617
surveys on, 623
Combinatorial bidding, 615-616
Comb v. PayPal, Inc., 849
Command generator, SNMPv3, 214
Command responder, SNMPv3, 214
Commerce
GIS and, 286
use of common law rights in,
827-828
Commerce clause, 698
Commercial data, security ef, 957
Commercial leased faciliti¢s, ror backup
and recovery, 1027
Commercial off-the-si.ely products
(COTS), in CS12T organization,
1005-1006
Commercial maciice, copyright in,
777-779
Commeieal/proprietary GIS software,
289-281
Cominaercial software piracy, 886
Comumercial speech, 837
Commissioned work, 783
Commit protocols, 251
Committee of Sponsoring
Organizations (COSO), on security
awareness programs, 976, 992
Commodity off-the-shelf (COTS), 170
Commodity off-the-shelf hardware, 159
Common access routes, sequence
patterns to discover, 658
Common gateway interface (CGI),
132-134, 637
Common gateway interface scripts,
143, 628
Common information model
(CIM), 48
Common knowledge, in security
awareness programs, 978-979
Common law, 736
Common law rights
limits on, 828
use in commerce, 827-828
Common Management Information
Protocol (CMIP), 31, 206,
207, 221

Common Management Information
Service (CMIS) specification, 31
Common model, 48
Common morality, 754
Common object request broker
architecture (CORBA), 82-83, 93,
136, 156, 581
introducing to intelligent networks,
83-85
Common sense
in credible security policy, 980
in security awareness programs,
978-979
Common value auctions, 622
Common-value model, 618
Communication. See also
Communications
within CSIRTs, 1007
extranets and, 402
Internet, 408-409
inter-robot, 317
via groupware and social
software, 268
Comrnunication complexity, in auction
design, 621
‘_ommunication devices, costs of, 38
Communication functionality, 257-258
Communication integrity, in enterprise
security architecture, 958
Communication Model, in OSI network
management, 207
Communication protocols, 166-167
Communications
in contract management, 573
two-dimensional, 513
Web, 641
Communications approach, to credible
security policy, 981-082
Communications Decency Act of 1996
(CDA), 707, 713, 756
Communication servers, 2
Communication services, 144
Communications expertise, incredible
security policy, 980
Community, defined, 201
Community for Creative Non-Violence et
al. v. Reid, 783
Community Framework for Electronic
Signatures, 1001
Community model, 421, 422
Compact disc, DMCA exemptions for,
803. See also CDs (compact discs)
Companies, web strategy of, 529-531
Company standards, 744
Comparative advertising, 837
Comparison shopping sites, 528
Compatibility, of intelligent agents,
361-362
Compensatory damages, under the
TRIPS Agreement, 734
Competition, downtime losses and, 1025
Competition models, 422
Competitive advantage
of the click-and-brick model, 430
on the Web, 529-530



“Compilation,” under the TRIPS
Agreement, 728-729
Compilations, 794, 795
copyrights on, 782-783
Complement of a fuzzy set, 293
Completeness rule, 246
Complexity management, 361
Compliance, security awareness
programs and, 975-976
Compliance statements, as security
awareness tool, 989
Component-based middleware, 135-137
Component database, 254
Component environment, 140
Component model, 140
Component Object Model (COM), 136,
581
Components, 140
Compositional rule of inference (CRI),
295
Compression, 75
with Secure Shell transport layer
protocol, 970
Compression viruses, 675
Compromise, 1009
Compulsory licenses, 736
scope of, 733
to use patented inventions, 732-733
Computational autonomy, 371
Computational grid, 142
Computational intelligence
(CI), 303
Computational objects (COs), 84
Computational resource broker (CRB),
144
Computer-aided design-based (CAD)
systems, 287
Computer aided process planning,
ANN, 341
Computer Associates v. Altai, 780
Computer-based information systems
(CBIS), 347
Computer crime. See also Crimes;
Cybercrime entries
business and, 922
described, 922
digital evidence and, 921-922
information security policies
and, 927
Computer Crime and Fraud
Act, 770
Computer Crime and Security Survey,
872, 877
Computer criminals, basic security
safeguards against, 1012
Computer Emergency Response
Team/Coordination Center, security
incident data collection by, 1004
Computer Emergency Response Teams
(CERTS), 1004, 1009
services of, 1016
Computer Incident Advisory Capability
(CIACQ), 1016
Computer Incident Response Teams
(CIRTSs), 1004, 1009
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Computer information, misuse of, 700
Computer intrusions, 770-771, 926
information security management
and, 941
Computer invasion of privacy, 699
Computer languages, 347
Computer programs, 795
copyright limitations regarding,
786-787
copyright of, 780-781
as derivative works, 785
DMCA exemptions for, 803
exploitation rights and exceptions
related to, 791-792
Computer-related inventions, 816
Computers
crimes against, 922
crimes using, 922
networking, 1-2
Computer security, 769-771
legal protection of, 770
Computer Security Act of 1987, 987
Computer [Corporate] Security
Incident Response Teams (CSIRTS).
1004-1010
communication within, 1007
described, 1004
formation of, 1006
in information security management,
952
justifications for, 10041005
organization of, 10065-1006
in prosecutions, 1907
after security atiacks, 1008-1009
during se>urity attacks, 1007-1008
technelogy related to, 1006
Compuier Security Institute
(CSI), 877
ccmputer crime and, 922
information security management
and, 941
security incident data collection
by, 1004
Computer security rights, moral
legitimacy of, 770
Computer Security Technology Center
(CSTC), 1016
Computer Software Rental
Amendments Act, 886
Computer supported cooperative work
(CSCW), 269
Computer systems, 224
Computer theft, 699
Computer viruses, 701. See also Viruses;
Worms
Computer vision, 316
Computer worm, 688. See also Worms
Computing network, 37
Conceptual dependencies theory,
355, 357
Conceptual design, 229-233
Conditional Access for Europe (CAFE),
457
Conditional anonymity, in identity user
control, 900
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Conditional release
with anonymous credentials, 903
with certified digital identity
representations, 901-902
with online issued tokens, 902
Conditions
in digital rights information
model, 933
in Open Digital Rights
Language, 935
Condorcet voting-based method, 479
Conference on Database Systems
Languages (CODASYL), 225
Conferences, as security awareness
tool, 991
Confidence factors, 324-325, 329
Confidential information,
protecting, 450
Confidentiality, 677
basic security safeguards and, 1012
with certified digital identity
representations, 901
of data, 17
of digital signatures, 996
of e-commerce, 600
of electronic transactions, 1016
enterprise security architecture and,
957-958, 971
in identity user control, 899, 900
in information security management,
954
with IPsec, 968
with online issued tokens, 902
Confidentiality, integrity, and
availability (CIA) security
components, 674
Configuration list, 16
Configuration management,
208, 221
Conflict of laws, 729
Confluence, 264
Conformity assessment, 740,
744, 751
Confusion factors, in trademark
infringement, 830
Connection programs, 475
Connectionless integrity, with
IPsec, 968
Connectionless network services
(CLNS), 26
Connection protocol, with Secure
Shell, 971
Connection setup, with Secure Shell
transport layer protocol, 970
Connection technologies, 40
Connection weight, 332, 343
Consensus, as a due process
requirement, 745
Consent, ethical significance of,
767-768
Consequent, 329
Consequentialism, 774
Consequentialist theories, 753
on privacy rights, 766
Conservation, GIS and, 285-286
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Consideration, as a due process
requirement, 745
Consistency, social engineering
and, 859
Consolidator payment system, 451
Consortia standards, 740, 741
Consortium, 751
Constant interaction, 246
Constitution. See U.S. Constitution
Constraints
in digital rights information
model, 933
in digital rights management, 938
in Open Digital Rights Language, 935
Constraint terms, in OMA DRM
specification, 935
Consultants, in information security
management, 942
Consumer demand, 39
Consumer information
business dissemination of, 766
value of, 768
Consumers, in digital rights
management architecture, 933
Consumer Sentinel, 898
Consumer-to-consumer (C2C)
activities, 416
Consumer welfare, 751
Contactless payment, 461
Containment, 1009
CSIRTs during, 1007-1008
Content, in digital rights management
architecture, 933
Content-encryption algorithms, with
S/MIME, 966
Content issuers, in OMA DRM
specification, 935
Content-line, 478
Content management, in digital rights
management, 938
Content objects, in OMA DRM
specification, 935
Content provider business
model, 531
Content provider model, 528
Content providers, 486-488, 492
in digital rights management
architecture, 932-933
Content scramble system (CSS),
803-804, 808
Content tracking, rights enforcement
and, 932
Contests, as security awareness tool,
990-991
Context-bound transactions, with
anonymous credentials, 903
Contexts, SNMP, 216
Contextual advertising, 475
Contextualized searches, 480
Continuation-in-part (CIP), 815
Continued operations, security attack
repair and, 1008
Continuity of Government (COG),
1030
Continuity of operations (COOP), 1030
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in information security management,
952-953
Continuous data protection (CDP),
1026-1027
Continuous double auction
(CDA), 614
Continuously changing data objects
(CCDOs), 238-240
Continuous training, 879
Contractarianism, 774
Contractarian theories, 754
free speech rights and, 755
Contract law, on the Internet, 705
Contract management, 573
Contract purchasing, 489
Contracts, 853. See also International
contracts; Online technology
contracts
amended terms in, 848-849
under e-commerce law, 843-844
under intellectual property law, 843
in network management, 33
online, 842
with unconscionable terms, 849
unenforceable for unconscionability,
849-850
Contracts for the international sale of
goods (CISG), 711
Contractualism, 754
Contributory infringement,763-764,
789, 817
Control. See also Contro's
in enterprise securi.v
architecture, 958
in federation £ identities, 913
in identity management, 911, 915
Control famili=s, in information
security management, 948, 949
Controlled channel access
(HCCA), 75
controllers, 318
in robots, 309
Controlling the Assault of Non-Solicited
Pornography and Marketing
(CAN-SPAM) Act, 758
Control objectives for IT (COBIT),
in security awareness programs,
976, 992
Controls
defined, 948
in information security management,
943-944, 948-949
Conventional fuzzy control
system, 296
Convention on Cybercrime, 701
Convergent technology trading zone,
376-377
Conversation
with customers and suppliers,
265-266
security awareness programs and,
985-986
Conversational advisory systems,
natural language interfaces
to, 357

Cookies, 648, 683, 774
corporate use of, 767-768
in identity management, 914-915
Coolstreaming, 175
Cooper, Alan, on security awareness
programs, 985
Cooperative search engines, 477
Coordination, extranets and, 402
Coordination functionality,
groupware, 258
Coordination problem, 751
Copies, right to distribute, 785
Copper wire, 6-7
Copying
of digital evidence, 923
illicit, 763-764
versus stealing, 700
Copy protection, technical means
of enforcing, 894
Copy protection mechanisms, for
software, 887-888, 891
Copyright(s), 424, 701, 736, 774, 853
alternative perspectives on, 635
ia commercial practice, 777-779
relationship with contract, 846
software, 892
subject matter of, 780-783
under the TRIPS Agreement, 728-729
Copyright Act. See United States
Copyright Act
Copyright fear, 778
Copyright holders
limitations on exclusive rights
of, 786
rights and limitations of, 784
Copyright infringement, 762, 786,
789-790, 794-795, 799
as criminal offense, 790
types of, 789
Copyright law, 635, 699, 760,
777-796
Copyright notice, 780
Copyright ownership, transfer of, 784,
795
Copyright piracy, 926
Copyright preemption, 846
Copyright protection
conditions for, 779-780
under the European Database
Directive, 792-794
under the European Software
Directive, 790
of software, 885-886
Copyright regime, exclusive rights
under, 792-793
Copyright registration, 780
Copyright term, 788-789
Copyright tools, 777
Copyright Treaty, 932
Coral Consortium, 934
Core competencies, outsourcing
and, 568
Core model, 48
Core of a fuzzy set, 293
Core platform services, 498



Core topics, in security awareness
programs, 976
Corner bolts, as security measure, 1015
Corporate domain registration, 627
Corporate location-based services, 536
Corporate networks, basic security
safeguards and, 1012
Corporate software piracy, 892
Corporations
data kept by, 768
digital evidence and, 925
intellectual property rights of, 761
use of personal information, 767-768
Corrective maintenance, 608
Correctness, rules of, 246
CORVID shell, 325
Cosine function, 468
Cost(s)
of application service providers, 569
of outsourced Web hosting, 629
Cost minimization, in auctions, 620
Cost-per-download fee, 487
Cost reduction, extranets and, 402
Cost savings, outsourcing
and, 568
COTS-based clusters, 170
Council of Europe Convention on
Cybercrime, 701
Counterfeiting, 926
Counterfeit software, purchasing, 885
Counter-mode/CBC-mac protocol
(CCMP), 544
Countries/cultures, segmentation of,
548-549
Country code domains, 627
Country code top-level domains
(ccTLDs), 627, 635, 637
Coupled simulations, 156
Coupling, 522
Court of Appeals for the Federal Circuit
(CAFC), 815, 817
Covisint, 490
CPFR solutions, 507
Crack, 894
Cracker attacks, liability for, 709
Crackers, 856, 887
Cracking, 699
Craigslist, 529
Crawlers, 669. See also Web crawlers
Creations of the mind, 783
Creative Commons (CC) Initiative, 779,
938
digital rights management
specifications of, 936
Creative Commons licenses, 635
types of, 936
Credibility
of e-commerce, 599
measures of, 189-190
in security awareness programs, 986
Credit-card-based payment systems,
452-454
Credit card company, 464
Credit card fraud, 525,
684-685
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Credit card numbers, one-time-
use, 687
Credit card payments, 684-686
protecting, 686-688
Credit card processing, steps in,
452-453
Credit cards, 450, 463-464
advantages and disadvantages
of, 453
Credit card theft, 709
Crime Prevention Through
Environmental Design
(CPTED), 876
Crimes, digital evidence and,
921-922. See also Computer crime;
Cybercrime entries
Crimes against humanity, 719
Crime scenes, digital evidence and, 921
Criminal juries, 695
Criminal justice system(s), 693-703
cybercrime and, 699-701
institutional structure of, 693-698
state and federal, 698-699
versus civil justice system, 693
Criminal Resource Manual
(Department of Justice), 802
Crisp-Old set, 292
Crisp sets, 292
Critical mass, 741
CRM application software, 499
CrossfireX, 162
Cross-layer architecture, 515
“Cross-layer” P2¥ design, 201
Cross-retaliation. 736
Cross-site reauest forgery (XSRF),
679680
Cross-tii¢ scripting (XSS), 679
“Crowdsourcing,” 422, 425
Crown architecture, 153
CROWN Designer, 152
CROWN Portal, 152
CROWN Workflow, 152
Cryptographic algorithms, 457
in authentication, 962
for SIMIME, 965, 966
Cryptographic keys, in biometric
identity, 904
Cryptographic primitives, in identity
management, 802-904
Cryptographic protocols, 388, 450
Cryptographic technology, 143
Cryptography, 666, 906
in comprehensive security planning,
1017
in identity management, 912-913
CT Motion, 556
Culture specificity, in security
awareness programs, 986
Currency (being current), in security
awareness programs, 986
Currency counterfeiting, 926
Current events, security awareness
programs and, 987
Curriculum Alignment Tool (CAT),
584-585, 591
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Customary international cyberlaw, 718
Customary international law, 720
Customary law, 724
Customer account number, 455
Customer-centric e-commerce value
circle, 597-599
Customer contacts, 599
Customer expectations, understanding,
597
Customer focus, 594, 597
Customer information control system
(CICS), 135
Customer inquires, 599
Customer proprietary network
information (CPNI), 544
Customer quality requirements,
understanding, 607-608
Customer questions/complaints, 599
Customer relationship management
(CRM; e-CRM), 418, 446, 495
Customer relationship management
software, 442—443
Customers. See also E-customers
conversation with, 265-266
Internet, 596
Customer satisfaction, 597, 599
extranets and, 402
with information quality, 600
Customer service quality, in click-and-
brick companies, 431-432
Customer services, 412
in the e-commerce business
plan, 412
Customized application services, 565
cXML, 490
Cybercrime, 693-703. See also
Computer crime; Crimes
criminal justice system and, 699
defenses against, 700
defenses for, 695-697
electronic signatures and, 1002
internationally effective response to,
700-701
preventative measures against, 445
Cybercrime cases, evidentiary issues in,
697-698
Cybercrime Convention, 718-719
Additional Protocol to, 719
Cybercrime investigations, 693-694
Cybercrime law(s), 693. See also
Cyberlaw
federal, 699
state, 699-700
CyberKnife system, 307
Cyberlaw, 704-716, 724. See also
Cybercrime law(s); Cyberlaws;
Cybertort law; E-commerce law;
International cyberlaw
as private international law, 721-724
employment and, 704-705
Cyberlaw actions, increase in, 713
Cyberlaw dispute resolution, 712
Cyberlaws, conflict among, 710-712
Cybermediators, 712
Cyberpirates, 713, 833
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Cybersecurity standards, 742, 743
Cybersecurity Work Programme, 701
Cybersettle.com, 712
Cyberslacking, 769
Cyberspace
intellectual property laws and, 762
sovereignty in, 718
Cybersquatting, 627, 637, 731, 736
judicial responses to, 832-834
Cyberstalking, 699, 701
Cyberterrorism, 774
Cybertort law, harmonization of, 718

Dail security tips, as security awareness
tool, 989
Damages
for copyright infringement, 789
under the TRIPS Agreement, 734
DAML-OIL, 667
DARPA agent markup language
(DAML), 667. See also Defense
Advanced Research Projects
Agency (DARPA)
Data, 669
backup and recovery of, 1026-1027
defined, 644
high-speed circuit-switched, 106
security of, 957
sharing, 1
signed and enveloped, 964-965, 966
Database and Collections of
Information Misappropriation Act,
782
Data-base application programs, 225
Database applications, 224
Database design
logical version of, 234
three-step approach to, 229-236
Database-driven search engines, 466
Database engines, 449
Database instance, 232
Database instance manipulation, 237
Database integration process, 252
Database Investment and Intellectual
Antipiracy Act, 782
Database key (DBK), 226
Database law, European perspective on,
792-794
Database management system (DBMS),
225, 224, 240, 242, 271
GIS and, 279-280
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Database representatives, constructing,
477
Database requirements, for electronic
payment systems, 449
Databases (DBs), 224-241, 795. See also
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Ethernet MANSs, 25-26
Ethernet standard, 4
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328-329
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E*Trade Financial, 486, 528
EU data protection acts, 600. See also
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hate speech legislation in, 757
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in, 1001
spam legislation in, 758
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Rights, 772
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Cybercrime, 770
European Copyright Directive, 892
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777, 782-783, 792-794
European Data Protection Directive
95/46/EC, 901
European-funded Enabling Grids for
E-sciencE (EGEE), 143,
148-149, 156
European Network and Information
Security Agency (ENISA), 940
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and, 983
in information security management,
943
on security awareness programs, 976,
989-990
European Organization for Nuclear
Research (CERN), 626. See also
CERN; Large Hadron Collider
Computing Grid (LCG)
European Patent Convention, 818
European Software Directive (ESD),
777, 790-792, 794
objective of, 791
European sui generis right for
databases, 794
European Telecommunications
Standards (ETS), 78
European Telecommunications
Standards Institute (ETSI), 97,
104, 126, 537
European Total Access
Communications (ETAC) System
(ETACS), 96, 102-103
European Union (EU). See also EU data
protection acts
harmonized regional rules in, 724
information security management
in, 943
laws concerning electronic signatures
in, 1001
laws regulating SANs in, 1029
European Union Charter of
Fundamental Rights, 765
European Union Electronic Signature
Directive, 844



1064

Event data recorders (EDRs), 929
digital forensic examiners and,
923-924
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tool, 991
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defined, 929
electronic, 698
obtaining from abroad, 700-701
Evidence collection technology, for
CSIRTs, 1006
Evidence preservation, after security
attacks, 1009
Evidentiary issues, in cybercrime cases,
697-698
Evolutionary fuzzy systems, 301
E-voting, 771-774
ethical arguments against, 773
ethical arguments for, 772
moral legitimacy of, 772
voter turnout and, 772-773
E-voting technologies
accuracy of, 772
discriminatory effects on the
poor, 773
security concerns related to, 773-774
unreliability of, 773
eWallet, 459. See also Electronic wallets
(e-wallets)
Ex ante analysis, 751
Exceptions to rights, under the TRIPS
Agreement, 729
Excessive variety, 751
Exchange-based mechanisms,
P2P, 178
Exchange-based P2P systems,
184-185
Exchanges, 490-491
Exchange-to-exchange (E2E) activities,
416
Excite, Inc., 398
Excite PAL, 398
Exclusive license, 784
Exclusive rights
under a copyright regime, 792-793
limitations on, 786
Exclusive trademark license, 838
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awareness tool, 991
Executives, business continuity
and, 1022
Executive summary, in a business
plan, 410
Exemption process, under the Digital
Millennium Copyright Act,
802-803
Exfiltration of data, in information
security management, 951
“Exhaustion of rights,” 728
Ex parte hearing, 736
Expectation failure, security awareness
programs and, 983-984
ExpertALERT, 327-328
Expert elicitation, 380
Expertise
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internals of, 322-324
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people in, 321-322, 326-327
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320-321
Expert system technology, 321-322
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management, 915
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784-785
Exploitation rights/exceptions, under
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791-792
Explosives trafficking, 926
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Digital Rights Language, 92°
Expression of an idea, copyright
protection of, 780-782
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Express warranties, 822
Exsys RuleBook, 323
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eXtensible business Reporting
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eX‘ensible Graph Markup and
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(XGMML), 648
eXtensible Hypertext Markup Language
(XHML), 52
eXtensible Markup Language (XML),
52, 136, 146, 147, 288, 368, 444,
447, 508, 540, 541, 578,, 665, 670,
739. See also XML entries
coding information with, 581-583
identity management and, 915, 917
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information quality problems
and, 596
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(XML-based) protocol, 43
eXtensible Stylesheet Language
Transformation (XSLT), 48, 52
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External threats
types of, 1013
security task force and, 1011
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(ETL) process, 653, 669
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Extranets, 11, 19, 139, 140, 401-402,
406, 498, 508
advantages of, 402
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FaceBook, 268-269, 529
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Face-to-face social engineering,
864-865
Facilities, 1031
Factoring, 143
Fact Table, 660, 661
FAFNER project, 143, 144
Failure, single point of, 916
Failure of proof defenses, 695-696
Fair exchange, in electronic payment
systems, 450-451
Fairness, in auctions, 620
FairPlay, 934
Fair use, 713, 809, 846, 854
under the Digital Millennium
Copyright Act, 799-800
f software, 892
Feir use defense, 836-837
tair use doctrine, 787-788
Fair use exception, 760-761
Fair use guidelines, 788
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False rejection rates (FRRs), with
biometrics, 1000, 1002
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Fast Ethernet, 163, 170
Fast SCSI, 163
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performance, and security (FCAPS)
management, 34
Fault management, 208, 221
Fault tolerance system, basic security
safeguards and, 1012
Fault tolerant techniques, 390
Favicon Masquerading, 868
Fax server, 134
FCC spectrum allocation, auctions
in, 615-616. See also Federal
Communications Commission
(FCC)
FDMA systems, 98. See also Frequency
division multiple access (FDMA)
Feasibility analysis, of application
service providers, 572
Feasibility assessments, 575
of outsourcing, 570-572
Feature detector, 332
Federal anticybersquatting
statutes, 833-834. See also
United States entries
Federal Bureau of Investigation (FBI)
computer crime and, 922
criminal investigation by, 709-710
information security management
and, 941, 952
security incident data collection
by, 1004
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Federal dilution law, 831

test of, 832-833

Federal Emergency Management

Agency (FEMA)
GIS and, 286

Federal Energy Regulatory Commission
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Feist Publications, Inc. v. Rural
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Feldman v. Google, Inc., 847, 850

FeliCa Card, 462
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Felten et al. v. RIAA, 805

Fiat-Shamir heuristic, with anonymous
credentials, 903

Fiber-distributed data interface (FDDI),
6,19

Fiber-optic cable, 7, 8
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Fibre channel, 164-165

Fiduciary responsibility, in credible
security policy, 980

Field programmable gate array (FPGA),
169

FieldWorker Mobile Computing
Corporation, 558

File request, 196

File requesting peers, 183
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File sharing, 40, 763-764
File-sharing applications, 173
File-sharing systems, 174
File Transfer Protocol (FTP), 11, 170,
739,774
File Transfer Protocol server, 134
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Filtering devices, 758-759.
See also Filters
Filtering firewalls, in enterprise security
architecture, 960
Filters, 774. See also Filtering devices
Final office action, 815
Final users, 650
Finance
business continuity/disaster recovery
laws and regulations and, 1030
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GIS and, 287
Financial Explorer tool, 583, 584
Financial impacts, of downtime losses,
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(FSML), 460
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for, 448-451
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FIPA, 367, 368
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described, 960
in enterprise security architecture,
959, 960, 972
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First Amendment, 699, 721, 722, 837
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101-103
First-generation wireless networks,
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First Normal Form (1NF), 233, 234-235
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manipulative buyers in, 623
First price sealed bid auction,
613,616
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851-852
5-43 rule, 8-9
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634, 637
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Food and Drug Administration (FDA),
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721-722
Foreign exchange rate prediction,
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Foreign keys, 232, 237, 238
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management, 945
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management, 952
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as, 921
Forensic examination, computer crime
and, 922-923
Forensic examiners, digital evidence
and, 923-925
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Forensic software tools, digital forensic
examiners and, 924-925
Forensic Toolkit, 928
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and, 928
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847, 850
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Forum for Incident Response and
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information security management,
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Forum shopping, 634-635, 637
Forward auction, 614, 624
Forward chaining, 323, 329
Forward error correction (FEC)
redundancy, 65
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Forward kinematic equations, 313-314
Forwardlinks, 472, 473
4G network architecture
layered and modular, 516
research objectives for, 514
4G technologies, 110, 118
4G wireless technologies, 537
Fourier sampling, 386
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Fourth Amendment, 693, 697, 698
Fourth Normal Form (4NF), 233, 236
4X links, 164
Fragment allocation, 248
Fragmentation, 246-248, 254
Fragmentation rules, 249
Frame relay (FR), 24
Framing, 706
Fraud, EC-related, 425
Freedom of speech issues, 635-636
Free-riders, 180, 200, 201
deterring, 181
Free-riding, 174, 202
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legal protection of, 754
on the Internet, 754-760
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102, 109
Frequency division multiple access
(FDMA), 104, 536. See also FDMA
systems; Orthogonal frequency
division multiple access (OFDMA);
Scalable orthogonal frequency
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safeguards and, 1012
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rights management, 932-933
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security policy, 981
Functional dependencies (FDs),
233,236
Functionality doctrine, 826-827, 840
Functional line managers, in CSIRT
organization, 1005
Functional Model, in OSI network
management, 207
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of credible security policy, 981
Fuzzification step, 297
Fuzzy applications, 302-303
Fuzzy clustering, 300
Fuzzy C-means, 658
Fuzzy C-means algorithm (FCM), 300
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Fuzzy control systems, 302
Fuzzy data analysis, 300-302
Fuzzy decision trees, 301-302
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Fuzzy-Old set, 292
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Fuzzy subset, 293
Fuzzy systems, 292, 303
types of, 298
FuzzyTrust, 192-195
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Fuzzy values, 302
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G-8, 701
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Game theoretic modeling, 182-183
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in GeoDRM Reference Model, 937
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Gateway GPRS support node (GGSN),
517
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Generalized Vickrey Auction
mechanism (GVA), 620
General jurisdiction, 724
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General public interest, 751
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Genetic neuro-fuzzy systems
(GNFSs), 301
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Geographical location
technology, 556
Geographic domains, 397
Geographic information systems
(GISs), 271-290. See also GIS
entries
applications of, 284-287
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279-280
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and, 273-274
history of, 272-273
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operating systems and, 281
project management using, 283-284
resource management issues
and, 284
technology management and,
283-284
uses of, 272-273
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271,272
Geography markup language
(GML), 288
Geology, GIS and, 284-285
Geometric quantum computation, 390
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273-274
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German courts, approach to
jurisdiction, 723
Gibbard-Satterthwaite theorem, 620
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users of, 282-283
GIS data structures, 275
GIS data structures/models,
274-279
GIS software, 273, 274
GIS software architectures, 280-281
GIS software systems, 280-281
GIS technology, 286
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system, 272
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tool, 990
glite, 148-149, 155, 157
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244,254
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Global Internet infrastructure, 512
Globalization, 637
web hosting and, 634-636
Global location update scheme, 219
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model, 423
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540, 544, 556
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Global security policy standards, in
information security management,
941
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126, 464, 537, 544, 905
Global System for Mobile
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Application Part (MAP), 99
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Global trust aggregation, 194
Globus Alliance, 151
Globus Toolkit, 151, 152, 170
GlobusToolkit4 (GT 4), 147, 155
GNU, 170
Goal deliberation strategy, 363, 368
Goal-directed reasoning, 323, 329
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in information security management,
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of risk management, 1025
GOM Player, 488
Good security behaviors, 978
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Good will, 840
Google, 398, 466, 467, 473, 529
gathering information with, 859-860
Google AdWords, 531, 847
Google Earth, 860
Google Maps, 860
Google product search, 302
Google Streetview, 860
Gossip-based protocol, 198
GossipTrust, 197-198
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laws and regulations and, 1030
GIS and, 286
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activities, 416
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416
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517. See also G=neral Packet Radio
Services (GFRS)
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Gradient descent, 336, 337, 343
Granam-Bliley-Leach Act (GBLA), in
information security management,
942. See also Gramm-Leach-Bliley
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Gramm-Leach-Bliley Act, 600. See also
Graham-Bliley-Leach Act (GBLA)
Gramm-Leach-Bliley (GLB) privacy
rules, 742
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model, 935
Graphical browsers, 397
Graphical user interface (GUT)
environments, 347-348
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(GIF), 288
Graphics cards, 162
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Grey market goods, 728
Grid
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with, 144-147
defined, 142-143
evolution of, 143
Grid computing, 142-158, 169-170
early experiences with, 144
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Grid instantiations, 147, 154
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Grid paradigm, 254
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157
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Grid system checklist, 142-143
Grid technologies, 169-170
Grid/VO-wide services, 149
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Group decision support system (GDSS),
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policies, trust, and privacy related to,
267-268
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basic security safeguards against,
1012
responsibility of, 771
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Hardware
in comprehensive security planning,
1017
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Hardware devices, 8
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Home networking technologies, 40-48
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Host-based architecture, 130-131
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Hypermedia, 406
Hypermedia documents, 396
Hypertext, 396, 406
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IDEF1X1999 notation system, 232
Identification
defined, 1002
with electronic signatures, 994
in selecting electronic signature
system, 1000
Identification badges, as security
measure, 1015
Identified need, 751
Identifiers, traceability and persistence
of, 913
Identity, 919. See also Digital identit
biometric, 904-905
desired properties in establishing,
899-901
digital, 896-908
in digital rights management, 938
history-based, 905
mobile, 905
ownership of, 897
partial, 897, 906
role of, 896
validity of, 897
Identity assurances, strong and weak,
897-898
Identity attributes, 897, 919
certified and uncertified, 897
in identity management, 910
management of, 898
misuse of, 899
strong and weak, 897
theft of, 898
Identity-based encryption (IBE),
identity management with,
902-903
Identity Capable Platform Technology,
904
Identity claims, negative, 905-906
Identity data, in identity management,
899
Identity data consumers
in identity management, 913
Identity establishment, 898
Identity federation, 919
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Identity Federation Framework
(ID-FF), in identity management,
917-918

Identity fraud, 699

Identity Governance Framework (IGF),
904

Identity information, segregation from
linkage information, 915-916

Identity life cycle, management of,
898-899, 913

Identity management (IdM), 686, 896,
909-920

with anonymous credentials, 902-904
application integration for, 913-915
architecture and technology
examples of, 917-918
benefits of, 915-916
biometric data in, 899
challenges and desired properties in,
898-901
defined, 919
dependencies and assumptions in,
916-917
elements of, 911-913
motivation, goals, and issues in,
909-911
in networks, 909, 913-915
with online issued tokens, 912
principal consent semanti-s in,
916-917
risks of, 916
security and privicy issues in, 911,
915-917
Web services ar.d, 915
Identity modification,
898, 895
Identity yrovider model, 914
Ideutrty providers (IdPs), 919
with certified digital identity
representations, 901
in identity life cycle, 898, 899
in identity management, 910-911,
912-913,914
online issued tokens and, 902
strengthening authentication by, 916

Identity reestablishment, 898

Identity representations, certified,
901-904

Identity revocation, 898, 899

Identity services, 919

in identity management, 910
Identity system, 897
Identity theft, 685-686, 688, 767, 898
information security management
and, 941

Identity Theft and Assumption
Deterrence Act, 685

Identity thief, 768

Identity usage, 898, 899

Identity verification, identity assurances
and, 897-898

Identity verification semantics, 898

Identity Web Services Framework (ID-
WSF), in identity management,
917,918
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IEEE (Institute of Electrical and
Electronics Engineers) 10Base-2
standard, 6

IEEE 802.3 frame layout, 5

IEEE 802.3 standard, 4, 19, 519

IEEE 802.5 standard, 19

IEEE 802.5 token frame layout, 6

IEEE 802.11, 522, 537

as a WWAN, 118-122

IEEE 802.11e standard, 74-75, 520

IEEE 802.11i, 520

IEEE 802.11k, 520

IEEE 802.11n, 520

IEEE 802.11 network planning, 123

IEEE 802.11r, 520

IEEE 802.11 specifications, 520

IEEE 802.11 standards, 12, 19, 42,
683, 684

IEEE 802.11 standards and
amendments, 119-120. See also
802.11 entries

IEEE 802.11 WLAN, 516, 519-520

IEEE 802.15.3a ultrawide band
(UWB), 50

IEEE 802.15 WPAN, 520-521

IEEE 802.16 standard, 24, 116-117

IEEE 802.16 WMAN, 521

IEEE 802.20 WWAN, 521

IEEE 802.21, 521

IEEE 1394 standard, 41

IEEE standards, toward broadband
wireless Internet, 519-521

IEEE standards research, 511

IEEE Technical Committee on Scalable
Computing (TCSC), 160

“IETF flavor,” 518

IETF standards, IPsec as, 965

IF-THEN rules, 294, 296

Tllegal content, linking to, 706

ILook Investigator, 928

Image backup, 1027

Images, security awareness programs
and, 984-985

Impacts

of backups on production
environment, 1026

in information security management,
946-948

Impersonation, 139

IM platforms, 863

Implementation, of OMA DRM
specification, 936

Implementation/action plan, in a
business plan, 410

Implied mandates, digital evidence
and, 925

Implied warranties, 852

Important page vector (IPV), 654

Impostors, in threat model, 995

IL.M.S. Information Management
Systems, LTD. v. Berkshire
Information Systems, Inc., 798

IMT-DS direct-sequence
standard, 107

IMT-FT frequency time standard, 107
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IMT-MC multi-carrier standard, 107
IMT-OFDMA TDD WMAN
standard, 107
IMT-SC single carrier standard, 107
IMT-TD time-division standard, 107
INAP/CORBA gateway, 83
IN architecture, 80-81. See also
Intelligent networks (INs)
benefits and limitations of, 81
Incentive compatibility, 624
in auctions, 619
Incentive mechanisms, future work on,
201
Incentive P2P approaches, comparison
of, 186
Incentives, 202
Incident(s), 1010
in security awareness
programs, 992
Incident response, 879-880, 1010. See
also Security incidents
in information security management,
952
Incident response plan, in CSIRT
formation, 1006
Incident response planning, in
information security management,
941-942
Incident response policy, in CSIRT
formation, 1006
Incident response team, in information
security management, 945
Incoming request queue (IRQ), 185
Incommensurability paradigms, 376
Incremental implementation model,
502-503
Indemnification, under the TRIPS
Agreement, 734
Indemnity provisions, 706
Independent patent claim, 820
Independent private values model, 613,
618
Independent service provider (ISP), in
enterprise security architecture,
972. See also Internet service
provider (ISP)
Indexes, database, 238
Index of a search engine, 467
Indirect goods, 489, 492
Individual rationality, in
auctions, 619
Individuals, importance to security
awareness programs, 974-975,
975-976, 977
Induction, 324, 329
Industrial designs, 736
under the TRIPS Agreement, 731
Industrial location-based
services, 536
Industries, information intensity
of, 409
Industry, in security awareness
programs, 976-977
Industry consortia, 422
Industry standards, 744
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in information security management,
943
Inference engine, 320, 329
Inference network approach, 476
InfiniBand, 164, 170
Infomediary model, 419, 420-421. See
also Information intermediary
(infomediary)
Information, 669
coding with XML, 581-583
defined, 644
helping Web users find, 654-655
management accountability
for, 594
objective presentation of, 604-605
online dissemination of, 768
providing from data, 650
represented as activation
patterns, 332
sensitive, 767
use for discriminatory purposes, 768
Informational queries, 471
Information and communication
technologies (ICTs), 408
Information and communications
technologies standards, 739
Information asset protection, in
information security managenier t,
942
Information-collecting Internt
processes, designing ¢uz ity into,
606-607
Information content ¢ uality, 594
Information disclosure, unintentional,
865-866
Information ecoromy, 408
Information fcedback, in auction
classiacation, 614
Information gathering, as a social-
engineering technique, 859-860
inisimation Industry Association
(ITA), 888
Information intermediary
(infomediary), 532. See also
Infomediary model
Information management system (IMS),
227. See also Dynamic IMS
Information models
in digital rights management
architecture, 933
in OSI network management, 207
Information practices, in identity
management, 911
Information presentation quality,
594-595
principles for, 602
Information privacy, 765-769
legal protection of, 765-766
U.S. approach to protecting, 766
Information privacy rights, moral
legitimacy of, 766-769
Information processes
designing quality into, 594
improving and controlling, 595,
601-602

Information producer, 609
Information product specification
quality, 594
Information products, quality of,
851-852
Information protection, in information
security management, 941
Information quality (IQ), 593-611
assessing, 595, 601
components of, 594-595
decay in, 609
defined, 593-594
principles of, 594, 602-605
Information quality disclaimer, 601
Information quality improvement
environment, 595
Information quality improvement
initiative, 606-607
Information quality management
environment, planning and
implementing, 602
Information quality software, 606
Information quality warranty, 600
Infarination repositories, 649-653
1i.tormation retrieval (IR), 467-470,
649, 669
Information searches, 643
Information security, 447
legal liabilities related to, 707-708
Information security management,
940-956
budgets for, 949-950
change, innovation, and adaptability
in, 953-954
continuity of operations in, 952-953
controls in, 948-949
data content management in,
950-951
data exfiltration in, 951
department organization for, 945
described, 940
disaster recovery management in,
952-953
incident response in, 952
intellectual property protection
in, 950
leadership in, 944-945
management directives for, 945-954
organizational need for, 940-942
performance metrics in, 954
privacy protection in, 950
program requirement for, 942-943
required authority for, 943-944
risk management in, 946
security policies for, 945-946
security practice outreach in, 953
security training and awareness in,
951-952
strategies for, 943-954
threats, vulnerabilities, and impacts
in, 946-948
valuation in, 946
Information security manager (ISM)
role of, 940, 941-942
strategies for successful, 943-954



Information security policies, digital
evidence and, 927
Information services
mobile, 555-556
time-critical, 549
Information superhighway, 395-396
Information systems (IS), 440
development of, 574
in information security management,
954
Information Systems Audit and Control
Association (ISACA), 940
Information technology (IT), 1010. See
also IT entries
advancements in, 762
business risks and, 1020-1021
digital identity and, 896, 897
new, 753
nonstrategic, 568
security awareness and, 974
upgrading, 569
Information technology developments,
128
Information technology governance, in
information security management,
943
Information Week security survey,
information security management
and, 941
Information Wide Area Year (I-WAY)
project, 143-144
Infrared communications-based
payment systems, 462
Infrared technologies, 534
Infrastructure
integrated, 59-60
MAN and WAN, 22
Infrastructure network, 7
Infringement, 809
INGENIAS, 364
Inherently distinctive trademarks,
824, 840
Inheritance concept, 230
In-house digital forensics, digital
evidence and, 927-928
In-house Web hosting, 628
Initial attack analysis, CSIRTSs
during, 1007
Injunctions, 840
against trademark infringement,
835-836
under the TRIPS Agreement, 734
Innovation, in information security
management, 953-954
IN Protocol Stack, 79-80. See also
Intelligent networks (INs)
Input sanitization, 682
Input units, 332, 344
Input validation, poor, 683
INQUERY document retrieval
system, 476
Inquirus system, 478
In re Bilski, 813
In re Dial-A-Mattress Operating
Corp., 824
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In rem proceeding, 833-834
In re Petrus A.C.M. Nuijten, 816
IN services, 81-82. See also Intelligent
networks (INs)
Insider computer crime,
925-926
Insider penetration, on information
security management, 948
Insider permission escalation, on
information security management,
948
Insiders, digital evidence and, 925-926
INSIGNIA project, 81-82
Inspections, as security awareness
tool, 991
Instant license assertions, 934
Instant mashup, 668
Instant messaging (IM), 258, 260, 399,
862-863
Institute of Electrical and Electronics
Engineers (IEEE). See IEEE
entries
Institutional price setting, 614
Insurance
in disaster planning, 1018
GIS and, 287
in risk transfer, 1025-1026
Integrated click-and-brick model 34
Integrated device electronizce
(IDE), 163
Integrated Geographic 1aformation
Systems Databasc, 279
Integrated promdtional strategy, 435
Integrated services digital network
(ISDNj).-11, 25. See also ISDN User
Part (SUP)
Integreticn hubs, 495, 508
arcnliecture of, 497
Integration services, 498
Lacegrity. See also Data integrity
with certified digital identity
representations, 901
with digital signatures, 997
of e-commerce, 599
of electronic transactions, 1016
in enterprise security architecture,
958, 972
in identity user control, 899, 900
in information security management,
954
with online issued tokens, 902
in payment systems, 449-450
social engineering and, 859
Integrity Check Value (ICV), with
IPsec, 967
Integrity verification, with IPsec, 967
INTELLECT, 356
Intellectual property, 701, 713, 736,
760-765, 774
computer crime and, 926
cybercrime and, 694
digital forensic examiners and, 923
exfiltration of, 951
in information security management,
943, 950
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legal conceptions of, 891-892
legal protection of, 760-761
licensing, 842
rights management and, 931
Intellectual property crime, 701
Intellectual property law, 777
international, 727-737
written contracts under, 843
Intellectual property protection, 424
Intellectual property rights (IPR)
information security management
and, 941
moral legitimacy of, 761-762
Intelligent agents, 360-372
applications of, 369-370
architectures for, 362-363
frameworks related to, 366-369
key attributes of, 360
perspective on engineering, 361-362
Intelligent broadband networks, 81-82,
85-86
Intelligent, multipath switching
gateways, 64
latelligent network applications part
(INAP), 93
Intelligent network control architecture
(INCA), 85
Intelligent network conceptual model
(INCM), 78
Intelligent networks (INs), 78-87, 93.
See also IN entries
introducing CORBA to, 83-85
Intelligent Web information
systems, 302
Intended user group standards,
743-744
Intentional threats, 1019
identification of, 1013, 1014
Intentional tort, 708
Intent-to-use, 840
Intent-to-use trademark registration
application, 829
Inter-access point protocol (IAPP),
73-74
Interactional expertise, 376, 380
Interaction diagrams, 366
Interactive Advertising Bureau
(IAB), 507
Interactive advertising workflow best
practices, 507
Interactive marketing, 505-506
Interactive marketing tools, 506
Interactive tools, 418
Inter-American Convention on the
Law Applicable to International
Contracts, 853
Inter-cell handoff, 101
Intercept, 333
Interest, security awareness programs
and, 985
Interface definition language (IDL),
82,136
Interface standards, 744
Interference proceeding, 818-819
Interior routing, 26-27
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Intermediary, 447
Internal agent architectures, 362, 363
Internal outreach activities, in
information security management,
953
Internal resources, maintaining, 568
Internal threats, types of, 1013
Internal users, security task force and,
1011
International business climate, 495
International cellular providers, 115
International Computer Security Day,
as security awareness tool, 991
International contracts,
719-720
International cyberlaw, 717-726,
727-737
defined, 717
future of, 724
as public international law, 718-721
theoretical debate over, 717-718
International Financial Reporting
Standards (IFRS), 742
International governmental law, 718
International humanitarian law, 720
International Information Systems
Security Certification Consortium
[(ISC)2], 940
International intellectual property law,
727-737
before TRIPS, 727
International law, customary norms
of, 720. See also International
cyberlaw
International League against Racism
and Anti-Semitism, 721
International Mobile
Telecommunications-2000
(IMT-2000), 97, 107, 114
International Organization for
Standardization (ISO), 940.
See also ISO entries
enterprise security architecture
and, 958
MPEG-21 standard from, 935
on security awareness
programs, 976
International patent application, 819
International Shoe Company v.
Washington State, 710
International stage application, 818
International standards, 744
International Streaming Media Alliance
(ISMA), 49
International Telecommunications
Union (ITU), 23, 78, 96, 701.
See also ITU entries
International trademark issues, 839
International treaties, 892
International treaty cyberlaw, 718-720
International trends, in B2B electronic
commerce, 444
Internet, 19, 139, 140, 395-406, 447
applications of, 403-406
bordered, 724
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employment and, 704-705
as enterprise network security zone,
958-960
enterprise security architecture
and, 957
free speech on, 754-760
as a Ageographically bordered@
network, 718
GIS data users and, 282-283
information and communication
capabilities of, 409
information gathering on, 860
information quality applied to,
593-595
integration of GIS with, 282
legal, social, and ethical issues of,
753-776
versus intranets, 400
Internet 2.0, 531-532
Internet2/MACE Shibboleth project. See
Shibboleth
Internet access
costs of, 38
shared, 39
Internet Access Provider (IAP), 137
Internet appliances, 38-39
Internet Architecture Board
(IAB), 206
Internet Assigned Number Authe: ity
(IANA), RADIUS protocaol and, 964
Internet-based e-voting techi clogies,
772-774
Internet bomb threats; 926
Internet censorship issues, 707
Internet-collected information
quality of, 595
quality priaciples for, 605-607
Internet Control Message Protocol
(ICMP), 11
Int=ryet Corporation for Assigned
MNames and Numbers (ICANN),
396, 713-714, 731, 834
Internet Crime Complaint
Center, 941
Internet EC, 416, 425. See also
Electronic commerce
(e-commerce)
Internet Engineering Task Force
(IETF), 70
Internet Engineering Task Force public-
key Infrastructure standards, 543
Internet Engineering Task Force
standard, 43
Internet Explorer (IE), 398
Internet explosives trafficking, 926
Internet fraud, 926
Internet GIS, versus Desktop
GIS, 282
Internet harassment, 926
Internet information
quality principles applied to, 596
quality problems unique to, 595
quality processes for, 595
Internet key exchange (IKE), IPsec and,
965, 967

Internet management, 30-31
Internet map servers (IMSs),
283, 284, 288
Internet Maps Server (IMS)
systems, 282
Internet misuse, employer liability for,
704-705
Internet piracy, 893
Internet Protocol (IP), 52, 522, 637.
See also IP entries
in wireless Internet, 511-512
Internet Protocol Security (IPsec)
in enterprise security architecture,
965-968
message authentication codes and,
998-999
Internet protocol stack, 137, 140, 514
Internet Protocol Suite (TCP/IP)
in enterprise security architecture,
958, 960, 961
iSCSI protocol and, 1029
with S/MIME, 965, 966
SSL/TLS protocols and, 968
Iniernet relay chat (IRC), 398, 399, 688,
862-863
Internet relay chat bots, 685
Internet SCSI (iSCSI) protocol, 1029
Internet Security Association and Key
Management Protocol (ISAKMP),
with IPsec,
967-968, 969
Internet service provider (ISP), 1, 11,
137, 409. See also Independent
service provider (ISP)
in the e-commerce business
plan, 411
Internet services
changes in, 511
electronic commerce and, 398-399
Internet Software Consortium, 641
Internet start-up companies, 417-418
Internet Tax Freedom Act, 423, 705
Internet telephony, 399
Internet traffic identification, 342
Internetworking, 26-27
Internet World Stats, 641
Interoperability, 265-266, 591
defined, 580
in digital rights management, 938
through open protocols and
standards, 581-587
seamless, 51
Interoperability standards, in digital
rights management, 934-937
Interoperated telecommunications
architecture, 512
Interorganizational systems
(I0Ss), 401
Interpol, 701
Inter-robot communication, 317
Interval Type-2 fuzzy set, 299
Intra-cell handoff, 101
Intranet/extranet projects, 503
Intranet GIS, versus Desktop
GIS, 282



Intranets, 11, 19, 139, 140, 399-400,
406, 508
advantages of, 281
as enterprise network security zones,
958, 959, 960
in enterprise security architecture,
972
information provided by, 401
as security awareness tool, 988
selected applications of, 400-401
versus Internet, 400
Intruders, physical barriers
against, 876
Intrusion, described, 962-963
Intrusion detection, in enterprise
security architecture, 972
Intrusion-detection systems (IDSs),
880, 1010, 1015
in CSIRT technology, 1006
in enterprise security architecture,
962-963
in security incident data collection,
1004-1005
Intrusion-prevention systems (IPSs),
878, 880
Intuit, 444, 445
Intuitive Surgical’s da Vinci system,
307, 308
Inverse Document Frequency
(IDF), 649
Inverse document frequency
weight, 468
Inverse kinematic equations,
311-312, 314
Investment(s)
leveraging, 39-40
patents and, 812-812
in security-awareness training, 878
Investment advisory models, 303
Invoices, electronic, 440
Ton-trap quantum computer, 389
IP addresses, 637, 669. See also Interyet
Protocol (IP)
in enterprise security architecture,
960
iPhone, 550, 555
IP instruments, international, 727
IP multimedia subsystem (IMS), 522
iPod, 555
IP spoofing, 678
IP telephony, 260
IP version 4 (IPv4), 26-27
IP version 6 (IPv6), 27
network protocol with, 514
iRobot PackBot, 307
1S-54 standard, 104
1S-95 standard, 105
1S-136 standard, 104-105
ISA bus, 162
ISDN User Part (ISUP), 79. See also
Integrated services digital network
(ISDN)
Islamic countries, security awareness
programs for, 986
ISMACryp, 49
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ISO 14443-based proximity devices,
461. See also International
Organization for Standardization
(1SO)
Iso 15693-based vicinity devices,
461-462
ISO network management functions,
207, 208-209
Issue identity, 898-899
Issuer, in MPEG-21 REL data model,
935
IT departments, internal, 569, 575. See
also Information technology (IT)
IT device mobility, 739
IT function categories, 563-565
IT management, 568
locations of, 564

IT outsourcing, 562-577
assessment criteria for, 572
candidates for, 566
in CSIRT organization, 1005
determinants of, 568-570
evaluation of, 567
management of, 573-574
outcomes of, 574-575
phases of, 565-567
process of, 565-567
risks associated with, 570-572
vendor-client contract in, 366-567

IT outsourcing arrangements,
563, 564

IT outsourcing confracts, 562

assessment of 37 ' -572
risks associai=d with, 570

IT outsourcinz models, 563-565

IT outscuuciag options, evaluation of,
5€5-572

IT suisourcing relationships, 573-574

IT risks, in business continuity, 1022

1T security, 1010

iT security staff, 1010

in CSIRT organization, 1005

IT staff, 1010

in CSIRT organization, 1005

IT standardization, 738-739

IT systems integration decisions, in
click-and-brick companies, 432

IT tasks, effect on outsourcing success,
574-575

ITU-T, 28. See also International
Telecommunication Union (ITU)

ITU-T H.225.0, 67

ITU-T H.245, 68

ITU-T recommended encoding
algorithms, 68

i-WAT, 179

JACK Development Environment
(JDE), 366

JADE agent architecture, 367-368

JADE language, 368

JADE platform, 367

JADE tools, 368

Jadex agent architecture, 368

Jadex framework, 368

Jadex language, 368-369
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Jadex tools, 369
JAIN service logic execution
environment (JSLEE), 91
Japan
mobile wireless in, 115
security awareness programs
for, 986
JAP anonymizer, 903
Java API for integrated networks
(JAIN), 91
Java data base connectivity
(JDBC), 45
Java Message Service (JMS), 135
Java Remote Method Invocation (RMI)
protocol, 44
JavaScript Web services, 498
JetSend, 44
Jini software, 52. See also Join-in (Jini)
Jitter, 75
Job recruitment sites, 404
Job scheduler, 166
Job-shop scheduling, 340
Job submission description language
(JSDL), 157
Joe Douglas v. Talk America Inc., 848
Join-in (Jini), 44, 176. See also Jini
software
Joint application design (JAD), security
task force and, 1011
Joint descriptions, 311, 312
Joint Electron Device Engineering
Council (JEDEC) standards, 749
Joint intentions theory, 364
Joint Photographic Experts Group
(JPEG), 288
Joint Photographic Experts Group2000
(JPEG2000), 288
Joint Video Team (JVT), 750
Journalism, GIS and, 287
Judgments, varying approaches to,
722-723
Junk e-mail, 705
Jurisdiction(s), 714, 724
in distant forums, 849
for electronic signatures, 1002
over foreign defendants, 721-722
private law rules governing, 722
varying approaches to, 723
Jury trial, 701
Jus cogens norms, 718, 720-721, 724
Justification defenses, 696-697
Justified interest, feigning, 864
JXTA, 176-177
Kaizen, 609
KDD process, 669
Key-based authentication, with
electronic signatures, 994
Key disk, 893, 894
Keyed-hash functions, in
authentication, 962
Key exchange, with SSL.TLS, 969
KeyGhost, 863
Key length, in selecting electronic
signature system, 1000
Keyloggers, 676, 863, 871
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Key management
with electronic signatures, 994
with IPsec, 967, 968
Key pairs
for digital signatures, 995-996
for message authentication codes, 997
Keys, 906
in authentication systems, 999
Keyword/keyword phrase placement,
598
Keywords, 654
Kindle, 531
Kinematic equations, 311
Kinematics, 318
mobile robot, 313-314
robotic arm, 311-312
k-means algorithm, 300
Knowledge, 669
defined, 644
in security awareness programs,
978-979
Knowledge acquisition, 321, 327, 329
Knowledge base (KB), 320, 329, 332,
659, 661
for the Web, 661
Knowledge-based parsing, 354-355
Knowledge-based system applications,
327-328
Knowledge-based systems, 320, 329
Knowledge discovery in databases
(KDD) process, 658-659
Knowledge engineers, 321, 327, 329
Knowledge management, 329
for the Web, 658-661
Knowledge representation (KR), 558,
659-661
Knowledge, skills, abilities (KSAs),
in-house digital forensics and,
927-928
Knowledge users, 661
Knowledge worker, 609
Krause, Miki, on security awareness
programs, 976
Krause v. Titleserv, 786-787
K-redundant super peer
networks, 195
KSR International Co. v. Teleflex
Inc., 814
Kurzweil, Raymond, 351
LOphtCrack, 873
Laches, 817, 820
Lack of dominance, as a due process
requirement, 745
Ladner’s theorem, 386
Lamport, Leslie, 961, 962
LAN administration, 16. See also Local
area networks (LANSs)
LAN architectures, 4-6
categorizing, 6
Landmark-based localization, 314-315
Lands’ End, 526, 532
Language Assistant Series, 358
Language model, 469
Lanham Act, 825, 828, 830, 833, 836,
838, 840
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LAN hardware, 6. See also Local area
networks (LANSs)
LAN installation, 13, 15-16
LAN media, 6
LAN needs analysis, 13
LAN security, 16-18
LAN site analysis, 13
LAN software, 10-11
LAN speeds, 3
LAN technologies, 3
LAN topology, 3-4
Large-area coverage access, 113
Large Hadron Collider Computing Grid
(LCG), 149. See also European
Organization for Nuclear Research
(CERN)
Large-scale attacks, 1029
Large-scale CCDO applications, 239
Last-mile connections, 112
Latency, 65-66, 75, 170
excessive, 73
roaming, 73
“Lateral inhibition” network, 335
Late requirements analysis, 366
Law. See also Laws; Legal entries;
Regulation
choice of, 723-724
digital rights and, 932
Law enforcement
digital evidence and, 926
digital forensic examiners aad, 923
in information security 11anagement,
952
levels of, 693
Law enforcemert agericies
in CSIRT cryauization, 1006
in inforn at’on security management,
941
Law of linking, 706-707
ILaw ¢f nations, 717
Lawnence Livermore National
Laboratory (LLNL), 1016
Laws. See also Law’ Regulations
in business continuity, 1029-1031
digital evidence and, 921-922
electronic signature systems and,
1001-1002
in SAN security issues, 1028-1029
Laws of Identity (Cameron), 899
Lawsuits, after security attacks, 1009
Layer protocols
change in, 511-512
modifications of, 515
Lazy replication, 246
Leadership, required for information
security manager, 944-945
Learning, security awareness programs
and, 983-984
Learning-based database
selection, 476
Learning rate, 344
Leased facilities, for backup and
recovery, 1027
Leased-line access, 23
Least Mean Square (LMS) rule, 335

Legacy systems, compatibility of, 739
Legal departments, in CSIRT
organization, 1005
Legal environment, for electronic
signature systems, 1001-1002
Legal goals, in selecting electronic
signature system, 1000-1001
Legal issues
in comprehensive security planning,
1018
e-commerce-related, 412
in expert systems, 328-329
globalization-related, 634-635
Legality, of e-commerce, 599
Legal protection
of computer security, 770
of free speech, 754
of information privacy, 765-766
of intellectual property, 760-761
of voting, 772
Legal regimes, restrictive, 721
Legal software protection mechanisms,
891-892
“Legitimate interests,” patent-related, 733
Locter rogatory, 700
Levenshtein distance, 653
L.E. Waterman Co. v. Gordon, 831
Lewis v. King, 722
Lexical neuron level, 355
Lexmark International, Inc. v. Static
Control Components, Inc., 781, 801,
805-806
Liability
of outsourced Web hosting, 629
for software piracy, 893
Liberty Alliance Project, 917-918
Liberty Alliance Standards community,
897, 898
Liberty Project, digital rights
information model and, 933
Libraries, filtering devices and, 759
License, 854
License Act, 846
License activity
reporting on, 931
rights enforcement and, 931-932
License assertions, 934
License Editor, with Creative
Commons, 936, 937
License management, with GeoDRM
Reference Model, 937
Licenses
auctioning, 615
copyright, 635
in digital rights management, 938
in digital rights management
architecture, 933
in MPEG-21 REL data model, 935
requirements for writing, 843-844
restrictive clauses in, 845
License verification, in GeoDRM
Reference Model, 936
Licensing
in digital rights management
architecture, 933



notice in the case of unusual or
onerous terms in, 847-849
software, 892
of trademarks, 730-731
Licensing individualization, 778
LICRA v. Yahoo, 721
Lifecycle management, 35
Lifecycles, in identity management, 913
Lightweight business models, 418-419
Likelihood of confusion standard, 840
Limitation-of-liability clauses, 709
Linear hidden units, 337
Linear interaction, 246
Line managers, in CSIRT organization,
1005
Linguistic values, 294
Linkability, in identity verification
assurance, 897-898
Linkage information
segregation from identity
information, 915-916
use of, 472-473
Link and content analysis, 656
LinkedIn, 529
Linking, law of, 706-707
Linking agreements, 707
Linux operating system, 10, 165,
169, 785
Linux Virtual Server, 162
LISP, 326, 329
Literacy, in security awareness
programs, 977
Literary works, 786, 795
copyrightable, 780
DMCA exemptions for, 803
Liveplasma search engine, 474
Live rehearsals, 1010
in CSIRT formation, 1006
Load balancing, 627-628
Local application logic, 130
Local area networks (LANs), 1-20, 35.
140, 170, 399. See also LAN entr.=s
in enterprise security architecture,
959-960
radius of, 8
role and applications of, 11
types of, 2-10
versus WANSs, 3-4
Local bus, 170
Local government, GIS and, 286
Localization, 254
mobile robot, 314-315
Localization program, 249
Local location update scheme, 219
Local presentation, 130
Local reliability manager (LRM),
250-251
Local-score computation, 193
Local trust values, aggregation of, 188
Location and navigation service, 536
Location-based services (LBS), 284,
288, 536, 544, 549, 556-557, 558
Location k-anonymity, 544
Location management, 218
for cellular networks, 218-219
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Location Management Platform
(LMP), 549
Location privacy, for mobile customers,
543-544
Location registration, 99
Location technologies, 540
Location updating scheme, 218-219
Lockean argument, on intellectual
property rights, 761-762
Lockout policy, 869
Locomotion, mobile robot, 313
Log file monitoring, in CSIRT
technology, 1006
Logical database, 227
Logical design, 232-236
Logical topology, 19
Logic implementation, using
McCulloch-Pitts neurons, 333-334
Logistics, in the e-commerce business
plan, 411-412
Log Markup Language (LOGML), 648
LOGOS system, 357
Logs
audit, 18
in comprehensive security planning.
1017s
system, 16
“Long-arm” statute, 710, 714
Long tail, 425
Long term evolution (LTI3)
technique, 118
Lookahead random waik (LRW)
module, 197
“Look for” advertising, 826
Loose coupling architecture, 518
Losses, 1031
evaluating financial impacts of,
1024-1025
Lcss of data ownership, in identity
management, 916
wotus Notes, 261
Lotus v. Borland, 781
Low-barrier participation, 266
Low-frequency tags, 539
Lyapunov function, 339

MAC algorithms, with Secure Shell
transport layer protocol, 970. See
also Medium access control (MAC)

Machine fault diagnosis, 327-328

Machine translation, 357-358

Machine translation output, quality
of, 358

Machine translation software, 358

Machine translation systems, 352

Machine Vision, 352

MadKit agent architecture, 369

MadKit language, 369

MadKit tools, 369

Madrid System, 730

Magnetic ink character recognition, 464

Mail fraud, 926

Mail order/telephone order (MOTO)
catalog merchants, 482

Malil servers, 2
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Mainframe, in security awareness
programs, 992
Maintenance, repair, and operations
(MRO), 492
Maintenance, repair, and operations
goods, 489
MAI Systems Corporation v. Peak
Computer Inc., 779-780
“Make before break” handoff, 124
Malicious attacks, 1029
Malicious code, on information security
management, 948
Malicious peers, 195
Malicious Web site, 679
Malware, 18, 677, 699, 700, 871
Mamdani fuzzy models,
296-298
Mamma search engine, 475
M. A. Mortenson Company, Inc. v.
Timberline Software Corporation,
708, 852
Managed object, 222
Managed service provisioning
(MSP), 565
Management. See also Business
continuity management (BCM);
Information security management
in credible security policy, 979-980,
987
fuzzy logic for, 303
law enforcement and, 926
Management agents, 206-207, 209
Management directives, in information
security management, 945-954
Management experiments,
reversible, 377
Management information, structure of,
210-211
Management Information Base (MIB),
30, 207, 209, 210-211, 222. See also
MIB entries
Management practices, business
continuity and, 1022
Management station, 206, 209
Management team description, in a
business plan, 410
Managerial issues, risks associated
with, 570
Managers
in credible security policy, 987
in CSIRT organization, 1005
digital evidence and, 921-922
in-house digital forensics and,
927-928
in security awareness programs, 978
in security incident data collection,
1004-1005
security task force and, 1011
Manager-to-manager capability, 212
Manipulative buyers, in first price
auctions, 623
Manipulative sellers, in auctions, 622
Manipulator, 318
MAN technologies, underlying, 22
Mantraps, 875-876
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Manual categorization, 656
Manufacturer-direct firms, 484-485
Manufacturer (direct) model,
419, 421
Manufacturing robotics sector, 306-307
Many-to-one binary (unary)
relationship set, 233
MapBlast!, 282
Mapping cardinality, 226
MapQuest, 282, 528, 556
March-in rights, 819
Maresware Forensic Tools, 928
MARINE B-SS&CP, 86-87
MARINE project, 85-86
MARINE service execution node, 86-87
Market analysis, in a business
plan, 410
Market creator(s), 485-486, 492
Market creator business model, 531
Market creator model, 527
Marketing, 413
security awareness programs
and, 987
Marketing applications, ANN, 341-342
Marketing integration decisions,
in click-and-brick companies,
432-433
Marketplace perspective, 500
Market structure, in auction
classification, 614
Markup languages, 648
Marrakesh Agreement, 735
MAS-CommonKADS methodology, 364
Mashup IQ principles, 605
Mash-ups, 418, 425, 609
Masking, 630
Masquerading, 139
Mass collaboration, 425
Mass e-mailings, 757-758
Mass infringement, 778
MASSIVE, 365
Massively multiplayer online game
(MMOG), 199
MasterCard, 452
MasterCard SPA, 687
MathML, 583
Matlab Fuzzy Logic Toolbox, 293
Mattel, Inc. v. MCA Records, Inc., 837
Maui Cluster Scheduler, 162
Max function, 479
Maximum Flow Minimum Cut
theorem, 664
Max-min composition, 295
Max smart editing system, 358-359
Max T-conorm, 296, 297
Mayer, Richard E., on security
awareness programs, 984, 985
MBA Admissions expert system, 328
Mbps, 170
McCulloch-Pitts formal neuron,
333, 344
McCulloch-Pitts neurons,
implementation of logic using,
333-334
Mean opinion score (MOS), 65, 75
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Means-end reasoning, 363
Means plus function language, 820
Mechanism design, 618-619, 624
Mechanism design theory, 612
Media democratization, 778
Media failures, DDBMS, 250
MediaFLO mobile TV service, 556
Media Gateway Control Protocol
(MEGACO), 69
Media Gateway Control Protocol
(MGCP), 28-29, 70
Media industries, 778
Media-limited installations, 893, 894
MediaMax CD3 controversy, 806-808
Media packets, 175
Media streaming, 174-175
Mediated license assertions, 934
MediaWiki, 264
Medical records, privacy of, 766
Medium access control (MAC), 522,
683. See also HMAC entries
types of, 519
Medium access control layer, 117
Medium access control sublayer, 5
Megaco/H.248 standard, 70
Melissa, 675
Membership functions (MFs),
292-293, 303
in a type-2 fuzzy set, 299
Memory, 162
components of, 169
Merchantability warranies, 851-852
Merchant certificatior. auithority, 454
Merchant model, 419.421
Merchant server plug-in (MPI)
software, 080
Merchant-spezific vouchers, 457
Merger Goctrine, 781
Mesh 1.evworking technologies, 125
Mesh topology, 113
MESSAGE, 364
Message authentication codes (MACs),
994, 997-999, 1002
benefits of, 998
creating, 998
IPsec and, 998-999
issues related to, 998
properties and advantages or, 998
speed of, 998
in threat model, 995
verifying, 998
Message authentication algorithms,
with S/MIME, 966
Message-by-message authentication,
with digital signatures, 996-997
Message digest, 1002
digital signatures and, 996
Message integrity, 1002
with digital signatures, 997
Message interfaces, 515
MessageLabs, security incident data
collection by, 1004
Message-oriented middleware
(MOM), 135
Message passing, 170

Message passing interface (MPI), 170
Message Processing Subsystem,
SNMPv3, 213
Messages, 906
Message server, 134
Message signing algorithms, with
S/MIME, 966
Messaging services, 498
Metacomputing, 143
MetaCrawler search engine, 475, 479
Metadata, 652-653, 665, 668, 669
Metadata standards, 273
Meta-knowledge, 645
Metasearch engines, 467, 480
Metasearch engine technology, 475-479
Metatagging, 760
Meta tags, 656
Metcalfe, Robert, 4
Metrics, in credible security policy,
982-983
Metrics collection, in information
security management, 951. See also
Performance metrics
Meciropolitan area networks (MANSs), 1,
21-36, 399. See also MAN entries
challenges related to, 21-22
management of, 32-35
requirements and approaches related
to, 22
transmission and media, 22-24
MGM v. Grokster, 789-790
MIB Objects group, 213. See also
Management Information
Base (MIB)
MIB structure, 211
MIB views, 216
Michigan State Medical Society
(MSMS), 490
Micropayment, 457, 464
Microsoft Distributed COM
(DCOM), 135
Microsoft Message Queue (MSMQ), 135
Microsoft Office Communicator, 260
Microsoft Office SharePoint Server,
261-262, 264
workspaces interface with, 268
Microsoft P2P networking, 176-177
Microsoft social engineering
paper, 881
Microsoft Windows Cardspace, in
identity management, 917, 918
Microsoft Windows Media DRM, 934
Microsoft Windows OS-based
GISs, 281
Microsoft Windows Server 2003,
165-166
Microwave tags, 539
Middleware, 52, 135-137, 140
component-based, 135-137
Middleware platforms, 367-368
Middleware technologies, 40, 43-46
Milgram experiment, 858-859
Military
GIS and, 286-287
use of robots in, 307



MilliCent, 457-458
Minimal data release, in identity user
control, 901
Minimal identity data, disclosing, 899
Min T-norm, 296
MIP client (MH), 518-519
Miranda warnings, 693
Mirror disks, in basic security
safeguards, 1012
Mirroring, 627, 1027-1028, 1031
Mischanneling, 894
Mismanagement, of identity, 911
Mission-critical activities, 1031
Mission objectives, in information
security management, 942
Mix-and-match channel strategy, 436
Mix-and-match model, 428, 431, 433
Mixed fragmentation, 246, 247
Mixed strategy game, 195
MLN classifier, 341
Moab Cluster Suite, 162
Mobile ad hoc networks
(MANET), 522
Mobile advertising, 535
Mobile agents (MAs), 85, 93
Mobile agent technology (MAT), 85
Mobile application development
fees, 551
Mobile-assisted handoff (MAHO), 100
Mobile banking services, 557, 558
Mobile carrier payment systems, 462
Mobile cellular networks, generations
of, 101
Mobile cellular systems (MCSs), 96
evolution of, 522
Mobile commerce (m-commerce), 414,
416, 425, 534-546, 547, 558
application protocols related to,
540-541
applications and strategies related to,
553-558
applications of, 534-536
architectural components of, 541-542
country/culture targeting and,
548-549
defined, 534
demographics and, 549
enabling technologies related to,
536-541
mobility and, 548-548
security and privacy issues related to,
542-544
sources of revenue for, 550-552
value propositions and applications
for, 551
value propositions in, 549-550
vulnerabilities of, 683-684
Mobile commerce business models,
547-561
framework for, 547-553
key components of, 548
Mobile commerce development, 558
Mobile commerce revenues, 534
Mobile commerce value chain
profit sharing in, 554
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roles in, 552-553, 554
Mobile communication(s)
charges for, 550
subscriptions for, 555
value of, 549
Mobile communication equipment/
devices, sales of, 550-551
Mobile communication market, growth
of, 554
Mobile communication services,
553-555
Mobile communications providers, in
an m-commerce value chain, 552
Mobile-controlled handoff
(MCHO), 100
Mobile converters, 48
Mobile customers, location privacy for,
543-544
Mobile devices, 536
multiple interfaces of, 511
standardization of programming
language for, 541
Mobile entertainment, 550, 558
Mobile environment, Internet access
in, 510
Mobile FeliCa, 462
Mobile financial services, 535
Mobile GIS, 284
Mobile identity, 905
Mobile information/entertainment
services, 555-556
Mobile information p1ovisioning, 535
Mobile IP (MIP) {rainework, 518
Mobile on-site shopping, 535
Mobile payieent, 349-550, 557
Mobile payn.ent forum, 462
Mobile payment systems,
A5U-462
Motile remote shopping, 535
Mobile robots, 306, 312-316
Mobile robot systems, 315-316
Mobile security services, 535
Mobile subscriber rate, 126
Mobile switching center (MSC), 99-100,
218
Mobile telecommunications
services, 535
Mobile terminal (MT), 99, 100, 101
Mobile ticketing, 535
Mobile TV, 555-556
Mobile user-to-user applications,
535-536
Mobile WiMAX, 109. See also
Worldwide Interoperability for
Microwave Access (WiMax)
Mobile wireless technologies, 114
Mobile workforce support, 550,
557-558
Mobility, m-commerce and, 548
Mobility management, 522
in cellular networks, 99-101
Mobility plane, in cross-layer
architecture, 515
Model Law on Electronic Commerce
(MLEC), 720, 843, 844
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Modular architecture, for
next-generation networks, 515-516
Module definitions, 212
Molecular nanosystems, 375
MONDEX smart card, 458
Money, electronic, 448
Money damages, 834
for trademark infringement, 836
Money laundering, information security
management and, 941
Monitoring and discovery service
(MDS), 147, 157
Monitors, 216
Monopoly, 811
Monster, 527
Moral imagination, 376-377
Moral rights, 729, 736
Moral theorizing, approaches to,
753-754
Most-favored-nation treatment, 728
Most searched concepts method, 657
Most Similar Document database
selection, 477
fovie download services, 487
Movie/TV show service industry, online,
488
MP3 files, 774
MP3 file-sharing, 763
MPEG-21 standard, 934
digital rights management
specifications with, 935
in digital rights management, 938
MPICH, 167
MPICH library, 144
MPI standards, 167-168
MSMS Connect, 490
MSN business model, 531
MSN search engine, 466
mTreebone, 175
Multiagent application areas, 370
Multi-agent development kit (MadKit),
369
Multiagent systems (MAS),
365, 371
middleware in, 367
Multi-attribute auction, 624
Multi-attribute procurement, 617
Multichannel merchants, 484
Multidatabases, 244, 245, 254
Multidimensional analysis, 650
Multidimensional databases, 651, 669
Multi-item procurement, 617
Multilateral global treaties, 719
Multilayer Perceptron ANNS,
336, 341
Multilink frame relay (MFR), 25
Multi-master model, 246
Multimedia, 28-29
Multimedia messaging service (MMS),
107
Multinomial logistic (MNL) regression,
341
Multiparty Multimedia Session Control
(MMUSIC) working group, 70
Multi-path voice/data switch, 64
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Multi-Person Prisoner’s Dilemma

(MPD), 182
Multiple access techniques, 98-99
Multiple home network users, security

management for, 49-50
Multiple-input multiple-output

(MIMO), 522, 538
Multiple-input-multiple-output smart

antenna technology, 109
Multiple-input multiple-output

technology, 12
Multiple servers/multiple clients

architecture, 244
Multiple service support, 46
Multiple technologies, convergence of,

125-126
“Multiple user dungeons”

(MUDs), 718
Multipoint control units (MCUs),

28, 67
Multi-Protocol Label Switching

(MPLS), 66
Multi-protocol label switching routing,

26-27
Multirobot systems, 317
Multistation access unit (MAU), 4
Multi-tier architectures, 628-629
Multivalued dependency (MVD), 236
Multivendor outsourcing arrangements,

573
Music downloading services, 487
MusicML, 583
MusicShare, 790
MusicShare software, 763
Music-sharing technologies, 764
Mutual legal assistance treaties

(MLATSs), 700
Mutual of Omaha Ins. Co. v.

Novak, 837
Myerson-Satterthwaite theorem, 620
Myrinet, 164
MySpace, 418, 530, 531

growth of, 860-861
MySpace.com, 528-529, 633
MySpace studies, 875

Naive Bayes classifier, 658
Naked licensing, 839
“Name Your Own Price” technology,
527-528
Naming conflicts, 253
Nano-based advances, 374
Nanomaterial developments, 374
Nanomaterials
environment, health, and safety
information on, 378
monitoring, 378
private-sector frameworks for risk
management of, 379-380
risks of, 377-379
toxicity of, 378
transport of, 378
Nanoscale Materials Stewardship
Program (NMSP), 379
Nanosystems, systems of, 375
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Nanotechnologies, 380
adaptive management of, 377
application fields of, 374
application to superordinate
goals, 380
central management goal for, 380
current state of, 373-374
defined, 373
environment, health, and safety
information on, 378
investment in, 376
managing and regulating, 377-380
superordinate goals of, 375-376
win-win outcomes in, 380
Nanotechnology evolution
managing, 373-383
versus nanotechnology revolution,
375-377
Nanotechnology nomenclature, 378
Nanotechnology solutions, 374
Napster, 763-764, 790
Narrow focus Web strategies, 529
n-ary schema integration, 252
NASD/NYSE Business Continuity
Rules, 1031
Nash equilibrium, 182, 183
National Geospatial-Intelligence Agericy
(NGA), 287. See also United States
entries
National Infrastructure Security:.
Co-ordination Centre
(NISSC), 881
National Institute of iasiice, in-house
digital forensics.aad, 927
National Institute of Standards and
Technolagy (NIST), 232, 470, 740,
940, 105¢
digiteisignature encryption
and, 996
decirity awareness programs and,
276, 992
National laws, harmonization of, 720
National Nanotechnology Initiative
(NNI), 373, 375
National Science Digital Library
(NSDL), 584, 585-587, 591
National Science Foundation
(NSF), 373
National Science Foundation Network
(NSFNET), 395, 396
National Spatial Data Infrastructure
(NSDI), 273
National stage application, 818
National Technology Transfer and
Advancement Act (NTTAA), 745
National White Collar Crime
Center, 941
Natural disasters
identification of, 1012-1013
types of, 1012
Natural language, 350
defined, 348
Natural language input/output
technologies, 349-352
Natural language interfaces, 356-357

Natural language processing,
347-359
applications for, 348
advantages of and problems
with, 349
categories of, 348
defined, 348-349
parsing approaches in, 353-354
steps in, 353
Natural language queries, 480
Natural languages, machine translation
among, 357-358
Natural language systems, types
of, 348
Natural language understanding
systems, 352-353
Natural threats, in information security
management, 947
Navigational database models, 226
Navigational queries, 471
Navigational searches, 668
Navigational tools, 397, 398, 406
Navteq, 556
NCSA Mosaic, 439-440
N Data, 750
Negative identity claims, 905-906
Negligence, theory of, 709
Neighbor discovery, 200
Nested entities, 230
NET environment, 136
Netflix, 487
Netiquette, 714
Net marketplace model, 422
Net marketplaces, 489
Net neutrality, 70, 424
Netscape browser, 417
Netscape Navigator, 398
Netsourcing, 565
Network access, 137
Network access points (NAPs), 395
in enterprise security architecture,
972
Network Address Translation
(NAT), 52
Network application software, 11
Network architecture, next-generation,
513-514
Network-assisted GPS (A-GPS), 540
Network attached storage
(NAS), 1028
Network-based Intrusion Detection
System (NIDS), in enterprise
security architecture, 963
Network-based security, 18
Network coding, 199
Network-coding-based distributed
topology control, 199
Network-controlled handoff
(NCHO), 100
Network core, 137
Network design, 29-30
Network economy, 408
Networked attached storage
(NAS), 16
Network edge, 137



Networked workstations, 2
Network effects, 425
leveraging, 266
Network effects/network
externality, 751
Network efficiency, maximizing, 34-35
Network failures, 570
DDBMS, 250
Networking, 637
computer, 1-2
Networking approach, to credible
security policy, 982
Networking devices, 10
Networking framework, 137-139
Networking security vulnerabilities,
138-139
Network installation schedule, 15
Network interface card (NIC), 8, 9, 19
Network interface controller
(NIC), 170
Network job supervisor (NJS), 148
Network layer, 138
Network management, 32-35, 206-223
next-generation, 31-32
Network management functions, 34
Network Management Layers, 207-208
Network management models/
architecture, 30-32
Network management protocols,
209-217
Network management system (NMS),
206, 222
Network management tools,
217-218
Network media, types of, 5
Network model, 225, 226
Network monitoring, 222
Network monitors, 218
Network operating systems, 10-11
Network operations, 34
Network organization, 200
Network outage, 1031
Network planning, 122-124
Network radius, 8
Network requirements, for electronic
payment systems, 448-449
Networks, 19, 140, 627. See also
Enterprise networks
basic security safeguards and, 1012
identity management in, 909,
913-915
next-generation, 513-516
in the online marketing suite, 506
security behaviors in, 979
Network scanners, 218, 222
Network security, 17-18, 880
Network servers, 3
Network/service convergence, 87-93
Network site design, 14-15
Network standards, 581
Network-structure diagram, 226
Network-to-network interface (NNI)
signaling protocols, 80
Network topology, 174
Network traffic, 512
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Network utilities, 11
Network utilization, improved, 59
Neural network parsing, 355
Neural networks, 658
Neuro-fuzzy systems, 300-301
Neuron firing frequency, 331
New Alexandrians business
model, 423
New applications, database support for,
238-240
New domain names, 397
New generation networking (NGN),
Web services in, 92-93
New generation operations software
and systems (NGOSS), 31-32
Newsgroups, 258, 398
information gathering on, 860
Newsletters, as security awareness tool,
989
New Technologies Forensic Suite, 928
New wiring technologies, 41
New York Stock Exchange
(NYSE), 615
Next-generation networks, 513-516
IP architecture shortfalls/
improvements for, 514-516
motivations and features of, 513516
service provisioning in, 91-$2
Nexus, 144
Nike, Inc. v. Nikepal Intern.,.Inc., 831
Nintendo, 488
NMT Association (MM 1A), 102
No cloning princinle, 385, 391
Nodes, 2
Node server;.152
No Electrenic Theft (NET) Act, 714,
8C 2,893
Nckia and Ericsson incident, 1023
Neoncolluding data consumers, in
identity management, 917
MNoncommercial speech, 837
Noncustomized application
services, 565
Nondeterministic parsing, 355
Nondistinctive trademarks, 824
Non-exclusive license, 784
Non-exclusive trademark license, 838
Nonfinancial impacts, of downtime
losses, 1024-1025
Non-inherently distinctive trademarks,
824
Non-institutional price setting, 614
Nonlinear autoassociative ANNSs,
335-336
Nonlinear autoassociative networks,
early, 335
Nonlinear dynamical systems, ANNs
as, 339
Nonlinear function, 296
Nonlinear optimization algorithms,
ANN algorithms as, 339
Nonlinear physical system ANN
models, 341
Nonobvious invention, 820
Nonpersistent cookie, 683
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Non-replay
in identity user control, 899, 900
with online issued tokens, 902
Nonrepudiation
with anonymous credentials, 903
defined, 1002
with digital signatures, 997
of electronic transactions, 1016
in enterprise security
architecture, 958
in identity user control, 899, 900
message authentication codes
and, 998
in selecting electronic signature
system, 1001
Nonrepudiation of origin, 1016
Nonrepudiation of teceipt, 1016
Nontechnical human threats, in
information security management,
947
Non-U.S. patents, 817-820
considerations related to,
818-819
types of, 819
Non-voting termination, 246
Nordic Mobile Telephone (NMT)
system, 96, 102
Normal forms, higher, 236
Normalization, of a high-level query,
248-249
Normalized database, 233-236
Normal-use exception, 793
North American cellular providers,
115-116
North American Electric Reliability
Council (NAERC), 1030
Not-for-profit business model, 751
Notification
as a due process requirement, 745
in identity user control, 899, 900
Notification definitions, 212
Notification originators,
SNMPv3, 214
Notification receiver, SNMPv3, 214
Novelty, 820
patentability and, 814
NP-complete problems, 386
n-tier client/server architecture,
131-132
NTLM hashes, 873
NTT DoCoMo, 552, 555, 557
Nuclear magnetic resonance (NMR)
technology, 389
Number field sieve (NFS) factoring
method, 143
Nyms, 906
digital identity and, 896-897

Object database management systems
(ODBMS), 280

Object Database Technology Working
Group, 228

Object Data Management Group
(ODMG), 228

Object definitions, 212
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OBJECT DESCRIPTOR, 211
OBJECT IDENTIFIER, 211
Object Management Group (OMG), 82,
228
Object-oriented database management
systems
(ODBMSs), 228
Object-oriented databases, 228
Object-oriented division of work, 579
Object-oriented (O0) methodology,
364-365. See also OO software
Object-oriented model, 228-229
Object-oriented programming
(00P), 326
Object Query Language (OQL), 280
Object request broker (ORB), 82
Objects, encoding, 211
Object syntax, MIB, 211
Obscenity law, 699
Octal phase shift keying (8-PSK), 106
ODMG 3.0, 228
ODMG Java Language Binding, 228
ODRL/CC Profile, 936
OECD principles, in identity
management, 899, 900, 901
Offers
creation of, 931
in digital rights management, 938
in Open Digital Rights Language, 935
Offline debit cards, 454—455
Off-line learning, 335, 344
Offline purchases, 427
Offshore outsourcing, 563, 575
Off-site storage facility, 1031
OGSA Web services, 145
OGSA Working Group, 145
OIA-PMH Web service, 588
Okapi function, 469
OMA DRM standard, 934, 935-936
OMB Circular No. A-119, 746
OMH grid middleware, 153-154
OMII architecture, 153. See also
Open Middleware Infrastructure
Institute (OMII)
OMII client, 154
OMII server stack, 153
OMT methodology, 364
“On-center off surround”
anatomy, 335
1-click digital technology, 765
1G analog cellular standards,
comparison of, 103
1G cellular network standards, 101
1G wireless technologies, 536-537
One-phase Commit (1PC)
protocols, 251
One-tier Web architecture, 628
One-time passwords, in enterprise
security architecture, 961, 962
One-time-use credit card
numbers, 687
One-to-one binary (unary) relationship
set, 233
One way functions, 388
1X link, 164
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Online activity
cross-border disputes over, 721
jurisdiction over, 721-722
Online analytical process
(OLAP), 669
Online analytical processing
tools, 651
Online auctions, 527
Online community model, 528-529
Online contracts, with unconscionable
terms, 849
Online courses, as security awareness
tool, 988
Online credit card fraud, 685
Online cyberlaw resolution, 712
Online debit cards, 454
Online failure, approaches to, 531
Online hate speech, 756-757
Online information, amount of, 768
Online issued tokens, identity
management with, 902
Online learning, 344
Online learning rules, 335
Online marketing suite, components
of, 506
Online-only storefronts, 526
Online real estate sites, 404
Online sales, 427
Online speech/content, internaticnal
regulation of, 720
Online technology contracis, ¢42-855
notice and consent requirements in,
845
offer and acceptance in, 844
onerous, unccascionable, and
restrictive texms in, 845-851
On-line traderaark infringement,
832-%34
Online trading companies, 440
Orlin="video, 528
Antologies, 253, 666-668
applications of, 667-668
Ontology inference layer (OIL), 667
Ontology languages, 666
0O software, OPEN approach to, 364.
See also Object-oriented (00)
methodology
OPEN approach, 364
Open Archives Initiative Protocol for
Metadata Harvesting
(OAI-PMH), 586
Open Digital Rights Language (ODRL),
934-935
Creative Commons and, 936
in digital rights management, 938
Open Directory Project, 643
Open Geospatial Consortium, digital
rights management specifications
of, 936-937
Open Grid Forum (OGF), 145, 157
Open Grid Services Architecture
(OGSA), 145-146, 154, 157
Open Grid Services Architecture CData
Access and Integration
(OGSA-DAI), 157

Open Grid Services Infrastructure
(OGSI), 154-156
specification in, 145-146
OpenlID technology
digital rights information model and,
933
in identity management, 917, 918
Open loop credit card systems, 452
Open markets, 489
Open Middleware Infrastructure
Institute (OMII), 150, 152-154,
155, 157
Open Mobile Alliance (OMA), 92, 541
digital rights management
specifications of, 934, 935-936,
937, 938
Openness, as a due process
requirement, 745
Open protocols/standards,
interoperability through,
581-587
Open Science Grid, 170
Open service access (OSA), 88
Open Service Gateway Initiative
(0SGi), 45-46, 52
‘UpenSocial, 268-269
Open-source agent platforms, 367
Open source GIS software, 281
Open Source HIDS (OSSEC),
in enterprise security architecture,
963
Open source movement, 778, 892
Open-source software, 761
Open standards, 591, 739, 741
Open Systems Interconnection (OSI)
model, 5, 22, 35, 137-138, 140, 207,
541. See also OSI entries
in enterprise security architecture,
960
with IPsec, 967
with SSL/TLS, 969
Opera browser, 868
OPERA project, 457, 934
Operating systems (OSs), 161, 165
GIS and, 281
in identity management, 910
Operational descriptions, 311, 312
Operational risks, in business
continuity, 1022
Operations, administration,
maintenance, and provisioning
(OAM&P) functions, 30
Operations integration decisions,
for click-and-brick companies,
431-432
Operations management, ANN,
340-341
Operations support system (OSS), 30
Operators, in identity management, 911
Opinio juris, 720
Optical fiber access, 24
Optimal order of databases
concept, 477
Optimization, 34-35
“Opt in” privacy policy, 714



Options, combining, 29-30
“Opt out” privacy policy, 714
Order confirmation, 599
Order delivery, 599
Order filling, 599
Order placement, by e-surfers, 599
Orders, confirming, 607
Organization, in CSIRT formation,
1006. See also Organizations
Organizational charts, 865
Organizational domains, 397
Organization for the Advancement of
Structured Information Standards
(OASIS), 157, 591, 909
in identity management, 917
Organization model, in OSI network
management, 207
Organizations
computer disaster planning for,
1018-1019
controls in, 948-949
credible security policy in,
981-982, 986
data content management in,
950-951
dealing with computer crime, 922
identity management in, 909, 910
information security management
for, 940-956
security behaviors in, 978-979
understanding business of,
1023-1024
valuation by, 946
Original data evidence, 929
Original equipment manufacturers
(OEMs), 886
Original installation media, in security
attack recovery, 1008
Orthogonal frequency division multiple
access (OFDMA), 99, 519, 522
Orthogonal frequency division
multiplexing (OFDM), 110, 117,
126, 537
OSA/Parlay standard, 88
OSCAR, 160
OSGi technology, 50
OSI layer, technology choices by, 29. See
also Open Systems Interconnection
(OSI) model
OSI layers/functions, 208
OSI management, 31
OSI reference model, 207
OSI reference model, 29-30
Outage
network, 1031
system, 1032
Outdoor devices, 41
Output response, 334-335
Output unit, 334, 344
Outreach activities, in information
security management, 953
Outsourced Web hosting, 629-630
advantages of, 629
disadvantages of, 629-630
domain+content, 630
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Outsourcers, 1010
Outsourcing

offshore, 575

risks associated with, 571
Outsourcing assessment, 570-572
Overloaded data element, 609
Overloading, 864, 882

social engineering and, 857-858
OWL DL language, 667
OWL Full language, 667
OWL Lite language, 667
Ownership, of identity, 897
Ownership integration decisions, in

click-and-brick companies, 433

P2P applications, comparison of, 177.
See also Peer-to-peer entries

P2P applications/architectures, 174-177

P2P development tools, 176-177

P2P file sharing network, 175

P2P grid applications, 197

P2P incentive issues, 177-185

P2P media streaming, 174-175

P2P network, important system aspect
of, 202

P2P networking environment, 175-176

P2P sharing costs, 179-180

P2P topology control issues, 198-.91

P2P trust management app:oaches,
comparison of, 193198

Packaged expert systemz, 325

Packet, 35

Packet filters, 215,222

Packet format

with IPses, 965-967
with RADIUS protocol, 964, 965

Packet less, 66

Packet-switched data, 106

Packet-switching, 24-25, 35

pPacket-switching networks, 28

Packet switching theory, 439

PAD architecture, 140

Page design, implement standards for,
604

PageRank method, 472-473,
480, 664

Paging, 100, 218-219

Palo Alto Research Center
(PARC), 4

Panavision Int’l L.P. v. Toeppen, 833

Paola Bricerio v. Sprint Spectrum, L.P,
d/b/a Sprint PCS, 848

Paper shredders, 865

Paraben Forensic Tools, 928

Parallel processing, 159

Parallel programming support,
167-168

Parallel quasi-linear integration
processes, 332

Parallel Tools Consortium (PTools)
project, 168

Parallel virtual machine (PVM),
160, 170

Parameterization, 579

Parameter sweeps, 156
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Parametric polynomial trajectory
model, 240
Paris Convention for the Protection of
Industrial Property,
727,728, 817
“Paris-plus” instrument, 728
Parlay APIs, 92
Parlay architecture, 89
Parlay/SPIRITS approach,
90-91
Parlay standard, 88, 94
Parlay X, 92-93
Parody, 837
Parsing, 359
Parsing approaches/techniques,
355-356
in natural language processing,
353-354
Partial FD, 234-235
Partial identities, 897, 906
Partial replication, 246
Participation, in credible security
policy, 979
Farties
in digital rights information
model, 933
in digital rights management, 938
in Open Digital Rights
Language, 935
Partition clustering, 655
Partitioning, 245
Passing-off, 736
Passive nanostructures, 375
“Passive” Web sites, 710
Passport, 459
Password authentication, with online
issued tokens, 902
Password-based authentication, in
enterprise security architecture,
961, 962
Password-based authentication
protocol (PAP), with RADIUS
protocol, 964
Password categories, common, 872
Password complexity, 873-874
Password-cracking tools, 873
Password length, 873
Password reset, 1003
Passwords, 17
in authentication systems, 999
in comprehensive security planning,
1017
as effective technological
measures, 798
as identity attributes, 897
in identity management, 910,
913-914
improving effectiveness of, 1016
most common, 874-875
phishing for, 866
problems wjth, 871-875
in security awareness programs, 978,
992
as security measure, 1016
study on, 871-873



1082

Password trafficking, 926
Password use, duration of, 872
Patent, 736
Patentability
exceptions to, 732
requirements for, 814
Patentable entities, 813
Patent and Trademark Office, 813. See
also U.S. Patent and Trademark
Office (USPTO)
Patent application, 814
drafting and review of, 814-815
publication of, 815
Patent awards, range of, 765
Patent cases, court jurisdiction
in, 817
Patent claims, 816, 820
Patent Cooperation Treaty (PCT), 818,
821
Patented inventions, compulsory
licenses to use, 732-733
Patentee rights, 816
Patent examiner decision, appealing,
815-814
Patent holdup problem, 749-750
Patent infringement, 816-817, 820
defending against, 817
remedies for, 817
Patent law, 749, 811-822
in the United States, 813-817
Patent license, 811
Patent owners
compensation for, 733
rights conferred on, 732
Patent prosecution, 813, 814-815, 821
time limits on, 819
Patent protection, trade dress
protection and, 826
Patent reading, 815-816
Patent rights
protecting, 816-817
under the TRIPS Agreement, 731-732
Patents, 774, 820-821
business-method, 424
exceptions to rights conferred
by, 733
general considerations related to,
811-812
non-U.S., 817-820
requirements to obtain, 732
term of protection of,
732, 812
under the TRIPS Agreement, 731-733
types of, 812
Patent searches, 814
Patents of addition, 819
Patient records, electronic, 405
Pattern matching parsing, 354
Pattern recognition, 352
Pattern recognition algorithms, 343
Pattern repository, 659-660, 661
Pavlovich v. Superior Court, 711
PAWWS system, 452
Pay-by-phone systems, 455
Payee privacy, 450
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Payer privacy, 450
Payload, 676
Payload types, with ISAKMP, 969
Payment
electronic, 440
mobile, 549-550, 557
Payment-based mechanisms,
P2P, 178
Payment-based systems, P2P,
178-179
Payment Card Industry Data Security
Standard (PCI DSS), 687-688
Payment card industry (PCI)
standards, in information security
management, 943
Payment Card Industry Standards
Council, 881
Payment determination complexity, in
auction design, 621
Payment gateway, 453
Payment systems, integrity in, 449-450
Payment transactions, 450
Payoff tables, 182
PayPal, 456, 486
user agreement with, 849
Payroll cards, 458-459
PBNM system architecture, 220-221
PBX-based gateways, 63
PC-based gateways, 64. See also
Personal computer (PC)
PC-based machine translati6:1;, 357-358
PCI-bus, 162
PCI Express (PCle), 1(2
PCMCIA wireless NiC, 9
PC-to-PC VoIP Lardware
configuratious, 62
PC-to-POTG VolP hardware
conficurations, 62
PCTransiator, 358
Pec¢r-opproved scheme, 182
Pecr data management
(PDM), 244
Peer data management systems, 254
PeerMart, 184
Peer pioneers business model, 423
Peer pressure, role of, 266
Peer reports, 188
Peers
global reputation of, 188
trustworthy versus untrustworthy,
189-190
Peer selection, 196-197, 202
Peer-to-peer (P2P) applications, 416.
See also P2P entries
Peer-to-peer-based architectures, 244
Peer-to-peer distribution, 778
Peer-to-peer e-commerce, 486
Peer-to-peer file sharing, 763, 774
software for, 893
Peer-to-peer networking architecture,
518-519
Peer-to-peer networks, 2, 7
Peer-to-peer software, 790
Peer-to-peer systems, 173-205
future work on, 201

network-coding-based, 199
topology control issues related to,
198-201
trust issues related to, 185-198
unstructured, 197
Peer-to-peer technology, 487
Peer-to-peer wireless network, 8
PeerTrust, 189-190
system architecture of, 190, 191
Peer voting, 197
Pell’s equation, 386
Penalty-based P2P approaches, 181
People penetration tests, as security
awareness tool, 990
Perceptron architecture, 343
Perceptron Convergence Theorem, 334
Perceptrons, 334, 344
Perceptrons (Minsky & Papert),
335, 336
Perfect 10 v. Amazon, 786
Perfect 10 v. Google, 787
Performance, of security policies,
982-983. See also Performances
Peiformance analysis tools, 168
FPorformance appraisals, security
awareness programs and, 987
Performance management,
209, 222
Performance management systems,
development of, 506
Performance metrics. See also Metrics
collection
for assessing voice quality, 65-66
in information security management,
954
Performances, transmission or
retransmission of, 785
Performance standards, 744
Period of sensitivity, 1003
Peripheral component interconnect,
170
Peripherals, costs of, 38
PERL scripts, 628
Permanent injunctions, 835-836
Permission escalation, on information
security management, 948
Permissions
in digital rights information
model, 933
in digital rights management, 938
in Open Digital Rights Language, 935
Permission terms, in OMA DRM
specification, 935
Persistence, of digital identity, 913
Persistent cookie, 683
Personal area networks (PANSs),
1,19, 538
Personal authentication mechanisms,
in identity management, 912-913
Personal computer (PC), 1, 170. See also
PC entries
banking with, 455-456
in comprehensive security planning,
1017
Personal data, privacy of, 765



Personal digital assistants
(PDAs), 534
Personal Digital Cellular (PDC)
standard, 105
Personal health information system
(PHIS), 405
Personal information
corporate use of, 767-768
e-customer expectations about, 606
exposing, 877
Personalized searches, 480
Personal names, as domain
names, 833
Personal property rights, legitimacy of,
767
Personal robotics sector, 307-308
Personal trusted device (PTD), 535
Personnel, in security awareness
programs, 987. See also Employees;
Staff
Persons, importance to security
awareness programs, 974-975,
975-976, 977
Person-to-person payments (P2P
payments), 456
Petite policy, 699
Pharmaceuticals, patented, 732
Phishing, 425, 677, 685, 688, 758,
865-866, 882
in information security management,
954
in security awareness programs, 992
study on, 868-869
Phishing countermeasures, 869-870
Phone line networking, 40
Phone listings, information gathering
via, 860
Phone-to-phone VoIP hardware
configurations, 63
Photobucket, 633-634
Phreaking, 864, 882
Physical evidence, 929
Physical IDS, in enterprise security
architecture, 963. See also
Intrusion-detection systems (IDSs)
Physical layer (PHYs), of the Internet
protocol stack, 137-138
Physical layer options, 117
Physical property, trespass onto, 770
Physical security, 875-876, 8381
LAN, 17
Physical security architecture, in
enterprise networks, 959
Physical Security Inspection Checklist,
881
Physical security measures, 1015
in comprehensive security planning,
1018
Physical threats, in information
security management, 947
Physical topology, 19
Physical vulnerabilities, in information
security management, 947
Picasa, 633-634
Piggy Bank project, 668
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Pilot project incremental
implementation roadmap, 502-503
PIN-based debit transactions, 454
Ping, 11
PIN numbers, in authentication
systems, 999
Piracy attitudes, 886
Piracy prevention efforts, 894
Piracy rate studies, 887
Pixel, 288
PKI-based X.509 certificates, 897
Plagiarism, 764-765
Plan-Do-Check/Study-Act (PDC/SA)
cycle, 594, 601, 609
Planned Parenthood v. American
Coalition of Life Activists, 707
Planning, 1016-1018
automated, 316
business continuity and, 1022
in credible security policy, 981
in CSIRT formation, 1006
for disasters, 1018-1019
in information security management,
942-943
Plant patents, 812
Platform and application independencs:,
45-46
Platform for Internet Content Seiection
(PICS) ratings
system, 759
Platform for Privacy Prerevences (P3P),
in identity management, 915
Platforms for Par :ic pation business
model, 425
Playboy Ent=x:v. Webbworld, 789
PlayStation Store, 488
Plea borgains, 701
ior cybercrime, 694
Pcciet e-wallet, 550
Podcast, 609
Podcast IQ principles, 605
Point Coordination Function (PCF),
72-73, 74, 519
Point-of-need information
delivery, 536
Point of presence (POP), 29
Point-of-presence (I-POP) server, 144
Point of sale (POS) systems, 440
Point-to-point protocol (PPP), 138
Point-to-point tunneling protocol
(PPTP), 281
Polaroid Corp. v. Polarad Electronics
Corp., 830, 831
Policies
for backup and recovery, 1026-1027
in comprehensive security planning,
1017
defined, 219-220
groupware, 267-268
Policy-based network management
(PBNM), 219-221, 222
benefits of, 220
Policy communication
protocols, 221
Policy Decision Point (PDP), 221
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Policy documents, in information
security management, 944
Policy enforcement
authorization in, 962
in identity management, 915
Policy Enforcement Point (PEP), 221
Policy management, 220
Policy Management Console, 221
Policy Repository, 221
Politics, Internet applications for,
405-406
Pollution Prevention through
Nanotechnology conference, 380
Polygon storage, 277
Polymorphic viruses, 675
Polynomial-time quantum
algorithm, 385
Ponemon Institute, information
security management and, 941
Poor input validation, 683
Poor-quality information, costs
of, 595
Poor session management, 682-683
Fopulation coding, 332
Pornography, 699
access to, 756
Web, 755-756
Portable computing devices, security
behaviors for, 979
Portable navigation devices
(PNDs), 556
Portal providers, in an m-commerce
value chain, 552-553
Portals, 398, 441
Port scan, 139
Posters, as security awareness
tool, 989
Post-go-live audits, in information
security management, 947
Postmortem analysis, 1010
after security attacks, 1009
Post office protocol (POP/POP3), 11
Powerline systems, 41
PowerTrust, 197
PPay micropayment system,
178-179
Practical reasoning, 363
Pragmatic analysis, 353, 359
Precautionary principle, 377, 379
Precise rules, 294
Precision agriculture systems
(PAS), 284
Preference structure, in auction
classification, 614
Preliminary injunctions, 835
Prepaid card, 464
Prepaid stored-value card, 458
Prepending viruses, 675
Preponderance of the evidence, 701
Presence, 260
Presentations, security awareness
programs and, 984
Presentation services, 129-130
Pretesting, in security awareness
programs, 987
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Preventive maintenance, 609
Priceline, 527-528
Pricing challenges, of click-and-brick
companies, 432-433
Pricing models, for ad placement,
474-475
Prima facie evidence, 714
Primary copy model, 246
Primary horizontal fragmentation, 247
Primary key, 232, 237
Primary membership, 299
Primitives list, SNMPv3, 214
Principal consent semantics, in identity
management, 916-917
Principals, 919
in identity management, 910, 911,
915-916, 916-917
in MPEG-21 REL data model, 935
strengthening authentication
by, 916
Principles-based standards, 742
Principles-only standards, 742
Printer Cartridges case, 805-806
Printer Engine Program, 805
Printers, networked, 2
Print servers, 2
Prior art, 736, 813, 814, 821
Prior art search, 814
Priority queuing, 73
Prisoner’s Dilemma, 182
Privacy
EC-related, 424, 600
groupware, 267-268
in identity management, 909, 911,
915-917
information, 765-769
location information and, 556-557
noncolluding data consumers
and, 917
payer and payee, 450
Privacy and Civil Liberties Oversight
Board, 423
Privacy protection, in information
security management, 950
Privacy rights, 765
Private community services, 506
Private industrial network model, 422
Private Industry Network (PIN), 464,
491, 492
Private information, 766-767
Private international law, 717, 720-721,
724
cyberlaw as, 721-724
Private IP addresses, in enterprise
security architecture, 960
Private keys
with certified digital identity
representations, 901
for digital signatures, 995-996
for message authentication
codes, 997
Private trading exchanges (PTXs), 495,
496, 497, 498, 505, 508
Proactive strategy, 648
Probabilistic model, 469
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Probabilities, 324-325
Probability theory, 324
Probative information, digital evidence
as, 921
Probes, 216
ProCD v. Zeidenberg, 846, 847
Procedural middleware, 135
Procedural Reasoning System
(PRS), 363
Procedural unconscionability, 849
Procedures, in comprehensive security
planning, 1017
Processes, 140
patentable subject matter for, 749
patent protection for, 731-732
Process excellence, culture of, 602
Processors, 162-165
Process standards, 744
Procurement auction, 624
Procurement scenarios, 616-617
Production costs, 575
Production rules, 325, 329
Productivity, 591
distribution of work and, 579-580
Product promotion, 433
Products
delivering, 607
patent protection of, 731-732
Product/service description, in 2
business plan, 410
Product/service evaluation; by
e-surfers, 598
Product/service selection, by
e-surfers, 598-59¢
Product standarls, 744
Product-user. virtual community, 429
Professional ¢svelopment, in
inforraation security management,
951
Profue-based k-anonymization model,
244
FrofitCents, 325
Profit sharing, in mobile commerce
value chain, 554
ProFusion, 479
Programmer(s), 321
Programming languages, 579
general-purpose, 326
Programming tools, 161
Program strategy, in credible security
policy, 981
Project management, using GIS,
283-284
Project Management Institute (PMI),
940
Project management software, 258
Project on Emerging Technologies,
374
Prolog language, 326, 329
PROLOK program, 846
Prometheus Design Tool (PDT),
365-366
Propagated signal claim, 816
Propagation engine, 676
Properties, in RDF structure, 667

Property, defense of, 696. See also Real
estate
Proprietary GIS software, 280-281
Proprietary member services, 506
Proprietary radio frequency technology
systems, 462
Proprietary software, downloading, 885
Prosecution history estoppel, 817
Prosecution laches, 817, 821
Prosecutions, 1010
CSIRTs in, 1007
after security attacks, 1008-1009
Prosecutors, cybercrime, 694
Prosumer, 425
Prosumers business model, 423
Protocol analyzer, 863
Protocol data units (PDUs), 210
Protocol suite, alternative, 515
Provider, 464
Provisional measures, under the TRIPS
Agreement, 734
Provisional patent application, 812, 821
Provisional rights, 821
patent-related, 815, 819
Prexies, 647. See also Proxy entries
in enterprise security architecture,
972
Proximity devices, 461
Proximity-release door opener, as
security measure, 1015
Proxy-based firewalls
in enterprise security architecture,
960-961
with RADIUS protocol, 964
Proxy forwarder, SNMPv3, 214
Proxy RADIUS protocol, 964
Proxy server, 134
Pseudonymity, in identity user control,
900
Pseudonyms, 906
in federation of identities, 913
Pseudorandom stream generators,
assessing, 342
Public Access to Court Electronic
Records (PACER) system, 713
Publications, as security awareness
tool, 989
Public companies, business continuity/
disaster recovery laws and
regulations and, 1031
Public confidence, in security
awareness programs, 976
Public information, 766-767
Public international law, 717, 724
jus cogens norms of, 718, 720-721
sources of, 718
Public key cryptosystems, 389
Public key deception, 1003
digital signatures and, 997
Public key encryption, 388, 391
with S/MIME, 965, 966
Public key infrastructure (PKI), 688
in selecting electronic signature
system, 1001
Public keys



for digital signatures, 995-996
for message authentication
codes, 997
Public libraries, filtering devices
and, 759
Public network, 35
Public policy, encryption programs
and, 769
Public policy patentability exception,
732
Public portal services, 506
Public records, privacy issues
concerning, 767
Public relations, 1010
in CSIRT organization, 1005
Public safety networks, wireless,
124-125
Public switched telephone network
(PSTN), 60, 76, 78
Publishing
Internet applications for, 403
intranet applications for, 400-401
Publishing systems, automated,
631-632
Punishment, 1010
after security attacks, 1008-1009
Purchase card, 452
Purchase Request (PR), 616
Pure-play company, 416
Pure-play virtual merchant, 483-484
PyGridWare, 154, 155

Q&A, 356
QR codes, 556
QSNET system, 164
Quadrics, 164
Qualcomm patents, 750
Qualified Incident Response Company
(QIRC), 879-880
Qualitative investment, 793
Qualitex Co. v. Jacobson Products Co.,
Inc., 825, 826
Quality
defined, 593-594
Internet information requiring, 595
planning for, 602
Quality assurance, 600
Quality control charts, 594
Quality feedback principles, 603
Quality Function Deployment (QFD),
594, 597, 602-603, 609
Quality management controls, 600
Quality management methods, 594
Quality management processes, for
e-business, 601-602
Quality of Service (QoS), 76, 174, 220,
522
for voice and data convergence, 74
Quality of Service-aware (QoS-aware)
residential gateways, 47
Quality principles, 596-597
for Internet-collected information,
605-607
in e-business supply-chain
management, 607
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Quality problems, 595-596
Quality processes, 595
Quantitative investment, 793
Quantum algorithms, 384,
385-387
Quantum authentication, 387
Quantum circuits, 391
Quantum communication, 391
Quantum computation. See also
Quantum computing
basic concepts of, 385
error correction techniques for, 385
models underlying, 390
Quantum computers
impact on security, 388-389
optical approaches to building, 389
requirements for, 389
Quantum computing, 384-392. See also
Quantum computation
advanced concepts in, 389-391
early history of, 384-385
limitations of, 387
Quantum cryptography, 387, 391
Quantum gates, 390, 391
Quantum GIS (QGIS), 271
Quantum information processing, 334
392
implications of, 388
Quantum information proeccssing
devices, testing, 389
Quantum key distributici:
schemes, 387
Quantum measin =n ent, 385
Quantum mechanrics
correctness of, 391
Hamiltcnian framework for, 390
Quantuis process tomography, 389
Quanium protocols, 387-388
Nuantum state tomography, 389
Quantum systems, simulation of,
386-387
Quantum teleportation, 387, 392
Qubit, 392
Queries, 470
Query decomposition, 248-249
Query dispatcher, 475-476
Query evaluation, efficient, 469
Query expansion, 473-474
Query optimization, 249-250
Qwallet, 459

Radial basis function hidden
units, 337
Radiofrequency (RF) repeaters, 12. See
also RF network planning
Radio-Frequency Identification (RFID),
539-540
Radio frequency technology
systems, 462
Radio network controller
(RNC), 109
Radio spectrum regulations 1, 519
Railroad car allocation, 328
RainbowCrack project, 873
Rambus DRAM (RDRAM), 162
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Rambus patents, 749-750
RAMKEY program, 846
Random access memory (RAM), 170
RAP methodology, 364
Raster, 288
Raster data model, 277, 278
Raster datasets, 278
Raster file formats, 279
Raster GIS, 277-279
Rational rose (RR), 89
RC-58 coaxial cable, 6, 7
RDF Query Language, 665. See also
Resource description framework
(RDF)
RDF schema (RDF-S), 665
RDF/XML, 667
RDRAM standard, 749
Reach, competitive advantage
via, 530
Reactive agent architecture, 363
Reactive strategy, 648
Reading Machine, 351
Real estate. See also Property
GIS and, 287
Internet applications for, 403-404
Really Simple Syndication (RSS), 265,
631, 637
Real Networks Helix, 934
Real-time accounting, in enterprise
security architecture, 962
Real-time control protocol
(RTCP), 68
Real-time transport protocol (RTP),
68, 69
Reasonable and nondiscriminatory
(RAND) licensing, 750
Reasonably prudent consumer
standard, 830
Reasoning platforms, 368-369
Reasoning support, in ontology
languages, 666
Recall-precision curves, 470
Receipt management, in history-based
identification, 905
Receiver agents (RAs), 90
Reciprocal agreements, for backup and
recovery, 1027
Reciprocation, 882
social engineering and, 858
Reciprocity, 202
Reciprocity-based mechanisms,
P2P, 178
Reciprocity-based P2P systems,
180-181
Recommender system, 474
Reconnaissance, 139
Reconstruction rule, 246
Recording Industry Association of
America (RIAA), 764
Record of origin, 609
Record of reference, 609
Record Protocol, SSL/TLS and, 970
Records, 226
online, 768-769
Record types, 226



1086

Recovery. See also Disaster
recovery (DR)
fundamentals of, 1026-1027
storage technologies for, 1027-1029
strategies for, 1026-1027
Recovery point objectives (RPOs),
in business continuity
management, 1024
Recovery protocol, 252
Recovery time objectives (RTOs),
in business continuity
management, 1024
Recurrent multilayer Perceptron,
337-338
Recursive transition networks
(RTNS), 356
Redistribute revenue business
model, 532
RedINetworks, Inc. v. Streambox,
Inc., 798
Reduction technique, 249
Redundancy, 448-449
Redundant Array of Independent Disks
[Drives] (RAID), 449,464,1027
in basic security safeguards, 1012
Reed’s law, 267
Referrer, 646
Register.Com, Inc. v. Verio, 706
Registered trademarks, 730
Registration, admission, status (RAS)
protocol, 68
Registration areas (RAs), 99
Registration authorities (RAs), 866
digital signatures and, 997
Regularization terms, 338
Regular testing, in disaster
planning, 1018
Regulation
of e-commerce, 423-424
of nanotechnology, 377-380
of standardization, 744-750
Regulations, in business continuity,
1029-1031
Regulatory compliance, in information
security management, 942-943
Regulatory environment, for electronic
signature systems, 1001-1002
Regulatory risks, in business
continuity, 1022
Rehearsals, in CSIRT formation, 1006
Reinforcement learning, 338,344
Reinforcement signal, 338
Reinstallation, following security
attack, 1008
Relational database design, 449
Relational database management
systems (RDBMS), 271,280
Relational databases, 156,651,659,669
Relational model, 226, 227-228,
232-233
Relation instance, 232
Relation schema, 232
Relationship portfolio approach, 497
Relationship sets 229-230,233
Relevant peer list, 196
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Reliability, of outsourced Web hosting,
629
Religious material, online, 757
Relying parties
with certified digital identity
representations, 901
in identity management,
911,913
Remedies, under the TRIPS Agreement,
734
Remote access, to home networks, 51
Remote Authentication Dial-In User
Service (RADIUS) protocol, in
enterprise security architecture,
961, 963-964,972
Remote desk top (RDP), 129
Remote disk mirroring, 1027-1028
Remote file inclusion, 681
Remote Internet access, 38, 40
to home networks, 46-48
Remote method invocation
(RMI), 136
Remote monitoring agent (RMA), 368
Remote Network Monitoring (RMON),
209, 216-217, 222
Remote procedure call (RPC), 135
Remote sensing raster file formats,
279-280
Reno v. American Civil Liberties-{mion,
707
Rental right, under the TRirS
Agreement, 729
Repair, 1008, 1010
Repeaters, 8,9,19
Replay attack, ir<nterprise security
architecture, 972
Replayed packets rejection, with IPsec,
962
Replication, in distributed database
systems, 245-246
Replication protocol, 246
keported states, 239
Reporting, of computer crimes,
926-927
Reports, in security awareness
programs, 975-976
Representational State Transfer (REST)
services, 587
Reprisal attacks, 1009,1010
Repudiation, 1003
Reputational risks, in business
continuity, 1022
Reputation-based incentive
schemes, 201
Reputation-based mechanisms,
P2P, 178
Reputation-based P2P systems,
180-181
Reputation systems, for history-based
identification, 905
Request for Continued Examination
(RCE), 815
Request For Quote (RFQ), 616
Requests, with RADIUS protocol, 964
Requests for proposals (RFPs), 566

Requests for quotations
(RFQs), 444
Request to send (RTS) control
frame, 520
Request tree, 185, 186
Requirements
in digital rights information
model, 933
in Open Digital Rights
Language, 935
Research and development (R&D)
GIS and, 285
in nanotechnology, 375,380
Research papers, selling, 764
Research searches, 668
Residential gateways 52
desired characteristics of, 46
quality of service-based
(QoS-based), 47
Resident virus, 675
Res ipsa loquitur doctrine, 709
Resource description framework (RDF),
665, 666-667, 669.
ee also RDF entries
Kesource locating and a description
service (RLDS), 152
Resource management, 522
GIS and, 284
Resource reservation protocol
(RSVP), 522
Resources
allocation and control of, 27-28
in auction classification, 613-614
in MPEG-21 REL data model, 935
in RDF structure, 666
Respondeat superior doctrine, 708
Response activation, 332
Responsibility, in credible security
policy, 979
“Responsible NanoCode,” 379
Restoration Robotics, 307
Restriction requirement, 815
Restrictive clauses, in standard form
licenses, 845
Result extractors, 476
Result merger/merging 476,
478-479, 480
Result organization, for search
engines, 474
Result record extraction,
477-478
Resume.com, 528
Retailer social networks, 429-430
Retail industry, B2B transactions in,
438-439
Retail model, 526-527
Retail transaction chains (RTCs),
428, 436
parallel online and offline, 431
Retaliation, 736
Retransmissions, over WLANSs, 74
Retrieval, database, 237
Return on expectation (ROE), 267
Return on investment (Rol), 267
Reusable passwords, 1003



Reuse, in complexity management, 361
Revelation principle, 619
Revenue collection, billing systems
for, 552
Revenue disbursement, reporting
on, 931
Revenue Equivalence Theorem, 613
Revenue maximization, in
auctions, 620
Revenue sharing, 556
Reverse auction, 614, 624
Reverse engineering, 809, 845
under the Digital Millennium
Copyright Act, 800-801
Reverse social engineering (RSE), 677,
871, 882
Reversible classical computation, 385
Revocability
with anonymous credentials, 903
with certified digital identity
representations, 901
in identity user control, 899, 900
with online issued tokens, 902
Rewards, as security awareness
tool, 990
RFID tags, 539-540
RF network planning, 122-123. See also
Radiofrequency (RF) repeaters
RG-8 coaxial cable, 6, 7
R-GMA, 149
Rice Everywhere NEtwork
(RENE), 50
Richness strategy, 530
Rich site summary (RSS), 418, 425
Right of information, under the TRIPS
Agreement, 734
Right of priority, 817, 821
Right protection, sui generis, 793
Rights
in MPEG-21 REL data model, 935
in Open Digital Rights
Language, 935
Rights Data Dictionary (RDD), with
MPEG-21 standard, 935
Rights enforcement, digital rights
management and, 931-932, 938
Rights expression language (REL)
digital rights management and, 931,
933,938
in GeoDRM Reference
Model, 936
licensing and, 934
with MPEG-21 standard, 935
for OMA DRM specification, 936
Rights holders
in Open Digital Rights
Language, 935
recording of, 931
Rights issuers, in OMA DRM
specification, 935
Rights management, 931, 938.
See also Digital rights management
(DRM)
Rights Model package, in GeoDRM
Reference Model, 936
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Rights objects, in OMA DRM
specification, 935
Rights offers, licensing
and, 934
Rights-protection vigilance, 778
Ring network, 3, 4, 19
Ring topology, 3
Risk Advisor, 325
Risk analysis, 1025
Risk assessment, 1032
Risk management, 743, 1021,
1025-1026, 1032
budgeting and, 950
controls and, 948, 949
enterprise security architecture
and, 957
as an incentive to standardize,
739-740
management practices and, 1022
Risk methodology, 377
Risk mitigation, 1025
Risk neutral bidders, 613
Risks
to business functions, 1020-1021,
1022
controls and, 948, 949
in identity management, 909, 918
in information security marag=ment,
942, 946
of IT outsourcing, 570--5/72
of nanomaterials, 37/-379
Risk transfer, 10251020
RJ45 connector. . &, 9
Rlink, 226
RMONI1 greuns, 216-217
RMONI1.Mliss, 217
RMON¢ MIBs, 217
Robert Frances Group, on credible
security policy, 983
Robotic arms, 306, 310-312
Robotic manipulator, 310
Robotics, 306-319
Robotics industry, sectors of, 306-308
Robotic systems, 310-312
Robotic technologies
advanced, 316-317
development of, 306
Robots
anatomy of, 308-310
automated control of, 312
control of, 312
defined, 308-309
elements of, 309-310
in medicine, 405
value of, 309
Robot speed description, 313
Robust quantum computation, 389-390
ROCKS message passing interface
(MPI), 160
Rogatory, 700
Rogers v. Grimaldi, 837
Role based security training
in information security management,
951
Roles
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in credible security policy, 981
in security awareness

programs, 992

Rome I Regulation, 724

Rome II Regulation, 724

Rome Convention, 724

Room shielding, as security measure,
1015

Root certification authority, 453-454

Rosenblatt Perceptron, 334

Rouge access points, 683-684

Rough representative database
selection, 476

Route analytics, 34-35

Router-based gateways, 63-64

Routers, 10, 19

Routing, 35

Royalties, reporting on, 931

RSA digital signatures, with certified
digital identity representations,
901, 902

RSA encryption, of digital
signatures, 996

KSA SecurelD AAA server, in enterprise
security architecture, 960

® symbol, 829

Rule base, 320, 329

Rule-based anomaly detection,
in enterprise security architecture,
963

Rule-based systems, 320, 329

Rule engines, 325

Rule Interchange Format
(RIF), 665

RuleML, 326

Rule of reason, 746

Rules-based standard, 742

Rules of interaction, for auctions, 616

Rules repository, 661

RUP methodology, 364

SA database (SADB), IPsec
and, 965
SAFECOM program, 124-125
SafeWord AAA server, in enterprise
security architecture, 960
SAI Report, as security awareness
tool, 989, 990. See also Security
Awareness Index (SAI) Report
(PentaSafe)
Sanctions, after security attacks,
1008-1009
SANS Institute, 927
SANS organization, security incident
data collection by, 1004
SANS report, 679, 681
SANS Security Policy Project, 881
Sarbanes-Oxley Act of 2002 (SOX),
1031
digital evidence and, 925
in information security management,
942
in SAN security issues, 1028
Sarbanes-Oxley regulations, 444
Satellite, 510
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Scalability, 128, 413, 637
in Web host architecture, 628

Scalable coherent interconnect
(SCI), 170

Scalable Coherent Interface
(SCI), 164

Scalable orthogonal frequency division
multiple access (SOFDMA), 109

Scalable quantum computers, 391

Scandals, digital evidence and, 925

Scanned physical signatures,
999, 1003

Scanners, networked, 2

“Scenes a faire” doctrine, 781

Scheduling, automated, 316

Schelling’s abstract model, 199

Schema integration, 252, 254

Schema translation, 252, 254

Schneider Logistics, 441

Scientific Working Group on Digital
Evidence (SWGDE), 921, 929

S-Club, 152

Scratchpad, 329

Screen savers, as security awareness
tool, 989

Scrip, 464

Scripting, in identity management,
914-915

SCSI command set, for storage area
networks, 1028

SCSI standards, 163

Sealed bid tender process, 616

Seamless interoperability, 51

Search direction strategies, 339

Search engine, 532

Search engine business model, 531

Search engine criteria, 759-760

Search engine optimization (SEO),
412-413, 414

Search engine result organization, 474

Search engines, 397, 398, 406,
466-467, 471, 529, 643, 759-760.
See also Google; Web search
engines

Search engine technology, 470-475

Search result mining, 656

Search result record, 474

Second-and-a-half generation (2.5G)
cellular networks, 105-106

Second- and third-generation (2G/3G)
wireless cellular, 510

Secondary data collection, 268

Secondary meaning process, 840

Secondary membership, 299

Second-generation (2G) cellular
networks, 103-105

Second generation wireless mobile
cellular systems, 522

Second-generation wireless networks,
vulnerabilities in, 684

Second Normal Form (2NF), 233, 235

Second price auction, 624

manipulative seller in, 622

Second price sealed bid auction,

613,616
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Secure Computing SafeWord AAA
server, in enterprise security
architecture, 960

Secure Digital Media Initiative, 934

Secure Digital Music Initiative
(SDMI), 805

Secure electronic transaction (SET)
protocol, 453-454

SecurelD AAA server, in enterprise
security architecture, 960

Secure/Multipurpose Internet Mail

Extension (S/MIME), in enterprise
security architecture, 964-965, 966

Secure Payment Application
(SPA), 687
Secure Shell (SSH), 11
in enterprise security architecture,
970-971
IPsec and, 965
Secure shopping cart/payment, 412
Secure Socket(s) Layer (SSL),
418, 447, 464
in enterprise security architecture,
968-970
features of, 686
IPsec versus, 965
Secure trust aggregation, 196
Securities and Exchange Commission
(SECQ), in information security
management, 942
Security, 16. See also Ema’l s=curity;
Enterprise security arcnitecture;

Information secnity management;

Information security policies
B2B, 445
of e-commeice, 599-600
environn:extal, 876
of e-voting technologies, 773-774
in ia=rntity management, 911,
S15-917
impact of quantum computers on,
388-389
IT system, 432
multiple layers of, 875
of outsourced Web hosting, 629
physical, 875-876
policy, procedures, and awareness
related to, 18
SANs and, 1028-1029
Web hosting, 636
wireless solutions and, 558
WLAN, 12-13
Security Assertion and Markup
Language (SAML), 914, 917
Security association (SA)
with IPsec, 965
Security attacks
common, 445
CSIRTs after, 1008-1009
Security awareness
in credible security policy, 980-981
versus technological measures,
877-879
Security Awareness Index (SAI), as
security awareness tool, 989

Security Awareness Index (SAI) Report
(PentaSafe), 982. See also SAI
Report

Security awareness programs,
974-993

characteristics of, 974-977

common sense/common knowledge
and, 978-979

critical success factors for,
979-983

effective, 974

key concepts of, 977-978

techniques and principles for,
983-987

tools for, 988-991

Security awareness tools, 988-991

annual policy reading sign-offs, 989

audits, 991

briefings for executives, 991

classroom training, 989-990

compliance statements, 989

conferences, 991

contests, 990-991

ually security tips, 989

¢-learning courses, 988

e-mail, 988

events, 991

give-aways, 990

inspections, 991

intranet, 988

newsletters, 989

people penetration tests, 990

publications, 989

rewards, 990

sign-on screen messages, 989

social media, 988

suggestion programs, 990-991

surveys, 990-991

videos, 990

Security-awareness training, 879.

See also Awareness campaigns
importance of, 879
in information security management,
951-952
Security breach, 1010
CSIRTs and, 1004

Security contact information, security
awareness programs and, 975-976

Security enhancement, SNMPv3,
215-216

Security events, in information security
management, 954

SecurityFocus, security incident data
collection by, 1004

Security group charter, in information
security management, 944

Security incidents, 974, 1010. See also
Incident response entries

characteristics of, 975
in information security management,
954

Security initiatives, in information
security management, 941

Security issues, EC-related, 425

securityLevel, VACM, 216



Security management, for home
networks, 49-50
Security management, 208, 222
Security managers, in information
security management, 941
Security measures, identification of,
1013-1016
Security Parameters Index (SPI), IPsec
and, 965
Security plan, 1019
formation of comprehensive,
1016-1018
Security policies, 875, 876-877
credible, 979
in enterprise security architecture,
957-958
in information security management,
944, 945-946, 950
mistakes in, Rebecca, 981
testing compliance to, 880
Security practice outreach,
in information security
management, 953
Security programs, guidelines for,
1011-1019
Security-related liabilities, employee,
708-709
Security requirements
for electronic payment systems,
449-451
in enterprise security architecture,
957-958
in selecting electronic signature
system, 1000
Security safeguards, identification of,
1012
Security Services Technical
Committee (SSTC), in identity
management, 917
Security Subsystem, SNMPv3, 213
Security/systems administrators
team, in information security
management, 945
Security task force, 1019
formation of, 1011
Security technologies, in identity
management, 909-910
Security threats. See Threats
Security Token Service (STS), in
identity management, 918
Security training needs analysis,
in information security
management, 951
Security weaknesses
SNMP, 211
SNMPv2, 213
Security zones, in enterprise security
architecture, 958-960
Sega Enterprises, Ltd. v. Accolade,
Inc., 788
Segmented network, 19
Selective disclosure, with certified
digital identity representations, 902
Selective outsourcing, 563, 575
Selective release
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with anonymous credentials, 903
with certified digital identity
representations, 901-902
in identity user control,
899, 900
with online issued tokens, 902
Selfish Link-based InCentive
(SLIC), 181
Self-organizing ANN, 344
Self-organizing ANN maps, 338-339
early, 335
Self-organizing feature maps (SOFMs),
657, 658
Self-organizing unsupervised learning
objective function, 338
Seller benefits, in click-and-brick
electronic commerce, 430
Semantic analysis, 353, 359
Semantic conflicts, 253
Semantic grammar, 354
Semantic heterogeneity, 252-253
Semantic parsing, 354
Semantics, in ontology
languages, 666
Semantic searches, 668
“Semantic Web,” 590, 637, 643-644,
665-666, 669
Semantic Web Layer Cake, 665
Semantic Web Rule Language
(SWRL), 665
Semantic Web techncioyies, 541
standardized, 66°
unrealised, 665 -616
Semijoin, 250, 254
SEMPER piaject, 463
Senior management, in credible
secuvity policy, 979-980
Seasing systems, advanced, 316
Senitive data, disclosing, 864
Sensitive material, in security
awareness programs, 978
Sensors
dead-reckoning, 315
in robots, 309, 318
Sentencing, for cybercrime, 694, 698
Sentencing guidelines, 702
Sequence patterns, to discover common
access routes, 658
Serial ATA, 163
Serial attached SCSI (SAS), 163
Serial chain manipulator, 310
Serial line Internet protocol
(SLIP), 138
Server, 19
Server authentication, 686
Server cluster, 627-628, 637
Server configuration, 15
Server failures, 570
Server functionality, 129, 132-134
Server GIS, 280, 283
Server image backup, 1027
Server key exchange, with
SSL/TLS, 969
Server process, 140
Servers, 2
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as clients, 3
Server-side biometric
identification, 904
Server-side e-commerce vulnerabilities,
678-682
Server-side electronic wallet, 459
Server-side software, Web 2.0, 634
Server-to-server transfer, 1028
Server-to-storage transfer, 1028
Server types, descriptions of, 133
Service collaboration support, 46
Service control function (SCF), 79, 80
Service control points (SCPs), 80, 81,
90, 94
Service creation environment (SCE),
81, 89
Service data point (SDP), 81
Service discovery protocol, 52
Service execution, 86-87
Service execution node (SEN),
86-87
Service in the PSTN/IN requesting
Internet service (SPIRITS), 90-91
Service level agreements (SLAs), 33,
876, 1032
downtime losses and, 1024
in risk transfer, 1026
Service logic manager (SLM), 90
Service logic programs (SLPs), 85
Service marks, 714, 825, 840
Service-oriented architecture (SOA),
129, 140, 145, 146, 157, 508, 578,
590, 591. See also SOA-based
infrastructure
backups and recovery and, 1026
Service provider (SP), 35
identity ownership and validity
and, 897
identity usage and, 899
Service provider model, 528
Service providers (SPs)
in digital rights management
architecture, 933
in enterprise security architecture,
972
in history-based identification, 905
in identity management, 911, 913
licensing and, 934
mobile identity and, 905
in network management, 33
WAN and MAN, 21
Service provisioning, in next-generation
networks, 91-92
Service provisioning framework, 88
Service quality scheme, 182
Service remote deployment, 152
Service robotics sector, 307
Services
evolving, 40
in identity management, 910
licensing and, 934
Service selection, in network
management, 32-33
Service set identifier (SSID), 683
Service standards, 744
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Service switching and control points
(SSCPs), 85
Service switching function (SSF), 79
Service switching points (SSPs),
81, 94
Serving GPRS support node
(SGSN), 517
Session clustering, 657-658
Session Description Protocol
(SDP), 69
Session hijacking, 139, 683
Session Initiation Proposal
Investigation (SIPPING) working
group, 70
Session Initiation Protocol (SIP), 28,
68-70, 76. See also SIP entries
versus H.323, 71
Sessionization, 670
Sessionization process, 647, 648,
653, 657
strategies to carry out, 648-649
Session-key encryption algorithms,
with S/MIME, 966
Session management, poor, 682-683
Set, 226
Settlement, 464
Several service independent building
blocks (SIBBs), 89
Sexually explicit content, restriction
of, 755
SGSN emulator, 517
SHA hashing, for digital
signatures, 996
Shallow inference methods, 292
Shared Internet access, 39
Shared server model, 630
Shared whiteboard, 258
Shared wireless access protocol
(SWAP), 43
Shared workspace, 258
SharePoint Wiki, 264
Share price, downtime losses
and, 1025
Shareware, 890
Shells, 329
in expert systems, 325
Shewhart Cycle of PDC/SA, 601
Shewhart PDS/CA Cycle, 606-607
Shibboleth, in identity management,
917,918
Shielded twisted-pair (STP) cable, 6
Shill bidding, 622
Shopping cart, 688
Shopping cart/payment, secure and
easy, 412
Shopping carts, 682
Shopping comparison search engines,
485
Shop rights, 819
Shor’s factoring algorithm, 385
generalizations of, 386
Shor’s quantum algorithms, 388
Shortest vector problems, 386

Short message service (SMS), 104, 550,

552, 557
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“Shoulder surfing,” 863, 873, 882
Shrink-wrap agreement, 714
Shrink-wrap licenses, 708, 892, 894
Sidejacking, 679
Sigmoidal function, 332, 333
Signaling connection control part
(SCCP), 79
Signaling system no. 7 (§S7), 94
as an IOP, 83
Signatory, 1003
with electronic signatures, 994
Signature-based debit cards,
454-455
Signature-based IDS, in enterprise
security architecture, 963
Signatures. See also Digital signatures;
Electronic signatures
with certified digital identity
representations, 901
digital, 906
Signature schemes, with anonymous
credentials, 903
Signed and enveloped data, in
enterprise security architecture,
965, 966
Signed data, in enterprise security
architecture, 965, 966
Signer, with electronic signatures. 994
Signing, of digital signatures,
995, 996
Sign-on screen messages, as cecurity
awareness tool, 989
Signs, distinctiveness of, 730
Similarity function, 468
Simple Gateway Monitoring Protocol
(SGMP). 06
Simple mai! iansfer protocol
(SiATP), 11
in enterprise security architecture,
$60
Siinple Network Management Protocol
(SNMP), 30-31, 206, 207, 222.
See also SNMP entries
Simple object access protocol (SOAP),
136-137, 157, 541, 591. See also
SOAP Message Security
exchanging messages with,
587-588, 589
Simulation, of quantum systems,
386-387
Simultaneous ascending auction, 615
Singapore Treaty on the Law of
Trademarks, 731
Single attribute entry, in identity
management, 910-911
Single in-line memory modules
(SIMMs), 162, 170
Single item procurement, 616
Single layer sigmoidal hidden unit
feedforward models, 341
Single-platform interoperability, 580
Single point of failure, in identity
management, 916
Single program multiple data (SPMD),
167, 170

Single server architecture, 244

Single sigmoidal hidden layer
feedforward Perceptron
network, 337

Single sign-on (SS0O), 919. See also SSO
sessions

in identity management, 910,

913-914, 915

SIP-based VoIP systems, 69-70.

See also Session Initiation Protocol

(SIP)

SIP Center, 70

SIP for Instant Messaging and
Presence Leveraging Extensions
(SIMPLE), 70

SIP Forum, 70

SIP message types, 68

SIPS URI, 68-69

SIP URI, 68

SIP Working Group, 70

SIRENE group, 463

Site data protection, 688

Site design, implement standards
tor, 604

Six Sigma DMAIC, 601, 606

Sixth Amendment, 695, 698

Skills, of digital forensic examiners,
925. See also Knowledge, skills,
abilities (KSAs)

Skimmers, 684

Sklyarov case, 804-805

Skype, 57, 260

Sleekcraft factors, 830

Sleeping, 200

Small and medium-sized enterprises
(SMEs), 499

Small business B2B, 444 -445

Small computer system interface
(SCSI), 162-163

Small to medium businesses (SMEs),
online protection of, 850

Smart Card Alliance, 463

Smart cards, 464

as security measure, 1015

SmartDownload License
Agreement, 848

Smart Expert Editor,
358-359

“Smart map” system, 271

Smart phones, 556

Snapshot backup, 1027

Sniffing, 863-864, 882

Snippet, 474

SNMP architecture, 209-210. See also
Simple Network Management
Protocol (SNMP)

SNMP entities, 213

SNMP group, 213

SNMP message formats/fields, 210

SNMP names, 213

SNMP-NOTIFICATION-MIB
module, 215

SNMP protocol specifications, 210

SNMP-PROXY-MIB module, 215

SNMP security weaknesses, 211



SNMP-TARGET-MIB
module, 215
SNMPv1, 209
SNMPv2, 211-213
major changes in, 212
SNMPv2 management information
structure, 212
SNMPv2 management information
base, 212-213
SNMPv2 PDU formats, 212
SNMPv2 protocol specifications, 212
SNMPv2 security weaknesses, 213
SNMPv3, 213-216
SNMPv3 applications, 214
SNMPv3 architecture, 213
SNMPv3 management information
base, 214-215
SNMPv3 message format, 215
SNMPv3 security enhancement,
215-216
SOA-based infrastructure, 505.
See also Service-oriented
architecture (SOA)
SOAP Message Security, in identity
management, 918
Sober, 677
Social agent architectures, 362,
363-364
Social agent platforms, 369
Social bookmarking, 264-265
Social engineering, 19, 677, 688,
856-884
defending against, 875
defined, 856-857
employee termination and, 880
face-to-face, 864
motivation behind, 857
multi-level defense against, 877
new or creative, 870
in security awareness
programs, 992
success of, 857-859
techniques of, 859-871
technological countermeasures
against, 880
Social engineering attacks,
138-139, 881
guidelines for reducing, 880-881
lack of reporting of, 859
Social Engineering Land Mines
(SELM), 875
Social engineers, in security awareness
programs, 978
Social marketing, security awareness
programs and, 987
Social media, as security awareness
tool, 988
Social metrics, 268
Social network, 670
Social Network and Relationship
Finder (SNARF), 268
Social networking, 418
birth of, 632
risks attached to, 862
Social networking platforms, 632
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Social networking sites (SNSs),
267-268, 532, 860-862
Social networking Web sites, 881
Social networks, 661-665
retailer, 429-430
Social proof, social engineering
and, 859
Social Security number (SSN)
in identity verification assurance,
897-898
as strong identity attribute, 897
Social software, 263-266, 269
Social validation, 859, 882
Soft handoffs, 101, 124
Softlifting, 886, 894
alternative views of, 887
Softloaders, 886, 894
corporate, 892
Software
borrowing, selling, or giving
away, 885
in comprehensive security planning,
1017
copying, 885
copyright protection of, 885-886
downloading, 848
effect of illicit copying of, 891
installing, 885
LAN, 10-11
mechanisms for protacting, 891-894
ownership of, 761
renting, 886
security awareiess programs
and, 975
sharing, 2
Software cgents, 85, 579
Software and Information Industry
Association (SIIA), 888
Scftware as a service (SaaS), 499, 502,
503, 508, 590, 631
Software-as-a-service Web
applications, 489
Software cluster components, 165-167
Software companies, liability of, 709
Software component architecture, of a
metasearch engine, 475-476
Software contractors, in CSIRT
organization, 1005-1006
Software copyright, European
perspective on, 790-792
Software copyright/licensing, 892
Software defined radio (SDR), 515-516
Software distribution, Internet
applications for, 404
Software licensing, 846
notice of unusual or onerous terms
in, 847-849
Software manufacturer
liabilities, 708
Software piracy, 885-895
costs of, 894
“dollar losses” from, 888
economic impact of, 890-891
end-user, 886
enforcement efforts against, 892-893
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modes of, 885-886
motivations for, 886-888
organizations that combat, 888
scope and impact of, 888
Software piracy rates, estimated,
888-890
Software piracy studies, 886-887
implications of, 887-888
Software Publishers Association
(SPA), 888
Software-related inventions, 816
Software securities, 1015
Software security, in information
security management, 944
Software vendors, 46
Solution equilibrium, in
auctions, 619
Solution stability, in auctions, 620
SonicWALL Phishing IQ Test, 870
Sonny Bono Copyright Term Extension
Act of 1998, 638, 778
Sony Corp. v. Universal City Studios, 789
Sony v. Connectix, 7188
Sony v. UCS, 788
Sound forensic procedures, 923
Sources of revenue, for m-commerce,
550-552
Sourcing, 575
Sovereign immunity doctrine, 819
Spam, 678, 705, 757-758, 774, 926
in security awareness programs, 992
intentionally deceptive, 758
SPARQL Protocol, 665
Spatial database engines (SDE), 282
Spatial data layers, linking to attribute
information, 276
Spatial Data Transfer Standard (SDTS),
272,288
Spatial decision support system (SDSS)
models, 285
Spatiotemporal applications, 238-240
Spatiotemporal database, 240
Spatiotemporal pattern analysis,
337-338
Spatiotemporal uncertainty
models, 240
Speaker-independent Systems, 350
Spear phishing, in information security
management, 954-955
Specht v. Netscape Communications
Corp., 706, 848, 851, 852
Special data handling categories, in
credible security policy, 981
Special-purpose metasearch
engines, 475
Spector, 863
Spectra, licensed v unlicensed, 113
Spectrum analysis, 328
Speech generation, 350, 351
Speech synthesis systems, 351
Speech understanding, 350
Speed
of CSIRT response, 1004
of message authentication
codes, 998
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Speedpass, 462
Spend Management Solutions, 490
Spider robots, 647
Spiders, 707
SPIRITS architecture, 90-91
Splitting, 248
Split Up, 329
Sponsored search, 474-475
Sponsored search auctions, 617-618
Spoofing, 139, 677, 678, 685, 638
of biometric identity, 904
Spot purchasing, 489
Sprint, 115, 116
Spy bots, 648
Spying, 863-864
Spyware, 676, 689
Spyware Trojans, 676
SQL commands, 237-238. See also
Structured Query Language (SQL)
SQL database models, 231
SQL implementation, 237
SQL injection, 680-681
SQL queries, 229
SSH-CONNECT connection
protocol, 970
SSH-TRANS transport layer
protocol, 970
SSH-USERAUTH user authentication
protocol, 970
SSL certificates, abuse of, 866
SSL/TLS protocols, 689
in enterprise security architecture,
968-970
SSO sessions, identifying and
delimiting, 915. See also Single
sign-on (SSO)
Stability analysis, 339
Stable database, 251
StackGuard, 679
Staff. See also Employees; Personnel
in credible security policy, 980-981
in information security management,
945
security perception by, 982
Stand-alone dedicated control channel
(SDCCH) signaling, 104
Standard certificates, for digital
identity, 901
Standardization
object of, 742-743
regulation of, 744 -750
risk management and, 739-740
role in technology development,
transfer, dlffusion, and
management, 738-752
U.S. federal regulation of, 745-746
Standardization activities, due process
constraints on,
744-745
Standardization life cycle, 741-744
Standardization participation, 743
Standardization processes, 740-741
Standardized interfaces, 136-137
Standardized procedures,
implementing, 604

INDEX

Standardized processes, guidelines
implementing, 604
Standardized semantic Web
technologies, 665
Standards. See also Authentication
standards; Industry standards
access to IP embodied in, 749-750
for biometrics, 1000
crucial role of, 738
definitions of, 738
for digital rights management
interoperability, 934-937
impact of, 750
implementation of, 742
modern, 744
users and purposes of, 743-744
variation among, 742
Standards development activities
(SDAs), 740, 741, 743, 746,
750, 751
Standards development organizations
(SDOs), 741, 746, 749, 750-751
Standards Development Organization
Advancement Act (SDOAA),
745, 746
Standards groups, for digital rights
management interoperability,
934-937
Standards of operation, of outscurced
Web hosting, 630
Standards organizations, 747-748
Standards setting activities
(SSA), 751
Standards-setting oigznization (SSO),
751
Standards-setting processes, 745
Standards \ars, 742
Stare decisis, 827
StarGrocer, 433-434
STAKLITE approach, 89-90
Ster model, 651, 652, 660, 670
Star network, 4, 19
State criminal justice systems, 698-699
State cybercrime law, 699-700
State databases, 768-769
Stateful inspection, 218
State government, GIS and, 286
State information, 185
protecting, 768
State trademark registration, 828
Static handwriting recognition, 351
Static IMS, 283
Static location update scheme, 219
Statistical anomaly detection, in
enterprise security architecture,
963
Statistical methods, for information
extraction, 657
Statistical pattern recognition
machines, ANN algorithms as,
339-340
Statistical representative database
selection, 476
Statute of Frauds, 843
Statutory damages, 789

Stealing prevention/protection
with anonymous credentials, 903
with certified digital identity
representations, 901
in identity user control, 899, 900
with online issued tokens, 902
Steel bolts, as security measure, 1015
Steel encasements, as security measure,
1015
Stemming process, 670
Stemming program, 468
Stepsize selection strategies, 339
Stochastic Gibbs sampler, 341
Stock market prediction, ANN, 340
Stop words, 468, 649, 670
Storage, 162-163, 174
database, 237
Storage area networking, 1028
Storage area networks (SANs), 1, 16,
464, 1028
security issues related to,
1028-1029
Storage management, 632
Storage media, 880
Siorage Networking Industry
Association (SNIA), backups and
recovery and, 1026
Storage technologies, for backup and
recovery, 1027-1029
Storage-to-storage transfer, 1028
Stored-value card, 458
Stories, security awareness programs
and, 986
Storm worm, 985
“Strategic Advocacy” business
model, 530
Strategic complexity, in auction
design, 621
Strategic dependency model, 366
Strategic planning
for creating c-commerce solutions,
500-503
fuzzy real option for, 303
for managing c-commerce
operations, 503-506
Strategic rationale model, 366
Strategic value chain pilot
projects, 503
Strategic virtual enterprise integration,
501-502
Strategy framework, visioning via,
500-501
Streaming services, 487
Strict product liability, 709
Strong authentication, 899
Strong emotion, social engineering
and, 857
Strong encryption program, 769
Strong entity sets, 232
Strong identity assurances, 897-898
Strong identity attributes, 897
Strong password, in security awareness
programs, 992
Structured P2P architecture, 175
Structured programming, 579



Structured Query Language (SQL), 227,
237, 240, 280. See also SQL entries
Structure of Management Information
(SMI), 207, 222
Structuring, in complexity
management, 361
Student plagiarism, 764
Students, in-house digital forensics
and, 927
Subdomains, 627, 637
Subject matter experts, 321,
326-327, 329
Subject matter expertise, in credible
security policy, 980
Subject-matter patentability exception,
732
Subject-predicate-object expressions,
666-667
Subroutines, 579
Subscriber’s home network, 218
Subscriber, 35
Subscription fee, 487
Subscription model, 421, 422
Substantial investment, 793
Substantive unconscionability, 849
Suggestion programs, as security
awareness tool, 990-991
Suggestive trademarks, 824
Sui generis, 736
Sui generis database right, 795
Sui generis right regime, exclusive
rights under, 793-794
Sui generis rights
exceptions to, 794
ownership of, 793
protection of, 793
Suitability, in selecting electronic
signature system, 1001
Suitability Advisor, 325
Sum function, 479
SunnComm, 806-807
Supercomputers, 159
top five, 160
Superkey, 232
Superlinear convergence iterative
methods, 339
Superordinate goals, 381
linking, 376
Super-peer-based token accounting
system, 179
Super-peers, 175, 195
Superposition, 385, 386
SuperTrust, 195-197
peer actions in, 196-197
Supervised learning, 338, 344
Suplicate digita evidence, 929
Supplicant, 1003
Supplier-Input-Process-Output-
Customer (SIPOC), 594
Supplier issues, B2B, 445-446
Suppliers, conversation with,
265-266
Supply chain, 447, 508
Supply chain/demand chain
operations, 494
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Supply chain management (e-SCM;
SCM), 443, 446, 495
quality principles in, 607
Supply chain management research,
507
Supply chain standardization, 740
Support of a fuzzy set, 293
Surface Web, 466, 467, 480
Surveillance, workplace, 769
Survey of Current Practices in the
Nanotechnology Workplace, 378
Surveys
in credible security policy, 982-983
as security awareness tool, 990-991
piracy studies via, 886-887
Sushi USB drives, 923
Sustainable competitive
advantage, 496
“Swarm” strategy, competitive
advantage via, 530
Swiss railways (SBB) expert system,
328
Switches, 10, 19
Switching, 35
Switching costs, 751
Switching state model (SSM), 79
Symmetric bidders, 613
Symmetric key encryption, of dig1ial
signatures, 996
Symmetric keys, for message
authentication ccdes; 997, 998
Symmetric multi-p1oc:ssing
(SMP), 170
Symmetric muiticrocessor (SMP)
systems;. 169
Synagranh:ic Mapping System
(SYMAP), 272
Syaartic junction, 331
Synchronous collaboration, 259, 269
Synchronous DRAM (SDRAM), 162
Synchronous Optical NETwork
(SONET), 23
Syndication, 265-266
SYN flood attack, 681
Syntax, in ontology languages, 666
Syntax analysis, 353, 359
System area network (SAN), 170
System bus, 162
System failures, DDBMS, 250
System group, 212
System installation, 166
System log, 16
System outage, 1032
Systems, identity management in, 909,
912
System specific security training, in
information security management,
951
System vulnerabilities, in information
security management, 947
Tacit knowledge, 327
Tagcloud, 265
Tagged image file format (TIFF), 288
Tagging, 264-265
Tag information, use of, 472
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Tags, 470
Target markets, for location-based
services, 556
Tarnishment, trademark dilution
by, 831
Task force. See Security task force
Task management, 261
Task model, 363, 367
Taxation
of e-commerce, 423
Internet, 705
TCAP/CORBA gateway, 83
T-conorms, 293-294
TCP/IP protocol stack, 514. See also
Transmission Control Protocol/
Internet Protocol (TCP/IP)
TCP/IP protocol suite, 11
TCP/IP reference model, 207
TDESA curriculum correlation service,
585, 587
TDMA-based standards, 103-104. See
also Time division multiple access
(TDMA)
TDMA systems, 98
TDMA upgrade options, 106
TeachEngineering, 584-587, 588, 591
Teach pendant, 312
Teamwork, in information security
management, 945
TEC Eng’g Corp. v. Budget Molders
Supply, 835
Technical competency, of outsourced
Web hosting, 629
Technical human threats, in
information security management,
947, 948
Technical/interoperability standards,
743
Technical standards, 743
Technical Working Group on Training
and Education in Digital Evidence
(TWGED),
927-928, 929
Technological countermeasures, against
social engineering, 880
Technological measures
circumvention of, 797-798
Versus security awareness,
877-879
Technological systems, emerging, 373
Technologies
contractual restrictions on the use of,
845-847
convergence of, 125-126
home networking, 40-48
privacy-enhancing, 424
Technology architecture, 501
Technology base, in CSIRT formation,
1006
Technology contracts, online,
842-855
Technology framework, for digital
rights management, 932-934
Technology management ANN
applications, 340-343
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Technology management
GIS and, 283-284
international intellectual property
law for, 727-737
standardization and, 738
Technology perspective, 500
Technology products, marketing
of, 842
Technology products warranties, under
UCITA, 852
Technology transfer goals, 738
Technorati, 631
Telecom Italia Lab (TILAB), 367
Telecommunication companies, selling
frequency spectrum
to, 615
Telecommunication management, 30
Telecommunications, GIS
and, 287
Telecommunications Act of 1996, 544,
1030
Telecommunications information
networking architecture (TINA),
84-85
Telecommunications industry, 114
Telecommunications Industry
Association (TIA), 97
Telecommunications Industry
Association Interim Standard
1S-136, 104-105
Telecommunications management
network (TMN), 30. See also TMN
entries
Telecommunications networks, future,
512-513
Telecommunications services, 448
Telecommunication standardization,
28
Telecommunications technologies,
evolution of, 512
Telecommuting, 38
Telemedicine, 405
Tele-operators, 308-309, 318
Telephone, social-engineering attacks
via, 864
Telephone numbers, in comprehensive
security planning, 1017
Telephony, 28
cellular, 96
Telepresence, 261
Telepresence surgery, 405
Telnet, 11
Tempest environment, 85
Temporal Key Integrity Protocol
(TKIP), 13, 684
Temporal reinforcement learning, 338
Temporal reinforcement learning
objective function, 338
Temporary local directory number
(TLDN), 100
10 Gigabit Ethernet, 163-164, 169
TeraGrid, 170
Term-at-a-time strategy, 469
Term-base queries, 654
Term frequency, 468, 477
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Term frequency vector, 472
Term frequency weight, 468
Terminal nodes, 183-184
Terminal resource security, 1016
Terminals, 28, 67
Termination protocols, 251-252
Terminology standards, 744
Terms of use, 714
“Terms of use” provisions, 705-706
Territorial techno-realists, versus global
techno-optimists,
717-718
Test and measurement standards, 744
Testing, in disaster planning, 1018
Tex_Preference dimension, 660-661
Text content-based categorization, 656
Text documents, Web search
technologies for, 466-481
Text retrieval, 467—-470, 480
Text retrieval system
architecture of, 467-468
effectiveness of, 470
Text-to-speech output, 351
Theft, in identity user control, 899,
900. See also Stealing prevention/
protection
Theft of trade secrets, information
security management and, 941
Theft statutes, 700
Thicknet, 6
Thinnet, 6
Third-generation (3G) cellviar
networks, 106-16,8
Third generation wiseless mobile
cellular systerns, 522
Third Norme!l Form (3NF), 233, 235
Third parties
in identity management, 896
in rick transfer, 1026
Thira-party portals, 446
Thirsty Saber project, 352
Thread-level parallelism (TLP), 162
Threat and vulnerability pairing, in
information security management,
947-948
Threat matrix, on information security
management, 948
Threat model, with electronic
signatures, 995
Threats, 1011. See also Intentional
threats
in comprehensive security planning,
1017-1018
identification of, 1012-1013
in information security management,
946-948
in risk analysis, 1025
to SANs, 1029
Threat vectors, in information security
management, 955
321 Studios v. Metro Goldwyn Mayer et
al., 798, 800, 805
3-D visualization hardware/software,
274
3G AAA server, 518

3G architectures, 114
3G c¢dma2000, 108
3G cellular networks, 106-108
3G mobile networks, 554-555
3G network architecture, 109
3GTD-SCDMA, 108
3G technology, enhancements for, 110
3G W-CDMA, 108
3G WiMAX, 108-109. See also
Worldwide Interoperability for
Microwave Access (WiMax)
3G wireless, 544
3G wireless technologies, 537
Three-layered client/server architecture,
129-130
“Three step test,” 729
Three-tier client/server architecture,
131
Threshold theorems, 391
Tier-based architecture, 129, 130-132
Tight coupling architecture, 517-518
Time-critical information services, 549
Time dimension, 660
Tiive division multiple access (TDMA),
43,97, 104. See also TDMA entries
‘lLime division-synchronous code
division multiple access
(TD-SCDMA), 108
Time division synchronous CDMA (TD-
SCDMA), 537
Timeliness, in information security
management, 944-945
Time of arrival (TOA), 540
Time-sensitive fuzzy logic system, 303
Tipton, Harold, on security awareness
programs, 976
Title and Snippet search results, 479
TiVo, 531
TJX corporation, information security
breach in, 941
TMN architecture, 31
T-Mobile clickwrap contract, 849-850
T-norm operation, 297
T-norm operator, 295
T-norms, 293-294
Token exchange scheme, 182
Tokenization process, 649, 670
Token ring architecture, 5-6
Tokens, 1003
in authentication systems, 999
identity management with, 902
as security measure, 1015
Toner Loading Program, 803
Top-down DDBMS design, 245
Top-down manufacturing, 374
Top-down parsing, 355
Topics, in security awareness programs,
976-977
Top-level domain (TLD), 396, 832
Topological quantum computing,
390-391
Topology, 288
as a feature of vector-based GIS,
274-276
Topology control, 174, 202



components of, 200
for peer-to-peer systems, 198-201
TopTravel, 434
TOR anonymizer, 903
Tort, 714
Toshiba America, Inc., 402
Total Access Communications System
(TACS), 102
Total cost of ownership (TCO), 572, 891
Total Information Quality Management
(TIQM) system, 602, 609
Total outsourcing, 563, 575
Tourism, Internet applications
for, 403
Toxic Substances Control Act
(TSCA), 378
Traceability, of digital identity, 913
Tracking systems, 315
Trade dress, 825-827, 840
distinctiveness of, 826
functionality and, 826
limitations on protectable, 827
protectable, 825
protection under federal law, 825
use as a trademark, 825-826
Trade dress infringement, 830-831
Trademark, 714, 840
Trademark counterfeiting, 926
Trademark dilution, 831, 840
Trademark genericism, 839
Trademark infringement lawsuits,
834-835
Trademark infringement, 829-834
on-line, 832-834
remedies for, 834-836
Trademark law, 760, 823-841
Trademark Law Treaty, 731
Trademark licenses, transfer of rights
via, 837-838
Trademark protection, 730
international, 839
Trademark registration, 828-829
Trademark registration applications,
829
Trademark rights
abandonment of, 838-839
assignment of, 838, 839
delay in asserting, 838
obtaining, 827-829
under the TRIPS Agreement, 729-730
Trademarks, 424, 736, 746, 774
compulsory licensing of, 730-731
defenses and permissible uses of,
836-837
defined, 823-824
discontinuance of use of, 838
distinctiveness of, 824
exceptions to, 730
famous, 831
good will and, 827
importance of, 823
loss by acts of trademark
owner, 839
loss of rights in, 838-839
post-TRIPS development of, 731
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publishing, 730
statutory protection of, 828
transfer of rights in, 837-838
under the TRIPS Agreement, 729-731
types of, 825
understanding, 824
Trade secrets, 746
information security management
and, 941
information security policies and, 927
theft of, 926
Trading hubs, 446
Trading zones, 376, 377, 381
convergent-technology,
376-377
Traditional trademark infringement,
829-831
Traffic flow, with IPsec, 968
Trafficking, 809
under the digital millennium
copyright act, 798-799
Traffic redirectors, 685
TrafFix Devices Inc. v. Marketing
Displays, Inc., 826-827
Training. See also Vendor training
in comprehensive security planning,
1017
employee, 16
implementing, 604
in information security management,
945, 951-952
in-house digital forensics and,
927-928
security-awarer.ess, 875, 877-878,
879, 977,.939-990
Training expertise, in credible security
pclicy, 980
Trajectory generator algorithm, 312
Trajectory models, application-specific,
240
Transaction, 447
Transactional middleware, 135
Transactional queries, 471
Transactional Web services, 587-589
Transaction brokers, 486, 492
Transaction cost economics, 575
Transaction costs, 436, 575
for auctions, 620
Transaction failures, DDBMS, 250
Transaction-processing (TP) monitortng
server, 134
Transaction Processing Performance
Council (TPC) benchmark, 159
Transformative works, 787
Transient virus, 675
Transitive dependency, 235
“Translating bridge,” 10
Transmission, of digital signatures, 995,
996
Transmission control protocol (TCP),
11, 138, 170, 522, 637
Transmission Control Protocol/ Internet
Protocol (TCP/IP), 166, 689. See
also Internet Protocol Suite (TCP/
IP); TCP/IP entries
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in the mobile communication
environment, 541
Transmit power control, 200
Transparency, 254
Transportation, GIS and, 287
Transport Control Protocol (TCP)
information packets, 342
Transport layer, 138
in wireless Internet, 512
Transport layer protocol, with Secure
Shell, 970
Transport Layer Security (TLS),
542-543, 686
in enterprise security architecture,
968-970
Transport mode, with IPsec, 967, 968
Trap, 222
Trapdoor functions, 388
Trapezoidal fuzzy membership
functions, 303
Travel, Internet applications for, 403
Travel agency, click-and-brick, 434
Travel industry, collaborative marketing
campaigns in, 504-506
Travelocity, 531
Travel products, 486
Travel sites, 527-528
Treaty, 724
Tree-structure diagram, 227
Trespassing, social engineering attacks
and, 876
Triage, CSIRTs during, 1007
Triplicate, 675
TRIPS Agreement, 727, 777. See also
General Agreement on Tariffs and
Trade (GATT) accord on Trade-
Related Aspects of Intellectual
Property Rights (TRIPS)
copyrights under, 728-729
dispute resolution under, 735
enforcement section of, 733-734
General provisions of, 728
industrial designs under, 731
patents under, 731-733
principles and objectives of, 728
trademarks under, 729-731
understanding, 727-735
TRIPS Plus norms, 727
Trojan horse defense, 700
Trojan horses, 676-677, 689
Trojanization, 1010
Tropos, 365, 366
Troubleshooting, in the e-commerce
business plan, 411
True party, 1003
digital signatures and, 997
in threat model, 995
with electronic signatures, 994
Trust, 190-192
as a critical success factor, 497
groupware and, 267-268
in GeoDRM Reference Model, 936
mobile identity and, 905
modeling, 186-187
quantifying, 186
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Trust agents (TAs), 186-187
Trust aggregation, 202
Trust computation equation, 189
TRUSTe, 600
Trusted employees, computer crime
and, 926
Trusted networks, 18
Trusted platform module (TPM), with
electronic signatures, 994
Trust issues, 174
in peer-to-peer systems, 185-198
Trust management, 201, 202
game theoretic analysis of, 195
in identity management, 916
local and global, 193
Trust manager, 190
Trust overlay network (TON), 197
Trust recommendation mechanism, 187
Truth value, 329
TSK fuzzy models, 298
Tunnel mode, with IPsec, 967, 968
Tuple, 232
Turing machine, 384
Turnitin.org, 764-765
12X links, 164
24-hour tellers, 455
Twisted-pair networking cable, 6
2.5G standards, 106
2.5G wireless technologies, 537
2-D GIS objects, storing, 277
Two-dimensional internetworking, 513
2G Digital TDMA-based cellular
standards
comparison of, 105
2G wireless technologies, 537
Two Pesos, Inc. v. Taco Cabana, Inc., 826
Two-phase commit (2PC) protocol,
251, 254
Two-tier client/server architecture, 131
Two-tier Web architectures, 628
“Two-year hack,” 858
Type-1 fuzzy sets, 292
Type-1 fuzzy systems, 296-298
Type-2 fuzzy sets, 292
Type-2 fuzzy systems, 298-300
Typed signatures, 999, 1003
Type-reducer, 299-300
Types, in MPEG-21 REL data model, 935

U-commerce, 416, 426

Ugly security behaviors, 978-979

UK data protection acts, 600

Ultra-high-frequency (UHF) tags, 539

Ultra mobile broadband (UMB), 118

Ultra SCSI, 163

Ultra Wide SCSI, 163

UML sequence diagrams, 366. See also
Unified modeling language (UML)

UML use cases, 365

“UMTS flavor,” 518. See also Universal
mobile telecommunication system
(UMTS)

UMTS network architecture, 109

UMTS terrestrial radio access network
(UTRAN), 109
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Unbound nyms, digital identity
and, 897
Unbundling, 886, 894
Uncertainty model, 239
Uncertified identity attributes, 897
UNCITRAL Model Law on Electronic
Commerce, 843, 844
Unclonable encryption protocols,
387-388
Unconscionability doctrine, 849
Undistrusting, 193-195
UN/EDIFACT standard, 489
U-net network interface architecture,
167
UNICODE standard, 665
UNICORE 6, 148
UNICORE architecture, 149
UNICORE client, 148
UNICORE Plus, 148
UNICORE site (Usite), 148
Unified modeling language (UML), 228.
See also UML entries
Unified Modeling Language approach,
229
Uniform Commercial Code (UCC), 843,
844, 851
remedies for unconscionability, 849
Uniform Computer Information
Transactions Act (UCITA), $43
Uniform Computer Information
Transactions Act techno!egy
product warranties; 82
Uniform Domain-Nare Dispute-
Resolution Pohicv (UDRP), 731,
736, 834
Uniform Electrouic Transactions Act
(UETA), 243, 844, 845, 1001
Uniforra Taterface to Computing
Resources (UNICORE) project,
148, 155, 157. See also UNICORE
ontries
Uniform Resource Identifier (URI), 665
Uniform resource locators (URLs), 288,
396, 406, 466, 471, 591, 645, 670.
See also URL entries
in identity management, 914-915
UniGrids project, 148
Uninhabited aerial vehicle (UAV), 307
Unintentional threats, 1013, 1019
due to accidents or mistakes, 1029
Unintentional tort, 708
Uninterruptible power supplies (UPS),
17
in basic security safeguards, 1012
United Drug Co. v. Theodore Rectanus
Co., 827
United Nations Commission on
International Trade Law
(UNCITRAL), 720
United Nations Convention on the Use
of Electronic Communications in
International Contracts, 719-720
United Nations International
Telecommunications Union
(ITU), 701

United States. See also American
entries; Department entries;
Federal entries; Government
entries; National entries; U.S.
entries

hardware-based residential VoIP
services in, 60

laws concerning electronic signatures
in, 1001-1002

laws regulating SANs in, 1028-1029

patent law in, 813-817

VolIP service providers in, 61

United States Copyright Act, 778,

779, 780, 786, 788, 791, 792, 794,
845-846

United States et al. v. American Library
Association, 707

United States Shoe Corporation v. Brown
Group, Inc., 837

United States v. Elcom Ltd., 802

United States v. Ziegler, 704

Universal City Studios v. Reimerdes, 706

Universal City Studios Inc. v. Corley,
198, 799, 803

Unversal City Studios Inc. v. Reimerdes,
798, 800, 801, 803-804, 807-808

Universal Copyright Convention, 892

Universal data repository, 640-641

Universal description, discovery, and
integration (UDDI), 137, 157,
541, 591

registering and discovering Web
services with, 589

Universally Unique IDentifier
(UUID), 589

Universal mobile telecommunication
system (UMTS), 97, 126, 545. See
also UMTS entries

features of, 114

Universal Plug and Play (UPnP),
43-44,52

University database, 227

UNIX-based languages, 397

UNIX operating system, 10, 165, 281

Unlicensed spectra, performance and
uses of, 113

Unlinkability

with anonymous credentials, 903

with certified digital identity
representations, 902

in identity user control, 899, 900

with online issued tokens, 902

Unlisted telephone numbers, in
comprehensive security planning,
1017

Unocal patent infringement
claims, 749

Unrealised semantic Web technologies,
665-666

Unregistered trademarks, 730

Unshielded twisted-pair (UTP)
cable, 6

Unstructured P2P networks, 202

Unsupervised learning, 338, 344

Untrusted networks, 18



Uplink time of arrival (UL-TOA), 540
Upstream rights, digital rights
management and, 931
URL session tracking, 683. See also
Uniform resource locators (URLSs)
URL system, 637
Usability, 654
mobile identity and, 905
Usage permissions/constraints,
digital rights management and,
931-932,933
Usage policies, for backup and recovery,
1026-1027
USA PATRIOT Act, 423. See also U.S.
Patriot Act
USB drives, 923
social engineering using, 870-871
U.S. cellular providers, 115
U.S. Constitution, 765, 772, 813. See
also First Amendment; Fourth
Amendment; Sixth Amendment
U.S. Copyright Office, 714
U.S. criminal justice system,
693-703
USDA Physical Security Inspection
Checklist, 881
US Defense Advanced Research
Projects Agency (DARPA), 1016
US Department of Energy
(DOE), 1016
U.S. Department of Justice, 802
U.S. digital cellular (USDC)
system, 97
Use-based trademark registration
application, 829
Use cases scenarios, 365
Usefulness, 654
patentability and, 814
User acceptability, of biometrics, 1000
User access, in identity
management, 911
User authentication protocol, with
Secure Shell, 970-971
User-based access control model
(UACM), 222
User-Based Security Model
(USM), 215
User behavior vector (UBV), 653-654
User-centric focus, in credible security
policy, 980-981
User choice, in identity user control,
899, 900
User control
basic properties of, 899-900
in history-based identification, 905
in identity management, 899-901
User convenience, in identity
management, 915
User Datagram Protocol (UDP), 138,
210, 523
RADIUS protocol and, 964
User experience, in identity
management, 910-911
User interface, 329, 666
expert systems and, 320-321
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Username authentication, with online
issued tokens, 902
Username/password system, 649
User principals, in identity
management, 911-912
User product-specific knowledge,
341-342
User profiles, 473-474
User query, 474
Users, 609-610. See also Web users
in credible security policy,
980-981
defined, 321
in identity management, 909,
910-911, 912-913
in OMA DRM specification, 935
security task force and, 1011
U.S. Geological Survey (USGS), 282,
284, 286
U.S. March-in rights, 819
U.S. Patent and Trademark Office
(USPTO), 714, 813, 819, 821, 828
U.S. Patriot Act, 766. See also USA
PATRIOT Act
US Secret Service, on information
security management, 947-948
U.S. v. Elcom, 804
Utilitarian argument, on intell=ciual
property rights, 761, 752
Utilitarianism, 774
Utilitarian theories, free speech rights
and, 754
Utilities, business ccntinuity/disaster
recovery laws and regulations
and, 1C20Q
“Utility computing,” 590
Utility mundels, 421, 422, 812
Utilitv patents, 812, 826, 827

VACM access control logic, 216
VACM process, 216
Validation, 1003
Validity, of identity, 897
Valuation, in information security
management, 942, 946
Valuation complexity, in auction
design, 621
Value, in RDF structure, 667
Value added networks (VAN),
416, 489
Value-added service charges, for mobile
communications, 550-551
Value-added service providers, in an m-
commerce value chain, 553
Value added services, 59
Value chain, 415, 508, 532
of mobile entertainment services, 555
of mobile information services, 555
of mobile payment and financial
services, 557
roles in, 552-553, 554
Value chain analysis, 530
implementation roadmap via, 502
Value chain differentiation, 430
Value chain management solutions, 506

1097

Value chain performance trends, 499
Value circle, 610
Value propositions, in m-commerce,
549-550
Van Eck Phreaking, 864
Varian analysis, 179-180
Vault Corp. v. Quaid Software
Ltd., 846
V CAST mobile TV, 556
VCG mechanisms, 620
Vector, 288
Vector-based GIS, 274-277
Vector data structure, advantages of,
278-279
Vector file formats, 277
Vector space model, 467, 480, 649, 653,
659, 670
Vendor-client relationships, 573-574
Vendor-managed inventory (VMI), 489
Vendor performance metrics, 573
Vendor performance valuations, 567
Vendors, 928
capabilities of, 569
contract and relationship with, 563
identifying and evaluating, 440
managing, 565
Vendor selection, in network
management, 32-33
Vendor-specific scrip, 458
Vendor training, digital evidence
and, 928
Vendor Worksheet, 14
Venture capital (VC), 414
Venture capitalists, 413
Verifiability
with anonymous credentials, 903
with certified digital identity
representations, 901
in identity user control, 899, 900
with online issued tokens, 902
Verifiable encryption, with anonymous
credentials, 903
Verification, 1003
of digital signatures, 995, 996, 997
of message authentication codes, 998
in selecting electronic signature
system, 1000
Verifiers, 1003
for electronic signatures, 994
in threat model, 995
Verizon Wireless, 115, 116
Versatile home network (VHN)
standard, 48
Versioning backup, 1027
Vertical communications, 513
Vertical fragmentation, 246, 247, 248
Vertical integration strategies, 496
Vertical market, 492
Vertical marketplace, 489
VESA local bus, 162
Vicarious infringement, 789, 790
Vicinity devices, 461-462
Vickrey auction, 613
Vickrey-Clarke-Groves (VCG)
mechanisms, 624
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Victim impact statement, 702
Video, online, 528
Video Ad Serving Template (VAST), 507
Videoconferencing, 258, 260-261
Video games, DMCA exemptions
for, 803
Video On Demand service, 488
Videos, as security awareness tool, 990
Video viewing, online, 487
View-Based Access Control Model
(VACM), 216
Vigilantism, cybercrime, 697
ViNTs wrapper generator, 477-478
VIP factor, 876
Virtual 3D environment, 258
“Virtual” child pornography, 699
Virtual communities, 429
Virtual enterprise, 508
Virtual enterprise benefits, 503
Virtual enterprise data management
services, 497, 503
Virtual enterprise integration (VEI),
501-502, 508
Virtual enterprise management,
495-496
Virtual enterprise readiness
assessment, 501
Virtual interface architecture (VIA),
167, 170
Virtualization, 3
Virtual LAN (VLAN), 10
Virtual medicine, 405
Virtual memory-mapped
communication (VMMC), 166-167
Virtual organizations (VOs), 143, 157
Virtual payment cards, 455
Virtual private networks (VPNs), 16, 27,
35, 139, 447, 631, 637
message authentication codes
and, 999
Virtual private network services,
69, 281
Virtual reality models (VRMs), 274
Virus contamination, costs of, 922
Viruses, 636, 637, 675, 689, 1013, 1014
business continuity and, 1022
in information security
management, 948
negligence concerning, 709
Virus host, 675
Virus scanners, 880
Virus-scanning software, 636, 637
Visa, 452
VISA 3-D Secure, 686-687
Visitor location register (VLR), 99-100,
218
Visitors, security standards for, 876
Visit traces, 1003
in authentication systems, 999
Visual spoofing, 866, 867
Vivisimo search engine, 474, 475
VL-bus standard, 749
Vodafone, 115
Voice, IEEE 802.11 limitations in
supporting, 75
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Voice changers, 864
Voice CODEC selection criteria, 64-65
Voice CODers/DECoders (CODECS),
64-65
characteristics of, 65
Voice convergence, quality of service
for, 74
Voice delay levels, 66
Voice of the Customer (VOC), 594, 597,
602-603
Voice over Internet Protocol (VoIP),
56-77, 418, 523, 539. See also VoIP
entries
benefits of, 59-60
growth of, 56-59
versus voice over public switched
telephone network, 60, 61-62
over wireless local area networks,
71-75
Voice over packet (VoP) architecture, 60
Voice over WLAN (VoWLAN), 71-75, 76
Voice quality, performance metrics for
assessing, 65-66
Voice recognition, 350-351
Voice recognition systems, 350-351
Voice recognition technology, 351
Voice service, interruptions in, 73
Voice storage, 60
Voice-system, 351
Voice typewriter, 350-351
VoIP billing, 60. See also Voice over
Internet Protocol (Vol1Y¥)
VolIP calls, reduced n.mber of, 74
VoIP gateways, 63-c4
VoIP hardware ¢aafigurations,
62-63
VoIP implenicntation configurations,
60--71
VelF service providers, 61
V¢! P mianagement protocols, 67-71
o over WLAN
issues related to, 73-74
security issues for, 74
VoIP regulatory issues, 70-71
VoIP revenues, growth of, 58-59
VolIP traffic, growth of, 58
VoIP transmissions, impact of WLANs
on, 73-74
VoIP transmission schemes, over
WLANS, 72-73
Volume discount auctions, 616-617
Voluntary consensus standards (VCSs),
740, 741, 751
Voluntary consensus standards bodies
(VCSBs), 741
Voluntary initiatives, for
nanotechnology regulation,
379-380
Voluntary Inter-industry Commerce
Standards Association
(VICS), 497
Voter turnout, e-voting and, 772-773
Voting, legal protection of, 772
Voting-based merging techniques,
478-479

Voting technologies, 771-772
Voting termination, 246
Vulnerabilities
in information security management,
946-948
types of, 1013
Vwallet, 459

‘W32/Pravo virus, 677
Wait and see parsing (WASP), 355
Wal-mart, 527
Wal-mart proprietary EDI
network, 491
Wal-Mart Stores, Inc. v. Samara
Brothers, Inc., 826
WAN/MAN architecture, 29. See also
Metropolitan area networks
(MANSs); Wide area networks
(WANs)
WAN speeds, 3
WAN technologies, 3
comparison of, 113
underlying, 22
WAP browser, 47. See also Wireless
application [access] protocol
(WAP)
WAP datagram protocol (WDP), 542
WAP-enabled handheld device, 47
WAP forum, 541
WAP Gap, 543
WAP gateway, 47
WAP identity module (WIM), 543
WAP session protocol (WSP)
layer, 542
WAP standard, 542
WAP transaction protocol (WTP), 542
Wardialling, 864
Warez, 894
Warez doodz, 887, 894
Warhead, 676
Warranties, fitness and merchantability,
851-852
Wavelength-division multiplexing
(WDM), 24
Waypoints, 312
Weak entity sets, 230, 232
Weak identity assurances, 897-898
Weak identity attributes, 897
Weakly bound nyms, digital identity
and, 897
Weakly dominant strategy equilibrium,
619
Web, 670. See also World Wide Web
entries
asynchronic nature of, 647
basic operation of, 645-646
characteristics of, 644 -645
collecting data from, 646
commercialization of, 771
competitive advantage on, 529-530
dynamic capabilities of, 422—-423
importance of, 409
knowledge management for, 658-661
as a publication system, 641
selling influence on, 760



usability and usefulness of, 654
Web 1.0, versus Web 2.0, 642
Web 2.0, 269, 418-419, 498, 508, 610,
634, 637
future of, 641-643
Web 2.0 business models, 422-423
Web 2.0 client-side software, 634
Web 2.0 collaboration tools, 502
Web 2.0 content, quality principles for,
605
Web 2.0 developments, 263
Web 2.0 information, quality of, 595
Web 2.0 server-side software, 634
Web 2.0 technology, 425, 643
Web 3.0, 425
Web access, to home network devices
with handheld devices, 47
Web advertising, nontargeted, 530-531
Web application servers, 590
Web architectures, 628-629
Web-based courses, as security
awareness tool, 988
Web-based documents, quality of, 595
Web-based GIS, 282-283
Web-based technology, 418
Web-based voting technologies, 772
Web blogging, 662-663
Web browser, 670
Web browser technology, 417
Web business, lessons learned
concerning, 530-531
Web business models, 532
business-to-consumer, 525-533
evolution of, 531-532
Web calendars, 667
Web communications, 641
Web communities, 656, 662, 670
identifying, 664-665
Web content, user preferences
about, 654
Web content creation/maintenance,
quality principles for, 604-605
Web content mining (WCM), 656, 657,
670
Web crawlers, 470, 471, 480, 647-648,
659, 664. See also Crawlers
Web data, 645-649, 670
extracting information from, 639
Web data definition, quality principles
for, 603
Web design, quality principles
for, 602
Web document management, quality
principles for, 603-604
Web environment, characteristics of,
470-471
Web filtering software, 707
Web hosting, 626-638, 641
in the e-commerce business
plan, 411
future of, 636
globalization and, 634-636
in-house, 628
outsourced, 629-630
proliferation of, 632
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reliable and adequate, 412
security of, 636
Web hosting services, models of, 628
Web hosting technology, 627-628
Web information, organization
of, 643
Web information repository, 649-653
Web intelligence (WI), 639-67
fuzzy, 302-303
ontology and, 667-668
overview of, 6403
Web Intelligence Consortium
(WIC), 640
Web knowledge base, 661
Weblog platforms, 631
Weblogs (blogs)
data cleaning and pre-processing of,
646-647
Weblogs (blogs), 258, 399, 406, 631,
646, 862. See also Blogs
Webmaster, 646, 661, 670
Web mining, 655-658, 659, 670
applications of, 656-658
techniques of, 655-656
Web mining studies, 646
Web mining technique (WMT)
dimension, 661
Web Ontology Language (OW!.), 645,
667, 670
Web-originated data, natire-of, 646
Web page actualization, ©48
Web page content, (642
Web page conten: nining, 656
Web page data cleaning/
pre-preeessing, 649
Web pagey, %70, 646
algoriihms for ranking, 663-664
authoritative, 663
leagth of time spent on, 655
ranking of, 759
utilization of words in, 654
Web pornography, children and,
755-756
Web portal, 447
Web proxy, 637
Web proxy caches, 628, 637
Web search engines, 643, 670. See also
Search engines
Web search queries, 471-472
Web search technologies, 466-481
Web servers, 2, 3, 48, 132-134,
399, 670
Web-service-based system architectures,
590
Web service lifecycle, 146
Web services, 136-137, 578-592
core characteristics of, 578
exploring with WSDL, 588-589
identity management and, 915
interoperability with, 578-579,
580-581
in NGN, 92-93
registering and discovering with
UDDI, 589
transactional, 587-589
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work distribution, specialization, and
productivity in, 579-580
Web Services Business Process
Execution Language (WS-BPEL),
590, 591
Web services definition language
(WSDL), 145-146
Web services description language
(WSDL), 92, 137, 541, 591
exploring Web Services with, 588-589
Web services interface, 477
Web services resource framework
(WSRF), 146-147, 157. See also
WSREF entries
Web Services Security (WSS), 589
in identity management, 918
Web site hyperlink structure, 663, 664
Web site keywords, 654
Web sites
accessibility of, 598
easy-to-find, 597-598
in the e-commerce business
plan, 411
jurisdiction over, 710
personalization of, 661
robust and useable, 412
trust and, 598
Web site usability, 414
Web site users, 661
WebSphere MQ, 135
WebSPHINX, 646
Web spoofing, 678, 685
Web storage management, 632
Web stores, 485
Web strategy, 529-531
Web structure mining (WSM),
656, 670
Web usability, 670
Web usage mining (WUM), 657, 670
Web usage statistics, 642
Web usefulness, 670
Web user behavior, classification
of, 658
Web user browsing, facilitating, 639
Web user information preferences,
modeling, 654
Web users, 670
behavior analysis of, 653-655
characterizing the behavior of,
653-654
Web wisdom, 639, 644-645, 670
West Point Carronade, as security
awareness tool, 990
“Whole computer,” 160
Wide area networks (WANSs), 1, 19,
21-36, 52, 170, 399. See also WAN
entries
backup and recovery in, 1027
challenges related to,
21-22
management of, 32-35
requirements and approaches related
to, 22
transmission and media, 22-24
versus LANs, 3—-4
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Wideband CDMA (W-CDMA), 107, 108
Wide SCSI, 163
WiFi, 19, 118-122, 126. See also
Wireless fidelity (Wi-Fi)
utilization and implementation of,
120-122
WiFi card, 12
WiFi networks, 7
Wi-Fi Protected Access (WPA), 684
Wiki engines, 264
Wiki IQ principles, 605
Wikinomics, 418, 422, 426
Wikipedia, 530, 663
Wikis, 258, 610, 662-663
business use of, 263-264
Wiki Workplace business model, 423
WiMAX Forum, 109, 116, 117, 126. See
also Worldwide Interoperability for
Microwave Access (WiMax)
WiMax networks, 122
Windows, digital forensics tools
with, 928
Windows Cardspace, in identity
management, 917, 918
Windows Compute Cluster Server 2003,
169
Windows Media DRM, 934
Windows operating system, 165
Winner’s curse, 622, 624
Winner determination, 624
in auction classification, 614
Winner determination complexity, in
auction design, 621
WIPO Copyright Treaty, 719, 792,
932. See also World Intellectual
Property Organization (WIPO)
WIPO Draft Database Treaty, 782
WIPO Internet Treaties, 719
WIPO Performances and Phonograms
Treaty, 719
WIPO Standing Committee on
Copyright and Related
Rights, 719
Wired-based home networks, 41
Wired equivalent privacy (WEP), 12,
76, 538
Wireless access, providing,
122-123
Wireless application environment
(WAE), 541-542
Wireless Application PKI
(WPKI), 543
Wireless application [access] protocol
(WAP), 47, 52, 540-541, 545. See
also WAP entries
Wireless backhaul, 118-119
Wireless code division multiple access
(W-CDMA) cellular systems, 50
Wireless communication technology,
electronic payment and, 461
Wireless communication standard, lack
of, 554
Wireless enabling server, 134
Wireless equivalent privacy
(WEP), 683
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Wireless Ethernet Compatibility
Alliance (WECA), 537
Wireless fidelity (Wi-Fi), 537-538, 545.
See also WiFi entries
Wireless gateways, 134
Wireless Internet, 510-524
concepts and issues in, 511-513
Wireless ISPs (WISPs), 116,
120-121
Wireless LAN domain, 519
Wireless local area networks (WLANSs),
7, 11-16, 42, 110, 510, 523,
537-538, 545. See also WLAN
entries
cellular network integration with,
516-519
retransmissions and dropped packets
over, 74
VolIP over, 71-75
WirelessMAN Working Group, 117
Wireless Markup Language (WML), 52,
540, 545. See also WML entries
Wireless mesh-based products, 121
Wireless Metropolitan Area Network
(wirelessMAN; WMAN),
108-109, 523
Wireless mobile Internet, 510
Wireless network management,
218-219
Wireless networks
insufficiently secured, 864
vulnerabilities in, 683-604
Wireless P2P system. cnergy efficient
distributed topclegy control in,
199-201
Wireless providers, 115-116
Wireless public safety networks,
124-025
Wirelets server, 134
Wireizss systems, 24
“Nirzless technologies, 41-43
bandwidth and range of, 540
Wireless telephony application interface
(WTALI) specification, 542
Wireless transport layer security
(WTLS), 542-543
Wireless videoconferencing, 535
Wireless wide area network (WWAN),
IEEE 802.11 as a, 118-122.
See also WWAN entries
Wireless wide area network client/
server computing, 128-141
Wireless wide area network
technologies, 112-127
types of, 112-113, 114-122
Wireshark, 863
Wiring closet, configuration of, 16
Wisdom, 644
WLAN adaptation function
(WAF), 517
WLAN ESS architecture, 518
WLAN management, 12
WLAN security, 12-13
WLAN standards, 11-12
WML Script, 542

WML Script Crypto API (WMLSCrypt),
543
WML Script Crypto Library
(WMLSCLib), 543
Word-expert parsing, 355
Word page vector, 653
Wordsense neuron level, 355
Word stemming process, 649
Work area recovery, 1032
in business continuity
management, 1024
Work distribution, across parties,
579-580
Workflow management, 258, 261
Workforce
security awareness programs
and, 975
security behaviors in, 978-979
Workforce support, mobile, 550,
557-558
Working environments, collaborative,
261-262
Working storage, 321, 329
Wcrk'made for hire, 795
weorkplace surveillance, 769
Works
digital rights management and, 931
reproducing, 795
right to display publicly, 786
right to perform publicly, 785
right to reproduce, 784-785
Works made for hire, 783
World Intellectual Property
Organization (WIPO), 714, 797,
818, 834. See also WIPO entries
World Trade Organization
(WTO), 892
World Trade Organization Agreement
on Trade-Related Intellectual
Property Rights, 727
Worldwide Interoperability for
Microwave Access (WiMax).
See also 3G WiMAX; WiMax entries
Worldwide Interoperability for
Microwave Access (WiMax),
12,19, 24, 116-118, 125, 126,
521, 538
Worldwide VoIP subscribers, 57
World Wide Web (WWW), 396, 466,
480, 482, 495, 525, 626, 637. See
also Web entries
in enterprise security architecture,
958
World Wide Web Consortium (W3C),
578, 591, 643, 667
on security awareness programs, 986
World Wide Web Consortium
standard, 43
Worms, 636, 637, 675-676, 689. See also
Computer worm
Writer’s Workbench, 358
Written procedures, as a due process
requirement, 745
WS-Addressing (WSA), 147
WS-BaseFaults (WS-BF), 147



WS-DistributedManagement
(WS-DM), 151

WSDL (Web services description
language), 157

WS-Federation, in identity
management, 917, 918

WS-management, 589

WS-Notification (WSN), 147, 151

WS-reliability, 589

WS-resource, 589

WS-ResourceLifetime (WS-RL), 146

WS-ResourceProperties (WS-RP), 146

WSREF::Lite, 155

WSREF::Lite architecture, 150-151

WSRF.NET, 151-152, 155

WSREF specifications, 146-147

WS-security, 592

WS-ServiceGroup (WS-SG), 146-147

WS-transaction, 589

WWAN infrastructure, 112-113
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X.509 certificates, 897
for digital identity, 901

Xbox Live Marketplace, 488

xHPP protocol, 49

XING provider, 861-862

XML-based Web service, example
application of, 584. See also
eXtensible Markup Language
(XML)

XML documents, 369

XML-enabled EDI, 444

XML format, 582

XML schema defmition (XSD),
583,592

XpertRule, 325

xSP, 565

XSS scripts, 679

X-Ways Forensics, 928

X-windows, 129
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YouTube, 487, 528
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Zadeh, Lotfi A., 291, 292
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