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• A •
abstraction, 68

abstraction layer, 203–204

Accenture company, 99

access control

comprehensive security importance, 34

data management, 79

defi ned, 275

scheduling access, 199

security, 219

account and billing management

automation, 32

billing service, 235

potential problem with, 32

accounting, 157

ACID (automicity, consistency, isolation, 

and durability), 275

activity log, 183

ad-hoc workload, 112

administration, security, 181

allocation cost, 251–252

Amazon

EBS (Elastic Block Store), 103, 111

EC2 (Elastic Compute Cloud), 109–113

SimpleDB database, 83

S3 (Simple Storage Service), 103, 111

Virtual Private Cloud, 91

Web site, 13

Amazon Work Space (AWS), 91, 276

amortization, 51

anchored lifecycle platform, 122

Apache Hadoop open-source distributed 

platform, 82

Apex programming language, 129

API (application programming interface)

data transformation issue, 33

defi ned, 275

managing multiple, 33

overview, 11

REST, 132

standardized, 33

well-planned workload service, 68–69

AppJect company, 21

application

business process, 158

data architecture and, 33

incident and problem management, 239

monitoring, 217

virtualization, 198

application hosting, 275

application programming interface. See API

Application Service Provider (ASP), 21

AppLogic 3Tera company

as IaaS company, 115

private cloud offering, 102–103

architecture do’s and don’ts, 272

archive

cost, 249

data management, 84

defi ned, 275

ARTS (Association for Retail Technology 

Standard), 170

ASP (Application Service Provider), 21

ASP.NET, 275

assertion, 285

asset management

asset register, 216

capacity planning, 73

defi ned, 275

desktop management, 216

license, 217

remote management, 217

service management, 37

workload, 73

asset performance, 30

Association for Retail Technology Standard 

(ARTS), 170

Atom Publishing Protocol, 164

Atom Syndication Format, 164

atomicity, consistency, isolation, and 

durability (ACID), 275

attack. See security

audit

data audit product, 184

defi ned, 275

risk, 192
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audit trail, 275

authentication

comprehensive security importance, 34

defi ned, 276

identity management, 180

authorization, 34

automation

application, 22

backup, 217

Runbook, 73

security, 219

availability risk, 192, 259

AWS (Amazon Work Space), 91, 276

Azure (Microsoft), 125–126, 276

• B •
backup

automated, 217

as business process, 159

cloud data center, 62

cost, 64, 249

data management, 79

defi ned, 276

traditional data center, 62

bandwidth

defi ned, 276

ensuring performance level, 241

performance management, 36

Basel II, 276

batch, 276

best practice. See also standard

about this book, 1

avoiding mistake through, 162

basic description of, 161

consulting practice, 162

defi ned, 276

independent book, 162

industry organization, 162

training material, 162

Bigtable database (Google), 83

billing and account management

automation, 32

billing service, 235

potential problem with, 32

billing and metering of service, 11

billing risk, 192

binding, 276

biometric, 276

black-box, 222, 276

blade cabinet, 212

Bloor, Robin (Service Oriented Architecture 
For Dummies), 32

BPEL (Business Process Execution 

Language), 277

BPM (business process management), 

223, 277

breach, security, 177–178

broker, service, 224, 277

browser, 277

building cost, 58

bus, 277

business agility support, 15

business leader, 8

business management, 9

business process

accounting capability, 157

application, 158

backup and disaster recovery, 159

clerical activity, 159

collaboration, 159

communication, 159

computer-dependent, 29

defi ned, 277

do’s and don’ts, 272

email, 157

future of, 159

molecular modeling program, 157

monitoring, 29

payment technology, 159

research, 159

as service, 28, 155

Web site work, 159

Web-based, 159

Business Process Execution Language 

(BPEL), 277

business process management (BPM), 

223, 277

business process modeling, 277

business rule, 277

business service, 226–227

Business Week Magazine (Computing 

Heads for the Clouds), 50
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• C •
CA company

eHealth Performance Manager 

product, 101

private cloud offering, 100–101

Spectrum Automation Manager 

product, 101

Spectrum Infrastructure Manager 

product, 101

Canonical Web site, 214

Capability Maturity Model Integration 

(CMMI), 278

capacity planning

asset management, 73

service management, 37

virtualization, 203

capital expenditure

private cloud, 92–93

reduction, 15

capital investment, 30, 246–247

CCIF (Cloud Computing Interoperability 

Forum), 169–170

center of excellence, 277

change management

confi guration management, 218

data management, 79

defi ned, 278

desktop management, 216

hardware provisioning, 218

patch management, 218

software distribution and upgrade, 218

support desk, 239

Cisco Webex Collaboration company, 148

Citrix GotoMeeting company, 148

clerical activity, 159

client

caching, 65

thin, 210, 288

virtualization, 210–212

client desktop, 210–212

client/server, 278

cloud

defi ning the, 9

leveraging the, 262–263

open, 165

participant, 9

trusted, 116–117

cloud computing evolution, 8–9

Cloud Computing Interoperability Forum 

(CCIF), 169–170

cloud data center

backup, 62

cost to operate, 51–52

hardware cost, 60–61

traditional data center cost comparison, 

55–58

cloud database, 83

cloud ecosystem, 33

cloud resource management. See resource 

management

Cloud Security Alliance (CSA), 166–167, 269

cloud service. See also service

administering, 30–32

advantages of, 14–15

APIs, 11

billing and metering of service, 11

business agility support, 15

business drivers for consuming, 14–15

capital expenditure reduction, 15

characteristic, 10

defi ned, 9

delivery model, 17–18

elasticity characteristic, 10

free, 11

as important value to company, 9

multi-tenancy, 9

performance monitoring and 

measurement, 12

scalability characteristic, 10

self-service provisioning characteristic, 

10–11

social network, 9

cloud service provider

as cloud participant, 9

customer, 234–235

evaluation of, 31

having more than one, 31

investigating reliability and viability of, 

30–31

IT service provider comparison, 12–14

management service type, 233

managing multiple, 233–234

responsibilities of, 232–233

roles of, 13

Cloud Standards Wiki, 269
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cloud washing, 94

CloudCamp Web site, 268

cluster, 82

clustering, 204

CMDB (Confi guration Management 

Database)

defi ned, 278

hybrid environment, 236

optimization, 65

virtualization, 202

CMMI (Capability Maturity Model 

Integration), 278

CODA software company, 145

collaboration

as business process, 159

defi ning the cloud, 9

collaboration as a service, 146, 148–149

communication

as business process, 159

unifi ed, 148

communications cost, 64

compatibility testing, 149

compliance

cost, 252–253

data management, 43, 85

risk, 192

as a service, 151

component, 278

composite application, 120

comprehensive strategy, 28

compute cycle, 15

compute unit, 110, 278

Computer Sciences Corporation (CSC), 

98–99

computer-dependent business process, 29

computing cost, 52

Computing Heads for the Clouds (Business 
Week Magazine), 50

Concur company, 147

confi guration management

change management, 218

defi ned, 278

incident and problem management, 239

service management, 37

workload, 74

Confi guration Management 

Database (CMDB)

defi ned, 278

hybrid environment, 236

optimization, 65

virtualization, 202

connectivity, 241

Constant Contact company, 147

consultant, security, 185

consulting practice, 162

container, 278

container workload, 71

continuity plan, data management, 85

contract. See also SLA

data management, 85

risk, 192

termination, 85

cooling cost, 61

cost

allocation, 251–252

archive and backup, 249

asset management, 217

backup, 64

building, 58

cloud and traditional data center 

comparison, 55–58

cloud computing economies of scale, 53

communications, 64

compliance, 252–253

computing, 52, 54

cooling, 61

data center operation, 50–51, 249, 251

disaster recovery, 64, 249

economic cost model, 253–254

electric power, 57

hardware, 60–63

heating and air, 58

help desk support, 250

infrastructure software, 250

in-house software, 249

investment incentive and taxation, 58

labor, 52, 56

land, 58

location, 58

network, 248–250

operational support, 250–251

package software, 249, 251

platform, 249, 251

power distribution and cooling, 52

private cloud versus allocation, 251–252

recovering, 250–251

revenue model, 143–144

security, 65
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server, 248, 250

service level, 252–253

software maintenance, 249

staff, 58

storage, 248, 250

strategic consideration and, 253

system management, 64–65

Cost of a Cloud: Research Problems in Data 
Center Networks, The (Greenberg, 

Hamilton, Maltz, and Patel)

CouchDB database, 83

CPU, 61

Craigslist, 155

CRM (customer relationship management)

defi ned, 278

PaaS, 137

as SaaS strategy, 21

Salesforce.com history, 128

CSA (Cloud Security Alliance), 166–167, 269

CSC (Computer Sciences Corporation), 

98–99

cultural issue

anticipating, 255–258

executive support, 257

getting people involved, 258

smoothing transition to cloud model, 

257–258

training the staff, 258

customer management, 234–235

customer relationship management. 

See CRM

• D •
DaaS (Desktop as a Service), 213–214

dashboard, 12, 195

data analysis, 181

data and application architecture, 33

data audit, 184

data center. See also cloud data center; 

traditional data center

benefi t of, 49

cost to operate, 50–51, 249, 251

economic model of, 248–250

embedded software cost, 62–63

per-user cost example, 53

strategy, 42–43

where you are today assessment, 43

data cleansing, 279

data diversity, 75

data fabric, 279

data federation, 279

data management

access control, 78

Amazon SimpleDB database, 83

archive, 84

backup and recovery control, 78

change management control, 78

cloud database, 83

cloud-based SQL database, 83

co-mingling of data, 77

compliance, 85

continuity plan, 85

contract, 85

CouchDB database, 83

data destruction control, 79

data integrity, 85

data ownership, 85

data transfer across country border, 77

data transport security, 79–80

database as a service, 83

encryption, 79–80

fi le control, 78

fi rewall, 79

Google Bigtable database, 83

input validation control, 78

large-scale data processing, 81–82

latency requirement, 76

laws governing data, 77

loss of data, 85

LucidDB database, 83

metadata, 84

MongoDB database, 83

output reconciliation control, 78

privacy and compliance issue, 43, 76–80

processing control, 78

relational database model, 82

risk assessment, 260

secondary data use, 77

security, 43, 76–80

strategy, 43–44

uptime, 85

vendor, switching, 85

data profi ling, 279

data quality, 279

data storage, 61
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data store, 82–83

data transformation, 33, 279

data warehouse, 279

database

incident and problem management, 239

MySQL, 283

Salesforce.com software 

environment, 138

database-bound application, 14

datastore, 124

de facto standard, 163

decoupling, 198

dedicated hosting, 279

dedicated server, 279

delivery model, 17–19

department meeting, 257

Desktone Web site, 214

desktop

asset management, 216–217

change management, 216

client, 210–212

governance, 216

KPI, 215

moving to cloud, 212–213

security, 216

service management, 216

virtual, 209–212

Desktop as a Service (DaaS), 213–214

detection, 182–184

development as a service, 150

development sandbox, 129

Development Suite (LongJump company), 

132–133

development tool, 34

digital deception software, 183

directory, 279

disaster recovery

as business process, 159

cost, 64, 249

data management, 79

distributed processing, 279

distributed resource scheduler 

virtualization, 201

diversity, data, 75

DMTF (Distributed Management Task 

Force), 164, 167

downtime, 242

dramatic economies of scale, 23–24

dynamic economic environment, 7

dynamic scaling

IaaS and, 19

ISP pattern, 109

PaaS and, 20

dynamic virtualization, 206–207

dynamic workload, 70

• E •
early binding, 279

eBay

as massively scaled application, 154

as massively scaled SaaS, 23

EBS (Elastic Block Storage), 103, 111

Eclipse Foundation Web site, 269

economies of scale

communications cost, 64

network virtualization, 64

predictable network traffi c, 64

SaaS, 23–24

ecosystem

Salesforce.com, 140

value of, 144

EC2 (Elastic Compute Cloud)

Compute Units, 110

customer, 112

hourly charge, 112

as IaaS operation, 109–112

operating system support, 110–111

platform and storage, 110–111

resource allocation based on, 111

Xen virtualization, 110

effi cient server, 54

Elastic Block Storage (EBS), 103, 111

Elastic Compute Cloud. See EC2

elasticity

defi ned, 280

infrastructure resource, 19

scalability and, 10

electric power cost, 57

email, 157

embedded hypervisor, 201

embedded software cost, 62–63
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EMC company

Atmos cloud storage service, 98

private cloud offering, 97–98

encapsulation, 198

encryption

basic description of, 79

performance penalty, 184

public key, 80

symmetric key, 80

end user, 9

end-of-month workload, 112

end-of-year workload, 112

end-to-end service, 225

enhanced Telecom Operations Map 

(eTOM), 280

Enterprise Edition (Force.com), 130, 

225–226

ERP (enterprise resource planning), 

147, 280

error. See support desk

ESB (Enterprise Service Bus), 224–226, 280

eSCM (eSourcing Capability Model), 280

Etelos company, 21

ETL (Extract-Transform-Load) tool, 280

eTOM (enhanced Telecom Operations 

Map), 280

Eucalyptus Systems company

as IaaS company, 115–116

private cloud offering, 103

evaluation

of cloud service provider, 31

software, 246

strategy, 41

technology, 73

executive support, 257

expenditure

capital expenditure reduction, 15

expense structure assessment, 44

Extensible Markup Language (XML), 

70, 289

Extensible Stylesheet Language 

Transformation (XSLT), 289

Extract-Transform-Load (ETL) tool, 280

• F •
Facebook

as massively scaled application, 155

as massively scaled SaaS, 23

fault tolerance, 280

Federated Applications service, 130–131

federated identity management, 180

federation, 92, 280

fee. See also cost

Force.com, 130

Google App Engine, 124–125

Microsoft Azure, 126

fi le control, data management, 79

fi le system virtualization, 201

fi ne grain multi-tenancy, 22

fi rewall, 79–80

Flexiscale company, 114

Flickr company, 155

Force.com

AppExchange marketplace, 129

database as a service, 129

Enterprise Edition, 130

fee, 130

Free Edition, 130

logic as a service, 129

metadata architecture, 128

multi-tenancy architecture, 127

as PaaS example, 21, 127–130

service delivery infrastructure, 129

Unlimited Edition, 130

user interface, 129

forensics program, 182–184

form, virtualization, 198–199

free cloud service, 11

Free Edition (Force.com), 130

functional testing, 149

• G •
GFS (Google File System), 123

GNU (GPL General Public License), 280

GoDaddy Web site, 109
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GoGrid company, 114

Google

Bigtable database, 83

MapReduce software framework, 82

as massively scaled application, 155

Web site, 13

Google App Engine

fee, 125

infrastructure service, 123

load balancing, 123

as massively scaled SaaS, 23

as PaaS example, 21, 123–125

persistent storage, 123

programming interface, 124

scalable serving infrastructure, 124

scheduled task, 124

sorting and transaction, 123

Web site, 123

Google File System (GFS), 123

governance

basic description of, 187–189

concerns, 190

desktop management, 216

do’s and don’ts, 272

governance body establishment, 194

KPI, 189

making it work, 194–195

risk level assessment, 190–194

as a service, 151

service catalog, 195

strategy, 44–45

governance issue

company strategy challenge, 29

coping with, 28–29

IaaS approach, 28

IT strategy challenge, 29

PaaS approach, 28

SaaS approach, 28

GPL (GNU General Public License), 280

granularity, 280

Greenberg, Albert (The Cost of a Cloud: 
Research Problems in Data Center 
Networks), 52

grid computing, 54, 281

Gridlayer company, 114

• H •
Halper, Fern (Service Oriented Architecture 

For Dummies), 32

Hamilton, James (The Cost of a Cloud: 
Research Problems in Data Center 
Networks), 52

hardware

cost, 60–61

software dependencies, 38

virtualization, 198

hardware provisioning, 205–206, 218

heating and air cost, 58

help desk support cost, 250

Hewlett-Packard (HP) company, 96–97

HIPPA (Health Insurance Portability and 

Accountability Act), 77, 281

HIPS (host-based intrusion protection 

system), 182

honeynet, 183

honeypot, 183

hosted hypervisor, 201

HTML (Hypertext Markup Language), 281

HTTP (Hypertext Transfer Protocol), 281

human resource system, 181

Hurwitz & Associates Web site, 4, 267

Hurwitz, Judith (Service Oriented 
Architecture For Dummies), 32

hybrid cloud, 8, 91

hybrid environment, 236

hypervisor

defi ned, 110

embedded, 201

hosted, 201

native, 201

security issue, 206

in virtualization, 199, 201

• I •
IaaS (Infrastructure as a Service)

AppLogic 3Tera company, 115

defi ned, 18, 281

dynamic scaling, 19

embedded software cost, 62
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EC2 (Elastic Compute Cloud), 109–112

Eucalyptus company, 115–116

Flexiscale company, 114

GoGrid company, 114

governance challenge, 28

Gridlayer company, 114

ISP and, 107–109

Joyent Accelerator company, 114

MediaTemplate company, 114

most high-profi le operation, 19

potential cloud gain, 117

Rackspace company, 113

research-intensive companies as 

fi t for, 20

SOA, 229

trusted cloud, 116–117

IBM company

Cloudburst appliance, 96

consumption model, 95

private cloud offering, 95–96

Smart Analytics System, 96

identity management

aspects of, 180–181

authentication aspect, 180

benefi ts of, 179–180

comprehensive security importance, 34

corralling the data aspect, 180

data analysis aspect, 181

defi ned, 281

federated, 180

integration aspect, 180

provisioning aspect, 180–181

security administration aspect, 181

single sign-on aspect, 181

incident, 235

incident management, 239

independent software vendor (ISV), 130

ineffi cient server, 54

information integration, 281

information risk, 192

Information Systems Audit and Control 

Association (ISACA), 166

Information Technology Infrastructure 

Library (ITIL), 236, 282

infrastructure, 281

Infrastructure as a Service. See IaaS

infrastructure service, 281

infrastructure software cost, 250

in-house software cost, 249

inMotion Hosting Web site, 109

input validation, data management, 79

instant server, 113

integrated lifecycle platform, 121

integration

identity management, 180

Salesforce.com software 

environment, 138

standard, 165

integration as service, 129

integration testing, 149

integrity, data, 85

intellectual property (IP), 97

interface

delivery model, 18

workload, 69

International Organization for 

Standardization (ISO), 163, 282

Internet, 281

Internet connectivity, 117

Internet Movie Database, 155

Internet Protocol (IP), 282

Internet service provider (ISP)

IaaS and, 107–109

open-source software, 63

interoperability

best practice, 164

defi ned, 281

risk, 192

Intuit company

data integration, 131

Federated Applications service, 130–131

login integration, 131

navigation-based integration, 131

as PaaS company, 130–132

packaged software market, 147

Partner Platform, 131–132

QuickBase infrastructure, 131

user management and permissions 

integration, 131

IP (intellectual property), 97
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IP (Internet Protocol), 282

ISACA (Information Systems Audit and 

Control Association), 166

ISO (International Organization for 

Standardization), 163, 282

isolation, 198

ISP (Internet service provider)

IaaS and, 107–109

open-source software, 63

ISV (independent software vendor), 130

IT cost management, 30

IT environment, 37

IT governance. See governance

IT security, 35

IT service provider

cloud service provider comparison, 12–14

problems, addressing, 13–14

roles of, 12

ITIL (Information Technology 

Infrastructure Library), 236, 282

• J •
Java runtime, 124

JCA (J2EE Connector Architecture), 282

• K •
Kaufman, Marcia (Service Oriented 

Architecture For Dummies), 32

knowledge management, 239

KPI (key performance indicator), 189

• L •
labor cost, 52, 56

LAMP open-source program, 282

land cost, 58

late binding, 282

latency requirement, 76

legacy application, 282

leveraging the cloud, 262–263

license management

asset management, 73, 217

virtualization, 203

lifecycle management, 20

LinkedIn company, 155

Linux operating system, 111, 282

Linux Web hosting, 282

Live Services, Microsoft, 126, 148

load balancing, 123

location cost, 58

log-fi le monitor, 182–183

logic as service, 129, 138

LongJump company

Development Suite, 132–133

fee, 133

as PaaS company, 132–133

loosely coupled service, 37, 222–223, 282

LotusLive company, 148

low-hanging fruit, 261

LucidDB database, 83

• M •
Maltz, David A. (The Cost of a Cloud: 

Research Problems in Data Center 
Networks), 52

malware, 283

managed hosting, 283

Management and Administration, 24–25

management as a service, 150

manager, service, 224

MapReduce software framework, 82

market-managed service, 97

markup language, 283

mashup, 120, 160, 283

massively scaled application

basic description of, 153

company listing, 154–155

economic, 247

Web-based business service, 156

massively scaled SaaS, 23

master-slave, 283

MDA (Model Driven Architecture), 169

MediaTemplate company, 114

memo, 257

memory

cloud versus traditional data center, 61

virtualization, 198

message-oriented middleware (MOM), 283

metadata, 84, 128, 138, 283

metering of service, 11
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Microsoft

Azure platform, 125–126

Live Services, 126, 148

.NET Services, 126

SQL Services, 126

Windows Server 2003 operating 

system, 111

mirrored system, 203

mission critical, 283

Model Driven Architecture (MDA), 169

modity server, 113

molecular modeling program, 157

MOM (message-oriented middleware), 283

MongoDB database, 83

monitoring

application, 217

business process, 29

as a service, 150

multi-tenancy

defi ned, 9, 283

fi ne grain, 22

Force.com company, 127

PaaS, 120

SaaS, 138

simple, 22

MySQL database, 283

• N •
NAS (network access storage), 204

National Institute of Standards and 

Technology (NIST), 121, 167–168, 268

native hypervisor, 201

navigation-based integration, 131

.NET Services, Microsoft, 126

Netsuite company, 147

network

cost, 248–250

incident and problem management, 239

scan, 240

virtualization, 198

network access storage (NAS), 204

network intrusion-detection system 

(NIDS), 183

network management

cloud versus traditional data center, 61

service management, 37

virtualization, 203

network monitoring, 206

network traffi c, 64, 108

NIDS (network intrusion-detection 

system), 183

Nikitin, Alex (Storage Area Networks For 
Dummies), 204

NIPS (network-based intrusion protection 

system), 182

NIST (National Institute of Standards and 

Technology), 121, 167–168, 268

• O •
OASIS (Organization for the Advancement 

of Structured Information Standards) 

Web site, 269

OCC (Open Cloud Consortium), 168

OCCI (Open Cloud Computing 

Interface), 168

OGF (Open Grid Forum), 168

OMG (Object Management Group), 169

on-demand provisioning, 11

open cloud, 165

Open Cloud Manifesto document, 165, 270

Open Platform as a Service, 21

Open Virtual Format (OVF), 164, 167

open-source software, 63

operating expense, 30

operating system, 198

operating-system streaming, 211

operational support cost, 250–251

optimization, 88

organization

about this book, 2–3

how cloud services impact, 27

readiness assessment, 45

strategy, deciding on, 28

Organization for the Advancement of 

Structured Information Standards 

(OASIS) Web site, 269
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output control, data management, 79

OVF (Open Virtual format), 164, 167

• P •
PaaS (Platform as a Service)

advantage, 20

anchored lifecycle platform, 122

basic description of, 119

composite application, 120

defi ned, 284

disadvantage, 20–21

dynamic scaling, 20

embedded software cost, 62

enabled technology as platform, 122

example of, 21

Force.com platform, 127–130

Google App Engine, 123–125

governance challenge, 28

integrated lifecycle platform, 121

integration service, 127

Internet leverage, 120

Intuit platform, 130–132

large customer database 

characteristic, 127

lifecycle management, 20

LongJump company, 132–133

mashup, 120

Microsoft Azure company, 125–126

multi-tenancy architecture, 120

NIST, 121

Open Platform as a Service, 21

portal, 120, 135

programming language, 127

service interface, 120

service management, 134

SOA, 229

social network, 135

solution stack, 20

package software cost, 249, 251

packaged software as a service, 146–147

partitioning, 198

partner, 8

Partner Platform (Intuit company), 131–132

patch and update management, 

37, 151, 218

Patel, Parveen (The Cost of a Cloud: 
Research Problems in Data Center 
Networks), 52

payment technology, 159

PayPal, 154

peak loading, 246

peer to peer (P2P), 284

performance management

bandwidth, 36

connection point, 36

resource management, 35–36

risk management, 193

software service, 35–36

performance monitoring and 

measurement, 12, 30

performance risk, 192

performance testing, 149

perimeter security, 177, 207

Perl programming language, 284

perpetual license, 142

physical environment, 37

pilot project, 273

platform

anchored lifecycle, 121

cost, 249, 251

enabling technology as, 121

integrated lifecycle, 121

software dependencies, 38

Platform as a Service. See PaaS

Platform Computing, Inc., 101–102

Podcast, 257

Poelker, Christopher (Storage 
Area Networks For Dummies, 

2nd Edition), 204

policy, 69

portability, 164

portal, 120, 284

POS (point-of sale), 82

power distribution and cooling cost, 52

privacy, data management, 43, 76–80

private cloud

basic description of, 8

business need, 90–91

capital expenditure, 92–93

cost, 251–252

defi ned, 88–89, 284
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optimization, 88

public cloud versus, 87–89

services-led technology vendor, 93–94

systems integrator vendor, 94

technology enabling vendor, 94

vendor private cloud offering, 93–94

virtual, 91

well-managed environment, 88

workload support, 89

problem resolution, 237, 239

process risk, 258

processing control, data management, 79

productivity, 179

programming in the large, 284

protocol, 285

provisioning

defi ned, 285

hardware, 205–206, 218

identity management, 180–181

resource management, 36

software, 204–205

P2P (peer to peer), 284

public cloud

about this book, 1

basic description of, 8

business need, 90

private cloud versus, 87–89

public key encryption, 80

Python runtime, 124

• Q •
Qrimp company, 21

Quad Core Xeon server, 112

QuickBase infrastructure, 131

• R •
Rackspace company

as IaaS company, 113

private cloud offering, 102

radio frequency identifi cation (RFID), 285

reactive, 271

real time, 285

real-time event processing, 285

register

asset, 216

software, 217

registry, 224, 226–227, 285

reliability, 259

remote management, 217

remote procedure call (RPC), 285

rent infrastructure, 108–109

repository, 224, 227, 285

Representational State Transfer 

(REST), 164

requirements testing, 149

research, as business process, 159

resource management

development tool, 34

IT security, 35

performance management, 35–36

provisioning, 36

service management, 37

response time, 242, 285

REST API, 132

REST (Representational State 

Transfer), 164

RFID (radio frequency identifi cation), 285

RightNow company, 147

risk

audit, 192

availability, 192, 259

billing, 192

compliance, 192

contract, 192

data management, 260

governance strategy, 190–194

information, 192

interoperability, 192

measurement method, 193–194

people, 258

performance, 192

process, 258

risk list, 192

security, 175–176, 192

technology, 258

top company concerns, 259–260

vendor, 260

road map development, 45–46

root cause analysis, 37, 218
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RPC (remote procedure call), 285

Ruby on Rails programming language, 285

Runbook automation, 73

• S •
SaaS Showplace Web site, 268

SaaS (Software as a Service)

advantage, 21

APS and, 21

collaboration as a service, 146, 148–149

continuity planning service, 151

CRM strategy, 21, 137

defi ned, 21, 285

dramatic economies of scale, 23–24

embedded software cost, 63

enabling and management tool, 149–151

fi ne grain multi-tenancy mode, 22

governance challenge, 28

history of, 139

massively scaled, 23

multi-tenancy architecture, 138

packaged software as a service, 146–147

patch management service, 151

Salesforce.com, 21, 138–140

simple multi-tenancy mode, 22

SOA, 229–230

third-party solution, 40

VPN, 23

Salesforce.com

automation application, 22

built-in billing service, 141

ecosystem, 140

generalized application, 140

modular and service oriented 

application, 141

SaaS and, 21, 138–140

software environment component, 138

SAML framework, 285

SAN (storage area network), 116, 204

Sarbanes-Oxley (SOX), 151, 286

Savvis, Inc., 99

scalability

defi ned, 286

elasticity and, 10

ensuring performance level, 241

scalable serving infrastructure, 124

scan network, 240

scripting language, 286

SDK (Software Development Kit), 124

SDS (SQL Database), 83

Search Engine Optimization For Dummies, 

159

Secure Sockets Layer (SSL), 287

secure Web hosting, 286

security

access control, 34, 219

activity log, 183

administration, 181

authentication, 34

authorization, 34

automated, 219

breach, 177–178

Cloud Security Alliance Web site, 76

common security question, 174–175

comprehensive infrastructure 

importance, 34

consultant, 185

cost, 65

customer leap of faith to trust, 12

data audit, 184

data management, 43, 76–80

desktop management, 216

detection, 182–184

do’s and don’ts, 273

encryption, 79–80, 184

fi rewall, 79–80

forensics program, 182–184

HIPS, 182

identity management, 34, 179–181

importance of, 174–175

incident and problem management, 239

integration, 165

log-fi le monitor, 182–183

need for well-defi ned process, 11

network monitoring, 206

NIPS, 182

perimeter, 177, 207

resource management, 35

risk, 175–176, 192

scan network, 240

as a service, 150–151

strategy, 185
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system monitor, 182–183

threat management, 219

TLS, 288

top company concerns, 259

virtualization, 206–207

self-service provisioning, 10–11

semantic, 286

server array, 286

server blade, 212

server cost, 248, 250

server farm, 286

service. See also cloud service

business process as, 28, 155

collaboration as a, 146, 148–149

compliance and governance as a, 151

defi ned, 286

development as a, 129, 150

end-to-end, 225

integration as, 129

logic as, 129

loosely coupled, 37

monitoring and management as a, 150

packaged software as, 146–147

security as a, 150–151

testing as a, 149–150

user interface as, 129

service broker, 224

service catalog, 195, 227–228, 286

service delivery infrastructure, 129

service desk, 37, 286

service level, 19, 203

service level agreement. See SLA

service level cost, 252–253

service management

asset management, 37

basic description of, 14

capacity planning, 37

comprehensive approach to, 11

confi guration management, 37

dashboard for, 12

defi ned, 287

desktop management, 216

dos and don’ts, 273

IT environment, 37

network management, 37

overall system performance, 12

PaaS, 134

patch and update management, 37

performance monitoring and 

measurement, 12

physical environment, 37

resource management, 37

root cause analysis, 37

service desk, 37

virtual environment, 37

workload management, 37

service manager, 224

Service Oriented Architecture For Dummies 

(Hurwitz, Bloor, Kaufman, and 

Halper), 32

service restoration, 238

service-level maintenance, 217

service-oriented architecture. See SOA

services-led technology vendor

EMC company, 98–99

HP (Hewlett-Packard), 95–96

IBM company, 95–96

list of, 93–94

servlet, 287

session-based computing, 211

silo, 207, 287

silver bullet, 287

Simple Mail Transfer Protocol (SMTP), 287

simple multi-tenancy, 22

Simple Object Access Protocol (SOAP), 164

Simple Query Service (SQS), 122

Simple Storage Service (S3), 103, 111, 287

SimpleDB database (Amazon), 83

single sign-on, 181

site. See Web site

Six Sigma, 287

Skype

as massively scaled application, 154

as massively scaled SaaS, 23

SLA (service level agreement)

balancing risk and practical model, 72

defi ned, 286

importance of, 31

negotiation, 241

response time, 242

tracking, 241–242

SMTP (Simple Mail Transfer Protocol), 287
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SNIA (Storage Networking Industry 

Association), 169

SOA (service-oriented architecture)

basic description of, 14, 32, 221

benefi ts of, 230

black-box component architecture, 222

combining cloud and, 222

component, 224

consistency of, 33

defi ned, 287

ESB, 224–226

IaaS, 229

loosely coupled component, 222–223

modular approach to, 32

PaaS, 229

registry, 224, 226–227

repository, 224, 227

SaaS, 229–230

service broker, 224

service catalog, 227–228

service manager, 224

SOAP (Simple Object Access Protocol), 164

SOAP Web service, 129

social network

defi ning the cloud, 9

PaaS, 135

smoothing the transition, 257

software

cost, 249

embedded software cost, 62–63

evaluation, 246

open-source, 63

virtualization, 199, 205

Software as a Service. See SaaS

software dependencies

basic description of, 37

hardware perspective, 38

platform perspective, 38

software perspective, 38

Software Development Kit (SDK), 124

software register, 217

software service, 35–36

solution stack, 20

SOX (Sarbanes-Oxley), 151, 286

spoofi ng, 183

SQL Database (SDS), 83

SQL Services, Microsoft, 126

SQL (Structured Query Language), 287

SQS (Simple Query Service), 122

SSL (Secure Sockets Layer), 287

staff cost, 58

standard. See also best practice

CCIF, 169–170

as core set of common practice, 162–163

CSA (Cloud Security Alliance), 166–167

de facto, 163

defi ned, 287

DMTF, 167

example, 164

integration, 165

interoperability, 164

ISO, 163

NIST, 167–168

OCC, 168

OGF, 168

OMG, 169

portability, 164

security, 165

SNIA, 169

vertical industry group, 170

standardized API, 33

static virtualization, 206–207

S3 (Simple Storage Service), 103, 111, 287

storage

cost, 248, 250

virtualization, 198

storage area network (SAN), 116, 204

Storage Area Networks For Dummies, 2nd 

Edition (Poelker and Nikitin), 204

Storage Networking Industry Association 

(SNIA), 169

strategy

company approach to, 40

comprehensive, 28

data center environment 

assessment, 42–43

data management, 43–44

data supporting, 43–44

deciding on a, 28

evaluation, 41

expense structure assessment, 44

key areas of planning, 39

new application, 40

organizational readiness assessment, 45
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risk assessment, 45

road map development, 45–46

rules and governance check, 44–45

SaaS, 137

security, 185

three-data-center, 64

where you are today assessment, 42–44

streaming, 211

stress testing, 149

Structured Query Language (SQL), 287

subroutine, 287

success target, 260–262

SugarCRM company, 147

Sun Microsystem OpenSolaris operating 

system, 111

Sun Microsystem Solaris Express 

Community Edition operating 

system, 111

supply-chain system, 181

support, 32

support desk

change management, 239

communication via multiple channel 

support, 238–239

incident management, 239

knowledge management, 239

problem resolution, 237, 239

service desk goal, 237–238

service restoration, 238

system support, 238

varying levels, 238

symmetric key encryption, 80

symmetric multiprocessing 

virtualization, 201

system integrator vendor

Accenture company, 99

basic description of, 94

CSC (Computer Sciences Corporation), 

98–99

Savvis, Inc., 99

Unisys company, 98

system management, 64–65

system monitor, 182–183

system support, 238

system testing, 246

• T •
tag, XML, 70

Taleo company, 147

TB (terabyte), 111

TCAO (Total Cost of Application 

Ownership), 250

TCO (total cost of ownership), 209

TCP/IP (Transmission Control Protocol/

Internet Protocol), 288

technical interface

API and data transformation, 33

data and application architecture, 33

SAO, 32

security infrastructure, 34

technology

about this book, 1–3

cloud and traditional data center cost 

comparison, 56

enabling as platform, 122

evaluation, 73

risk, 258

technology enabling vendor

basic description of, 94

CA company, 100–101

Eucalyptus company, 103

Platform Computing, Inc., 101–102

Rackspace company, 102

3Tera company, 102–103

VMware company, 100

TechTarget Web site, 268–269

Telemanagement Forum (TM Forum), 170

terabyte (TB), 111

termination, contract, 85

testing

cloud management, 241

compatibility, 149

functional, 149

integration, 149

performance, 149

requirements, 149

as a service, 149–150

stress, 149

system, 246

unit, 149

workload, 73–74
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thin client, 210, 288

threat. See security

three-data–center strategy, 64

throughput, 288

TLS (Transport Layer Security), 288

TM Forum (Telemanagement Forum), 170

Total Cost of Application Ownership 

(TCAO), 250

total cost of ownership (TCO), 209

TQM (Total Quality Management), 288

traditional data center

backup, 62

cloud data center cost comparison, 55–58

cost to operate, 50–51

hardware cost, 60–61

training material, 162, 258

transaction, 288

Transmission Control Protocol/Internet 

Protocol (TCP/IP), 288

Transport Layer Security (TLS), 288

trusted cloud, 116–117

Twitter, 155

• U •
UDDI (Universal Description, Discovery, 

and Integration), 288

UML (Unifi ed Modeling Language), 169

unifi ed communication, 148

unifi ed threat management, 183

Unifi edPOS, 170

Unisys company, 98

unit testing, 149

Universal Description, Discovery, and 

Integration (UDDI), 288

Unlimited Edition (Force.com), 130

user interface as service, 129, 138

user productivity, 179

utility computing, 28

• V •
VDI (virtual desktop infrastructure), 211

vendor

as player in cloud computing world, 8

risk, 260

services-led technology, 93–94

switching, 85

systems integrator, 94

technology enabling, 94

Web site, 270

vertical industry group, 170

Virtual Bridges Web site, 214

virtual desktop, 209–212

virtual desktop infrastructure (VDI), 211

virtual environment, 37

virtual LAN (VLAN), 114

virtual machine, 54

virtual memory, 198–199

virtual private cloud, 91

virtual private network (VPN)

data security, 79

hybrid cloud, 91

SaaS, 23

virtual private server (VPS), 288

virtual server, 109

virtualization

abstraction layer, 203–204

application, 198

basic description of, 13–14, 197

capacity planning, 203

client, 210–212

defi ned, 288

distributed resource scheduler, 201

economies of scale, 64

encapsulation characteristic, 198

fi le system, 201

form, 198–199

foundational issue, 202–203

hardware abstraction, 201

hardware provisioning, 205–206

high-availability support, 201

history of, 200

hypervisor in, 199, 201

isolation characteristic, 198

license management, 203

migration, 204

network management, 203

partitioning characteristic, 198

provisioning software, 204–205

as requirement for data center 

management, 208

security issue, 206–207
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service level, 203

software, 199, 205

static versus dynamic, 206–207

symmetric multiprocessing, 201

virtual infrastructure client console, 201

workload administration, 203

VLAN (virtual LAN), 114

VMware company

cloud operating system, 100

defi ned, 288

private cloud offering, 100

VoIP (Voice over IP), 154

VPN (virtual private network)

data security, 79

hybrid cloud, 91

SaaS, 23

VPS (virtual private server), 288

• W •
Web service, 288

Web Service Policy Framework 

(WS-Policy), 289

Web Services Choreography Interface 

(WSCI), 289

Web Services Defi nition Language 

(WSDL), 289

Web Services for Remote Portlets 

(WSRP), 289

Web site

Amazon, 13

Canonical, 214

CloudCamp, 268

Deskton, 214

Eclipse Foundation, 269

GoDaddy, 109

Google, 13

Google App Engine, 123

Hurwitz & Associates, 4, 267

inMotion Hosting, 109

OASIS, 269

SaaS Showplace, 268

TechTarget, 268–269

vendor, 270

Virtual Bridges, 214

Web-based administration console, 124

Web-based business process, 159

Web-based business service, 156

white-listing software, 183

Wikipedia company, 155

WordPress company, 155

workfl ow, 289

workload

abstraction, 68

ad-hoc, 112

asset management, 73

combined, 70

confi guration management software, 74

container, 71

dynamic, 70

end-of-month, 112

end-of-year, 112

executed at any time, 69

interface, 69

real-time, 69

risk and practical models, balancing, 

71–72

rule or policy, 69

as self-contained entity, 69

testing in real world, 73–74

types, 69

as well-planned service, 68–69

XML-based interface, 70–71

workload management

business planning, 67–68

history of, 68

service management, 37

World Wide Web Consortium (W3C), 288

WSCI (Web Services Choreography 

Interface), 289

WSDL (Web Services Defi nition 

Language), 289

WS-Policy (Web Service Policy 

Framework), 289

WSRP (Web Services for Remote 

Portlets), 289

W3C (World Wide Web Consortium), 288
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• X •
Xen virtualization (3C2), 110

XML (Extensible Markup Language), 

70, 289

XML Schema, 289

XSD (XML schema defi nition), 289

XSLT (Extensible Stylesheet Language 

Transformation), 289

• Y •
Yahoo!, 155

Yahoo Mail, 23

YouTube, 155

• Z •
Zoho company, 148
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