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Accountability as objective of governance, 9
Accounting fi rms, 131
Activity duration report, 86
Audit controls, 82
Audit log, 73, 80–84, 105, 106, 115, 117, 

127, 150
Audit reports, 83, 84
Audit trail, 81–84, 86, 105, 106, 117, 127
Auditing Standard AS 5, 58, 59, 68
Auditors

compliance assessment audit, 11
professional judgment, 59
recommendations on compliance, 55

Audits
compliance assessment, 11
scaling for smaller companies, 59

Australia, 33–35
Authenticity, 81, 85, 87, 89, 91, 115, 

116, 133
Authorization, 53, 61, 81, 87, 90, 91, 

99-100, 116
Automated technology, 58, 68, 97, 123, 126
Availability of information, 126

Bank Secrecy Act, 66
Banking and fi nancial service industry, 25, 

57, 66, 101, 122
Bar codes, 81, 110
Barings Investment Bank, 13, 21
Basel Capital Accord (Basel II), 21, 58, 66, 

67, 71, 73, 74, 117, 125
Benchmarking, 59

Benefi t-driven approach to compliance, 11
Board of directors

and information transparency, 53
proactive approach to compliance, 67
role of, 8, 15, 16, 19

Business processes
and compliance, 14, 123
and workfl ow management, 85–88. See 

also Workfl ow management
Business rules

and compliance, 55
and records management, 93
and workfl ow management, 86, 87

Business vision, alignment with compliance 
requirements, 118

Canada, 32, 33
Canadian Competition Act (1993), 32
Canadian Institute of Chartered 

Accountants’ Criteria of Control 
Board (COCO), 25

Cancellation and error report, 86
Capabilities Maturity Model (CMM), 60
CCA. See Clinger-Cohen Act (CCA)
Certifi cates and certifi cate authority, 90, 91
Certifi cations by executive offi cers, 22–24
Checklist, control objectives, 71
Clinger, William, 28
Clinger-Cohen Act (CCA), 19, 20, 28, 

31, 35
COBIT. See Control Objectives for 

Information and Related Technology 
(COBIT)
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(COSO), 20

alignment to technology enablers, 80, 81
framework for internal control, 

61–63, 68
Competitive advantage, 75, 118
Compliance

alignment with business vision, 75, 118
and changes in legislation and 

regulations, 70
common requirements, 125, 126
as competitive advantage, 75, 118
continuous guidance, 53, 54
elements of, 14
framework, 5, 12, 57–59
and governance, 42
holistic governance and compliance 

framework, 5, 12
and increase in regulations, 65, 66
local laws and regulations, 17, 18, 21, 43, 

51, 52, 66
long-term strategies, 123
monitoring, 61, 62
optimized compliance framework 

(OCF), 59, 60, 68
optimized compliance management 

(OCM), 59–63
planning, 130
policy, 123
program, starting, 11–14
regulations, increase in, 121, 122
United States laws and regulations, 

22–31
Compliance culture, 14, 56, 67
Computer Security Act, 29
Confi dentiality, 110–112, 126
Confl icts of interest, 67
Content collection policies, 95
Content management, 95, 103, 112
Content security, 93–95
Content tags, 97, 98
Content types and routing, 96, 103

Continuous guidance, 53, 54
Continuous improvement, 60
Control activities, 61–63, 80
Control environment, 61–63, 80
Control objectives, 71
Control Objectives for Information and 

Related Technology (COBIT), 
11, 25, 57

Controls-based approach to compliance, 
11, 57

Corporate scandals, 10, 14, 19, 21
Corruption as cause of noncompliance, 

12–14
Costs of compliance, 58, 61, 67, 68, 74, 

130, 132

Daimler Chrysler, 41
Darling, Alistair, 35, 36
Data

availability of information, 126
integrity, 125
loss, 85
quality, importance of, 66

Data Protection Act (EU 1998), 36, 37, 124
Databases

audit history, 115
electronic information, storage of, 27

Defense Information System Network 
(DISN) Core, 27

Defense Information Systems Agency 
(DISA), 27, 74

Del Monte Foods, 72, 73
Deloitte & Touche LLP, 131
Department of Defense (DoD), 27, 31, 

101, 118
Digital rights management, 128
Digital signatures, 80, 85, 87–93, 115, 116
Discovery, 96, 104, 106, 107
Documents. See also Records management

audit trail, 81–84. See also Audit trail
central document management, 74
changes to, tracking, 116, 117
content collection policies, 95
content management, 95, 103, 112
content security, 93–95
content types and routing, 96, 103
desktop features, 151, 152, 80150
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destruction holds, 104, 106–108
discovery, 96, 104, 106, 107
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litigation case management, 104–106
metadata, 95–99, 112–114, 151
penalties for tampering with, 23
public sector, 28, 29
record routing, 96
search and retrieval, 105

Due diligence, 126
Durnev, Art, 17

E-Government Act (2002), 19, 31
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and content collection policies, 95
information rights management, 

111, 116
and litigation case management, 104–106
record management, 100, 115, 152
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E-signatures, 89–92
Electronic Signatures in Global and 
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Enron Corporation, 10, 19, 21
Enterprise content management (ECM), 

57, 70, 72, 73
Enterprise Records Management 

(ERM), 29
Enterprise resource planning (ERP), 113
Enterprise search, 150
Ernst & Young LLP, 131
Exchange Server 2007, 100
Executive offi cers, certifi cations by, 22–24
Expense reimbursements, 67

Federal Information Processing Standards 
(FIPS), 29, 30

Federal Information Security Management 
Act of 2002 (FISMA), 25, 29

Federal Rules of Civil Procedure 
(FRCP), 96, 105

Fiduciary duties, as objective of  
governance, 9
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Financial reporting, 23
Foreign Corrupt Practices Act, 42, 61
Foreign Intelligence Surveillance Act 

(FISA), 28
Form I-9, Employment Eligibility 

Verifi cation, 88–90
Form W-4, 90
Fraud, 12–14, 65, 122
Freeman, R. Edward, 10

Generally accepted accounting principles 
(GAAP), 61

Germany, 40, 41
Global Crossing, 14, 21
Global Information Grid-Bandwidth 

Expansion (GIG-BE), 27
Globalization and compliance issues

Australia, 33–35
Canada, 32, 33
and compliance, 43, 51, 52, 66, 67
and compliance challenges, 14–16
Germany, 40, 41
global compliance, 21, 22
impact of globalization on  governance, 

17, 18, 20, 42
Japan, 38–40
Mexico, 41
United Kingdom, 35–37

Governance
and compliance, 14–16, 54, 68
defi ned, 8
globalization, impact of, 17, 18, 20, 42
government agencies, 18, 19, 27–31, 122
holistic governance and compliance 

framework, 5, 12
model for, 55
public agencies, 19
purpose of, 8, 9, 41, 42
and stakeholders, 8–10, 42

Government agencies, 18, 19, 122
regulations, sources of, 27–31

Gramm-Leach-Bliley Act (GLBA), 25, 117
Greed as cause of noncompliance, 12, 13
Grucci, Felix, 14
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Health care industry, 122
Health Insurance Portability and 

Accountability Act (HIPAA), 25, 66, 
101, 102, 117, 122, 124
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Human resources, 89, 90

Identity theft, 122
Ignorance as cause of noncompliance, 12, 

13, 52, 53
Information and communications, 61, 62, 80
Information-centric workers (I-workers)

productivity and compliance, 52, 53
technology guidelines, 68, 69

Information classifi cation, 97
Information management (IM)

and compliance, 14, 56, 57
public sector, 19

Information rights management (IRM), 81, 
110–112, 116, 151

Information technology (IT)
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management principles, 28
aligning with compliance goals, 73, 74
automation. See Automated technology
and Clinger-Cohen Act. See Clinger-

Cohen Act (CCA)
compliance solution requirements, 70, 71
desktop technology environment, 70, 

74, 118
enabling platform, 69–71
existing processes and technology, 

utilizing, 128, 130
features, mapping to compliance, 

149–152
and improving compliance, 115–117
industry partners, 131
integrated, long-term solution, 130
mapping compliance regulations to 

implementations, 123
Sarbanes-Oxley, relevant provisions, 

22, 23
solutions, 127–132
user interface, 70
vendors, 71, 72

Information Technology Management 
Reform Act. See Clinger-Cohen Act 
(CCA)

Information Work (IWork) desktop, 79
Instant messaging, 57, 115, 151
Integrity of data, 126, 127
Intellectual property (IP), 53, 103
Internal control

COSO framework, 61–63, 68
effectiveness of, 23, 61
and OCM, 61
report on, 23
and SOX compliance, 42, 74

International Register of Certifi ed Auditors 
(IRCA), 88

International Standards Organization 
(ISO), 118

ISO 9000, 123
ISO 9001 templates, 152

Issues documents, 97, 99-100

Japan, 38–40
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Labeling, 81, 110
Latin America, 41
Leeson, Nick, 13
Legislation-based approach to 

compliance, 11
Line-of-business (LOB) applications, 70
Litigation issues

destruction holds, 106–108
discovery rules, 96, 104, 106, 107
document holds, managing, 106, 107
litigation support, 104–106
and records management, 100

Local laws and regulations
and compliance framework, 21, 43, 66
and globalization, 17, 18, 51, 52, 66

Lotus Notes, 70

Management
metrics, 69
performance-based, 28
by rules, 68, 69
workfl ow, 69
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managing, 69
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Microsoft SharePoint Workfl ow, 69
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Administration (NARA), 19, 28, 29, 57

National Institute of Standards and 
Technology (NIST), 25, 29

National Security Systems (NSS), 29, 31
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Nonclassifi ed Internet Protocol Router 

Network (NIPRnet), 27
Noncompliance

causes of, 12–14
penalties for, 122

Northern Rock, 21, 35, 36

Objectivity, 67
Offi ce of Management and Budget (OMB), 

19, 20, 31
Optimized compliance framework (OCF), 

59, 60, 68
Optimized compliance management 

(OCM), 59–63, 68
Organizational culture

compliance culture, 14, 56, 67
and governance, 8

Organizational structure, 55
Ownership structure, 18, 19
Oxley, Michael, 22

Penalties, 23, 24, 122
Pharmaceutical and biotechnology 

 companies, 25, 27, 87, 101, 122
Portal searches, 113, 114
PricewaterhouseCoopers, 131
Privacy issues, 65, 122
Proactive approach, 8, 11, 67, 75, 118, 128

Process documents, 100
Public Company Accounting Oversight 

Board (PCAOB), 58
Public sector. See Government agencies
Records management, 56, 74

bar codes and labeling, 81, 110
changes to documents, 116, 117
data loss, 85
desktop features, 80, 93–100, 150–152
e-mail, 99–103, 115
hold management, 106–108, 150
and information management, 57
information rights management, 110, 111
instant messaging history, 115
litigation case management. 

See Litigation issues
metadata, 96, 112, 113, 151
portal searches, 113, 114
spreadsheets, 108, 109

Regulation-based approach to 
compliance, 11

Reports
activity duration, 86
for auditing, 83, 84
cancellation and error report, 86
digital signatures, 87

Repositories, 70, 94, 95, 97, 98-100, 116
Revised International Capital Framework. 

See Basel Capital Accord (Basel II)
Risk assessment, 61–63, 80
Risk management

and desktop compliance-related tasks, 80
and information management, 57

Risk mitigation, 12–14, 52, 53, 131

Sarbanes, Paul, 22
Sarbanes-Oxley Act (SOX), 20, 42, 53, 57, 

66, 81, 108, 113, 117, 124
and AS 5, 58, 59, 68
and controls-based approach to 

 compliance, 11
and corporate scandals, 14
and costs of compliance, 67
and information management, 57
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templates, 152
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Search and retrieval features, 105, 113, 114
Secret Internet Protocol Router Network 

(SIPRnet), 27
Securities and Exchange Commission 

(SEC), 118
and costs of compliance, 68
internal controls, effectiveness of, 58
and privately-held companies, 24
regulatory oversight, generally, 15, 16

Security
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content security, 93
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Insurance Portability and 
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and information rights management, 116
information security principles, 125–127
litigation management, 106
offi ce environment, 70, 74
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27–31
records management, 93
repositories, 94

SIPRnet, 27
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24, 25
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Software

automated tools, 68
compliance support, 71, 72
and data quality, 66
desktop, 54
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line-of-business (LOB) applications, 70
out-of-the-box solutions, 72, 73
vendors, 131

SOX. See Sarbanes-Oxley Act (SOX)
Spreadsheets

audit history, 115
audit trail, 127
and content collection policies, 95
management, 80, 108, 109, 152

Stakeholder risk, managing, 20, 21
Stakeholder theory, 10
Stakeholders and governance, 8–10, 42
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Technology guidelines, 68, 69
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providers, 131
Top-down, risk-based approach to 

compliance, 58, 59
Transparency, 15, 53, 67, 80

Uniform Electronic Transactions Act 
(UETA), 90

United Kingdom, 35–37
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Clinger-Cohen Act (CCA), 19, 20, 28, 
31, 35

Code of Federal Regulations (CFR), 
Title 21, 27, 28, 72, 74, 95, 118, 125

Computer Security Act, 29
E-Government Act (2002), 19, 31
Electronic Signatures in Global and 

National Commerce Act 
(E-Sign Act), 90

Federal Information Processing Standards 
(FIPS), 29, 30

Federal Information Security 
Management Act of 2002 (FISMA), 
25, 29
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(FRCP), 96, 105

Foreign Corrupt Practices Act, 42, 61
Foreign Intelligence Surveillance Act 

(FISA), 28
Gramm-Leach-Bliley Act (GLBA), 

25, 117
Health Insurance Portability and 

Accountability Act (HIPAA), 25, 66, 
101, 102, 117, 122, 124

Patriot Act, 66
Sarbanes-Oxley Act. See Sarbanes-Oxley 

Act (SOX)
Uniform Electronic Transactions Act 

(UETA), 90
U.S. Foreign Corrupt Practices Act, 

42, 61
USA Patriot Act, 66

Web-based content, 108, 109, 150
Web browsers, 70, 87
Web content management, 150
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Workfl ow management, 69
automation, 126. See also Automated 

technology
control-based workfl ow, 70
custom workfl ow, 87
desktop features, 80, 85–87, 151, 152
integrated workfl ow, 74

managers, 53
technology, 73, 74
workfl ow capabilities, 86
workfl ow processes, 151

Workfl ow templates, 87
WorldCom, 19, 21
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