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e-mail protocol, 256
MX records, 254
name and address responsibility, 187-189
overview, 181-182
relationship with hosts file, 108
resolving names and addresses, 64—-65
servers and authority, 189-193

DNSSEC Deployment Initiative, 196

DNSSEC (DNS Security Extensions)
application layer protocol, 36
DNS need for, 196-197
how it works, 197-198
overview, 195-196
Windows 7, 197

document management systems, 290

domain
defined, 65, 158, 182
obtaining new, 68
overview, 193-195
types, 66-67

Domain Name Service (DNS)
application layer protocol, 36
basics, 183
client/server style, 184-187
client software, 184, 194
components, 182
DNSSEC (DNS Security Extensions), 195-168
domains and zones, 193-195
DYDNS (Dynamic DNS), 195
e-mail protocol, 256
MX records, 254
name and address responsihilty, 187-189
overview, 181-182
relationship with hoste {12,108
resolving names and addaresses, 64-65
servers and authority, 189-193

Domain Name System Security Extensions

(DNSSEC)
application layer protocol, 36
DNS need for, 196-197
how it works, 197-198
overview, 195-196
Windows 7, 197

DoS (Denial of Service) attacks, 160

dotted decimal notation, 55

double-colon (::) shortcut, 168-169

download, 310

download scheduling software, 217

dual-stack router, 87

DYDNS (Dynamic DNS), 195

Dynamic Host Configuration Protocol (DHCP)
expired leases, 82-83
how it works, 81-82
leased address, 96-97
overview, 40, 79-80
using with NAT, 84-86
Dynamic HTML, 204
dynamic mounting, 320
dynamic routing, 134, 135, 152

oF o

eavesdropping with VOMIT, 306
editing exports file, 321
EGP (Exterior Gateway Protocol)
BGP-4, 153-155
overview, 152-153
802.11a wireless te-hnology, 119
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VolIP (Voice over Internet Protocol), 304
LDAP (Lightweight Directory Access Protocol),
38, 256, 258
LeakTest, 416
Lightweight Directory Access Protocol (LDAYT.,
38, 256, 258
link-local addresses (IPv6), 169
link state protocol, 152
Linux
clearing DNS cache, 193
configuring IPv6, 175-176
configuring TCP/IP, 100-102
host file locations, 108
netstat, 358-359
networking configuration window, 98
NIC (network interface card), 96
overview, 94
ps, 355-356
load balancing, 338-339
local area mobility, 294
Local Area Networks (LANs), 16-17
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Multimedia Messaging Service (MMS), 286-287
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trusted hosts file, 109
network interface card (NIC), 20, 95-96, 116
Network Mobility (NEMO), 297
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430

TCP/IP For Dummies, 6th Edition

network print services
IPP features, 329-330
overview, 328-329
Windows Server 2008 print servers over IPP,
330-331
network security
antivirus software, 345
determining responsibility of, 344
malware infection symptoms, 347-355
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e-mail, 256-257
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MMS (Multimedia Messaging Service), 286-287
mount, 319
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print, 329
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Real-Time Transport Protocol (RTP), 305
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remote execution (rexec), 336
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remote shell (rsh), 335-336
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154-159
defined, 133, 158
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routing protocols
defined, 134
EGP (Exterior Gateway Protocols), 152-154
IGP (Interior Gateway Protocol), 149-152
overview, 35, 148
routing tables
defined, 133-134
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security. See also E-Mail security; network
security
Advanced Encryption Standard (AES), 375-376
analyzing netstat output for, 359-360
anti-spyware software, 242-243
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SMTP (Simple Mail Transfer Protocol), 37, 255,
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SNMP (Simple Network Management Protocol)
application layer protocol, 37
free use of programming, 407-409
overview, 406-407
social bookmarking services, 290
social networking, 290
software
anti-malware, 243, 369
anti-spyware, 242-243
anti-virus, 242-243, 345
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download scheduling, 217
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rrogin, 335
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VNC (Virtual Network Computing), 337
VPN (Virtual Private Network), 15-16, 369
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SpamAssassin, 272
spamming
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overview, 266, 276-277
spear phishing, 240
spoofing
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instant messaging systems, 288
IP (Internet Protocol), 177
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stalling, 275-276
Spybot — Search and Desticy {Safer
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spyware
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installing, 223-224
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SRTP (Secure Real-Time Transfer Protocol), 307
SSH (Secure Shell Protocol), 315
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installing, 91-94, 105-107
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TCP/IP (Transmission Control Protocol/Internet
Protocol) protocol stack/suite
application layer protocols, 36-41
data link layer protocols, 29



defined, 26
Internet layer protocols, 29-31
physical layer protocols, 29
print sharing protocols, 329
transport layer protocols, 31-36
TCP (Transmission Control Protocol)
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troubleshooting
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Simple Network Management Protocol
(SNMP), 406-409
trust, 335-336
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Unix
configuring IPv6, 175--176
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Voice over Internet Protocol. See VoIP (Voice
over Internet Protocol)
Voice Over Misconfigured Internet Telephones
(VOMIT), 306
VolIP (Voice over Internet Protocol)
authenticating, 307
bugging, 306
movement of packets through layers, 304
overview, 299-300
protocols, 304-306
securing calls, 306-308
testing security, 308
using, 300-303
volunteer computing, 339, 340
VOMIT (Voice Over Misconfigured Internet
Telephones), 306
VPN (Virtual Private Network) software
log files, 369
overview, 15-16
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Wi-Fi Protected Access (WPA), 126
Wide Area Networks (WANSs), 17
Wikipedia, 266
wikis, 290
WiMAX (Worldwide Interoperability for
Microwave Access), 128, 129-130
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