
Index
• Symbols and Numerics •
* (asterisk), 321, 366
:: (double-colon) shortcut, 167–168
@ (group), 321
0000 (leading zero) shortcut, 167
128-bit secure connection (Internet Explorer 8), 

230
802.11a wireless technology, 119
802.11b wireless technology, 119
802.11g wireless technology, 119
802.11i standard, 376
802.11n wireless technology, 119

• A •
accessing remote computers, 334–336
active/active confi guration, 339
active/passive confi guration, 338
ActiveX, 206
adding

e-mail protocols, 256–260
security to HTTP (HyperText Transfer 

protocol), 235–237
Address Resolution Protocol (ARP), 30
address space aggregation, 157
addresses

IPv6 shortcuts, 167–168
sharing with NAT, 83–87

Adobe Reader plug-in, 213
Advanced Encryption Standard (AES), 375–376
adware, 265
AES (Advanced Encryption Standard), 375–376
AfriNIC, 61
AH (Authentication Header), 381
AIM (AOL Instant Messenger), 289
Akamai Technologies, 414–415
Alerts (Internet Explorer 8), 230
American Registry for Internet Numbers (ARIN), 

61, 97
analyzing netstat output for security, 359–360
AND operation, 78
animations, 415
anonymous FTP sites, 311–312
anti-malware software, 243, 369
anti-spyware software, 242–243
anti-virus software, 242–243, 345

AOL Instant Messenger (AIM), 289
Apache HTTP Server

overview, 230
security of, 234–235
setting up, 231–234
speeding up, 234

APNIC (Asia Pacifi c Registry), 61, 97
Apple Safari

browser privacy settings, 211–212
setting up proxy client, 221

application layer
overview, 25
protocols, 36–41
routing, 135, 142
VoIP (Voice over Internet Protocol), 304

ARIN (American Registry for Internet Numbers), 
61, 97

ARP (Address Resolution Protocol), 30
Asia Pacifi c Registry (APNIC), 61, 97
asterisk (*), 321, 366
Atom Publishing Protocol (AtomPub), 214
audit records, 363
authentication

defi ned, 41, 151
digital certifi cate, 377–381
overview, 261, 376
VoIP (Voice over Internet Protocol), 307

Authentication Header (AH), 381
authority, 187
autoconfi guration

IPv6 techniques, 171–172
overview, 172

autodiscovery (IPv6), 170–171
automounting, 320
autoregistration, 172–173

• B •
backward compatible, 179
bandwidth, 68–69, 135
Berkeley Internet Name Daemon (bind), 184
Berkeley Open Infrastructure for Network 

Computing (BOINC), 340
BGP (Border Gateway Protocol)

BGP-4, 153–154
Eavesdropping, 161
overview, 35
routers, 154
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bind (Berkeley Internet Name Daemon), 184
bit, 58–59
BitLocker Drive Encryption, 354
block, 375
block cipher, 375
blocking pop-ups, 218
blog, 290
BOINC (Berkeley Open Infrastructure 

for Network Computing), 340
bombing, 265–266
book

conventions, 2
icons, 5
organization, 3–5

Boolean, 78
BOOTP (Boot Protocol), 39
Boran, Sean (IT Security Cookbook), 420
Border Gateway Protocol (BGP)

BGP-4, 153–154
Eavesdropping, 161
overview, 35
routers, 154

botnet, 352–353
bots, 352
broadband

VoIP calls, 300
wireless service, 129

browser
FTP client, 312
managing cookies with, 210–212
overview, 46
security features, 228–230

bugging VoIP calls, 306

• C •
CA (Certifi cation Authority), 377
cache

cleaning browser, 216
defi ned, 182, 184, 192

caching-only name servers, 192
caching proxy server, 223–227
caching servers, 192–193
calling

computer to computer, 301
computer to phone, 301
phone to phone, 301–302

care-of address (CoA), 295, 297
ccTLD (country code top-level domain), 66–67
CERN httpd, 230
CERT (Computer Emergency Response Team), 

266, 373, 418
certifi cate, 238
Certifi cation Authority (CA), 377
Chambers, Chris (“TCP/IP Security”), 418

channels, 288
chat rooms, 287
children, 112
choosing

communication methods, 287–289
FTP client, 312

Chrome (Google), 221–222
CIDR (Classless Inter-Domain Routing)

Internet layer protocol, 31
overview, 154–156, 158
relationship with routing tables, 157–158

cipher, 375
Cisco Security Podcast Series, 419
Class C networks, 74
classful addresses, 55–56
classful IP addressing. See CIDR (Classless 

Inter-Domain Routing)
classless, 158
Classless Inter-Domain Routing (CIDR)

Internet layer protocol, 31
overview, 154–156, 158
relationship with routing tables, 157–158

clearing
browser cache, 216
DNS cache, 192–193

client
defi ned, 45, 182
defi ning, 45
e-mail, 246–247
examples, 46
information, 95
telnet, 335–336
tips, 325
Webmail, 247

client properties, setting
Linux, 100–102
Mac OS X, 98–100
overview, 97–98
Unix, 100–102
Windows Vista, 102–103
Windows XP, 103–104

client/server computing
determining, 95
DNS (Domain Name Server), 184–187
relationship with TCP/IP, 47

cluster-aware, 339
clustered resources, sharing, 338–339
clustering

defi ned, 44, 338
for high availability, 338
for load balancing, 338–339
for supercomputing, 339

CoA (care-of address), 295, 297
command line, 312
commerce server, 44
common sense, importance of e-mail, 261–262

35_450604-bindex.indd   42235_450604-bindex.indd   422 7/6/09   8:05:00 PM7/6/09   8:05:00 PM

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



423423 Index

communication methods, 287–289
compute power, sharing, 339–340
Compute server, 44, 333
computer

connecting, 124
name, 52
number, 52–53

Computer Emergency Response Team (CERT), 
266, 373, 418

concealing e-mail addresses, 268
concurrency control, 318
confi dentiality, 261
confi guring

IPv6, 173–176
Linux client, 100–102
Mac OS X client, 98–100
NFS client, 323–324
NFS server, 320–322
squid, 224–227
TCP/IP, 94–97
Unix client, 100–102
Windows Vista, 102–103
Windows XP, 103–104

connecting
computers, 124
wireless routers, 120–121

controlling remote desktops, 337
conventions in this book, 2
cookies

defi ned, 209
managing with browser, 210–212
privacy settings, 210
storing information as, 209

copying fi les with rcp or scp, 316–317
country code top-level domain (ccTLD), 66–67
creating

animations online, 415
PGP keys, 283–284
shortcuts, 218

“Crime: The Real Internet Security Problem” 
(Google video), 418–419

cronnix Web site, 217
cryptography, 374
cryptology resources, 418
CUPS printing, 331–332
cybersnoops, 263–265

• D •
daemons

defi ned, 28, 112
locating, 113–114
starting, 322
types, 112–113

DARPA (Defense Advanced Research Projects 
Agency), 134

data
e-mail structures, 248
encrypting, 243
packets, 16

data link layer
overview, 24
routing, 136–137, 138, 139, 141, 142
VoIP, 304

data link protocols, 29
DDoS (distributed denial-of-service) attacks, 

351–352
dedicated servers, 45
default gateway, 136
default route, 136
Defense Advanced Research Projects Agency 

(DARPA), 134
defi ning

clients, 45
e-mail protocols, 256–257

delay, 135
Denial of Service (DoS) attacks, 160
designated routers, 151
detecting

spyware, 243
TCP/IP, 92

DHCP (Dynamic Host Confi guration Protocol)
expired leases, 82–83
how it works, 81–82
leased address, 96–97
overview, 40, 79–80
using with NAT, 84–86

diagnosing problems, 396–406
digital certifi cates. See also digital signatures

checking, 379–380
defi ned, 244, 377
obtaining, 377–378
troubleshooting, 380–381
using, 378–379
Web browsing with, 238

digital signatures, 230. See also digital 
certifi cates

directory service, 258
distance vector protocol, 150
distributed, 187
distributed database, 182
distributed denial-of-service (DDoS) attacks, 

351–352
distributed system, 181
DNS (Domain Name Service)

application layer protocol, 36
basics, 183
client/server style, 184–187
client software, 184, 194
components, 182
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DNS (Domain Name Service) (continued)

DNSSEC (DNS Security Extensions), 195–198
domains and zones, 193–195
DYDNS (Dynamic DNS), 195
e-mail protocol, 256
MX records, 254
name and address responsibility, 187–189
overview, 181–182
relationship with hosts fi le, 108
resolving names and addresses, 64–65
servers and authority, 189–193

DNSSEC Deployment Initiative, 196
DNSSEC (DNS Security Extensions)

application layer protocol, 36
DNS need for, 196–197
how it works, 197–198
overview, 195–196
Windows 7, 197

document management systems, 290
domain

defi ned, 65, 158, 182
obtaining new, 68
overview, 193–195
types, 66–67

Domain Name Service (DNS)
application layer protocol, 36
basics, 183
client/server style, 184–187
client software, 184, 194
components, 182
DNSSEC (DNS Security Extensions), 195–198
domains and zones, 193–195
DYDNS (Dynamic DNS), 195
e-mail protocol, 256
MX records, 254
name and address responsibility, 187–189
overview, 181–182
relationship with hosts fi le, 108
resolving names and addresses, 64–65
servers and authority, 189–193

Domain Name System Security Extensions 
(DNSSEC)

application layer protocol, 36
DNS need for, 196–197
how it works, 197–198
overview, 195–196
Windows 7, 197

DoS (Denial of Service) attacks, 160
dotted decimal notation, 55
double-colon (::) shortcut, 168–169
download, 310
download scheduling software, 217
dual-stack router, 87
DYDNS (Dynamic DNS), 195

Dynamic Host Confi guration Protocol (DHCP)
expired leases, 82–83
how it works, 81–82
leased address, 96–97
overview, 40, 79–80
using with NAT, 84–86

Dynamic HTML, 204
dynamic mounting, 320
dynamic routing, 134, 135, 152

• E •
eavesdropping with VOMIT, 306
editing exports fi le, 321
EGP (Exterior Gateway Protocol)

BGP-4, 153–155
overview, 152–153

802.11a wireless technology, 119
802.11b wireless technology, 119
802.11g wireless technology, 119
802.11i standard, 376
802.11n wireless technology, 119
e-mail

adding protocols, 256–260
clients, 46, 246–247
clients versus Web mail clients, 247
defi ning protocols, 255–256
DNS MX records, 254
encrypting, 282–284
how it works, 245–246
Postfi x, 249–252
SMTP (Simple Mail Transfer Protocol), 255
store-and-forward method, 253–254
system, 246
terminology, 275

e-mail security
bombing, 265–266
common sense, importance of, 261–262
concealing addresses, 268
cybersnoops, 263–265
keyloggers, 264
layering, 269–278
mail clients/servers, 278–284
malware, 265
overview, 261
phishing, 263
pop-ups/pop-unders, 263
spamming, 266
spoofi ng, 267
troubleshooting, 267–268

e-mail servers
data structures, 248
overview, 247
product choices, 248
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enabling wireless security, 125–126
Encapsulating Security Payload (ESP), 381
encryption

defi ned, 243
e-mail, 282–284
key, 374
overview, 374–375
VoIP (Voice over Internet Protocol), 307

ensuring address uniqueness, 171–172
ESP (Encapsulating Security Payload), 381
Ethernet

overview, 20–21
speed of, 21

event, 364
event logging, 370–372
examining logs, 362–363
exported fi le systems, 309
exports fi le, 321
eXtended InterNET Daemon (xinetd), 358
Extensible HyperText Markup Language 

(XHTML), 205
Extensible Markup Language (XML), 204, 205
Extensible Messaging and Presence Protocol 

(XMPP), 288
Exterior Gateway Protocol (EGP)

BGP-4, 153–155
overview, 152–153

extranet
compared with intranet, 14–15
defi ned, 14

• F •
FA (foreign agent), 295
FBI (U.S. Federal Bureau of Investigation), 266
fi le server, 44, 309
fi le system table (fstab), 323
File Transfer Protocol Daemon (FTPD), 28
File Transfer Protocol (FTP)

application layer protocol, 36
automounting, 320
confi guring NFS client, 323–324
confi guring NFS server, 320–322
copying fi les with rcp or scp, 316–317
CUPS (Common Unix Print System), 331–332
how it works, 310–316
mount protocol, 319
network print services, 328–331
NFS performance tips, 324–325
NFS security tips, 325–326
overview, 28, 310
sharing fi les off the stack, 326–328
sharing network fi le systems, 317–319

fi les. See also network fi les
copying with rcp or scp, 316–317
sharing, 309–310, 326–328
transferring, 312–316

fi ltering, 220
fi nger service, 359
fi rewalls

layering, 242
log fi les, 369
personal, 241–242
VoIP (Voice over Internet Protocol), 308

Flash Player plug-in, 213
fl ow, 178
foreign agent (FA), 295
FQDN (Fully Qualifi ed Domain Name), 53, 65–68
FSF (Free Software Foundation) GPL (General 

Public License), 13
fstab (fi le system table), 323
FTP with Advanced Encryption Security (AES) 

protocol, 315
FTP client

choosing, 312
defi ned, 310

FTP (File Transfer Protocol)
application layer protocol, 36
automounting, 320
confi guring NFS client, 323–324
confi guring NFS server, 320–322
copying fi les with rcp or scp, 316–317
CUPS (Common Unix Print System), 331–332
how it works, 310–316
mount protocol, 319
network print services, 328–331
NFS performance tips, 324–325
NFS security tips, 325–326
overview, 28, 310
sharing fi les off the stack, 326–328
sharing network fi le systems, 317–319

FTP server, 310
FTP sites, anonymous, 311–312
FTPD (File Transfer Protocol Daemon), 28
FTPS (FTP over SSL/TLS), 315
Fully Qualifi ed Domain Name (FQDN), 53, 65–68
FYI 36, 343

• G •
gateway, 145, 305
generic top-level domain (gTLD), 66–67
G.hn, 376
Gibson Research Corporation, 349, 415–416
GlobalSign, 378
GNOME

graphical interface, 98, 360, 393
System Log Viewer, 367
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Google Chrome, 221–222
graphical program, 312
grid computing, 339–340
group (@), 321
gTLD (generic top-level domain), 66–67

• H •
H.323 standard, 306
HA (High Availability) cluster, 338
HA (home agent), 295
Hallam-Baker, Phillip (Internet security 

designer), 418–419
hard coded, 204
hardware

Ethernet, 20–21
keylogging appliances, 264
network connection media, 20
overview, 19
tips, 324
wireless networking, 116–120

hexadecimal, 166
hiding e-mail addresses, 268
Hierarchical Mobile IPv6 Mobility Management 

(HMIPv6), 297
High Availability (HA) cluster, 338
High-Performance Computing (HPC) cluster, 339
HMIPv6 (Hierarchical Mobile IPv6 Mobility 

Management), 297
home agent (HA), 295
home network, 295
home offi ce. See wireless networking
hop, 133
host

name, 52
number, 52–53

hosts fi le, 194
hosts.equiv fi le, 109
hotspots, wireless, 128
HPC (High-Performance Computing) cluster, 339
HTML (HyperText Markup Language). See also 

Dynamic HTML
compared with XML, 204
overview, 202–204

HTTP (HyperText Transfer Protocol)
adding security, 235–237
application layer protocol, 39
e-mail, 258

HTTP Secure (HTTPS), 39, 236
hypermedia, 206–207
hypertext, 206–207
HyperText Markup Language. See HTML 

(HyperText Markup Language)
HyperText Transfer Protocol. See HTTP 

(HyperText Transfer Protocol)

• I •
IAB (Internet Activities Board), 11
IANA (Internet Assigned Numbers Authority), 61
IC3 (Internet Crime Compliance Center), 266
ICANN (Internet Corporation for Assigned 

Names and Numbers), 11
ICMP (Internet Control Message Protocol), 

30, 391
icons in this book, 5
IEEE (Institute of Electrical and Electronics 

Engineers), 13
IETF (Internet Engineering Task Force), 11
IGP (Interior Gateway Protocol)

application layer protocol, 35
OLSR (Optimized Link State Routing 

Protocol), 152
OSPF (Open Shortest Path First), 149, 151–152
OSPFv3, 149, 152
overview, 149
RIP (Routing Information Protocol), 149, 

150–151
RIPng, 149, 151
RIPv2, 149, 151

IMAP client, 279–281
IMAP4 (Internet Message Access Protocol 

version 4, revision 1), 38, 257, 275
IMPP (Instant Messaging and Presence 

Protocol), 41
inetd (Internet daemon), 358
inetd program, 112
installing. See also IPv6 (Internet Protocol 

version 6) installation
personal fi rewall, 241–242
Postfi x, 249–252
squid, 223–224
TCP/IP, 91–94, 105–107

instant messaging, 287, 288
Instant Messaging and Presence Protocol 

(IMPP), 41
Institute of Electrical and Electronics Engineers 

(IEEE), 13
integrity, 261
inter-domain, 158
Interior Gateway Protocol (IGP)

application layer protocol, 35
OLSR (Optimized Link State Routing 

Protocol), 152
OSPF (Open Shortest Path First), 149, 151–152
OSPFv3, 149, 152
overview, 149
RIP (Routing Information Protocol), 149, 

150–151
RIPng, 149, 151
RIPv2, 149, 151
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International Organization for Standardization 
(ISO), 13

Internet
addresses, 69
bandwidth, 68–69
defi ned, 13–14

Internet Activities Board (IAB), 11
Internet Assigned Numbers Authority (IANA), 61
Internet Control Message Protocol (ICMP), 30, 

391
Internet Corporation for Assigned Names and 

Numbers (ICANN), 11
Internet Crime Compliance Center (IC3), 266
Internet daemon (inetd), 358
Internet Engineering Task Force (IETF), 11
Internet Explorer 8

alerts, 230
privacy settings, 210–211
security features, 229–230
setting up proxy client, 220–221

Internet layer
overview, 24
protocols, 29–31
routing, 136, 138, 139, 141, 142
VoIP (Voice over Internet Protocol), 304

Internet management groups, 11, 13
Internet Message Access Protocol version 4, 

revision 1 (IMAP4), 38, 257, 275
Internet Printing Protocol (IPP)

application layer protocol, 40–41
components, 330
valuing features, 329–330

internet (private), 14
Internet Protocol (IP), 29
Internet Protocol version 6. See IPv6 (Internet 

Protocol version 6)
Internet Protocol version 4. See IPv4 (Internet 

Protocol version 4)
Internet Relay Chat (IRC), 288
Internet Society (ISOC), 11
Internet Traffi c Report, 413
intranet

compared with extranet, 14–15
defi ned, 14

IP address
bits, 58–59
components, 56–58
dynamic, 62
fi nding, 62–64
obtaining, 60–64
obtaining globally unique, 61–62
obtaining static, 62
overview, 52–55
static, 96–97

IP (Internet Protocol)
hijacking, 160–161
overview, 29
spoofi ng, 177
versions, 92–93

IP Security Protocols (IPSec), 30–31, 381–382
IPP (Internet Printing Protocol)

application layer protocol, 40–41
components, 330
valuing features, 329–330

IPSec (IP Security Protocol), 30–31, 381–382
IPv4 (Internet Protocol version 4)

address, 55, 92–93
coexistence shortcut, 168
stacking with IPv6, 179

IPv6 (Internet Protocol version 6)
address, 92–93
address shortcuts, 167–168
advantages of, 164–165
autoconfi guration, 171–172
autodiscovery, 170–171
autoregistration, 172–173
confi guring, 173–176
ease of use, 169–173
features, 176–178
hexadecimal, 166
Internet layer protocol, 30
IPv4 characteristics retained, 165
limitations of IPv4, 164
overview, 163–164
relationship with IPv4, 179–180
sections, 165–166
special addresses, 169
stacking with IPv4, 179
subnet/supernet masks, 172
tunneling through IPv4, 180
unique addresses, 171–172

IPv6 (Internet Protocol version 6) installation
Linux, 175–176
Mac OS X, 175
overview, 173
Unix, 175–176
Windows XP/Windows Server 2003, 173–175

IRC (Internet Relay Chat), 288
ISO (International Organization for 

Standardization), 13
ISOC (Internet Society), 11
IT Security Cookbook (Boran), 420

• J •
Jabber protocol, 288
jamming, 307
Java, 206
JavaScript, 206
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• K •
KDE graphical interface, 98
Kerberos

concepts, 382–383
example, 383–384
overview, 382
setting up client, 387–388
setting up server, 385–386
using, 384–385

Kerberos Network Authentication Service, 41
key, 282
keyloggers, 264
Kozierok, Charles (TCP/IP Guide), 419

• L •
L2TP (Layer 2 Tunneling Protocol), 31
LACNIC, 61
LANs (Local Area Networks), 16–17
Layer 2 Tunneling Protocol (L2TP), 31
layers. See also protocol stack

fi rewalls, 242
security, 269–278
VoIP (Voice over Internet Protocol), 304

LDAP (Lightweight Directory Access Protocol), 
38, 256, 258

LeakTest, 416
Lightweight Directory Access Protocol (LDAP), 

38, 256, 258
link-local addresses (IPv6), 169
link state protocol, 152
Linux

clearing DNS cache, 193
confi guring IPv6, 175–176
confi guring TCP/IP, 100–102
host fi le locations, 108
netstat, 358–359
networking confi guration window, 98
NIC (network interface card), 96
overview, 94
ps, 355–356

load balancing, 338–339
local area mobility, 294
Local Area Networks (LANs), 16–17
local computer, 310
local hosts fi le, 107–109
locating

daemons, 113–114
log fi les, 366–367

locking features, 318

log fi les, 366–367
logs

examining, 362–363
viewing, 367–368

loopback address (IPv6), 169
Loriot Pro V5 Network Management System, 407
Lynx, 217–218

• M •
MAC (Media Access Control)

address, 24, 69
fi ltering, 125

Mac OS X
clearing DNS cache, 193
client, 98–100
confi guring IPv6, 175
host fi le locations, 108
netstat, 358–359
NIC (network interface card), 96
overview, 93
ps, 355–356

MAE West traffi c report, 218
mail client, 278–284
mail server, 278–284
mail transfer agent (MTA), 247, 255, 275
mail user agent (MUA), 246
mailbox, 248
malware

bots, 352–353
(DDoS) distributed denial of service, 351–352
loading, 240
overview, 265, 277, 347–348
port scanning, 348–351
rootkits, 353–355

management servers, 45
managing cookies with browsers, 210–212
many-to-many, 285
many-to-one, 285
masks, subnet, 76–77
Master Gateway Control Protocol (MGCP), 305
Media Access Control (MAC)

address, 24, 69
fi ltering, 125

message queue, 248
metrics, 135
Metropolitan Area Ethernet (MAE), 218
MGCP (Master Gateway Control Protocol), 305
MHTML (Multipurpose Internet Mail 

Extensions), 205
microblog services, 290
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Microsoft
proprietary event logging, 370–372
proprietary Internet Information 

Services (IIS), 230
TechNet Library, 420

Microsoft Internet Explorer 8
alerts, 230
privacy settings, 210–211
security features, 229–230
setting up proxy client, 220–221

Microsoft Windows
clearing DNS cache, 193
host fi le locations, 108
network shares, 326–327
NIC (network interface card), 96
overview, 93
ps, 356–357
using netstat on, 360–362

Microsoft Windows 7, 197
Microsoft Windows Server 2003, 173–175
Microsoft Windows Server 2008, 224–227, 

330–331
Microsoft Windows Vista, 102–103
Microsoft Windows XP

confi guring IPv6, 173–175
confi guring TCP/IP, 103–104
event logging, 369–370

MMS (Multimedia Messaging Service), 286–287
MN (mobile node), 295
mobile, 46
mobile computing support, 178
Mobile IP, 30, 294–296
mobile node (MN), 295
Mobile Virtual Private Network (MVPN), 298
mobility

binding table, 295
Mobile IP, 294–296
potential IPv6 enhancements, 296–297
security, 297–298
types, 294

monitoring network use with ps, 355–357
mount protocol, 319
MP3 fi les, 212
MTA (mail transfer agent), 247, 255, 275
MUA (mail user agent), 246
multicasting, 57
multimedia

Internet, 212–214
IPv6, 178
plug-ins, 213
turning off, 216

Multimedia apps for Linux plug-in, 213
Multimedia Messaging Service (MMS), 286–287
Multipurpose Internet Mail Extensions 

(MHTML), 205

multitap, 286–287
MVPN (Mobile Virtual Private Network), 298
MX records of DNS, 258–260

• N •
Name Server Daemon (NSD), 185
name servers

defi ned, 182, 184
overview, 184–186
querying, 401–403
serving client needs, 186–187
states, 186

named daemon, 113
NAT. See Network Address Translation (NAT)
NAT-PT (Network Address Translation-Protocol 

Translation), 87–88
NDP (Neighbor Discovery Protocol), 170–171
NEMO (Network Mobility), 297
netgroup fi le, 321–322
netnews, 289–290
netstat

analyzing output for security, 359–360
GNOME graphical interface, 360
Linux, 358–359
Mac OS X, 358–359
Microsoft Windows, 360–362
overview, 357–358
Unix, 358–359

Network Address Translation (NAT)
how it works, 83–84
incompatibilities of, 86–87
NAT-PT (Network Address Translation-

Protocol Translation), 87–88
overview, 83
securing, 84
using with DHCP, 84–86

Network Address Translation-Protocol 
Translation (NAT-PT), 87–88

network administrators, 182, 344
network fi le system (NFS)

confi guring server, 320–322
performance tips, 324–325
security tips, 325–326
sharing, 317–319

network fi les
local hosts fi le, 107–109
overview, 107
personal trust fi le, 110
services fi le, 111–112
trusted hosts fi le, 109

network interface card (NIC), 20, 95–96, 116
Network Mobility (NEMO), 297
Network News Transfer Protocol (NNTP), 290
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network print services
IPP features, 329–330
overview, 328–329
Windows Server 2008 print servers over IPP, 

330–331
network security

antivirus software, 345
determining responsibility of, 344
malware infection symptoms, 347–355
preventive measures, 345–347
procedures for, 344–345

Network Security Podcast, 419
Network Time Protocol (NTP), 38–39
networks. See also wireless networking

adapters, 20
cards, 20
Class C, 74
connection media, 20
LANs (Local Area Networks), 16–17
layers, 24
protocol/application/service relationship, 

27–28
public or private, 60
resources, 333–334
shares, 326–327
WANs (Wide Area Networks), 17
wireless, 17
WLAN, 17
WWAN, 17

newsgroups, 289–290
NFS client, confi guring, 323–324
NFS (network fi le system)

confi guring server, 320–322
mounting, 319
performance tips, 324–325
security tips, 325–326
sharing, 317–319

NFSv4, 318–319
NIC (network interface card), 20, 95–96, 116
NNTP (Network News Transfer Protocol), 290
no single point of failure, 324
node, 165, 338
NSD (Name Server Daemon), 185
nslookup, 401–403
NTP (Network Time Protocol), 38–39

• O •
obtaining

digital certifi cates, 377–378
IP address, 60–64

OLSR (Optimized Link State Routing 
Protocol), 152

on-link prefi x, 170
one-to-many, 285
one-to-one, 285
128-bit secure connection (Internet 

Explorer 8), 230
online chat, 287
online identity, 287
Open Shortest Path First (OSPF), 35, 151–152
open source software, 328
Open System for CommunicAtion in Realtime 

(OSCAR), 289
Open Systems Interconnection (OSI), 13
Optimized Link State Routing Protocol 

(OLSR), 152
OSCAR (Open System for CommunicAtion in 

Realtime), 289
OSI (Open Systems Interconnection), 13
OSPF (Open Shortest Path First), 35, 151–152
OSPFv3, 152

• P •
P2P (peer-to-peer computing), 47–49
packet sniffer, 239, 265
packet spoofi ng, 196
packet switching, 132
PacketHound (Palisade Systems, Inc.), 49
packets

overview, 16, 25–27
travel patterns of, 135–143

pages, proxy server caching, 219–220
PAP (Push Access Protocol), 287
password cracking, 239–240
payload, 177
peer-to-peer computing (P2P), 47–49
performance servers, 45
personal fi rewall

defi ned, 241
installing, 241–242

personal trust fi le, 110
pervasive mobility, 294
PGP (pretty good privacy), 281–284, 375
phishing

defi ned, 240
overview, 263, 276

physical layer
overview, 23
protocols, 29
routing, 137, 138, 139, 141, 142
VoIP (Voice over Internet Protocol), 304

ping command
graphically, 393–395
options, 391–393
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overview, 390–391
“the Ping of Death,” 395–396

pinging
nslookup, 401–403
overview, 396–401

plug-ins, multimedia, 213
PMIP (Proxy Mobile IP IPv6), 297
podcasts, 419
Point-to-Point Tunneling Protocol (PPTP), 39–40
POP client, 279–281
pop-unders, 263, 277
Pop-up Blocker (Internet Explorer 8), 229–230
pop-ups

blocking, 218
defi ned, 229
overview, 263, 277

POP3 (Post Offi ce Protocol version 3), 38, 
257–258, 275

port id number, 112
port numbers, 70–71
port scanning, 348–351
Port testing, 416
portability, 294
portmap, rpc.statd service, 360
Post Offi ce Protocol version 3 (POP3), 38, 

257–258, 275
Postfi x, 249–252
PPTP (Point-to-Point Tunneling Protocol), 39–40
prefetching, 216
presence status, 287
Pretty Good Privacy (PGP), 281–284, 375
primary name server, 189–190
print server, 328
print services

IPP features, 329–330
overview, 328–329
Windows Server 2008 print servers over IPP, 

330–331
print sharing options, 329–330
printing CUPS, 331–332
privacy settings (cookies), 210
private key

cryptography, 374–375
defi ned, 282

private network, 60
properties

client, 97–104
server, 104–105

protocol stack
application layer, 25
data link layer, 24
Internet layer, 24
number of, 23
overview, 22–23
physical layer, 23

transport layer, 24
protocols. See also routing protocols

defi ned, 10, 19
distance vector, 151
e-mail, 256–257
link state, 152
MMS (Multimedia Messaging Service), 286–287
mount, 319
PAP (Push Access Protocol), 287
print, 329
routing, 35
SMPP (Short Message Peer-to-Peer 

Protocol), 287
SMS (Short Message Service), 286–287
TCP/IP (Transmission Control Protocol/

Internet Protocol), 10–13
VoIP (Voice over Internet Protocol), 304–306

protocols (e-mail)
HTTP (HyperText Transport Protocol), 258
IMAP4 (Internet Message Access Protocol 

version 4, revision 1), 257
LDAP (Lightweight Directory Access 

Protocol), 258
MX records of DNS, 258–260
overview, 256
POP3 (Post Offi ce Protocol version 3), 256–257

proxy client, 220–222
Proxy Mobile IP IPv6 (PMIP), 297
proxy server

caching pages, 219–220
fi ltering, 220
increasing speed with, 217
overview, 218–219
setting up proxy client, 220–222

ps, monitoring network use with, 355–357
public key

cryptography, 374–375
defi ned, 282

public network, 60
pull, 28
push, 28
Push Access Protocol (PAP), 287

• Q •
querying name servers, 401–403

• R •
RARP (Reverse Address Resolution 

Protocol), 30
rcp, copying fi les, 316–317
Reader plug-in (Adobe), 213
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real-time application support (IPv6), 178
Real-Time Control Protocol (RTCP), 305
Real-Time Transport Protocol (RTP), 305
Really Simple Syndication (RSS), 214
RealPlayer plug-in, 213
RedHat Linux, 98
relay host, 251
reliability, 135
remote access sessions, 336–337
remote computers

accessing, 334–336
controlling, 337
defi ned, 310

remote execution (rexec), 336
Remote Procedure Calls (RPCs), 326
remote shell (rsh), 335–336
remsh (still remote shell), 335–336
Request for Comments (RFC) documents, 12–13
Réseaux IP Européen (RIPE NCC), 61, 97
resolvers

defi ned, 182, 184
overview, 184–186

Resource Reservation Protocol (RSVP), 36
resources, security, 417–420
Reverse Address Resolution Protocol 

(RARP), 30
rexec (remote execution), 336
RFC 5424. See Syslog Protocol
RFC 4949, “Internet Security Glossary,” 343
RFC Editor, 343
RFC (Request for Comments) documents, 12–13
.rhosts fi le, 110
RIP (Routing Information Protocol), 150–151
RIPE NCC (Réseaux IP Européen), 61, 97
RIPng (RIP next generation), 151
RIPv2 (RIP version 2), 151
rlogin software, 335
root name service operators, 188
Root-Servers Technical Operations 

Association, 188
root zone fi le, 188
rootkits, 353–355
route, 146
route aggregation, 155
routed daemon, 113
router hijacking, 160–161
routers

BGP (Border Gateway Protocol), 154
connecting wireless, 120–121
defi ned, 74, 117
getting started, 146–147
how they work, 143–146
overview, 75
securing, 159–162
setting up wireless, 121–124

software, 118
wireless networking, 117–118

routing
CIDR (Classless Inter-Domain Routing), 

154–159
defi ned, 133, 158
dynamic, 134, 135, 152
layer travel, 135–143
protocols, 148–154
static, 135
terminology, 132–135

Routing Information Protocol (RIP), 150–151
routing protocols

defi ned, 134
EGP (Exterior Gateway Protocols), 152–154
IGP (Interior Gateway Protocol), 149–152
overview, 35, 148

routing tables
defi ned, 133–134
relationship with CIDR (Classless Inter-Domain 

Routing), 157–158
rpc.mountd daemon, 322
rpc.nfsd daemon, 322
RPCs (Remote Procedure Calls), 326
rsh (remote shell), 335–336
RSS Advisory Board, 214
RSS (Really Simple Syndication), 214
RSVP (Resource Reservation Protocol), 36
RTCP (Real-Time Control Protocol), 305
RTP (Real-Time Transport Protocol), 305

• S •
Safari (Apple)

browser privacy settings, 211–212
setting up proxy client, 221

Safer Networking’s Spybot – Search and 
Destroy, 108

Samba, 327–328
S-BGP (Secure BGP), 161–162
scanning engine, 345
scp, copying fi les, 316–317
searching security logs for problems, 369–370
secondary name servers, 190–192
Secure Real-Time Transfer Protocol (SRTP), 307
Secure Shell Protocol (SSH), 315
Secure Sockets Layer (SSL)

application layer protocol, 40
OpenSSL, 376
overview, 236–237
transaction, 237–238

securing
FTP fi le transfers, 315–316
NAT (Network Address Translation), 84
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remote access sessions, 336–337
routers, 159–162
wireless network, 125–128

security. See also E-Mail security; network 
security

Advanced Encryption Standard (AES), 375–376
analyzing netstat output for, 359–360
anti-spyware software, 242–243
anti-virus software, 242–243
Apache HTTP Server, 234–235
attacks on, 239–240
authentication, 376–381
basic protections, 243–244
encryption, 243, 374–375
instant messaging systems, 288
IPSec (IP Security Protocol), 381–382
IPv6, 176–177
Kerberos, 382–388
layering, 269–278
logs, 369–370
mobilizing, 297–298
NFS tips, 325–326
personal fi rewall, 241–242
relationship with performance, 325
resources, 417–420
servers, 45
testing computer, 415–416
VoIP (Voice over Internet Protocol), 306–308
Web browsing, 228–230
Web sites, 228–230

security administrators, 344
security aware, 197
Security Center, 417–418
selecting

communication methods, 287–289
FTP client, 312

Sendmail, 248
servers

caching, 192–193
dedicated, 45
defi ned, 44, 184
e-mail, 247–248
Kerberos, 385–386
mail, 252–254
name, 401–403
news, 290
NFS (network fi le system), 320–322
primary name server, 189–190
secondary name servers, 190–192
setting properties, 104–105
software, 44
tips, 325
types, 44, 189

service set identifi er (SSID), 123

services
defi ned, 184
fi le, 111–112
sites, 290

session, 25
Session Initiation Protocol (SIP), 41, 305
setting (up)

Apache HTTP Server, 231–234
caching proxy server, 223–227
Kerberos client, 387–388
Kerberos server, 385–386
proxy client, 220–222
secure IMAP/POP client, 279–281
secure mail server, 281
SOHO, 118–124
TCP/IP client properties, 97–104
TCP/IP server properties, 104–105
Web server, 230–235
Windows Server 2008 print servers, 330–331
wireless router, 121–124

SFTP (SSH File Transfer Protocol), 315
shares, 309
sharing

addresses with NAT, 83–87
clustered resources, 338–339
compute power, 339–340
fi les off the stack, 326–328
network fi le systems, 317–319
network resources, 333–334

ShieldsUP! (Gibson Research Corp.), 349
Shockwave plug-in, 213
Short Message Peer-to-Peer Protocol 

(SMPP), 287
Short Message Service (SMS), 286–287
shortcuts

creating, 218
IPv6 address, 167–168

signature database, 345
Simple Mail Transfer Protocol (SMTP), 37, 255, 

256, 275
Simple Network Management Protocol (SNMP)

application layer protocol, 37
free use of programming, 407–409
overview, 406–407

SIP (Session Initiation Protocol), 41, 305
site-local addresses (IPv6), 169
Skype, 301
small offi ce. See wireless networking
smart host, 251
Smartphones, 287
SmartScreen Filter (Internet Explorer 8), 229
SMPP (Short Message Peer-to-Peer 

Protocol), 287
SMS (Short Message Service), 286–287
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SMTP (Simple Mail Transfer Protocol), 37, 255, 
256, 275

sniffers, 177
SNMP (Simple Network Management Protocol)

application layer protocol, 37
free use of programming, 407–409
overview, 406–407

social bookmarking services, 290
social networking, 290
software

anti-malware, 243, 369
anti-spyware, 242–243
anti-virus, 242–243, 345
choices for Web server, 230–231
DNS (Domain Name Service) client, 184, 194
download scheduling, 217
keyloggers, 264
open source, 328
rlogin, 335
routers, 118
servers, 44
VNC (Virtual Network Computing), 337
VPN (Virtual Private Network), 15–16, 369

SOHO (small offi ce/home offi ce). See wireless 
networking

SourceForge project, 308
SpamAssassin, 272
spamming

instant messaging systems, 288
overview, 266, 276–277

spear phishing, 240
spoofi ng

defi ned, 239
instant messaging systems, 288
IP (Internet Protocol), 177
overview, 267
stalling, 275–276

Spybot – Search and Destroy (Safer 
Networking), 108, 243

spyware
defi ned, 108, 243
overview, 265

squid
confi guring, 224–227
installing, 223–224
overview, 223

SRTP (Secure Real-Time Transfer Protocol), 307
SSH (Secure Shell Protocol), 315
SSID (service set identifi er), 123
SSL (Secure Sockets Layer)

application layer protocol, 40
OpenSSL, 376
overview, 236–237
transaction, 237–238

stacking IPv4 and IPv6, 179
stalking, 288

stalling spoofi ng, 275–276
starting daemons, 322
stateful, 170
stateful autoconfi guration, 171–172
stateless, 170
stateless autoconfi guration, 171
static IP address, 96–97
static routing, 135
still remote shell (remsh), 335–336
store-and-forward method, 253–254
streaming, 310
subnet masks, 76–77, 172
subnets

overview, 74–76
using, 77–79

suite, 242
supercomputing, 339
supernet masks, 172
Suse Linux, 98
syndication pages, 214
syndication protocols, 214
syslog-ng. See Syslog Protocol
Syslog Protocol

error levels, 365
overview, 363–365
text fi les, 366–367

system administrators, 182, 344
system events, 363

• T •
tagging services, 290
tags, 202
TCP/IP Guide, 419
“TCP/IP Security” (Chambers), 418
TCP/IP (Transmission Control Protocol/Internet 

Protocol)
defi ned, 9
functions of, 27
geography of, 17–18
installing, 91–94, 105–107
Internet management groups, 11
other uses for, 413–416
protocols, 10–13

TCP/IP (Transmission Control Protocol/Internet 
Protocol) network confi guration

confi guration steps, 94–97
daemons, 112–114
installing TCP/IP, 91–94, 105–107
network fi les, 107–112
setting client properties, 97–104
setting server properties, 104–105

TCP/IP (Transmission Control Protocol/Internet 
Protocol) protocol stack/suite

application layer protocols, 36–41
data link layer protocols, 29
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defi ned, 26
Internet layer protocols, 29–31
physical layer protocols, 29
print sharing protocols, 329
transport layer protocols, 31–36

TCP (Transmission Control Protocol)
compared with UDP (User Datagram Protocol), 

34–35
transport layer protocol, 31–32

Telnet
client, 335–336
overview, 37
service, 360

Temporal Key Integrity Protocol (TKIP), 126
Terminology (routing), 132–135
testing

computer security, 415–416
VoIP security, 308

text messaging, 286–287
texting, 286–287
TFTP (Trivial File Transfer Protocol), 37
Thawte, 378
theft, 239
thumbing, 286–287
time out, 187
time service, 359
TKIP (Temporal Key Integrity Protocol), 126
TLS (Transport Layer Security), 35, 237
traceroute command, 403–406
tracert command, 403–406
transferring fi les with FTP, 312–315
Transmission Control Protocol. See TCP 

(Transmission Control Protocol)
Transmission Control Protocol/Internet 

Protocol. See TCP/IP (Transmission Control 
Protocol/Internet Protocol)

transport layer protocols
overview, 24, 31–36
routing, 135–136, 142
VoIP (Voice over Internet Protocol), 304

Transport Layer Security (TLS), 35, 237
Trivial File Transfer Protocol (TFTP), 37
Trojan horse, 265
troubleshooting

diagnosing problems, 396–406
digital certifi cates, 380–381
e-mail security, 267–268
network problems, 390
ping, 390–396
Simple Network Management Protocol 

(SNMP), 406–409
trust, 335–336
trusted hosts fi le, 109
trusted remote users, 110

tunneling IPv6 through IPv4, 180
typing, 286

• U •
Ubuntu Linux

installing Postfi x, 249–252
opening confi guration window, 98
viewing logs, 367

UDP (User Datagram Protocol)
compared with TCP (Transmission Control 

Protocol), 34–35
transport layer protocol, 32–34

Uniform Resource Locator (URL), 207
Unix

confi guring IPv6, 175–176
confi guring TCP/IP, 100–102
host fi le locations, 108
netstat, 358–359
networking confi guration window, 98
NIC (network interface card), 96
overview, 94
ps, 355–356

unspecifi ed address (IPv6), 169
updating netgroup fi le, 321–322
upload, 310
URL (Uniform Resource Locator), 207
U.S. Federal Bureau of Investigation (FBI), 266
Usenet news, 289–290
User Datagram Protocol (UDP)

compared with TCP (Transmission Control 
Protocol), 34–35

transport layer protocol, 32–34

• V •
valuing IPP features, 329–330
VeriSign, 378
versions, IP, 92–93
video log, 290
viewing logs, 367–368
Virtual Network Computing (VNC) software, 337
Virtual Private Network (VPN)

log fi les, 369
overview, 15–16

virtual worlds, 290
virus, 265
vishing, 306
visitor list, 295
vlog, 290
VNC (Virtual Network Computing) software, 337
voice DDoS (distributed denial-of-service) 

attack, 306
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Voice over Internet Protocol. See VoIP (Voice 
over Internet Protocol)

Voice Over Misconfi gured Internet Telephones 
(VOMIT), 306

VoIP (Voice over Internet Protocol)
authenticating, 307
bugging, 306
movement of packets through layers, 304
overview, 299–300
protocols, 304–306
securing calls, 306–308
testing security, 308
using, 300–303

volunteer computing, 339, 340
VOMIT (Voice Over Misconfi gured Internet 

Telephones), 306
VPN (Virtual Private Network) software

log fi les, 369
overview, 15–16

• W •
W3

defi ned, 201
services, 201–202

W3C (World Wide Web Consortium), 13, 230
WANs (Wide Area Networks), 17
wardrivers, 124
warnings, 354
Web

defi ned, 201
services, 201–202

web application server, 44
Web browsing

colors, 209
cookies, 209–212
defi ned, 207
digital certifi cates, 238
multimedia, 212–213
overview, 207
security, 228–230
speed, 215–218
Web pages, 207–209

Web languages
ActiveX, 205–206
HTML (HyperText Markup Language), 202–204
hypermedia, 206–207
hypertext, 206–207
Java, 205–206
JavaScript, 205–206
MHTML (Multipurpose Internet Mail 

Extensions HTML), 205
overview, 202
XHTML (Extensible HyperText Markup 

Language), 205
XML (Extensible Markup Language), 205

Web logs (blogs), 290
Web mail clients, 247
Web pages, 207–208
Web proxy servers, 369
Web server

defi ned, 230
overview, 44
setting up, 230–235
software choices, 230–231

Web sites
Akamai Technologies, 415
American Registry for Internet Numbers 

(ARIN), 97
Antarctica Web cam, 414
APNIC (Asia Pacifi c Registry), 97
CERN httpd, 230
CERT (Computer Emergency Response Team), 

373, 418
CNET.com, 414
cronnix, 217
DNSSEC Deployment Initiative, 196
Gibson Research Corporation, 349, 415
GlobalSign, 378
IAB (Internet Activities Board), 11
ICANN (Internet Corporation for Assigned 

Names and Numbers), 11
IETF (Internet Engineering Task Force), 11
Internet Traffi c Report, 413
IPv6, 165
ISOC (Internet Society), 11
IT Security Cookbook, 420
Loriot, 407
Lynx, 217–218
Microsoft TechNet Library, 420
multimedia plug-ins, 213
open source software, 328
Palisade Systems, Inc, 49
RFC Editor, 12, 343
RIPE NCC (Réseaux IP Européen), 97
Root-Servers Technical Operations 

Association, 188
RSS Advisory Board, 214
security, 228–230
Security Center, 417
security podcasts, 419–420
Skype, 301
social networking, 290
SourceForge project, 308
SpamAssassin, 272
Spybot, 243
syslog-ng daemon, 365
TCP/IP Guide, 419
Thawte, 378
VeriSign, 378
W3C Technical Reports and Publications, 202
Wikipedia, 266
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WEP (Wired Equivalency Privacy), 126
Wi-Fi Alliance, 115
Wi-Fi Protected Access version 2 (WPA2), 126
Wi-Fi Protected Access (WPA), 126
Wide Area Networks (WANs), 17
Wikipedia, 266
wikis, 290
WiMAX (Worldwide Interoperability for 

Microwave Access), 128, 129–130
WinAmp high-fi delity player, 212
Windows 7 (Microsoft), 197
Windows (Microsoft)

network shares, 326–327
overview, 93

Windows Server 2003 (Microsoft), 173–175
Windows Server 2008 (Microsoft), 224–227, 

330–331
Windows Vista (Microsoft), 102–103
Windows XP (Microsoft)

confi guring IPv6, 173–175
confi guring TCP/IP, 103–104
event logging, 369–370

Wired Equivalency Privacy (WEP), 126
wireless hotspots, 128
wireless networking

defi ned, 115
hardware, 116–120
levels, 128–130
network name, 123
overview, 17
security, 125–128
technologies, 119

wireless router, 121–124
WLAN networks, 17

World Wide Web (WWW)
defi ned, 201
services, 201–202

World Wide Web Consortium (W3C), 13
Worldwide Interoperability for Microwave 

Access (WiMAX), 128, 129–130
worm, 265
WPA (Wi-Fi Protected Access), 126
WPA2 (Wi-Fi Protected Access version 2), 126
WWAN networks, 17
WWW (World Wide Web)

defi ned, 201
services, 201–202

• X •
XHTML (Extensible HyperText Markup 

Language), 205
xinetd (eXtended InterNET Daemon), 358
XML (Extensible Markup Language), 204, 205
XMPP (Extensible Messaging and Presence 

Protocol), 288

• Z •
zombie armies, 353
zombies, 352
zone

defi ned, 182
overview, 193–195
transfer, 190
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