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AADD syndrome (assessment,

analysis, debate, and drop), 105

Accidents, 14, 15

Accountability, 4, 91–97, 100, 101,

134, 153, 154

ADP Inc., 165, 176

Agility, 15, 141, 163, 227

Alignment

with business priorities, 177, 178

expectations and action, 192

and focus, need for, 107, 108

resources with goals, 195

risk initiative programs, 155–158

risk with business value, 136, 209

of stakeholder interests, 173

value, 196–202

Amazon, 37

American Express, 168

Analytics, need for, 5, 6

APEC (Asia-Pacific Economic

Cooperation), 92

Apple, 15, 37

Aris Isotoner, 64, 65

Arthur Andersen, 199

Asia-Pacific Economic

Cooperation (APEC), 92

Asia-Pacific ports, 73, 74

Asimov, Isaac, 13

Assessment, analysis, debate, and

drop (AADD syndrome), 105

Assets, physical

asset value, 197, 200

as resource, 70, 119

Assumptions, 81–83, 162, 164

AT&T, 3

atyourownrisk.net, 148, 162, 220

Audit risk, 157

Auditors, 6, 192, 199

Authorized Economic Operators

(AEOs), 27, 58

Avian flu, 129

BAE Systems, 165

Bank of New York, 168

Baxter, 180

Bhopal gas tragedy, 18, 198

Big bang era, 32

Blackouts, 50

Board of directors

consequences of failure to

consider risk, 4

fiduciary duties, 57, 61
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Board of directors (Continued)

responsibility for managing risk,

91–97, 100

responsibility for mitigating risk,

89–91

Boehlert, Sherwood, 58

Booz Allen Hamilton, 165

Border risks, 77, 78

Bottom-up risk management, 116,

131, 220

Brand/reputational value, 197, 198

Brave New World, 1

British Petroleum, 58

‘‘Bum of the month club,’’ 153, 154

Busan, South Korea, 73, 77

Business case for risk management,

99, 209, 212

Business continuity planning, 67,

68, 163

Business continuity risk, 69, 77,

208, 217, 218

Business reality, 195, 196, 202

Business system process

outsourcing, 44. See also

Outsourcing

C-TPAT (Customs-Trade

Partnership Against

Terrorism), 27, 59, 191

Cantor Fitzgerald, 168

Capitalism, 2

Cash flow value, 197, 200

Catastrophe bonds, 31, 209

Catastrophic consequences, 18

Cayman Islands, Hurricane Ivan

example, 145–150, 160

Cessna Aircraft Company, 43

Change, 7

consequential damages as a result

of, 18

drivers of, 13

identifying, 27

and innovation, 15

long-term impacts, consideration

of, 29

mega-changes, 35, 55–59

monitoring, 151, 167–170

nature of, 17

organizational, 19

outsourced manufacturing case

study, 20, 23–25

processes, 27, 28

rapid change, 29, 31, 51,

227, 228

response to, 15

return on and risk management,

30, 31

risk and reward, balancing, 18

risk as consequence of, 14, 20, 59,

187, 227

and risk-taking, 4

sources of, 18

streamlined mortgage

origination process case study,

20, 25–27

unpredictable nature of, 13–15

vantage points, 19

and vulnerability, 61

wire fraud case study, 20–23

Chase Manhattan Bank, 39, 153,

154

Checklists

and ineffective risk management,

86, 227
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risk management, 94, 116

successful practices, 228

Chief executive officer (CEO), 190.

See also Officers

Chief financial officer (CFO), 189,

191. See also Officers

Chief information officer (CIO),

189, 191. See also Officers

Chief operating officer (COO),

190. See also Officers

Chief safety officer, 191, 192. See

also Officers

Child labor issues, 29, 47, 48

Children’s Online Privacy

Protection Act, 95

China, 42–44, 72, 92, 93, 98, 134

Churchill, Winston, 85

Communication

failures, 29

information and news flow

process, 164–166

and risk consciousness, 5

risk policies, standards, strategies,

expectations, and tolerances,

119

stakeholder expectations, 202

strategy and standards, 161–164

terminology, importance of,

162–164

Community impact, 199

Compliance risk, 157

Confidential customer information,

94–96

Contention exposure, 24, 25

Continuity risk. See Business

continuity risk

Corporate risk, 157

Corporate social responsibility

(CSR), 47, 48, 55, 56, 58, 76

Covey, Stephen, 219

Crisis management, 164

Customer-facing risks, 36

Customers

confidential information, failure

to protect, 94–96

Internet empowerment as mega-

change, 35

Internet technologies and risk

issues, 37–42

Customs

C-TPAT (Customs-Trade

Partnership Against

Terrorism), 27, 59, 191

regulations, 27, 28, 123

security regulations, 58, 59

Damages, 57

Data Protection Act 1998 (United

Kingdom), 95

Decision-making

analytical approach, 108

approach, 159, 160

framework, need for, 18

information needed for, 110–113

pitfalls, 108, 109

process, 96, 97

responsibility for, 98, 99

risk consideration, commitment

to, 141

risk managers, categorizing, 186,

187

risk mitigation options and

implications, 118

Dell Computer, 74
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Demand-side risks, 36

Directors. See Board of directors

Disaster recovery planning (DRP),

163, 164

Dixon, Jerry, 4

DMAIC (define, measure, analyze,

improve, and control), 225,

226

Dot-com era, 32

DRS Technologies, 165

DuPont, 58

Duty of due care, 4, 47, 48, 57, 61,

134

Duty of loyalty, 57, 61

E-business risk, 37–42

Earthquakes, 48, 76, 169

Eastman Kodak, 199

Economic modeling, 213

Economic risk, 138

Einstein, Albert, 195

El Paso Corporation, 194

Elimination of risk, 54

Employees

experience, loss of, 64, 65

risk sensitivity of experienced

employees, 22

work-arounds to risk mitigation,

54, 224

Enron, 4, 56, 198, 199

Enterprise risk management

(ERM), 51, 116, 130, 131, 133

Environmental pollution, 29

Environmental risk, 48, 63, 133,

134, 169

mining industry, 138, 139

standards, 96

Ericsson, 73

ERM. See Enterprise risk

management (ERM)

Esposito, John, 153

Ethics, 95–99

European Convention on Human

Rights (ECHR), 95

Event, defined, 163

Event-driven risk management, 59,

63, 116, 187

Execution. See Plan execution

Executives. See Officers

External risks, 36

Exxon, 3, 198

Failure to manage risk, implications

of, 57–59

‘‘Fast, good, cheap’’ production

paradigm, 30

Federal Privacy Act (Australia), 95

Filters, 15

Financial risk management, 14

First responder/crisis plan, 21, 22

Flash point for crisis, 2, 15,

52, 53

Ford Motor Company, 37

Forecasting, 14

Form 10K, 175, 177

Functional risk, 157, 206, 207

General counsel, 192

General Electric (GE), 15, 133, 165,

176, 180

General Motors Corporation, 183,

184

Gifford, Kathie Lee, 47

Gladwell, Malcolm, 52
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Global economy

and competition, 63

and emerging economies,

29

mega-changes, 35

and rapid change, 51

and risk, 2, 4, 15, 28, 36

Global Risk Network, 70, 71, 92,

182

Goldcorp, 40

Goldman, Craig, 144

Goldman Sachs, 165

Google, 15, 37

Gordon, Bart, 58

Governmental factors, risk

expectation, 182

Haier, 44

Hallmark/Westland Meat Packing

Company, 3

Health, safety, and security

risks, 199

functional preparedness,

206, 207

and importance of managing risk,

56, 57, 194

protection of, 122

Health Insurance Portability and

Accountability Act (HIPAA),

95, 104

Hoffman LaRoche, 165

Hong Kong, 73, 77

Human resources (HR), 191

Hurricane Dean, 147

Hurricane Ivan, 145–150

Hurricane Katrina, 18, 49, 50,

57, 58

Identity theft, 25–27

Impact, defined, 163

Impact analysis, 204, 205

Impact-based risk management,

206–208

Imperial Sugar, 3

Incentives and penalties, 152, 153,

155, 165, 214, 215

Incident management, defined, 163

India, 42, 44

Indonesia, 93

Industry factors, risk expectation,

180–182

Information technology (IT)

breaches, 29

and risk, 227

risk issues, 37–42

Innovation

and change, 13, 15

and risk-taking, 4

Insurance, 31, 62, 116, 177, 178,

209, 217

Integrity, 57

Intel, 15

Intellectual property theft, 28

Interdependency, 212

risk, 70, 71, 76, 78–81, 83, 130

value chain, 86, 87, 115

and vulnerability, 125, 126

Internal risks, 36

International Standards

Organization (ISO), 109

Internet

and customer empowerment, 35,

37–42

personal data, 3, 4

risk issues, 37–42
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Japan, 76, 169

Johnson & Johnson, 3, 47

JPMorgan Chase, 165

Just-in-time (JIT) inventory, 80

as mega-change, 35

risk issues, 36, 37

Kaohsiung/Taiwan, 73

Kernaghan, Charles, 47

‘‘Know your global business

partners’’ rule, 77

Labor

child labor issues, 29, 47, 48

costs, 213

mining industry, 138

outsourcing and offshoring, 35,

42–45

outsourcing risk issues, 47

as resource, 70, 119

risk, 48

standards, 96

Lay, Ken, 198

Leadership, 8

challenges, 85–87, 100–110

and risk-conscious culture, 144,

229

self-assessment questions, 113

top-down, 100–110

Lec, Stanislaw Jerzy, 115

Lee, Robert E., 118

Liability and importance of

managing risk, 57

Line of sight, 31, 48, 80, 87, 141,

158

Listening posts, 192, 193, 197

Lockheed Martin, 165

Long-term implications

of change, 29, 32

failure to manage risk, 32, 33

Loss distribution, 213

Loss severity, 215, 216

Low-probability/high-impact

events, 2, 20

Management

clear line of sight, 31

incentives and penalties for risk

consciousness, 152, 153, 155,

214, 215

and risk consciousness, 5

and risk decisions, 6

Manufacturing, outsourcing. See

Outsourcing

Marchena, Paul, 145, 147

Maritime shipping industry, risk

issues, 73–75

Mattel, 98

Maturity model, 184, 185

McEwan, Rob, 40

McKinsey, 179

Media influence on risk

expectation, 182

Mega-changes, 35, 55–59

Mining industry, 137–139

Models, 14, 204–206

Monitoring change as element of

risk-conscious culture, 151,

167–170

National Association of

Manufacturers (NAM), 181

Natural disasters, 28, 182. See also

Earthquakes; Hurricane Dean;
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Hurricane Ivan; Hurricane

Katrina

Negligence, 4, 61, 95

Nokia, 73

Non-government organizations

(NGOs), 92

Northrop Grumman, 49

OEC Medical Systems Inc., 180

Officers

approach to risk mitigation, 99

attitude toward risk, impact of,

106

consequences of failure to

consider risk, 4

denial about risk, 90. See also

Total denial

enterprise risk management

survey, 51

failure to mitigate risk, reasons

for, 91

fear of penalty for ‘‘rocking the

boat,’’ 106

fiduciary duties, 57, 61

incentives and penalties for risk

consciousness, 152, 153, 155,

214, 215

perspectives, 189–191

responsibility for managing risk,

91–97, 100, 190–192

responsibility for mitigating risk,

89–91

succession plans, 65

Offshore suppliers, 28

Offshoring

as mega-change, 35

risk issues, 42–45

Operational risks, 36, 157, 158

Outsourcing

and consequences of risk, 32

labor force, 35, 42

magnitude of, 46

as mega-change, 35

and need for change, 93

production and manufacturing,

23, 24, 35, 45–48

risk issues, 42–48

vulnerabilities, 63

Overreaction to events, 53, 54

Pandemics, 76, 78, 79, 182

Passwords, 54

Patton, George S., 143

Personal Information Protection

and Electronic Documents Act

(PIPEDA) (Canada), 95

Pfizer, 43

Pharmaceutical industry, 180, 181,

192, 193, 200

Philips, 73

Piracy, 75

Plan, Do, Check, and Act, 110, 222,

223

Plan execution, 9, 195, 196

Political risk, 130, 139, 177, 178

Potential risk, 1

Pricing, 209–214

Prioritization, 109, 110, 173, 187,

197–202

Privacy laws, 95

Proactive risk management, 72, 73

Processes

as component of value chain, 86,

115
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Processes (Continued)

mapping, 203, 204

and preservation of value chain,

117

prioritization and allocation,

203, 204

as resource, 119

Procter and Gamble, 15

Product failures, 29

Product liability risk, 184

Product quality standards, 96

Product recalls, 188

Product risk, 48

Production, outsourcing. See

Outsourcing

Program monitoring, 224–226

Property risk standards, 24

The Prudential, 39

Prudential Securities, 22

Public policy factors, risk

expectation, 182

Quality standards, 28

RACI (responsible, acceptable,

consulted, and informed)

charts, 158, 159

Reason, James T., 14

Regional factors, risk expectation,

179, 180

Regulatory agencies

and implications of failure to

manage risk, 57, 58

and value chain risk

management, 136

Regulatory compliance,

197, 199

Regulatory factors, risk

expectation, 180–182

Relationships

mining industry risks, 138

as resource, 70, 119

Resiliency, 15, 163, 211, 227

Resources

as component of value chain, 69,

70, 85, 115

defined, 69, 163

impact analysis, 204, 205

mapping, 203, 204

and preservation of value chain,

117

types of, 70

and vulnerability, 69, 70

Restriction of the Use of Certain

Hazardous Substances in

Electrical and Electronic

Equipment (RoHS), 133

Retained losses, 216, 217

Risconomics, 79, 81, 197

Risk-adjusted value, 4

Risk analysis, 196, 202–208

Risk and Insurance Management

Society, 181, 182

Risk assessment

importance of, 104, 105, 187

outsourcing, 24

response to, 104, 105

solutions, factors improving

success of, 107–110

Risk avoidance, 214, 215

Risk collision, 155–158

Risk-conscious culture

defined, 144, 145

elements of, 151–170
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Hurricane Ivan example,

145–150

need for, 14, 81, 98, 143, 144,

229

Risk consciousness, 9

assessing, 5

and commitment to risk

management, 5

culture of. See Risk-conscious

culture

defined, 11

determining level of, 101, 102

and effects of rapid change, 29

and identification of indicators of

change, 14, 15

and implications of change, 40

importance of, 92

incentives and penalties, 152,

153, 155, 214, 215

lack of, 52

leadership challenges, 85

need for, 5

and total denial response to risk,

102, 103. See also Total denial

and vulnerability, 61

Risk expectation, 91, 92, 119, 172–

189, 192

Risk factors, 175, 176

Risk failures, examples of, 9, 10

Risk financing, 209, 210, 216. See

also Catastrophe bonds;

Insurance

Risk identification, 51, 52, 196,

202–208

Risk manager, 191

Risk measurement, 161–164, 196,

209–214

Risk mitigation

approach to, 99

execution, 196, 219–223

factors for success, 107–110

focus and alignment, need for,

107, 108

issue-specific, 130, 131, 133

overmitigation, 53, 54

programs, effectiveness of, 62

responsibility for, 89–97

segmented risk, 83

traditional approach, 86

Risk ownership, 93, 119, 135

Risk paradigm, 172–179,

202, 227

Risk philosophy, 5, 20

Risk profile, 13

Risk register, 87, 177

Risk sensitivity

of experienced employees, 22,

142

fear tactic, use of, 110

importance of creating culture of,

27, 142

need for, 59, 142

reasons for lack of, 91

and risk avoidance, 214, 215

risk consciousness. See Risk

consciousness

value chain members, 86, 87

Risk standards, 92, 95, 96, 109, 111,

112, 161–164, 173, 180, 181,

192

Risk strategy, 161–164, 206

Risk-taking, 118

Risk triggers, 19

Russia, 42
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Samsung, 15, 37

San Francisco Chronicle, 154

Sara Lee, 65

Scenario analysis, 213

Schopenhauer, Arthur, 137

Scicutella, John, 153

Securities and Exchange

Commission (SEC)

Form 10K, 175, 177

public filings, list of risk factors,

175

Security risk, 96

September 11, 2001 terrorist

attacks, 18, 37, 50, 51, 53, 54,

77, 168

Shakespeare, William, 1

Shanghai, China, 73, 76

Shenzhen, China, 73, 77

Singapore, 73, 74, 77

Situational risk management, 206

Six Sigma, 93, 99, 158, 213, 224–

226, 228

Social responsibility. See Corporate

social responsibility (CSR)

Social risk, 139

Sony, 15

Sourcing risk, 48

Stakeholders, 9, 171, 174

engagement of, 151, 155–160,

197

hierarchy of, 174, 175

identifying, 158

and importance of managing risk,

56, 57

motivating to create risk-

conscious culture, 151–155

needs, 160

perspectives, 172, 179–183,

189–192, 227, 228

poultry producer value chain

example, 129, 130

and risk awareness, 89

and risk consciousness, 5

and risk decisions, 6

risk expectation, 172–189, 202

risk priorities, 177

and risk tolerance, 94

Starbucks, 15

Stoll, Cliff, 165, 166

Strategic value, 197–200

Subprime mortgage crisis, 4, 29, 32,

198

Succession plans, 65

Supply chain

and customs regulations, 27, 28

failure to address risk, 107

product failure example, 126, 127

risk, 2–4

and risk associated with change,

15

risk initiatives, 157, 158

and value chain, 227

Supply chain partners, 2

change and risk, 28

and risk consciousness, 5

vulnerabilities, 80

Supply-side risks, 36

Sweat shops, 47. See also Child

labor issues

Swiss Cheese model, 14

Taiwan Semiconductor

Manufacturing Corporation,

44
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Technology as resource, 70, 119

Technology risk, 138

Telecommunications industry,

50, 58

Terminology

consistency in use of, 162

definitions, 163, 164

Terrorism risk, 182. See also

September 11, 2001 terrorist

attacks

Cuckoos Egg, 165

Thompson, Gene, 145, 147

Threat analysis, 205, 206

Threat-based risk management,

67, 68, 206–208

Threats

assessment, 42, 66, 67, 69

and constant change, 63

dealing with, 62

pervasiveness of, 64

and superficial risk management,

67, 68

Top-down risk management,

116, 131

Total denial, 59, 68, 90, 102, 103,

142, 208

Totes Inc., 65

Toyota, 15

TRA Diagnostic, 221–223

Transfer of loss, 217. See also

Insurance

Transportation risk, 130, 132, 182

2001 A Space Odyssey, 17

Tyco, 56

Unanticipated events, 18

Union Carbide, 199

United Nations (UN), 92

Unpredictability

of change, 13–15

of risk, 31

Upside risk, 29

U.S. Customs/Trade Partnership

Against Terrorism (C-TPAT),

27, 59, 191

Value chain, 8

analysis, 135, 136

components of, 119

defined, 118, 119

and efficiency, 115

extended value chain, need for

understanding, 80

failure to address risk, 107

and impact of change, 15, 33,

49–51

importance of, 117–123

interdependency, 86, 87, 115,

122

members of, 122

and operationally-based

risks, 23

partners, proactive risk

management, 72, 73

poultry producer example,

127–130

processes as component of, 86,

115

product-based, illustration, 119,

120

resources as component of, 70,

85, 86. See also Resources

and risk management, 116,

117, 227
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Value chain (Continued)

risk ownership, 119, 135

scope of, 122

service-based, illustration, 121,

122

vulnerability, 62–69, 125,

126

Value chain risk management

(VCRM), 116–118

alignment of risk with business

value, 136

alignment of stakeholder

interests, 173

changes in value chain and

emergence of new risks,

133, 134

defining products/services as

focus of, 123–126

execution of plan, steps for,

196–226

framework, 161

monitoring, measurement and

continuous improvement,

196, 224–226

regulation, impact of, 136

responsibility for, 134–136

risk collision, 157, 158

risk identification, analysis,

and evaluation, 196,

202–208

risk implementation, financing

and mitigation, 196,

214–218

risk measurement, solution

selection and pricing, 196,

209–214

risk solution execution, 196,

219–223

value alignment, 196–202

Value concept, 197, 198

Value matrix, 201

Variable risk, 29

Verizon, 3, 168

Vietnam, 93

Virgin Group, 15, 58

Virtualization and consolidation

of work environment

as mega-change, 35

risk issues, 48–51

Vulnerability

and correlation between events,

70, 71

and global value chains,

71, 72

implications of, 61

interconnection with global

infrastructure, 83

and interdependent risk, 70, 71,

76, 78–81, 83

mitigation, 61, 62

pervasiveness of, 62–69

prioritizing, problems with,

109, 110

and resources, 69, 70

value chain risk/vulnerability

illustration, 125

Vulnerability gap, 2, 29

Wal-Mart, 15, 47, 58, 72,

74–76, 98

Warning signs, detecting,

27
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Waste Electrical and Electronic

Equipment Directive

(WEEE), 133

Web site, atyourownrisk.net, 148,

162, 220

Woolsey, Jim, 42

World Customs Organization

(WCO), 92, 123

World Economic Forum (WEF),

92, 182

Global Risk Network, 70, 71,

92, 182

World Health Organization

(WHO), 92
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