A
Activity management (see management)
Acquisition process, FAR, 367
Basic elements, 368-369
Administration and logistics
Operations plan report, 348
Security survey report, 345
Agency supplements, FAR, 370-371
Assessments,
Rapid assessment, consulting services,
196
Audit, 11, 15
Liability, 84, 96
Security (see security audit)
U.S government contracts, 385-386

B
Basic Ordering Agreement (BOA},
Management, 54
Service delivery (see controcis)
B6 armoured vehicle (see vehicie selection)
Convoys, 260,
Escape hatches, 259
Threats against, 176
Benchmarking
Auditing consultancy, 199
Consulting services, 195
Blast wave, 171
Fireball, 171
Shattering, 171
Boilerplates,
Consulting, 194
Proposals, 28
Budgets, 4, 16 (see cost justification)
Bunkers (see overhead protection)

Index

Business
Continuity, 1, 13, 17,295, 297
Cycle, 20-21
Disruption (see interruption)
Interruption, 1, 167
Manager, 4
Pipelines, 21
Recovery.. 318, 312, 313, 318,
327
Repeat Husiness, 21

C
Ciose protection (see PSD)
Facility security, 279
Coalition forces, 271
Commercial espionage, 161-162
Complex attacks, 179
Computer, crime, 163-169
Contingency planning
Assessment, 132-133
Corporate image and public confidence,
139-140
Disaster response, 320-321
Focus levels, 140
Measures, 133-135
Plan, 131-132
Policies and permissions, 135
Risk management, 131-140
Communications
Communications plan, 227, 276, 296,
320 (also see IMP)
Evacuation communications, 309
Manager, 149
Company and vendor relationships,
8-10

391
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Concept of operations, 46, 208, 348
Configurations,
PSD, 253
Consistency,
Consulting services, 194
Consultant
Errors, 12-17
Focus, 3
Objectives, 10
Process, 6, 8, 330-332
Risk, tolerance and perceptions,
5-6,13
Skill set areas, 11-12
Types, 2
Consulting
Direction, 331
Documents and exhibits, 329-332
Intelligence review, 331
Operations order (see mobilization plan),
346-349
Process, 330-332
Proposal
Security documents and exhibits, 332
Security audits (see security audits)
Security management design, 191
Security plans (see security audits)
Security structural design, 191
Security survey (see security audits)
Threat assessment (see security-andits)
Contract
Adjustments, 375, 383, 387
Acquisition
Acquisitions, 366—559
Structure, 365
Authorities, 371-372
Award, 381-386
Basic ordering agreement (see proposals),
72, 83,104
Binding agreements, 17
Changes, 16
Closure, 87, 94, 385
Difference, government vs commercial,
363-364
Government, 364
Initiating, 19,
Management, 104-108, 372

Manning table, 90
Market size and scope, 364
Modifications, 104
Notice to proceed, 105
Proposal, 41
Request for proposal, 375
Rough order of magnitude (ROM),
104-105
Types of, 386
Contracting
Compliance, 369, 373, 383
Cost line item numbers (CLINs), 27
Default, 384
Officer, 371
Technical representative, 372, 382, 385
Types of, 372
Convergence
Project management, 207
Risk consulting and security manage-
menty 1, 13,17
Security documents, 342
Tacazal operations centre (see TOC), 268
Itireat evaluation and risk management,
107,110, 132, 141
Convoy security, 260-261
Coordination
Disaster, security and risk plan develop-
ment, 323
Local government, service delivery, 99
Corporate image, 139
Cost justification
Risk management, 117, 128
Cross decking, 260
Crisis
Guidelines, 88
Financial, 141
Public, 141
Strategic, 414
Crisis management
Consulting services, 191-192
Crisis management teams, 143, 144-150
Decision matrixes, 143
Evacuations, 299, 302, 303, 305, 307,
309
Event management tiers, 144-145
Flows, 141
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Information, 142-143
Monitoring, 156-157
Plans, 110-117
Post incident review, 112, 131-132, 153,
156
Policies, 115,135
Proposals, 47
Responses, 154-155
Tools, 150-154
Trigger points, 143
Crisis management team commander
(CMTC), 147-148
Crisis Response teams (CRT), 144
Disaster management, 321
Cross utilization (see innovations)
Cross training (PSD), 248, 253

D
Daisy chain (explosives), 173
Data bases, 15
Archiving, 94-96
Securing, 96
Sensitive data, 292
Structuring, 93-94
Decision matrixes
Evacuation, 299, 306
Facility security, 276
Risk management, 134, 142, 150
Service delivery, 71-72
Demobilizations
Operations order report,. 249
De-scoping, contracts, 3£5, 584
Disaster response management
Acute phase, 318
Advance management teams, 325-326
Contingency and crisis response
Disaster response teams (DART), 319
Forms of, 313-314
Hostile environment training
Humanitarian operating environments,
314
Immediate post disaster phase, 318
In depth assessment phase, 316
Initial rapid assessment phase, 316
Intermediate phase, 318
Late phase, 318-319

Management, 315

Mobilization, 322-327

Preparedness plans, 320-322

Principles of response, 316-317

Security and risk plan development,
322-324

Stages of a disaster, 317-319

Sustainment and demobilization,
327

Teams, 316, 319, 321, 324

Working with governments, 314

Working with local communities,
314-315

Domestic terrorism

Methods of operation, 184-186

Left wing domestic terror groups, 183

Right wing domsstic terror groups,
183

Special inferest groups, 183

Due diligenc=
Consuliing services 189-190
Connagency planning, 137

B
£co terrorism (see domestic terrorism)
Email chains, 14
Espionage, commercial (see commercial
espionage)
Evacuations
Accountability, 309-310
Alert states, 306-307
Assembly areas, 307
Consolidation, 304-305
Corporate executive evacuation manager
(CEEM), 299
Country evacuation management team
(CMT), 299-300
Decision matrixes (see decision matrixes)
Destruction plans, 302
Evacuation coordination centers (ECC),
308
Evacuation management teams (EMT),
296-297,303-304
Facility security, 293-294
Local evacuation team (LET), 300
Management, 298-301
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Evacuations (Continued)
Plans, elements and components, 297,
298, 306-310
Principles, 296-297
Processes planning, 302-304
Progressive deterioration, 305
Rapid deterioration, 305
Reception teams, 300
Recovery management, 310-311
Scalable, 298
Site evacuation manager (SET), 300
Tactical evacuation, 302, 303-304
Triggers, 305-306
Evaluation team, contracting, 379-380
Explosively formed projectile (EFP) — see
risk types

F
Facility security
Access control (entry control), 285-286
Boundaries and perimeters, 276
Berms, 284
Doors, 287
Fences, 285
Gates, 286-287
Heskos, 284
Security gates
T-walls, 283
Camps and forward operating hases
(FOBs), 264-265
Communications, 276
Detection
CCTVs, 290
Intruder detection systems, 289
Lighting, 290-291
Radars, 290
Developing schematics, 270
Entry control points (see access control
points)
Evacuation plans, 293-294
Explosive detection dogs, 280
Fixed camps (see FOBs)
Illumination matrix, 278
Key terrain, 277
Layering security, 282-283
Liaison officers, 279

Management, 268-273
Medical plans, 281
Mobile facility security, 265-268
Mobilization plans, 273
Observation posts, 279
Parking, 292-293
Physical security structures, 283-289
Policies, 291-293
Positions, 277
Power sources, 292
Protection
Individual protective equipment (IPE),
280
Overhead protection (see overhead
protection)
Recognition (friend and foe), 277
Relief in place (see Relief in Place)
Reference m2pp'ng (see mapping)
Rules of engagement, 278
Securitysezveillance and lighting,
7285-291
Sice description
Security survey report, 343
Surveillance and target acquisition plans
(STAPs), 279
Targeting, special interest groups, 185
Towers (see towers)
Transition plans (see mobilization plan)
Trigger points, 273
Wardens, 22, 93
Federal acquisition regulations (FAR),
369-371
Organization, 370
Financial tracking, 66-67
Finance officer, 150 (see crisis response)
Forensics, 190
Frame-working,
Consulting services, 193-194

G
Ground wave (blast), 172
Governance and development, 192
GSA schedule, 366
Guard force, 263

Fire sectors, 277,

Security gates, 286
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Graphics
Consulting services, 195
Facility protection, 270-272
Initiating new contracts, 30
Proposals, 34
Service delivery and quality assurance,
80, 87,97

H
Hackers
Computer, 163-169
Ethnic, 166
Protection, 168-169
Hard evaluation factors, 118
Hostile environment training (HET)
Disaster response, 315
Human resources
Risk mitigation, 115-116

I
Illumination plan (see facility security)

Improvised explosive device (see risk types)

Incident management, 46,
Reports, 359
Incident management plan
Crisis management, 352
Evacuation planning, 300-301
Incident management plan reports,
358-360
Reporting, 15
Incident response team (IRT), 150
Information cascade systains,
Crisis management, 151-152
Information management plans
(see communications plans)
Plan, evacuations, 296-297, 300-301,
Project management, 221,
Security documents, 357,
Service delivery, 72,
Information security
Consulting services, 190
Contingency planning, 136-137
PSD, 249-250
Scope of risk, 163-170
Information technology
Crime, 163-167

Laws and solutions, 167-169
Innovations
Consulting, 194
PSD (see PSD)
Insurance,
Service delivery, 68
Intelligence
Analyzing, 224
Background
Intelligence reviews, 334
Security plans, 350-351
Circular reporting, 223
Collection, 221
Cycles, 223
Dissemination, 222
Evaluation, 222
Gathering, speciarinterest groups, 184
Government.ano foreign organizations,
336
Grading; 221-222
Hum:arn intelligence (HUMINT),
223
Lanitations, 222-224
Officer, 149
Picture, 221, 223, 334, 337, 341, 347,
350, 355
Priority information requirement (PIR),
220
Processing, 221
Reviews, reports, 332-336
Standard information requirement
(SIR), 220
Threat factors, 113
Intimidation
Special interest groups, 185
Investigations, 190
Invoicing
Business cycle, 20-21
Proposals, 50
Service delivery, 56-57, 63, 66
U.S government contracts, 383

J
Job specifications, 54, 72, 95, 215

Joint operations (see coordination and
relationships)
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K
Kidnap and ransom, 180-182

L
Legal
Counsel, 149
FAR, 366
Liability,
Risks, 160, 161, 170, 186
Liaison
Facility security, 279
Officer, 148
Plan, service delivery, 100-101
Life Support
Evacuation, 293, 296, 300
Facility security, 264, 266, 293
Initiating new contracts, 27, 38
Mobile security services, 236
Lock and key security, 292

M
Malicious, computer programs, 164-170
Management
Activity management, 224-225
Approaches, 17
Crisis, 139
Disaster response, 315, 319-320
Evacuation management systems; 302,
304, 307
Facility security management (see facility
security)
Intelligence driven, 219-.222
Management categories, 224-228
Principles, PSD, 241-245
Project management systems, 212,
228-229
PSD management systems, 245
Risk management systems, 269
Support management, 227-228
Mapping,
Evacuation, 301
Facility security, 270
Mobile security, 255
Media,
Crisis management, 139, 141, 145-146,
153

Domestic terror groups, 184
Evacuations, 299-300
Management, 149, 150
Public relations, 139
Service delivery, 101

Memorandum of understanding (MoU)
Evacuation agreements, 309
Facility security, external interfaces, 267
Fusion centres (see TOC)

Mobile facility security (See facility

security)
Mobile security (see PSD)

N

Nodal points
Disaster response management, 320
Evacuation principles, 296
Facility securizy communications, 276
Information cascade systems, 151
Serviced=livery, 78

None disciosure agreements, 30

Naotices, FAR, 384,

None physical threats (see risk types)

Q)

Overseas advisory security council (OSAC),
101

Operations centers (see tactical operations
center)

Operating licenses, 68-69

Operations order (see mobilization plan)

Operations order report, 346-349
Overhead protection, 287, 288-289

P

Patrols, 277, 291

Personnel Security Detail (PSD)
Armed Protection Team (APT), 233
Conduct, 251-255
Counter attack team (CAT), 233, 240
Evacuation movements, 308-309
Innovations, 248
Management principles, 241-245
Medical provision, 259
Military verses civilian, 238-239
Mobile security team (MST), 234
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Operational planning, 245,253
Planning and response, 252
Process interfaces, 245-248
Profiles, 236

Quick reaction force (QRF), 240
Route selection, 251

Security elements, 239-241
Security escort services (SET), 233
Structuring, 235-241

Surveillance awareness team (SAT), 239

Tactical principles, 248-251
Tactics, techniques and procedures
(TTPs), 253-254
Tiering, 236-238
Understanding the need, 234-235
Venue clearance, 251-252
Vehicle considerations, 259-260
Phishers, computer, 165
Physical security measures
Contingency planning, 137-138
Political analysis, 192
Post incident reviews (see crisis
management)
Procurement
FAR, 372-375
Planning, U.S government, 373-374
Service delivery, 67-68
Types of, U.S government, 373
Project management
Approach, 210
Assessment, 215
Business case, 210
Change management, 212
Closure, 213
Complex dependencies, 216
Configuration management, 215
Controls, 228-229
Data management, 218
Design, 208-209, 211
Design phase, 203-206, 231
Effectiveness models, 207
Estimations, 216
Exception plans, 205-206, 212, 230
Exception reports, 214, 216, 222
Failure, 203-204
Highlight report, 216

Initiation, 211-213
Integration, 229-231
Life cycle, 205-206
Management structures, 213-218
Mandate, 209-210
Planning, 3, 206-207
Facility security, 264, 265
Project initiation document (PiD), 211,
273
Project initiation plan, 210-211
Process mapping, 201-203
Project manager, 4
Risk logs, 216
Schedules, 201, 216, 230
Stages, 213-214
Start up, 209-211
Support management, 224, 227-228
Work packages, 211

Proposals, 22-54

Analyzing, 56-37, 40-41

Bid 21d 1o bid, 34

Boiierplates, 24, 28

Compliance, 23, 34, 36, 39, 41-43,
52

Concepts, 24, 43, 54

Cost or business volume, 44, 51-52

Discriminators, 44

Evaluating and defining, 25, 36-40,
52-53,377-378, 379-381

Innovations, 22-25, 31-33, 35, 37, 39,
41-43,45, 52, 54

Instructions, 24, 29, 37, 44,
54

Intelligence gathering, 38

Key personnel, 50

Language, 30,

Limitations, 29, 36

Management, 22, 54

Management volume, 44—-47-50

Modifications, 34

Packaging and production, 23, 34-35,
43,53-54

Past performance, 30, 44, 50-51, 378,
380

Performance work statement (PWS), 28,
42
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Proposals (Continued)
Pre-solicitations, 35
Pricing and costs, 23, 27, 33, 35-36,
43, 51-52
Process, 35-36
Proposal management, 52
Proposal teams, 22, 31, 43, 52
Quality, 28, 31-32, 34, 40, 42-43, 47,
49, 51
Questions, 24-26,
Request for proposal (RFP), 23, 36,
44-45, 54
Elements of, 375-379
Resumes, 29
Solutions, 28
Statement of Work (SOW), 22, 28, 35,
37,42, 54,377
Statistics, 30, 31, 44
Structure, 23, 31, 36, 37,43, 44-52
Subcontractors, 29-30, 38-39, 40
Tasks, 26
Technical volume, 43, 45-47
Time and schedule, 23, 26, 43
Visuals, 30
Unsolicited, 386-388
Win and do, 24
Personnel and training
Evacuation training, 308
Local nationals, 33
Proposal training, 24
PSD training, 248-249, 253-255, 257-259
Political analysis, 192
Protests, U.S governmeny, 381-382
Pricing,
Arrangements, FAR, 374-375
Public relations,
Department, 139
Officer, 149
Public confidence (see corporate image)

Q

Quick reaction force (see PSD)
Quality assurance plan
Proposals, 31
Reports and returns, 78
Security plan, 353-354

Outputs and processes,
Proposals, 47, 49
Facility security services, 270
Mobile security services, 241, 243-244,
246-247
Report and returns, 80
Operating parameters
Service delivery, 58

R
Rapid assessment
Consultancy, 196
Disaster response, 316
Reception team manager, 150 (see crisis
response)
Recruiting, training. vetting of personnel,
50
Initiating new ccntracts, 27
Initiating nevi-contracts, Proposals, 50
PSD, 255259
Relativnships
Conit’ngency planning, 138-139
Drealing with external groups, 153
(see crisis response)
Disaster management (see disaster
management)
External interfaces, fixed camps, 265
Evacuation planning (see evacuations)
Facility security, 266, 268,270,275
Mobile security, 247,251, 257
Project planning, 201, 210, 216,
225-226,229-230
Security plans, 351-352
Relief in Place (RiP), 273-276
Reports,
Boilerplates, 194
Contract manning table, 90
Contract scope change, technical change
reports, 83
Contract status, 87
Crisis management, 152-153
Crisis response guidelines, 88
Custodian, information, 93
Documentation, 199
Forensics, 190
Forward planning, 93
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Frame-working, 194
Historical risk tracker, 84
Information flow management, 77-80
Intelligence, 85 (see intelligence reviews)
Liability, official security documents, 88
Management handover, 88
Managing information, 92-93
Program overview, 86-87
Quality assurance, 77
Reports and returns, 77-91
Security modification, 81-82
Serious incident, 88
Service delivery, 76
Service tracking, 69
Specific risk assessment, 83-84
Standardization, 91-92
Style, 198
Templates, 152
Threat assessment, 85-86 (see threat)
Titling, 92
Travel returns, 89
Warden, 88-89
Weekly, 80-81
Request for proposal (see contract and
proposals)
Resource planning and management
Disaster response, 326
Evacuation, 297
Risk mitigation, 116
Response table
Evacuation planning, 308
Reputation
Company and vendor veputation, 21, 31,
55-56,219
Complaints, 96
Damage, 38
Risk, 40
Risk
Areas, 109-110
Environment, PSD, 253
Scope, 159-161
Sensitization, 245
Risk assessments, 123
Risk analysis, 107
Risk areas, 68,208,253, 339
Risk review, 153, 219, 308, 311,

Risk management

Assessments, 117-125
Calculations, 124-125
Elements, 107-108
Estimations and estimates, 126-128
Impacts, 125-128
Threat assessment report, 340-341
Implementation, 113-116
Levels and tolerances, 128-129
Picture, 121-122
Threat assessment report, 338
Plans, 50, 110-117
Policy, 115
Presenting risk, 129-131
Probabilities, 122-124
Threat assessment report, 338-339
Mitigation (alsc/see contingency and cri-
sis response,
Assessmenis, 118
Manasgenient plan, 114
M«=asures, 124
Gereric risks, 118
Risk areas, 109
Threat assessment report, 339-340
Monitoring, risk management plans, 156
Risk management plan, 107, 110-113,
129,131-132, 134, 140, 156
Tolerances, 38,116, 121, 157
Changing tolerances, 129
Tracking, 125
Types, 1-5

Risk types

Complex attacks, 179

Domestic terrorism (see domestic
terrorism)

Demonstrations, 184

Explosively formed projectiles (EFP),
175-177

Fragmentation hazards, 171-174

Generic, 118-119

Improvised explosive devices, 171-174

Indirect fire, 176-178

Information (see information security)

Kidnap and ransom (see kidnap and
ransom)

Liability, 56, 64, 68, 73, 170
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Risk types (Continued)

Physical, 170-183

Non physical, 161-170

Reputational, 170

Road traffic accidents, 182

Small arms fire, 179

Surface to air threats, 178-179

Suspect packages, 174-175

Tangible and intangible, 159, 161, 170,
186,

Threats and coercion, 162-163, 185

Quantified and qualitative, 107, 123,
126,157

Unexploded ordnance (UXO), 174

Facility sweeps, 280

S
Safe haven
Evacuation, 307
Facility security, 283, 287-288
Screening
Employee, 191
Risk areas, 109
Information security, 136
Scope Creep, 2
Security
Audit, consulting report, 354-358
Consulting services, 198-199
Consulting services, 192-199
Information security
Facility security, 292
Screening, 136
Manager, facility, 264-265, 274, 278,
293
Manager, PSD, 240-241, 247, 249
Physical security measures (see facility
security)
Security audit (see audit)
Security plan
Report, 349-354
Static security, 263, 268-269, 279, 294
Security survey, 341-346
Risk mitigation, 135-136
Technology, measures, 137
Service delivery
Balancing service delivery, 5-7

Company and vendor relationships, 8
Coordination with external agencies,
97-101
Expectations, 2, 5, 6, 7-8, 10-11, 198
Failure to perform, U.S government,
383-384
Liability, training budgets, 103
Project management, 229
Quality assurance, 7
Security documents and exhibits
Auditing, 357
Consulting process, 330-332
Exploiting current work, 329-330
Security escort, 285
Serious incident reports,
Data base, 90-91
Incident manag=n:ent reports, 359
Security manager, 5
Security management team (SMT), 266
Security poticies,
Secuity audit, 356-357
Smaliarms fire (see risk types)
Scope of risk (see risk)
Security target acquisition plan (STAP)
Facility security, 289-291
Socio-economic,
Consulting services, 193
Disaster management, 315
Facility security services, 267
Intelligence review report, 333,
335,338
Local community liaison plan, 100
Mobile security services, 236,257
Project management, 221
Proposals, 47
Risk assessment, 118
Static guards, 138
Train the trainer, 103,
Soft evaluation factors, 118
Solicitations, 374
Source selection, FAR, 366
Spalling, 288
Special interest groups (see domestic
terrorism)
Standards of conduct, U.S government
contracts, 389-390
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Standard operating procedures,
Facility security, 279-280
PSD, 253-254
Security plans, 353
Stress trauma
Advisor, 147,149
Evacuations, 305
Stop work orders, FAR, 384
Subcontractors, U.S government contracts,
385
Subject matter experts (SMEs), 22
Proposals, 34
Suburban utility vehicle (see vehicle
selection)
Supporting agencies
Security survey report, 343-344
Support management (see project
management)
Surface to air, threats (see risk types)
Suspect packages, 174

T
Tactical operations centre (TOC)
Facility security, 268-273
Fusion centre, 268
Intelligence, 269
Project management, 228-229
Tactical approaches, proposals, 46,9
Task orders, 59-60, 382-383
Team leader, PSD, 242, 246, 247-249, 252,
254
Technical security managsr. 149 (see crisis
response)
Threat (also see risk)
Analysis, 45, 135
Security survey report, 344
Assessments
Reports, 337-341
Evacuation, 309
Factors,
Intelligence reviews, 336
Predications, 9
Nature, PSD, 252

Threats and coercion (see risk types)
Tolerances (see risk management)
Trends, 84,125,253
Threat types (see risk types)
Threat assessment report,
339
Tolerances (see risk management)
Towers, guard, 291
Tracking technology, 271-273
Training
Hostile environment, 38, 315
Local guards, 271
Personnel and training, 101-104
PSD, 249, 253-255,257-259
Risk mitigation, 115
Train the trainer, 103
Transition plan, 275 (see relief in place)
Travel returns, 89
Trend analysis, 417, 124, 220-222, 226,
334,236

U

Uaexploded ordnance (see risk types)

Uniform contract format, FAR,
375-379

United Nations, IT crime, 164, 166-167

\%

Vehicle considerations (see PSD)

Vendor relationships, 15

Vetting (see screening)

Visuals and Tables (see graphics)
Viruses, computer, 163, 165-169
Vulnerable materials, 138

w
Warden return, 88-89
Work processes and outputs,
Proposals, 47
PSDs, 243-244
Work release authorization, 104-105
Worms, computer, 163, 165, 169
Wrap rate, 377






