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CHAPTER 1

Business Continuity Management Plan

he incident management plan (IMP) is a detailed component of a Business

Continuity Management (BCM) Plan. Also known as the enterprise resilience,
emergency preparedness, or risk management plan, it forms the advance planning
aspects that enable the initial crisis response activities to be.'conducted in a prear-
ranged and organized fashion. The IMP is designed to suppert business continuity
and incident recovery at the early stages, meeting imme-liate event response needs
as resources are mobilized and more mature and compichensive management mea-
sures are brought into play. The IMP can bridge, Gi_be part of, more detailed crisis
response plans such as evacuation management, <isaster response, and reputational
recovery, as well as dealing with kidnap anc ransom situations and pandemics.
However, these stand-alone plans are oftc: better served as comprehensive compo-
nents within the overall Business Continuity Management Plan (as they will likely be
more oriented to specific divisions; ficids, or regions), whereas the IMP addresses
more common and generic risk types that the organization might face at the outset of
a crisis event. The IMP at the hasic level supports immediate tactical considerations
and management functions, rather than long-term risk management and business
recovery needs. Where feasible, the company should seek to transfer decision mak-
ing to the lowest levews possible for the initial response requirements, as this will
strengthen and empovwer local managers to contribute effectively to the management
and early resolution of a crisis event.

Business Continuity Planning Terms

Contingency planning and crisis management
Enterprise resilience

Emergency preparedness

Enterprise risk management

Emergency management

Critical situations management

For the purposes of this book, incident management focuses not on the strategic,
specialist, or sustained response measures, but on more granular and tactical support
mechanisms that are the precursors to more complex and corporate-driven crisis
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2 Business Continuity Management

management and business recovery policies and plans: the first 24 to 72 hours of
an emergency. This book touches on the broader aspects of risk management in
order to support the reader in placing the IMP within an understandable context.
However, the book is principally designed to discuss the first stages of crisis response
where incident management will play an active part in bringing an emergency
situation under control, as well as feeding crucial information to company officers.
The IMP is a tool for a wide spectrum of users, not only security professionals
or corporate leadership. As such, the IMP supports local management in collating
accurate information and following simple response guidelines to reduce the initial
impacts of an emergency event, bringing control to a situation and further mitigating
the risks that could escalate out of control from a problem, or be created as secondary
or peripheral effects as a result of the initial crisis event. The IMP in these terms is
also a short-term measure, allowing a degree of organized control to be implemented
while the company mobilizes resources and specialists during the early stages of an
emergency.

Companies should be aware that the social fabric of a culture or an area can
be quickly undermined by a crisis situation, resulting in unique and challenging
risks to commercial organizations, their employees (ana families), facilities, and
business activities. Even within Western countries, the cpeed at which deteriorations
in governance, basic amenities, and societal rules can be surprising. The implications
can be widespread and catastrophic, or localized and disruptive. Crisis events may
result from a natural disaster: a flood, earthiguake, hurricane, or pandemic. They
may result from widespread civil disorder:a coup, political instability, insurgency, or
war. Or a crisis event may be localized: « r.ot following a football match, aggressive
measures over farming disputes, fuci-chortages, a focused labor dispute issue, or
directed attacks against individuals; groups, or facilities.

The following list illustrates-some macro-level considerations companies should
incorporate into their strategic planning for crisis management:

Governance. Thz inoss of governmental control and policing authority can be
swift and widespread. Government offices may be directly affected or over-
whelmed by a crisis event, and officials may not have the knowledge, capacity,
or resources to quickly support the affected populace. Government offices ded-
icated to dealing with a crisis situation may also be undermined as personnel
respond to personal emergencies or to care for families, diminishing a govern-
ment’s expected capacity to respond to a crisis effectively.

Social Fabrics. The social norms that regulate our societies can be quickly lost
or undermined as the effectiveness of governance is diminished. Rioting, thefts,
looting, and other social crimes can quickly spread to otherwise law-abiding
sections of the community. This is a cyclic effect and can create a further loss
of governance which might exacerbate a crisis and add additional elements of
risk to the original crisis event.

Utilities. Common utilities and services can be disrupted, such as power, water,
sewage, and communications, during a crisis. Basic amenities like food availabil-
ity, financial services, and fuel provisions can also be affected. Modern cultures
are not best engineered to weather a loss of power or disruptions to food,
fuel supplies, or utilities, and often struggle to manage if common services are
disrupted, and such losses can also result in secondary crisis events.
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Movement. Movement can be affected by crisis situations, whether due to
man-made risks presented by hostile or disruptive groups, or due to damaged
infrastructures or the unavailability of fuel or power supplies. This can affect
every aspect of emergency management, from those dealing with emergencies
at the point of crisis to those attempting to respond in support of the emergency
or evacuate from an affected area.

Critical Services. Critical services, such as fire response, medical provisions,
and health care, or critical infrastructure power and utilities can be seriously un-
dermined with the loss of basic utilities, undermining the ability for such groups
to respond to or support an affected population. Infrastructure damage and
affected supply chains of critical materials or resources can quickly devalue
otherwise effective critical service providers.

Communications. Communication mediums may be affected by a crisis event
disrupting or preventing the effective passage of information and instructions
which might support an understanding of the crisis event, 25 well as the effec-
tive response to an emergency. Communication systems iaay be damaged, or
overwhelmed by a surge of use. Often voice mediums'‘arz lost before text and
this can affect both government entities’ ability to <ncbilize and respond to a
crisis, as well as a commercial organization’s respond measures.

Crisis Definitions

A crisis is (1) an unstable condition; as n political, social, or economic affairs,
involving an impending abrupt ordscisive change, or (2) an abnormal or unique
event that threatens groups or ‘ndividuals, as well as their goals and enterprises,
through disruptive or harmful eifects.

A crisis event can also be considered in terms of the micro- and macro-level
crisis. The micro crisis is the point of the event: a collapsed building, fuel leak, or
roadside fatality. The macro crisis consists of all of the risks that originate and ripple
outward from that event: threats posed to surrounding buildings, recovering trapped
persons, bringing control to the oil leak, dealing with the media, and reducing
reputational and liability risks. In these terms, the IMP typically focuses on the
micro-level crisis: the event itself. The IMP does, however, play a fundamental
role in supporting the company in dealing with macro-level considerations and
threats. Therefore, the IMP may be considered the first of many steps within a
broader crisis response plan, acting as a precursor to the fuller crisis response
measures being implemented by the company, as well as the transition point at
which a company goes from managing the incident to controlling the effects of the
wider crisis. This is a subjective delineation and will of course be influenced by the
nature of the event, the composition of different management teams involved within
the emergency, and the operating environment in which a company is performing
work. An effectively designed and implemented IMP reflects the level of effort a
company invests into ensuring the safety and welfare of its employees, protecting its
business interests and brand value, and maximizing operational productivity through
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pragmatic contingency planning measures that enable effective, immediate, interim,
and long-term crisis response mechanisms and methodologies to be implemented.

Given the ease at which organizational control and governmental support can
be lost during a crisis, companies should seek to design and resource a degree of
self-reliance within their crisis planning that takes into consideration these factors,
while still leveraging and exploiting external governmental and other resources to
support their response measures and capabilities.

Crisis Management

For the management of risk within a nonspecialized industry or more tangible fields
such as construction, development, power and water, fuels, maritime and air, con-
sulting, and training, the company’s or its security vendor’s crisis response team
typically comes from a military or law enforcement background ‘where the concept
of incident management and crisis response has been an intggrated aspect of their
careers. In addition, subject matter experts within areas such as health and safety,
engineering, administration, and legal considerations will also support critical cri-
sis response decision making. Where risk elements.ar= more market sector focused,
such as business, financial investments, and mergers.a ad acquisitions, more specialist
risk managers may be required within defined fi<!ds such as information technology
(IT), investments, and business intelligence, 3 ypically, outside of pure investment
and business risk areas, the initial point ¢f @ crisis event will be operationally ori-
ented and occur at a point or location away from such expertise, although more
nebulous risks will result from a physical event. The IMP should be designed to with-
stand a lack of experience or kncw!ledge by users who operate outside of the risk
and security management field ¢ should be a pragmatic, simple, and user-friendly
tool; and the design and testing of such a plan should incorporate users as well as
managers and specialists in-order to ensure that plans are logical and unambigu-
ous, reflect the operating ¢onditions, and, most importantly, are implementable and
understood.

Companies should seek to leverage the capabilities, knowledge, and resources of
both in-house experience and knowledge, as well as that of their security vendors to
provide, supplement, or augment their business continuity policies and plans. When
operating within more challenging environments where the probability or impact of
risk is higher, companies should consider the value of transferring both the risks and
the resources required for establishing the Business Continuity Management Plan,
as well as its various subcomponents such as the IMP and evacuation plans, to their
security vendors or outsourced consultants in order to offset both risk exposure and
development effort. That said, integration for any crisis planning should be estab-
lished to blend outsourced and company requirements and activities at all levels.
The scope of work for any security contract in such regions should include clear
requirements for the vendor to provide contingency plans and crisis management
protocols as part of the overall service-level agreement. While the company can
never fully defer crisis management responsibility to a subcontractor, corporate and
field risk managers can establish policies and procedures by which much of the
burden of dealing with a crisis event can be transferred onto an appropriate vendor,
while strategic decision-making authorities are retained by the company, as well as
corporate risk response measures. These agreements should be understood and the
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plans and responses clearly articulated and practiced in order to ensure that the
most effective risk management approach is in place.

The Value

The investment in terms of time, money, and resources in developing a Business
Continuity Management Plan can be seen both in tangible terms of safeguarding
personnel and facilities, as well as in often bringing less visible or hard values and
benefits to the company, such as increased profits and productivity, market con-
fidence, reputational protection, and employee morale. Business Continuity Man-
agement Plans can provide companies greater supply chain assurance; be a market
differentiator in terms of effectiveness, agility, and the overall competitive value;
and often enable the company to identify, understand, and offset risks prior to their
occurrence, as well as perhaps operate within business environments in which they
would be otherwise prevented from engaging. Such focus car also be migrated
to vendors, ensuring that their approach to business resilieric=: best supports the
company, and can also assure investors or clients that the company can weather a
crisis effectively—without unduly disrupting business se‘vices or operational deliv-
ery. A Business Continuity Management Plan can suptort the company in winning
as well as undertaking work through the alignment c: risks to business interests and
activities, as well as reducing insurance premiusiand liability exposure.

What Is Risk Management?

A system that defines an organizational structure, as well as team roles
and responsibilities, to enzhle a company to react to situations ahead of an
emergency.

A bridge between risk mitigation (business protection), risk management
(business resilience), «nd crisis recovery (business resumption)

A holistic soluticn mieeting the requirements of all corporate needs and activ-
ities, whether related to brand, operations, reputation, or ethos.

A tool that helps companies negotiate fluid and challenging risk environments,
effectively dealing with unpredictable events.

An insurance mechanism that supports business continuity and recovery when
risk mitigation measures fail.

Risk management should be considered a supporting element of business de-
velopment and operational conduct, regardless of the industry sector or geographic
region a company might operate in. It should be considered best practice for com-
panies, safeguarding both corporate and employee interests through well-developed
policies, procedures, and plans. The following summarizes some of the benefits that
the development of a Business Continuity Management Plan may bring to companies
or groups:

Establishes a corporate agenda and strategic approach.
Brings awareness and understanding of corporate risks and liabilities.
Establishes a culture that embodies a common vision and taxonomy for risk.
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Supports better business planning and practices.

Enhances business discipline and internal controls.

Protects directors and officers against liability charges and claims.

Ensures informed decision making to strengthen strategic plans and responses.
Aligns business with risk management to ensure effective business.

Reduces reputational and liability risks, and protects brand and investor
confidence.

Protects business activities, resources, and personnel.

Strengthens business continuity and recovery—improving productivity and
profit levels.

Demonstrates duty of care and sound management practices.

Reduces insurance premiums and liability claims.

Improves management and employee confidence and morale.

Ensures the identification and best use of organic and external resources.
Provides an evidence chain for investigations and audits.

Meets industry, governmental, and other regulatory requircraents.

Defines the business strategy, including expansion, new market entry, and
downsizing.

The value of developing an effective Business. Continuity Management Plan,
as well as an accompanying IMP, is illustrated iri Exhibit 1.1. It highlights how
enterprise resilience and recovery measures can:

Map risks and guide management resjronses.
Protect the company’s business ard ¢orporate interests.

« Identifies, Evaluates,
and Assesses Risk
* Deters, Avoids,
Shares, Transfers, and . . .
Mitigates Risk Liability Risk
« Crisis Manages

« Integrates Recovery
Measures

* Reduces Insurance Premiums « Protects Brand and Market Reputation

« Increases Share Values and Ratings « Safeguards Client Interests

Enterprise

« Increases Productivity and Profits e
Resilience

« Improves Market Confidence

* Reduces Liability Exposure « Improves Employee Confidence

« Protects Critical
. . Business Activities
Physical Risk EEEREIGIEINE Reputational Risk
Facilities and Assets
« Protects Employee
Safety and Well-Being
« Safeguards
Subcontractors

EXHIBIT 1.1 The Value of Business Continuity Management Plans



P1: OTA/XYZ

P2: ABC

c01 JWBTO066-Blyth February 24, 2009 13:14 Printer Name: Yet to Come

Business Continuity Management Plan 7

Bring order out of chaos in order to depict a true reflection of an organization’s
ability to deal with a crisis.

Provide confidence to managers, employees, clients, and investors.

Integrate recovery measures across disparate and dispersed organizations.
Leverage organic and external resources to manage and respond to crises.
Increase profits and productivity, and reduce costs and liabilities.

Protect facilities, resources, and human life.

Meet specific regulatory and industry standards.

A well-resourced Business Continuity Management Plan will also include forms
of information or advisory feeds, whether intelligence or environmental or political
scanning, in order to ensure that crisis management policies and plans are triggered
prior to an event occurring. Such measures will ensure that the plan, or parts of
it, are set in motion before the event occurs (i.e., warning of localized flooding,
notifications of civil gatherings, and so on). Contingency planaing and crisis re-
sponse investment in terms of money, time, and resources shiGuld be considered a
fundamental aspect of sound business practice, not a cost center. While difficult to
quantify in terms of cost savings, business resilience statistically increases long-term
business productivity and operational recovery from ciis:s situations and should be
considered a central aspect of corporate strategic pei’cy and planning functions.

Common Failings

Designing and maintaining a Business Centinuity Management Plan can be fraught
with problems and can often result ‘n.a significant waste of time, resources, and
energy in the creation of policies and plans that quickly lose their value and appli-
cability in terms of supporting the company’s strategic and tactical interests. Plans
are also frequently prepared 2t significant cost, only to then be ignored, be poorly
distributed, or be underutiiized during an emergency. It is therefore useful to under-
stand the common failure points in the development and utilization of such plans in
order to design and custain a business continuity architecture that is created—from
the outset—to meet the group’s long term needs, and that gains management buy-in,
is kept current and applicable, and is embraced and understood by the users and
stakeholders in order to be effective. The following outlines some key areas in which
Business Continuity Management Plans often fall short of potential success:

Management Support. A Business Continuity Management Plan that lacks
high-level support is likely to fail from the outset. Corporate leadership needs to
fully embrace the value of developing such policies and plans and has to ensure
that different company divisions are supportive both of the strategic corporate
requirements, as well as their individual areas of group interest. Support should
cascade from the top downward in order for plans to be successful. Clear
directives should support the plan, ensuring that each group and individual
adheres to corporate policy.

Ownership. Ownership of the plans should be established to ensure that par-
ticipants understand and are accountable for their part within a Business Con-
tinuity Management Plan. In addition, a sensible appreciation of who should
own certain aspects of the plan should be evaluated, with appropriate man-
agers being empowered to develop, maintain, and manage elements which best
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reflect their areas of expertise. Company politics should not drive ownership
issues—functional capability should be the defining factor.

User Buy-In. The user audience must also be supportive of the Business Conti-
nuity Management Plan. Otherwise, the value of application will be undermined,
local managers will be prone to use their own approaches and methodologies,
and the ability of users to apply the plan’s principles and guidelines during
an emergency will be hampered by a lack of awareness, understanding, and
enthusiasm for the Business Continuity Management Plan. Seeking user buy-in
from the outset will ensure the plan reflects the user and stakeholder needs,
and so encourage their support and active participation.

Structure and Design. Often plans are designed that are cumbersome, con-
fusing, and difficult to maintain. Consistency of design and structuring is often
quickly lost, and individual divisions or regions are prone to developing their
own unique approaches, which can undermine the plan, create confusion, and
result in redundancy—or at worst, lead to erroneous directives and guidelines
that increase the potential threats. Plans should be desigied to be simple, effi-
cient, and easy to maintain or adapt. Consistency in layout, content matter, and
generic directives should not prevent regional or activity-specific requirements
to be met, but will ensure a clear and logical format tor approach.
Applicability. Plans can quickly become redundant as personnel change over,
the threat environment shifts, and business ‘wciivities progress. The structuring
and design of plans can make sustainaiiity of plans difficult, causing plans
to rapidly become inaccurate or conipletely redundant—placing the company
at risk, as well as incurring unnececsary costs. Plans should be designed in a
manner that allows live section o be easily updated, with static sections to
remain constant where applicitile. The use of supporting tables, diagrams, and
other out-of-plan data feedswill help satisfy this requirement. Plans should have
periodic reviews to ensure tnat adjustments are made and the plans are updated
using internal projects; as well as corporate quality assurance mechanisms.
Training and Education. The plan is only as good as the users who im-
plement the poiicies and procedures within it. A failure to adequately advise,
train, and rehearse personnel will significantly devalue the Business Continuity
Management Plan, making its use disjointed, difficult, and confusing during an
emergency. Companies must budget time, resources, and capital to ensure that
managers and personnel are educated as to the plan’s function, how it will be
employed, as well as how to support its development and maintenance.
Leveraging Resources. Business Continuity Management Plans should seek to
leverage organic as well as external resources as efficiently and effectively as
possible. Often plans fail to capitalize on the raft of support that is available,
diminishing potential value as well as incurring unnecessary costs and risks
to the company. Plans should be aligned to all possible resources available at
corporate, country, and project levels.

Accessibility and Maintenance. Often risk and crisis policies and plans are not
accessible to the various users and stakeholders, and as such changes are difficult
to undertake and track. Version control of policies and quality assurance can
be problematic. Hosting policies and plans on web-based systems can support
accessibility as well as the use of a central document to support version control
management.
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The development of a clear corporate agenda and well-structured goals prior
to work commencing on the Business Continuity Management Plan will enable its
design, development, and ultimately its sustainment to be achieved more effec-
tively, and with least frustration. The plan should be considered a living and
pan-organizational tool that requires group support and buy-in in order to be suc-
cessful. Time spent on planning is seldom wasted, and companies should develop
frameworks for their objectives and requirements fully before commencing work.

Business Continuity Goals

The veneer of safety and security, and indeed in some cases civilization, can be
quickly stripped away during, or following, an emergency situation. Common social
norms may be temporarily suspended, and governance and basic amenities may be
disrupted—Ieading to unique and challenging risks for individuals and organizations.
Companies should therefore have clear goals when designing a Kuciness Continuity
Management Plan, seeking to meet strategic, operational, and tactical needs. Con-
siderable time and investment is often wasted through a poarly planned, structured,
and implemented approach to designing and implemeniing Business Continuity
Management Plans. Business continuity can be broken.into three main areas:

1. Contingency Planning. Seeking to avoid.a crisis through risk mitigation, as
well as preparing for a crisis through thic development of plans, agreements,
and policies.

2. Crisis Management. Utilizing preestzblished contingency plans practically in
order to manage a crisis event muc: effectively.

3. Recovery. Utilizing preestablished contingency plans to quickly and effectively
recover from a crisis and resi:me operations.

Alternatively, Business Continuity Management can be reflected in the three R’s,
Ready for an emergency; Response to an emergency, and Risk recovery. In order to
be most effective, the business Continuity Management Plan should address the fol-
lowing objectives as a guiding framework when developing such policies and plans:

Intelligent. The Business Continuity Management Plan and associated policies,
protocols, and plans reflect all layers and levels of need. They take into account
the corporate ethos, strategic goals and agendas, shareholder interests and per-
ceptions, marketplace and risk environment, as well as individual programmatic
issues, organizational structures, cultural influences, resource limitations, and
teammates’ and vendor’s interests.

Persuasive. The Business Continuity Management Plan (where possible and
appropriate) gains buy-in throughout the management and user and stakeholder
population and is integrated and embraced throughout the group. Integration
also occurs with supporting or leveraged agencies and organizations to make
the Business Continuity Management Plan operate seamlessly with both internal
and external groups.

Transparent. The organizational structure, roles, and responsibilities, as well
as communication and decision-making authorities and practices, should be
transparent to all managers and users in order for the plan to be effective.
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Elements of the plan should also be shared with external groups who might be
stakeholders or who might be expected to perform specific functions during a
crisis event.

The following are four recommended characteristics that form the basis for the
effective development of a Business Continuity Management Plan:

1. Comprehensive. Establishes contingency measures that meet the holistic
threats facing a company and its activities, and manages the entire life cycle
of a crisis.

2. Integrated. Unites all appropriate organizational divisions, external agencies,
vendors, teammates, and other parties into an integrated system.

3. Flexible. Can match the tempo and direction of a fluid business and risk envi-
ronment, allowing all threats to be appropriately mitigated or managed.

4. Benchmarked. Is developed using mature and quantificd. (where possible)
evaluations of the risk natures and probable impacts a ccmpany might face.

Defining a Crisis

The term crisis is subjective and fluid. It is imbhcriant when developing a Busi-
ness Continuity Management Plan, with its various components (including the IMP),
to first define what is considered a commenriace problem against what might be
considered significant enough to warranu he title “crisis.” Each company should
consider the implications of applying sucix terminology, as inaccuracies may result
in crisis events being ignored, or ccnversely, common issues resulting in dispropor-
tionate levels of management att=ntion and resource allocation. Common sense and
experience will play a key:roie in guiding managers; however, some simple tools
and definitions will suppoit @ common understanding across an organization. Such
definitions might include.

Problem. An everyday occurrence that does not affect an individual’s safety,
the integrity of critical infrastructure, or the protection of sensitive materials or
information, and does not undermine significantly the operational productivity
of a project, nor devalue the business interests or reputation of the company.
Crisis. A singular event that places employees at personal risk (whether physical
or psychological), threatens the integrity of critical infrastructure, may lead to the
loss of sensitive materials or information, hinders the operational productivity
of a project, and presents a threat to the business interests and reputation of the
company.

Many large corporations have grown through mergers with or acquisitions of
other organizations, or operate within the market space through joint ventures and
teaming agreements. In these cases, there is a rapid assimilation of multiple or-
ganizations’ approaches to risk management, which adds a significant degree of
complexity to definition and subsequent management of risk. Aligning different
approaches, requirements, and expectations is critical to ensuring that complex and
integrated organizations can best manage a crisis event.
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Mapping Risks

Mapping risks should occur as a layered approach to enterprise resilience. It should
be a top-down driven approach, meeting strategic, operational, and tactical risks in
a logical and pragmatic manner. Enterprise resilience should consider the following
key questions when designing the strategy:

What is the company’s risk tolerance? How can perceptions be formalized?
How can risks be measured, tracked, and monitored? Who is responsible and
how do they do this?

What are the company’s key earnings? What market and financial risks are there?
Where does the company operate? What environmental risks are there?

What is the company’s cultural approach to risk? What are the ethos drivers?
What liability and reputational risks are there? What impacts could result?

Are there pan-corporate risks? What are the pockets of singular risks?

How effectively are traditional and strategic risks being marniaged? Is there any
supporting information?

What knowledge, experience, and capability does-the company have? Where
are the gaps?

Companies can then develop a framework ror designing a risk management
architecture in order to manage both the tangible and nebulous risks facing their
corporation and business activities. During-the design of the Business Continuity
Management Plan, companies should concider:

What capabilities are availabie in-house, and which must be outsourced?

What information does thie board require to manage risks, and what can be
delegated?

How are risk mansge=raent groups to be structured, and what interfaces are
required?

How can threats be mitigated? What impacts could result if a risk event occurs?
How will communications be channeled? What authorities and permissions will
be sanctioned?

How will policies, plans, and systems be managed? Who takes the lead?

How will quality assurance and monitoring be conducted? What are the metrics?
How are supporting agencies managed? What agreements are in place?

During the implementation of a resulting risk management system, companies
should ensure that the approach is supported at all levels and keep current with the
fluid risk environment. Implementers of corporate risk management should consider:

How does the corporate board ensure that it has the information it needs? How
does it monitor the group’s performance?

What sensing mechanisms are in place? How are risks identified and forecast?
How are risks measured and tracked? What metrics trigger a response?

How can policies, plans, and systems be kept current? What investments or
resources are required?
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How does the corporate culture support and sustain the risk management
approach?

How are policies shared and empowered? What training is required?

How does information technology and other resources support implementation?
What infrastructures are required?

What are the cost benefits to risk management? How much capital investment
and indirect costs should be apportioned?

The development of a strategic risk management approach will support individ-
ual business efforts across widespread operating theaters. By establishing a strategic
appreciation for risk, companies can then better support singular project activities
through a unified and mature and appropriately organized approach.

Critical Dependencies

The Business Continuity Management Plan should map out e critical dependen-
cies that will affect the company’s ability to operate under <risis conditions. Critical
dependencies may also affect the safety and security of personnel—and might in-
clude the supply chain assurance of critical materiale or services; the ability of the
company, its vendors, partners, and clients to underizke or receive services; or any
effects an emergency might have on the compzt/’s personnel.

The following areas of critical dependency are offered as sample considerations
when designing a Business Continuity Management Plan:

Power and Utilities. The relian¢e and risk exposures that might result from the
disruption to power and otheratilities on which the company, its activities, or
personnel might be dependient.

Supply Chain Assurance. The risk exposure and business disruptions that
might occur if critical inaterials and supplies are delayed, damaged, or stolen—in
terms of safety ani cecurity as well as business performance.

Critical Materials or Structures. The risks that might be present if critical
structures, facilities, or materials are lost, damaged, or stolen—in terms of per-
formance, liability, and physical risk natures.

Employee Confidence. The implications of a loss in employee or workforce
confidence should they be exposed to risks that undermine their ability or
willingness to work.

Vendor or Teammate Performance. The degree of dependence a company
has upon vendors or teammates should they be affected by risks or disruptions
that might not directly affect the company.

Governance. The importance of governance and social stabilities within an
operating region as a holistic component of operational success and risk and
security management.

Technology and Information. The risk implications and impacts should tech-
nologies be damaged, corrupted, lost, or stolen either from the company or
from its clients or vendors.

The examples provided are in no means exhaustive and demonstrate only some
of the generic dependencies that can curb, disrupt, or stop safe and effective business
operations—either directly or as a secondary effect resulting from a crisis.
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Tactical Risk Evaluations

The Business Continuity Management Plan should also seek to map the common tra-
ditional risks faced by the company within different operating environments. Risks
are fluid and can change rapidly due to unforeseen circumstances. However, by
structuring a risk evaluation framework, the company can better place its business
interests and operations into an understandable context. Risk evaluations are com-
plex and subjective assessments, and clear and consistent matrixes for evaluating
impact and probabilities are required.

By conducting such evaluations, companies can more clearly identify where
their greatest risks may lie, as well as where finite resources should be focused in
order to mitigate postulated threats to personnel, facilities, operations, and business
interests. Risk evaluations can be conducted at a strategic level to gain a macro
perspective of where challenges may lie, but should also be conducted at a local
perspective, as the risk landscape within a country may differ-significantly from
region to region, from city to city, and in some instances from neighborhood to
neighborhood. The company may also wish to consider the teliowing points when
mapping and assessing risks:

Hard and Soft Targets. [s the company an «cxsy target compared to similar
businesses or operations within the region, @ -are hostile groups more likely to
achieve success focusing on less protectec .companies?

Common or Unique. Are certain risks common within a particular environ-
ment, or would they be considered “in‘que or unusual if they were to occur?
Incentives and Objectives. Whai are the incentives and objectives of hostile
individuals or groups? What are they trying to achieve, and how might they best
achieve their goals?

Capabilities and Trenas. What are the realistic capabilities of hostile
groups—do they have the knowledge, technology, and funding to be success-
ful, or are they unabic to launch sophisticated attacks? Do any trends support
this analysis, or suggest future risks?

Mitigation Reliability. What mitigation measures have been created to deal
with risks against the company or its personnel? What gaps remain, and how ef-
fective are the measures? Should gaps then be addressed, or only acknowledged?
Impact Evaluations. What impacts will be associated with an incident, both to
the company and its personnel, as well as to surrounding areas and populace?
Consider the holistic impacts and ramifications of each risk type. Also, how does
this impact teammates and subcontractors?

Tolerances. What tolerances does the company have, as well as the pertinent
government, population, and legal systems? How much risk will be accepted by
each group, and where do tolerance-level risks get breached?

Response Capacity. What response measures and capabilities are available to
deal with a crisis? Do government or supporting bodies have the knowledge,
resources and interest in assisting the company, or will they part of the problem?
What outsourced and in-house capacities are available and might be brought
to bear?

Exhibit 1.2, Strategic and Regional Risk Mapping, illustrates a simple method
by which to gain a strategic picture of risk probabilities for a range of countries in
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Strategic Risks
* Opportunistic Crime 5 4 3 2 1 3 4 3 2 2 3 4
* Organized Crime 5 4 3 3 1 2 3 3 1 1 3 3
« Insurgency and Terrorism 2 3 5 1 1 3 2 5 1 2 3 1
* Social Infrastructures 33 3 3 2 2 2 3 1 3 2 2
« Political Stability 33 3 1 1 2 2 3 1 2 2 3
Specific Man-Made Risk Types
« Kidnap and Ransom 34 3 1 1 2 2 3 1 1 3 1
* Domestic Terrorism (Special Interest Groups) 11 1 1 1 1 1 1 1 1 1 2
* Blackouts 4 3 4 2 1 1 2 3 1 1 4 1
* Road Traffic Accidents 4 4 3 2 2 1 4 3 2 3 4 2
* Mugging and Robbery 4 3 2 2 1 1 4 3 1 2 3 2
« Arrest and Detention 32 1 1 1 1 2. v 1 2 2 1
 Unexploded Ordnance and Mines 33 4 1 1 2 v 2 1 1 2 1
« Indirect Fire Attacks and Small Arms Fire 11 3 1 1.1.72 3 1 1 2 1
« Threats, Coercion, and Intimidation 5 4 3 2 02 3 2 1 2 3 1
« Nuclear, Biological, Chemical Attacks 32 1 i } 1 2 3 1 1 3 1
« Complex Attacks 1 1 &« 1 1 2 4 1 2 4 1
« Explosive Attacks and Sabotage 2 341 1 1 2 5 1 1 3 1
« Fraud and Corruption S5 > 3 2 1 4 4 1 2 3 1
« Espionage and Counterfeiting S22 2 1 2 3 2 2 3 4 2
» Demonstrations or Civil Disturbances A 2 3 1 1 2 3 4 1 1 4 1
Specific Natural Risk Types l |
* Floods 2 1 2 1 1 2 1 1 1 2 3 3
« Earthquakes 2 1 1 1 1 2 2 1 1 2 4 3
 Pandemics 2 3 4 2 1 2 4 3 2 2 3 4
* Tidal Waves 11 1 1 1 2 2 1 1 3 1 4
* Hurricanes and Tornadoes 11 1 1 1 2 1 1 1 1 2 3
* Volcanoes rr 1 1 1 1 1 1 1 1 2 1
* Sandstorms 13 1 1 1 1 3 4 4 3 1 1
« Landslides 3 3 3 2 3 3 3 2 2 2 2 2
« Forest Fires 2 3 3 2 2 2 1 1 1 2 2 3
Risk Grading Table H M L H H L M N H L M N
1 Negligible Level of Risk—Highly Unlikely to Occur Company Footprint
2 Low Level of Risk—Remote Chance of Occurrence H High—50-plus full-time expatriates and 100 locals
3 Medium Level of Risk—Some Chance of Occurrence M Medium—30-49 full-time expatriates and 50-99 locals
4 High Level of Risk—Likely to Occur L Low—10-29 full-time expatriates and 20-49 locals
5 Extreme Level of Risk—Expected to Occur N Negligible—1-9 full-time expatriates and 1-19 locals

EXHIBIT 1.2 Strategic and Regional Risk Mapping

which the company may be operating (note that the numbers are not evidenced
evaluations, and changing conditions will alter such gradings). Such simple tools,
however, are relatively easy to maintain and provide a mechanism for guiding
management decision making and resource allocation as they can represent risks
within a visual or comparative manner. Risk mapping systems also allow for a
consistent approach to be replicated throughout an organization so that a consistent
evaluating tool is available to all levels of managers.
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Risk evaluations should be supported by current intelligence and threat evalu-
ations and should be kept live. Local assessments should feed into a strategic risk
evaluation table to ensure consistency of risk calculations. Such tables should guide
managers in terms of devoting time, resources, and effort to developing specific com-
ponents of the Business Continuity Management Plan such as pandemic response
policies, evacuation plans, contracting response agencies, and security profession-
als. In addition, such grading also illustrates where finite resources and investment
should be focused, rather than waste time and effort on areas that might have less
risk than others.

Determining Risk Tolerances

Defining risk tolerances within a company can be problematic, as perceptions and
opinions vary significantly. There may also be a reluctance to document certain
policies due to liability concerns. That said, where possible th¢ company should
attempt to define clinically what constitutes a low, medium, high, and extreme risk
or threat level in order to avoid ambiguity. Exhibit 1.3 is an éxainple of a simple risk
tolerance table that illustrates how a company might capfuig tolerance levels for the
group or for an individual project.

This simplified approach also ensures a consister t approach within a company,
although regional and project differences shoula t.e-applied since what constitutes a
low threat for one region or activity may be ceitsicered a high threat for another. Risk
tolerance tables should also be connected tC alert states and trigger response plans
(where appropriate) to ensure that respcnse measures reflect risk tolerance levels.

Incident Response versus Crisis Management

The effective management «of a crisis situation will be conducted by a number of
response groups, each unaritaking unique tasks, but with many overlapping func-
tions. Some of the resconse groups may have no training or experience in dealing
with a crisis situatiors. Others may have considerable experience and knowledge,
supported by well-established policies and procedures, with well-resourced and
practiced support structures. Typically for most companies, the first line of defense
against an emergency situation consists of nonsecurity specialists: the receptionist,
office supervisor, or work site manager. In addition, response groups are often built
around need, with the mobilization of both internal and external resources to meet
new and unique challenges as they occur. For the purposes of simplicity, three
groups are typically required within a crisis management situation:

1. Immediate Response Group. The nonspecialists who by chance happen to
be the first persons at the center or point of the problem and who initiate
the predefined incident and crisis response groups while feeding information
upward to support decision making. These individuals may also start dealing
with the crisis requirements. Often the immediate response group will be subject
to, or be victims of, the emergency situation itself.

2. Incident Response Team. A predefined or event-mobilized team whose re-
sponsibilities are to deal solely with the specific event in hand—the micro
crisis—focusing mainly on the security and safety aspects associated with the
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EXHIBIT 1.3 Simple Risk Tolerance Table

Risk Nature

Low Threat

Medium Threat

High Threat

Extreme Threat

e Civil Unrest
e Missing
Person

e Fatality

o Theft

e Vehicle-
Borne
IED

e Hurricane

e Flood

o Complex
Attack

o Evacuation

Caveat

Nonviolent group
of 5-15 persons

Has not been
sighted for more
than 6 hours

A single natural
death over the
course of one
year

The theft of
nonvaluable
items from a
project

An explosion
within another
city in-country

A hurricane
within the
country or state

Minor flooding
within the state
or region
Complex attacks
conducted
in-country

Risk =nvironment
requires an
evacuation alert

Semiaggressive
group of 5-15
persons

Has not been
sighted for more
than 12 hours
More than three
natural deaths
over the course
of one year
The theft of
semivaluable
items from a
project

An explosion
within a remote
part of the city

A hurricane
within the state
or county,

Major flocding
wirthinthe state
o: region
Complex attacks
conducted in the
region

Risk environment
requires no
essential work to
stop

Aggressive group
of 3-15 persons

Has not been
sighted for more
than 24 hours

A single death
due to hostile
actions over one
year

The theft of
valuable items
from a project

An explosior
within.at

adjo ning
ncighiborhood
A-hurricane
within the county
or area

Major flooding
within the
immediate area
Complex attacks
against a similar
organization

Nonessential
project personnel
evacuated

Aggressive group
of more than 16
persons

Has not been
sighted for more
than 72 hours
More than two
deaths due to
hostile actions
over one year
The theft of
critical items from
a project

An explosion in
the immediate
vicinity

A hurricane
within the
immediate
vicinity
Flooding that
directly affects
the project
Complex attacks
targeting the
project or
company
Essential project
personnel
evacuated

Common sense applies when assessing the risks posed to personnel,
operations, facilities, and materials. These are provided as guidelines only to
remove unnecessary ambiguity and provide managers a framework from

which to operate.

event. They will have tactical decision-making authority to manage the actual
event and will take strategic direction from the crisis management team.

3. Crisis Management Team. A predefined team whose responsibility is to co-
ordinate the activities of the incident response team in alignment with external
agencies and groups, as well as managing the macro-level impacts and effects
beyond the actual incident itself. Often this team is specialist in nature and re-
mains on task after event closure, as well as after the incident response team
has stood down, to conduct postincident reviews and evaluations.
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Where possible and appropriate, management responsibilities should be dele-
gated to the lowest levels, as these are the points at which most crisis or incident
management occurs. The coordinated and combined activities of all three groups
are designed to ensure that a company is in a position to effectively respond to pos-
tulated or occurring threats in a timely, coordinated, and effective manner. Top-level
management commitment and sensible and usable policies and plans are critical for
the success of the crisis response policies and procedures.

Stages of Incident Management and Crisis Response

There may be numerous steps within a crisis event sequence (see Chapter 2), and
the Business Continuity Management Plan should take these into consideration,
determining what policies and plans are required for each stage, as well as how best
to transition between different management stages. The IMP could be considered
the method by which to deal with the immediate response stag=, allowing for the
effective transition to the interim and follow-on response siages. The immediate
response stage should be focused on preventing the threat ‘rom growing, saving
lives and property, and feeding information to defined incident management and
crisis response teams, as illustrated in Exhibit 1.4.

Understanding Risk

The concept of risk is complex, subjective. and often fluid. Often a threat will be
perceived differently by various individuais, organizations, and groups. Company
and individual tolerance levels alsc play a part in the assessment of risk, as
some companies have low tolerane= levels, while others are more robust in their
acceptance—and this also frequently shifts over time, or is driven by events. Risk

Immediate Q Interim Postincident
Response Response Response

* Dealing with the « Transitioning * Specialist response « Collating and analyzing all
immediate event effects management functions to  teams manage the crisis ~ crisis information
specialist groups

 Mitigating initial risk * Fuller response plans  * Conducting an audit and

level, preventing « Consolidating response implemented and evaluation of the crisis
secondary risks occurring  measures, maturing plans  sustained event and responses taken
* Gathering information « Initiating fuller or more ~ * Consolidation of * Debriefing staff and
to guide decisions and comprehensive response approach and decision ~ management
responses lans and policies making policies . .
P p p £P * Resuming business after
¢ Gaining control of the ¢ Confirming information ¢ Confirmed information  recovery implemented or
situation and receiving response and communication withdrawing from operations
e teams channels . . .
* Mobilizing response « Taking remedial actions to
and support teams « Considering business * Determining business reflect gaps and shortfalls
continuity requirements recovery options

 Adjusting policies and plans

Incident Response and Crisis Management

EXHIBIT 1.4 Stages of Incident Management and Crisis Response
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is effectively a phenomenon that either directly or indirectly affects businesses and
employees in terms of productivity and safety. For practical purposes, risks can
effectively be categorized into:

Personnel Risk. It is important that companies apply due diligence to the
screening and selection of their employees through reliable background inves-
tigations. This is especially important for management roles or those positions
with access to sensitive information.

Competitive Risk. Business activities are at risk if companies are not cognizant
of how competition is strategizing commercial activities, placing them at a com-
mercial disadvantage. Investigative services and analysis can provide companies
with advice and guidance on how to compete in their markets.

Due Diligence Risk. A company must be confident that its client, partner, or
subcontractor is appropriate in terms of closing deals involving legal, liability,
or capital investments. Investigative services can ensure faat companies are
reputable and appropriate to engage with.

Reputation Risk. Brands and reputations underpin the status and reliability im-
age of a business; therefore, damage to either brands ¢r'a company’s reputation
can undermine its commercial productivity.

Information Risk. Information technology (I3 enhances commercial produc-
tivity; however, it also leaves companies viziy erable to data theft or loss. Indus-
trial, criminal, government, or terrorist €s:sionage has serious implications for
businesses, and I'T must be physicallv ar d technologically protected.
Intellectual Property Risk. Commercial espionage or organized crime poses a
serious threat to established products as well as emerging markets. Intellectual
property is subject to theft or‘venlication, which would undermine the value of
the producer’s performance.

Physical Risk. Crime, ‘nsurgency, terrorism, civil unrest, and natural disasters
are unpredictable and have significant impacts on companies and individuals.
Risk mitigation, centingency planning, and crisis planning can be used to offset
the spectrum of risks facing a company.

Political Risk. Political instabilities have considerable impacts on global com-
panies, as well as those operating within their parent country. The analysis and
assessment of opaque and uncertain political environments will aid clients in
complex political environments.

Risks can also be considered in terms of internal risks (those risks resulting
from employees or company activities directly); supported internal risks (those risks
resulting from external groups, supported by employees); or external risks (those
risks that are a result of purely external action or attention). The concept of a risk, or
indeed a crisis, is also influenced by varied and complex factors that will shape how
an organization plans for and manages a wide spectrum of threats to its operations,
including:

Subjectivity. Risk is open to different interpretations, which themselves often
change.

Perceptions. Risks are influenced by human experience and opinion.
Tolerances. Risks are determined by personal or group risk appetites.
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Understanding. Knowing what risks are and their impacts defines how orga-
nizations approach risks.

Fluidity. Risks often change quickly and with little warning, rarely remaining
constant.

Mapping. Mapping risks presents challenges, as risks can cause unpredictable
effects.

Quantification. Risks are often difficult to clinically prove or gauge until after
the event.

Measurability. No infallible methods by which to measure risk impacts or
probabilities.

Unpredictability. Risks are unpredictable and may cause varied effects and
follow unpredictable paths.

Diversity. Risks are often numerous in number and nature.

Complexity. Risk are often interrelated and with multifaceted considerations.

TIME, SPACE, AND IMPACT Risk can also be considered in termis of time, space, and
impact. Some risk events are shortlived, while some are prolonged. Risks may be
defined within a specific geographic or corporate interest area or space, whereas
others may span a wide geographical and corporate. initerest area. The impact of a
risk may be either minimal or far-reaching, as iilustrated in Exhibit 1.5, Risk: Time,
Space, and Impact, which demonstrates how ‘a "isk might have a medium impact
and life span but impact a large area of intevest or space. The Business Continuity
Management Plan and its various comporents should include these three aspects
of risk when considering appropriate, econtingency planning and crisis response
measures. While a conceptual rathe: than a practical tool, such concepts help focus
those developing or implementing contingency planning or crisis response measures
in defining the nature, scope; aad life span of possible risk events, and thus assist
them in placing those everits into some form of context to aid planning and impact
visualization. Companies may choose to use such models for each risk type within
a corporate context; Or.as a risk relates to a specific project or business activity.

Time

EXHIBIT 1.5 Risk: Time, Space, and Impact
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PROBABILITY Risks also come in varied levels of probability, ranging from low,
where the probability of a risk occurring is highly unlikely, to extreme, where the
company should expect a risk to occur at some stage. By clearly defining category
levels, the company will quickly come to understand the evaluated probability of
risks occurring to its business activity. The IMP should also be attuned to these
risk and probability levels, as the operational decisions made by company manage-
ment utilizing the incident response guides will be aligned by risk perception and
the associated impact and probability levels. Some examples of how a company
may attach risk management activities against risk levels are provided as a basic
guideline:

Low Risk. The probability of a risk occurring is unlikely, and no special or
costly measures should be implemented other than standard company policies
and procedures—unless the risk nature has a significant impact on the company.
A detailed Business Continuity Management Plan may not be necessary, and risk
awareness training may be useful only on an annual basic: The use of only a
simple IMP may be appropriate.

Medium Risk. The probability of a risk occurring is possible, and risk mitiga-
tion measures should be reflective of the costs and itnpacts of the risk on the
company and the business activities, captured v thin a basic Business Continu-
ity Management Plan. Low-level managemeni iraining will be beneficial to the
company and project groups on an annudi e semiannual basis. A more focused
IMP should be developed.

High Risk. The probability of a risk occurring is likely; therefore, the company
is advised to establish an apprariizte budget to set up policies and procedures
to counteract the probability‘ef the risk occurring, as well as the subsequent
impacts within a detailed Business Continuity Management Plan. Thorough man-
agement training on a semiannual or regular basis will support the organization
in responding to any c¢risis event more effectively. A mature IMP should be in
place and tested yericdically.

Extreme Risk. The risk is certain to occur at some stage of the project activity’s
life span. Therefore, the company should be advised to consider whether to
continue with its activity, or acknowledge the impacts and responses within a
detailed and tailored Business Continuity Management Plan, with frequent and
detailed desktop exercises for varied levels of the management structure. The
IMP should be connected to external organizations and agencies, and be tested
and evaluated on a scheduled basis.

Often company risk tolerances are fluid and levels of risk acceptance will ad-
just to changing business needs or leadership perspectives. Companies also become
desensitized to a risk over time, and what might have been considered a significant
issue gradually becomes the norm over time or repeated exposure to a particular
crisis event. Conversely, a catastrophic event outside of a specific project location
might sensitize a company to risks faced in other activities, regardless of proxim-
ity or project similarity. Corporate and local risk appreciation and tolerances also
frequently differ. Those project managers living the risk might disagree with their
corporate counterparts on how serious a risk might be, and how best to mitigate the
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threats. Often this will lead to a conflict into which a vendor company or middle
managers within a company might be drawn. Also, this will affect how field and cor-
porate officers approach risks. Those responsible for risk and security management
must be aware of these dynamics and should seek to represent risks using factual
and clinical information where possible, with an appreciation of the dynamic toler-
ance and perception influences at play within the organization. The IMP is a tool
used to address a risk when warning indicators are triggered or when an emergency
is occurring, and as such must at all times reflect the company’s official perceptions
and policies.

Immediate Response and Impact Levels

The nature of the crisis event will determine the intensity, tempo, and range of effects
that occur in the immediate term, near term, and long term. Sorie crisis events will
see peaks and troughs of business or operational impacts over @ protracted period.
Others will see a surge of risk at the front of the event, with declining effects over
time. What is true of many crisis events, however, is.that the greatest degree of
impact occurs at the beginning of a crisis event. This iz also the period that provides
the most potential for a well-prepared company tc¢-g.in control over a situation, or
indeed the period at which the worst effects are telt as the greatest confusion and
most errors occur within an organization.

Exhibit 1.6, Immediate Response to liapact Levels, illustrates that as a general
rule the greatest impact of a crisis occurs.at the outset of an event, whether this is
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EXHIBIT 1.6 Immediate Response to Impact Levels
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a forest fire, an earthquake, a hostage situation, an aircraft crash, or an industrial
accident. Typically, over time the effects of the event decline as either the cause
diminishes in intensity or is no longer present, the situation stabilizes itself, the initial
confusion and panic decline, government or company resources are committed to
respond to the problem, or appropriate company managers assume responsibility
and address the threat. As shown on the graph, the level of preparedness defines
how quickly control is brought to a situation, as well as the possible impact levels
associated with a crisis event. The graph illustrates a subjective representation of
how impact levels correspond to the ability for an organization to bring swift and
effective control to a crisis; the impacts being brought under swift control with
effective response measures in place, while impact levels continue at higher levels
if response measures are not in place.

As the greatest level of confusion and impact generally occurs within the initial
minutes or hours of a crisis event, it makes sense that an appropriate amount of
focus be applied to supporting expedient and effective management responses for
this stage within the crisis. A company that provides pragmatic guidance and tools
to the first responders or local incident managers will generaliy gain better control
over the event, more accurately grasp the scope and natire of the situation, and as a
result develop better management approaches and.decisions at the outset of a crisis
in order to exert the most effective controls. In addific a, supporting the local incident
managers assists more experienced crisis manzgcrs in understanding the problem
and responding through knowledge driven receonses. Invaluable time is frequently
lost during the most critical stages of a c:isis situation as managers attempt, often
with little success, to understand what is happening, make appropriate decisions,
and mobilize essential resources to d=al with the issue.

Risk Management

It is important both witiiri. the company, but especially within supporting vendors
and agencies, that the different levels of focus and need within a crisis event are
understood in order to develop and implement an effective Business Continuity
Management Plan and associated elements such as the IMP. Corporate officers will
require support in terms of strategic planning and business resilience and recovery
requirements, while project managers will be dealing with more front-end-related
operational issues such as resolving immediate and granular level threats to their
personnel, materials, or project activities. Many focuses and needs will overlap,
where both groups will be striving to reach the same overall goals; however, the
particular focus areas associated with each group will determine what information
or participation is needed, what parameters of authority and decision making are
permitted, as well as what systems and tools will be most required. It will also shape
how an organization might reach outside of its own capabilities and knowledge
to tap into government or commercial groups for support. It is especially impor-
tant that security and other supporting vendors understand the different needs and
expectations of the different layers and groups within a company in order to pro-
vide more effective support. The Chief Security Officer of a company should also
be thinking along this lines of requirement in order to direct internal and external
resources. The security vendor should think in terms of corporate, country, and
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project issues, with the field security managers dealing with the immediate tac-
tical requirements of incident management as part of the larger crisis approach.
The country and corporate security vendor managers assist with providing strate-
gic guidance and support, as well as assisting with the transition from immediate
incident management to interim and sustainable crisis management and recovery
measures.

Contingency planning presents an opportunity for the company to reduce the
level of risk to its corporate structure and business activities, as well as establish
a plan by which to deal with problems, while not under the pressures of the cri-
sis event itself. It is often a failing of organizations not to develop an appropriate
risk management approach, paying lip service to the creation of a pragmatic and
current Business Continuity Management Plan (in which the IMP belongs), which
often results in serious mismanagement and confusion during an emergency. Those
organizations that engage effectively in contingency planning can significantly re-
duce the problems resulting from a crisis by responding in a prore organized and
focused manner, considerably reducing both the initial and icnig-term effects and
impacts of a crisis, while concurrently supporting overall Husiness continuity and
recovery.

Incident management is the first step of a broader ¢risis management approach,
often involving local project managers who will plas~ astrumental roles in collecting
vital information relating to the event, which then determines both decision making
and response actions. Often incident management is the response to a problem
while it is occurring, or immediately follov:ing an incident. Crisis management itself
may continue long past the event and involves the broader (rather than tactical)
considerations associated with an emergency, as the lingering effects of the incident
persist. Incident management plariaing addresses the threats posed should risk mit-
igation measures (risk mitigatice and security response plans) not be successful or
should the security or risk management measures be breached. These management
plans are methods by wiiich to reduce potential business impacts or losses, and
they should be readied ror'the company’s incident response and crisis management
teams to implement. There are effectively three forms of crisis that leadership might
face within a company:

1. Strategic Crisis. A change in the business environment might call the viability
of the company or activity into question (e.g., loss of productivity, hindrances
to operations, serious equipment losses, or injuries or deaths that undermine
commercial ventures).

2. Public Relations Crisis. This is more commonly called crisis communications
(e.g., negative publicity that could adversely affect the success of the company,
media coverage of liability claims, reputational damage, employee morale issues,
and publicized government and legal investigations that can affect stock shares
and company confidence).

3. Financial Crisis. These crises are typically short-term liquidity or cash flow
problems and long-term bankruptcy problems. Financial crises can often result
from strategic and public relations crises.

Typically, the IMP focuses on the strategic crisis, although it touches upon
and influences public relations and financial crisis factors as risk events are often
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he Impact Event

Evacuations

Injuries

EXHIBIT 1.7 Risk Ripple Effects

interrelated and result in ripple effects that mov+ through different areas of risk (as
illustrated in Exhibit 1.7), where a singular evetit can create secondary hazards to a
company.

The IMP addresses the immediate and tactical aspects of the crisis prior to
more comprehensive and sustainable crisis responses being implemented. Estab-
lished management structures, coriiaunication plans, decision matrixes, and trigger
response plans should be designed to ensure that responsibilities are attributed
and communication channeis 1understood to support the overall Business Continuity
Management Plan (see Cnacter 2).

Response Trigger Points

Defining when a problem becomes a crisis is important, as perspective may play
an important part in defining when a crisis is actually occurring. The IMP may be
used both to avoid a problem developing into a crisis and in dealing with the
first stages of a crisis event itself. For example, the need to evacuate a nuclear
reactor facility may occur when several risk levels have been breached: Insufficient
electricity is being provided to power a water pump, the reactor water-cooling
system fails, the redundancy systems fail, and a reactor reaches a critical temperature.
The Business Continuity Management Plan should define trigger points that identify
when a problem has become a crisis, and at what level the crisis situation is rated.
Trigger points can also be used to avoid a crisis by identifying an approaching
problem so that measures can be implemented by which to avoid the effects; for
example, elections are imminent in a volatile region—evacuation plans are reviewed;
public disturbances start occurring—nonessential staff withdraw; government forces
use unnecessary force—remaining personnel move to a safe location; mass riots
occur—the company has already withdrawn from the risk area.
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Companies should establish defined events or factors that require a predeter-
mined action or activity—the trigger. Trigger points are connected to the decision
matrix and will be the catalyst for decisions; for example, increased local tensions
may result in a scaled response from the project leading to only critical external work
being conducted and subsequently to the measured evacuation of the site itself.
Trigger points may be aimed at various levels; the injury of a project employee
by hostile action may require the executive board to review whether it wishes
to remain on task and whether increased security measures are required. Rising
community tensions may cause a local manager to stop operations and send staff
home. Thus trigger points and decision matrixes may be engineered at three levels:
corporate, country, and project. However, all levels should overlap, because a cor-
porate decision or trigger will have repercussions on country and program activities
and policies, and local decisions or triggers may result in corporate concerns and
activities.

The grading of trigger points is subjective, driven by projectsiaff and company
tolerance perspectives. However, where possible a definitive ctatement should be
attached to a risk-level description as well as the nature o: the threat. Thus a low
threat might be graded as a 2, and the definition might include: The probability
of likelibood is considered low to remote, with resiiting impacts also rated low.
Some risk factors might have a low probability, (but a high impact (a shooting,
bomb, or tsunami) and so a definition might inctc de: The probability of likelibood is
comnsidered low to remote; however, the resulii;.g impacts are rated as catastrophic.
The grading on a trigger response table niay need to be more fully explained than
purely attributing a numerical value.

Often companies that define triggers do not enact them, having a tendency to
delay a decision in order to see hcw/an event may unfold as a decision might affect
operations, reduce performance, or call into question the decision maker’s judg-
ment. Delaying the implementation of a trigger response can devalue the Business
Continuity Management Pian and prevent effective crisis avoidance and manage-
ment from occurring. xhibit 1.8 shows where managers may delay a trigger, and
the possible resulting itaplications.

EXHIBIT 1.8  Failure to Follow Trigger Points

Trigger Action Delayed Impacts
Flood Evacuate area and Managers wait for Personnel are stranded as
Warnings sandbag facilities. floods to actually start roads are closed, and
occurring. property is damaged as not
protected.
Hurricane Move to alternative ~ Managers wait for Personnel are exposed to
Warnings work areas and hurricane’s direction to  avoidable risks and
batten down be confirmed. property is damaged as not
facilities. protected.

Bomb Threat Evacuate buildings ~ Managers wait until law  Explosion occurs, injuring
and search for enforcement advice or  occupants and exposing
suspicious items. support arrives. company to liability claims.
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Managers should be advised it is better to “pull the trigger” than delay making
decisions or alerting crisis managers. As such it is often better to pull the trigger
(as defined in advance through contingency planning) as a safety measure, rather
than resorting to a decision delay approach, and thus move past a predefined
response protocol. Although a measured, mature, and well-informed decision is
always preferable, inaction due to uncertainty or a lack of management confidence
exposes the company and its personnel to avoidable risk.

Exhibit 1.9 illustrates a simple trigger response matrix that allows various ele-
ments of a crisis response organization to understand at what point a certain trigger
response is required. As much subjectivity as possible should be removed from such
a grading approach; there should be a focused and unambiguous description of
what each crisis event and response means and entails.

at Groups

Increased Levels of Road Blocks or Illegal Peiiicle Stops

2 Company

ion, and Intimidation of Local Nationals
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Increasing Civil Gat.ierirgs and Disturbances
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Increase Alert Status | 2 211 1]1 1[2]2 11 3 3 3
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Local Employees Stood Down | 4 514133 5154 413 5 5 4
Stage 1 Evacuation | 4 414143 415]|5 5|5 5 5 5
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Trigger Response Guide

Negligible levels of risk with low-impact threats to the project, personnel, or resources
Limited levels of risk with low to some impact threats to the project, personnel, and resources
Medium levels of risk with noticeable impact threats to the project, personnel, and resources
High levels of risk with significant impact threats to the project, personnel, and resources
Extreme levels of risk with unacceptable levels of impact threats to the project, personnel,
and resources

n s W= Level

EXHIBIT 1.9 Crisis Management: Trigger Response Matrix
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« Extreme threat levels under way that will have significant safety
and security implications to personnel, facilities, and business
activities, as well as impacting strategic company interests

« Significant threat levels pending or occurring that will place

I personnel and facilities at considerable risk and will have serious 4 I’_’C” easing
strategic implications to the company risk or
N e — — - — - e e e e e D e e e - — = probability
. . . . of risk
« Serious threat levels pending or occurring that will place f
P 2 2 p triggers the
personnel, facilities, or activities at noticeable risk, with B hfgg -
implications to corporate and regional interests
move
. . - upward, /\
* Medium levels of current or predicted threat to personnel, facilities, | 0. o
2 gnd activities, with noticeable implications to regional business il S ANTET
interests to security
L~ /\\ - — L postures //\\
 Average and consistent levels of threat to personnel, facilities,
1 and business activities consistent with standard risk predictions and Green
risk tolerance acceptances
Alert States Security Postures

EXHIBIT 1.10 Crisis Management: Simple Trigger Responsc Tools

Companies can also utilize more simpiistic and targeted trigger tools in order
to allow managers to move through response levels in a systematic and logical
manner. This may be related to a specitic-activity or function, such as facility security
responses to triggers, movement.cornfigurations and profiles, international travel
permissions, or any other aspec: ¢f the company’s business that might change to
reflect shifting risk levels. Exhib:t 1.10, Crisis Management: Simple Trigger Response
Tools, illustrates how certdin risk levels, or the probability of risk increases, might
be used as a sliding. ¢zale to prompt changes within an emergency alert state.
These alert states in/teinn may be connected with movement security levels, with
tier 1 personal security details at alert state 1 being amalgamated or augmented to
provide increasingly more robust security configurations to reflect the threats posed
to traveling project staff as the threats move upwards to alert state 4. Such sliding
scales can be used for facility security postures or other simple response levels,
removing much of the ambiguity of decision making, while also evidencing for
postincident reviews and other audit requirements the rationale and processes used
to safeguard personnel and other company interests. The company security plan
for a facility can be linked to such tools, connecting alert states to ranging security
postures and protocols.

Such tools can be used to define numerous security management procedures
and responses which are triggered by intelligence or certain risk tolerances being
breached.

Decision and Authority Matrixes

Every element of the Business Continuity Management Plan, whether it is the corpo-
rate policies and management systems or individual crisis and management policies
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and plans such as the IMP, should be developed in alignment with defined decision
matrixes and management authorities to ensure that action responses and informa-
tion chains are best managed within an organization or group. Decision matrixes
enable effective decision making by those best placed to determine and implement
the required courses of action to bring control to a crisis event (see Chapter 2).
Company management should not be debating which employee has decision-
making authority, or the parameters of their permissions, while an emergency is
under way, as this impedes clear and effective management at the most critical
stages of an event and distracts an organization from effectively responding to an
emergency. As a crisis escalates, the decision-making authorities may ascend upward
to the executive board, and the point where the impacts breach certain authorities
should also be clearly defined. Therefore, the Business Continuity Management Plan
should clearly define authorities for decisions associated with postulated activities or
responses in order to reduce as much organizational confusion as possible during
a crisis event. By having decision areas and authorities defined prior to an event
occurring, management can also be provided training and guidiance on their lines
and areas of authority, as well as be empowered to take decisive action where nec-
essary and appropriate. Gaps and shortfalls within risk. management policies and
plans can also be better identified, as ownership of #<sconse and accountability of
action are more clearly defined within the company. Exhibit 1.11 illustrates a simple
decision and authority matrix that defines which vianagement groups are sanctioned
to implement specific policies and plans.

Each area should have a subset of instructions that unambiguously define what
each response means. The instructions may be complex and detailed, such as evac-
uation plans, or simple and succingct; cich as the destruction of sensitive materials.
In addition, decision making autherities should also be tied to role descriptions for
crisis managers.
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EXHIBIT 1.11 Decision and Authority Matrix
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Structuring Business Continuity Management Plans

In order to understand how the IMP should be structured and where it fits within
both the corporate and field risk management and crisis response policies and plans,
it is important to understand that the IMP forms one of many components of the
company’s Business Continuity Management Plan—effectively supporting the first
response steps of the plan. More comprehensive policies and plans designed to
manage the subsequent stages of a crisis will invariably be undertaken by experts
within appropriate fields, typically involving more complex and event tailored ap-
proaches. The Business Continuity Management Plan itself should be a logically
structured policy and procedural document designed to assess and address risks
in a systematic and pragmatic manner, dealing with both theoretical and tangible
requirements.

Companies might wish to consider the development of their Business Continuity
Management Plans with two key aspects in mind—layers and levels:

1. Layers. Layers might be considered in terms of organirational or management
bands within a group, from corporate to country to-program to project. Under-
standing how a company is layered in both managenient and operating terms
will enable the plan to reflect the organization=: structure and the unique and
common requirements within each managen: it or user category.

2. Levels. Levels might be considered im eims of management applicability,
whether strategic, operational, or tacical. Strategic interests might encompass
market value, reputation, and image. 2s well as the holistic issues a company
might face. Operational issues migh* relate to how a company conducts business
or undertakes work functions. Tactical considerations might be the granular-level
aspects of how specific worlz packages or crisis management functions are done.

Companies will struciure and layer their plans according to the nature of their
industry, the complexicy ot their organization, and the manner in which they con-
duct business. However, companies may find value in structuring their plans in a
consistent manner, changing only the level of detail as the plan is designed for
different levels of management, or for different groups within a wider organization.
Consistency ensures that a standard approach to risk and response management
is achieved, and that managers moving between different parts of the company
understand where information is contained, and how general practices are under-
taken. This should not detract from the requirement to tailor plans to suit unique
operating conditions or local requirements, but should provide a common frame-
work for sound management application, as would be found within health and
safety management approaches. Different layers will also overlap as the Business
Continuity Management Plan acts to fuse the complex policies, protocols, and plans
found within an organization into a unified management system. Where possible the
company should seek to avoid duplication and redundancies by creating umbrella
information that might apply to all aspects of the organization, while creating pillars
of similarly structured, yet tailored plans for different divisions or geographic regions,
as illustrated in Exhibit 1.12, Layering of Business Continuity Management Plans.

All layers of the plan should be engineered to fit in at critical junctures, espe-
cially between corporate, country, and project levels, so that the Business Continuity
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Company

Government Response External Support
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Commercial Corporate
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Division Military

Central Commercial

Business
Continuity Interface Zone
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Consuls
Regional Military
Interface Zone Regional Commercial

Project Layei Interface Zone

Consuls
Local Military
Local Commercial

EXHIBIT 1.12 Layering of Business Continuity Managem 1t lans

Management Plan has complementary and supporting components or layers, as illus-
trated in Exhibit 1.13, Convergence withii: the Business Continuity Management Plan.

Typically the company (or subccuiracted) risk and security manager will work
with the multiple stakeholders within the organization to provide a Business Con-
tinuity Management Plan thattensures that a business activity (or indeed overall

Project 2 - BCM

l Project 1 - BCM

a 'A‘
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D Communications
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Resource <Q 0 Authorities
Management “

[ Corporate BCM Plan ]

EXHIBIT 1.13 Convergence within the Business Continuity Management Plan
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corporate operations) is planned within the context of risk, can operate most ef-
fectively, and exposes the company to lowest levels of threat possible. Typically,
a Business Continuity Management Plan is designed to work in a logical and often
chronological sequence, identifying dangers through risk assessments and deciding
whether to countermand the risks with personnel or resource allocation (or whether
to adopt a risk avoidance policy), before implementing the delivery of security and
response measures, in all their forms, to ensure that the probability of the risk oc-
curring is reduced to acceptable levels or dealt with most effectively. Alternatively
the first stages of risk evaluation may deter a company from entering into new busi-
nesses if tolerances are breached. No organization can prevent all crises, but every
organization can lower the odds of their occurrence, lower their costs, and lower
potential crisis-related condemnation.

The Business Continuity Management Plan should be aligned with three basic
areas of consideration, as illustrated in Exhibit 1.14. The company or contracted ven-
dor risk manager should consider what range of risks face the <ompany and how
the company wishes to manage these risks. Risk managers siiculd only then write
policies and plans that are aligned with the considerations &f contingency planning
and crisis response, which include the IMP. It is impc tant that such evaluations
are not written in isolation, or from the perspective~f a single risk manager, but
brings together multiple stakeholders and expertise. This forms the preparedness
or contingency planning aspect of risk managen-iit: where a company can reduce
risks before they occur, with preemptive placaing to allow the company to best
manage risks prior to an event—into which ‘ne IMP will fit as a practical response
component. The Business Continuity Mar.agement Plan should then consider how to
address the immediate crisis requirenmients that typically affect the people, resources,
and business goals of an affected “<tivity, as well as how the risks pose an impact
ripple effect on other aspects «f the company’s operations and business interests.
It is at the immediate point ot crisis that well-planned policies and procedures
reduce the impacts of the iisk event by managing the risks through well-defined re-
sponse methodologiesanatraining—again in which the IMP plays a key role. Finally,
the Business Continuity: Management Plan activities continue until all aspects of the
risk event have been completed, and where both project and corporate managers
have had the opportunity to review which areas within the plan were effective,
and which need to be improved, modified, or augmented, allowing a company to
recover effectively from a crisis. Business Continuity Management Plans should be

Contingency Planning Crisis Response Consolidation
Stage 1 Stage 2 Stage 3
Preparedness Incident Postincident
Planning Management Management
* What are the risks? * Resolve immediate problem. « Close off issues and document.
» How will they be managed? » Manage wider implications. * What went right or wrong?
« Develop policies and plans.  Implement policies and plans. ¢ Adjust policies and plans.

EXHIBIT 1.14 Business Continuity Management Plan Considerations
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considered live documents and should be continually adjusted and validated to suit
changing influences and operating practices, as well as when improved or new
concepts and efficiencies are identified.

In terms of providing a framework for the risk management process, risk man-
agers should have the three principle areas of consideration in mind when devel-
oping the four elements that comprise the Business Continuity Management Plan:
the risk assessment, the contingency plans (including the IMP), crisis management,
and the postincident review, as outlined in Exhibit 1.15, The Risk Management
Process.

The IMP falls within both the contingency planning and the crisis response
components of the Business Continuity Management Plan—designing policies, plans,
and guidelines in order to prepare an organization for a crisis event, as well as then
using such policies and procedures to manage the crisis response itself, especially
during the early response stages of an emergency.

The Business Continuity Management Plan and its constituent components may
involve the development of new corporate policies to meet suategic and complex
issues, as well as bring convergence to often amorphous, dispersed, and disjointed
organizations. The Business Continuity Management Plan may also address project
planning procedures and tools, as well as emplovee education, and may require
specialist support for conceptual development and i 'an structuring. Plans will also
include executive officers, project teams, secusiy—or risk elements, legal and pub-
lic relations input, monitoring groups, and adr.nistrative resources. In many cases,

EXHIBIT 1.15 The Risk Management Process

Area Explanaticn

Risk Assessment Wariing signs and analysis prior to a crisis event. The value of a
risk.assessment as a diagnostic tool is measured in terms of accurate
tnteiligence, specialist knowledge, and an achievable and pragmatic
set of procedures to reduce the probability of a risk occurring.

Contingency Planning  Preparation and prevention phase. Contingency planning refers to
measures implemented to prevent recognized or speculated serious
events or emergencies. These possible activities should be identified
during the risk assessment.

Crisis Management Incident response, damage containment, and recovery period. Crisis
management is the response to a problem while it is occurring or
after an incident, utilizing the contingency planning measures, as
well as the organization being able to respond quickly and
effectively to unique requirements.

Postincident Review  Review and modification of the risk management plan. The
documentation of all incident information should be conducted to
support adjustments to existing policies and plans, as well as to
identify shortfall within crisis management policies and
management teams, in order to mitigate future crisis impact levels.

Source: Michael Blyth, Risk and Security Management: Protecting People and Sites Worldwide. Copyright
(© 2008 John Wiley & Sons. Reprinted with permission of John Wiley & Sons.
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external agencies may also be involved, requiring security clearance, access to sen-
sitive information, the formalization of contractual agreements, and the monitoring
of the contract’s standards. At the lower levels, basic instruction on how to use
the IMP is required to ensure that it operates within the framework of the Busi-
ness Continuity Management Plan—and is effectively implemented during times
of need.

When the company has contracted other groups to support its business activ-
ities, whether within the project activity or as a security component, the company
should consider providing, and receiving agreement on, policies and plans to en-
able all groups to act in unity to best respond to risk events. Without a degree of
uniformity, the response will typically be disjointed and confusing, increasing the
risk impacts. The IMP should be designed in such a manner to complement and
support the Business Continuity Management Plan as a whole, providing informa-
tion to enable sound decision making, as well as bringing initial crisis situations
under control to reduce the initial and longer-term risk impacts; as well as support
better business recovery. The IMP should be linked at certain points to other ele-
ments of the Business Continuity Management Plan, but might also be engineered
to be able to operate as a stand-alone document where n¢cessary. The IMP in this
sense enables the transition of crisis management. from’ nonspecialists to risk and
security professionals more effectively, as well as bricging the gap between incident
management protocols and crisis management pi-iis.

Resourcing

Resourcing of Business Continuity Management Plans must occur at different levels,
from strategic support from stakelielders and key decision makers to ensuring that
the correct management and technological infrastructures are in place to enable
the plans to be operationally. eifective. The design and development of Business
Continuity Management Pian-will be labor intensive, and consideration to contracting
external consulting supparishould be given in order not to distract security directors
or busy managers from their primary tasks. Training and practice should also be a
component of resourcing, as without education and awareness of how the plan
operates and interrelates with internal and external groups it will be limited in
its value. The implementation of the plan should also be measured and validated
at strategic design points, ensuring that it is aligned with the company ethos and
operational needs. Resourcing can also be in terms of:

Management Capabilities. Ensuring that the correct management expertise is
applied to the plans, both for design and for implementation.

Specialist Support. Ensuring that the correct expertise is applied, rather than
attempting to use inappropriate and inexperienced management as a cost-false
saving measure.

Retained Specialist Response Teams. Establishing retainer-based expertise to
deploy immediately to affected regions as the link between corporate and field
management.

Technology and Communications. Ensuring that effective technology sup-
ports the management expertise in the execution of their duties.
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Risk Management Assets. Ensuring that the correct resources are available to
support risk management teams, especially special response teams.

Security Structures and Assets. Ensuring that an appropriate level of security
structures, as well as manpower, is in place as a mitigation measure.
Redundancy Measures. Ensuring that communications, information technol-
ogy (IT), and operational redundancies are in place should primary measures
or facilities be affected by the crisis event.

Translations. Where necessary, materials should be translated into the different
user languages to ensure that incident and crisis managers can fully understand
instructions and guidance offered. Documents should be translated in dual na-
ture in order to ensure consistency and document control.

Resourcing can be considered as a range of components meeting conceptual,
operational, and tactical needs. The following provides some examples of resource
principles a company might wish to consider when evaluating the resources required
to support their Business Continuity Management Plan:

Strategic Resources. Ensuring that management support is provided to enable
plans and managers to be effective.

Design and Development Resources. Aliocating sufficient budgets and focus
to ensure that plans are designed to be reflective of the company’s requirements.
Operational Resources. Ensuring thatthe correct level of expertise is provided
to enable plans to be implemented <o standard.

Technology Resources. Ensuringtiie correct technologies are provided to
enable command and control.¢t & crisis situation, as well as information flow.
Tactical Resources. Ensuring that the correct equipment and training are in
place to support the Busiriess Continuity Management Plan.

Quality Assurance Resources. Ensuring that adequate auditing and validation
budgets and focus hiave been applied to ensure plans and training are kept
current.

Companies will develop a Business Continuity Management Plan that meets the
particular needs of their organization, or that reflects senior management or out-
sourced consultant design preferences. The time, money, and resources invested
into the Business Continuity Management Plan will also define its structure and
complexity. The Business Continuity Management Plan will typically include the
elements illustrated in Exhibit 1.16, and may be considered in terms of strategic
policies, plans, and considerations—the higher-level and corporate umbrella as-
pects of the plan, as well as the functional or response aspects. The structure
of the plan will also be derived from the nature of the risks and their impacts
upon the organization in order to ensure that the plan is meaningful and cor-
rectly focused on the company’s unique requirements, as well as common operating
considerations.

Companies should also consider methods by which to improve the sustainability
of a Business Continuity Management Plan and its components with the greatest
amount of ease. Often such plans quickly become redundant as the risk environment
changes, personnel move, and business or project operations progress. Companies
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should attempt to broadly define which elements of the plan are static, semistatic,
and fluid:

Static. Information that rarely changes and is commonly centered on policy,
education, or advisory information.

Semistatic. Information that changes only periodically and may include signif-
icant resources, agreements, or project locations.

Fluid. Information that may change on a frequent basis, including personalities,
short-cycle work packages, and transition factors.

Where possible, semistatic and fluid information should be captured within ta-
bles and other informational inserts that can be replaced with ease. Placing semistatic
or fluid information into the verbiage of the document can make revisions difficult,
costly, and time consuming.

Where a Business Continuity Management Plan addresses.various levels of a
company’s activities (corporate, country, and program), matcitals should be struc-
tured in a consistent manner, removing elements that might be redundant or not
applicable. By designing a framework that can be used/tcr each layer of need, or-
ganizations can better manage and utilize such plans. In addition, components of
the plan can then be migrated to new business act’v:ies with significantly less effort
than is required to repeatedly create new plans or-policies.

The company should ensure that strategicana tactical elements are fused and co-
ordinated where appropriate, and that regionai tailoring occurs to reflect the nuances
of a particular operating environment—uvithout changing the structure or themes of
the original plan. In addition, the conipany should determine where outside support
plugs into the Business Continuity:Management Plan, again coordinating integration
to avoid friction or confusion when the policies and plans are implemented.

Design and Developmen*

The development arid design of a corporate Business Continuity Management Plan
is an important aspect of how a company prepares for and responds to a crisis event.
While a risk or security manager may write a Business Continuity Management Plan
for a specific individual or business group, often this plan will be shared among
multiple divisions and parties, spanning various levels and areas of an organization.
At times the plan may also be used by supporting agencies outside of the company.
Therefore, the plan should be developed to meet the needs of a wide and multi-
talented user audience. Often some policies and procedures already exist, and plan
development should seek to incorporate these and mature or augment them, rather
than reinvent the wheel and fail to exploit existing materials.

The Business Continuity Management Plan is also a living document that will
grow and adapt to suit the changes in the company’s approach, methodologies, and
objectives, as well as the risk environment in which the plan operates. Additional
contributions may be made to enhance components of the plan at various stages of
its life. The plan should be configured to readily accept and incorporate additional
elements; this is often achieved by compartmentalizing the plan, where appropriate,
so that components can be changed, rather than requiring an entire plan update.
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Identifying data migration points is a useful exercise, as it allows materials to be
migrated from one document or policy into another, significantly reducing effort as
well as ensuring consistency within supporting policies or plans. This is especially
relevant if the same forms of information are found within a series of documents
and might be shared through effective information management practices. Policies
should also be developed with the concept of live and static data points:

Live Data Points. The unique and particular details that represent the specifics
of an operating area, task, or function and are relevant to a unique product.
Also, information which may change on a frequent basis.

Static Data Points. Common features and generic concepts or instructions that
remain true across the spectrum of the business regardless of region or activity.
Also, information which will rarely change within the plan.

By developing frameworks based on a foundation of stati- data points, and
placing live data points into tables, graphs, maps, and other/Capture points where
possible, significant time and resources can be saved in providing consistent and
detailed frameworks to which live data points can be inserted. Where sanctioned
and appropriate, it is also useful to provide generic ten:nlates for local project adap-
tation, saving the company (and field managemenc.ii. particular) considerable time
and effort in re-creating response plans, which-viil be better spent on generating
revenue.

When developing such plans, it is also 1mportant to understand that executive
members of a busy commercial organizaiion likely will not review a comprehensive
plan in full; thus the manager shonid establish the core elements and responses
within an executive summary at the front of the document to capture the pertinent
points and recommendations. with detailed responses captured within successive
annexes that can be accessed individually when required. Cheat sheets are also
useful so that managers can. quickly refer to a specific area of requirement, rather
than have to sift through a volume of data. Supporting materials should also be
captured in annexes o1 attachments to enable everyone, from executive officers to
the field users, to choose which components they read, according to their areas
of interest. Protecting the document from alteration is also useful should elements
within the company be inclined to modify or edit sections to meet their local re-
quirements. PDFs or Word-protecting documents ensure that the original version is
more easily defined. A custodian should be appointed to ensure that the document
remains consistent with the corporate directives and that those improvements and
augmentations are incorporated and dispersed throughout the company.

Reporting of information is also a critical element of crisis management. Often
information provided from the crisis point is inaccurate, disjointed, or poorly pre-
sented. The company should develop pragmatic and user-friendly report templates
in order to ensure that the right information is captured, that it is presented in a
consistent manner, and that the correct people receive the reports (see the sec-
tion “The Communications Plan” in this chapter, and Chapter 6). Data call reports
can capture immediate information in terms of what occurred and the immedi-
ate impacts, enabling various layers of managers to better understand, throughout
the crisis event, what is occurring and so allow them to make the right decisions
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and to mobilize the correct resources to control the event. Predefined formats re-
move the requirement to identify information needs or presentational formats while
managers are dealing with a problem. Examples of such reports are illustrated in
Chapter 6.

Corporate leaders will invariably require another layer of information (outside
of the succinct data capture reports) in order to determine strategic or macro-level
operational requirements that will influence corporate decision making during and
following an event. Company management, as well as supporting vendors, should
seek to proactively identify business continuity considerations as well as how the
company may wish to proceed in terms of risk assessment validations and postinci-
dent audits. The template in Exhibit 1.17, Information Management: Strategic Plan-
ning, indicates some areas the company’s field and security vendors should be
considering during or immediately after a crisis event. Such strategic considerations
are typically fed from the initial incident management reports; however, they reflect
the transition from incident to crisis management levels and focuis areas.

Companies may build business continuity management pldai:s.either from scratch
or by leveraging existing policies and plans. They should seck 0 mature plans where
possible, exploiting in-house and publicly available matesials to ensure that plans
are more comprehensive, to avoid duplication, and-ta_reduce the time and effort
required for design and development. In addition, maturing plans also enables
more receptive implementation from users as-existing policies and protocols are
rationalized and put to use.

At every point within an emergency ¢vent, it is essential that information pro-
vided is as accurate and detailed as possible; assumptions should be avoided and
educated assessments should be quartified to avoid inaccurate details being re-
ported as facts. Reports should betadapted and augmented to reflect unique factors,
and flexibility and innovation should be key aspects during any crisis.

EXHIBIT 1.17 Informatioi Misnagement: Strategic Planning

Executive Summary:
Incident Facts:

e Immediate Threat Picture e Interim Threat Picture

e Immediate Threats to Personnel/Business e Interim Threats to Personnel/Business

e Immediate Response Requirements e Interim Response Requirements

e Sustained Response Requirements e Long-Term Needs

e Highest-Risk Activities e Medium-Risk Activities

e Low-Risk Activities

e Risk Review Requirements e Postincident Review Requirements

e Recommendations e Supporting Groups and Activities

Appendixes:

e Serious Incident Reports e Intelligence Reviews e Casuality Reports

e Communications Log e Crisis Team Assessments e External Agency Reports

e Actions Taken e Policies Invoked e Resources Engaged
Reported by Title Phone/E-mail

Source: Michael Blyth, Risk and Security Management: Protecting People and Sites Worldwide. Copyright
(©) 2008 John Wiley & Sons. Reprinted with permission of John Wiley & Sons.
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Integrated and Compartmentalized Policies

During the design and development phase of creating a Business Continuity Man-
agement Plan and associated components, it should be determined whether as a
result of company ethos or corporate or operational circumstance the policies and
plans being developed will be part of a broader and integrated management sys-
tem, or whether they may need to operate independently and autonomously from
each other. While ideally all policies and plans should be supported and work as
part of an integrated system, at times an organization may allocate responsibilities
for various elements of the management of risk to different divisions, and under
those circumstances it may be challenging to align some of the higher-level strate-
gies, systems, and policies across a complex and geographically and organizationally
disjointed corporation. Under these circumstances, managers should develop poli-
cies and plans that are largely complete within themselves, rather than having core
components for the effective operation of a particular plan be held within another
document, which they may have no input into or control over

Integrated policies and plans will typically have decisior:ratrixes, alert states
and trigger response plans, and other such elements within overarching policy doc-
uments, rather than run the risk of repetition and errcr “wvithin individual risk man-
agement policies and plans. From the overarching poiicies such elements may be
migrated downward so that consistency of appioach is reflected across different
levels of the Business Continuity Management Pian. When organizations choose to
have individual groups or divisions defining taeir own strategic, operational, and
tactical approaches, there may be no optioit but for individual managers to define
their own core approaches in order. 10 «casure that their part of the contingency
planning and crisis response organization is complete and effective. Ideally the fu-
sion of multiple requirements is captured within a single corporate officer (typically
the chief security officer) se {liat repetition is avoided, consistency is adopted, and
synergies and efficiencies are identified and implemented.

Reporting and Recora Xeeping

Writing up the details of a crisis incident is essential to ensure that accurate facts are
recorded and maintained, and that information for any subsequent internal review
as well as possible government or civil audits or insurance and liability claims
are presented in a fashion reflecting the company’s policies, ethos, standards, and
objectives. Any documentation provided to external persons or groups should also
be reviewed by the country crisis response manager (at a minimum) prior to being
released, as poorly worded reporting can cause a wide spectrum of issues for the
company and its employees. Accurate and correctly worded reporting is also critical
to ensuring that insurance for any injured person is awarded. Information should
be held by an appointed custodian so that materials can be easily and accurately
retrieved when required, often months or years after an event.

Implementing the Business Continuity Management Plan

The Business Continuity Management Plan must be supported at every level in
order to be successful. At the corporate level, a risk policy strategy needs to be
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agreed on and distributed to appropriate key decision makers and groups, provid-
ing a framework for systematically developing risk assessments that corporate and
program management can use to guide their activities and focuses. These in turn
contribute to the focus and subsequent development of the IMP, should they not
already be in place. At the program level, the plans must be usable and reflective
of realistic conditions and responses. Synergies and interfaces between corporate
and program-level plans and responses should also be identified and integrated to
ensure that corporate and project teams do not work independently of or in isolation
from each other, but undertake concurrent and complementary activities. Some of
the following principal values should be considered when developing the Business
Continuity Management Plan:

Provide a convenient framework for developing a quantitative risk assessment
that prioritizes both the goals and the objectives of the company in the context
of the associated risks or threats.

Provide a systematic and repeatable method for evaluzting an organization’s
risks using the best threat information available. Seek'efticiencies by drawing
on existing templates and formats.

Permit program, project, and other key managetc the opportunity to identify
their departmental and organizational risks.

Identify information gaps in order to establis'i-a better risk picture.

Allow risk and security managers to expicss their expectations about the con-
sequences of the postulated incident types, and elicit their observations and
recommendations on how to mitigai=-or respond to these risks.

Allow business leaders and projcet managers to review the risks and comment
on how risk management policies, approaches, and plans might affect program
design, objectives, and goals,

Provide insights into hcw: the uncertainty of managers’ expectations affects the
prioritization of risk ¢r.security requirements. Allow risk models to be easily
updated with new: marut data.

Develop a specizum of policies and plans in order to reduce the likelihood of
the risks occurring, as well as to effectively manage an event should it occur.
Permit stakeholders to review and comment on the policies, plans, and proce-
dures and adjust and improve where necessary, thereby gaining greater group
buy-in.

Train and test both the plans and managers in their use and applicability.
Support market entry design with risk, business, and project managers working
in collaboration with each other.

Risk management should be cyclic in nature, with continuity between the users
(projects) and managers (corporate). In addition, the process is also cyclic in terms
that the business need prompts the risk assessment, which feeds business decision
making and associated policies and plans, with events driving modifications, which
then influence business needs and decision making, as illustrated in Exhibit 1.18,
Risk Management Cycle.

Risk information needs to be shared with appropriate groups and individuals
in order to ensure that a rounded understanding of the risks is gained, and that
mitigation measures (including the IMP) are most effective. Information sharing can
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START—Planned
activities generate
risk assessment

. Risk assessments are
requirements.

conducted for the
planned activity.

Risk information is
analyzed at corporate
and program levels
for impacr assessment
o activity.

~

Events drive reviews
and modifications
to the policies and plans.

/
&
Activity policies /

and plans are

established and £
IMP activity conducted.
Developed «—o

EXHIBIT 1.18 Risk Management Cycle

Source: Michael Blyth, Risk and Security Management: Protecting People and Sites
Worldwide. Copyright (C) 2008 John Wilcy & Sons. Reprinted with permission of John Wiley &
Sons.

be through training, warniag posters, leaflets, or daily intelligence briefings, which
highlight specific risks or risk environments. The policies and procedures used to
mitigate risk are a reflection of the requirements identified within the Business Con-
tinuity Management Plan. Dependent on the size, nature, and diversity of the organi-
zation, the procedures can vary from simple and pragmatic brochures to volumes of
complicated manuals and training exercises covering a multitude of subjects. Some
of the generic procedures that should be included within any organization are the
establishment of a company mission statement, general policy documents, person-
nel training requirements, and monitoring and validation techniques (internal and
external). The identification of resource requirements (supported by appropriate
budgets) is also essential to ensure that a Business Continuity Management Plan can
be established, and effectively implemented and sustained.

The following sections describe the elements of the Business Continuity Man-
agement Plan.

POLICY DOCUMENTS  All risk management policies should be periodically updated
to reflect the current intelligence-driven threats, as well as the influences that any
particular operating environment or activity may have upon the company and its
procedures. All personnel should be informed of the current sources of risk, with
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appropriate details pertaining to how the risks might impact the organization, as
well as the measures taken to address them. In order to ensure that all implemented
measures are effective, an established Security Management System, or set of stan-
dard operating procedures (SOPs) can be used to guide daily activities in mitigating
risk. The incident management plan (IMP) then supports managers in bringing any
resulting emergency situation under control. These policy documents can be en-
gineered at both the corporate and field levels and should also provide general
guidelines on how to activate the incident management and crisis response teams,
how individuals are expected to respond to an incident, who they should inform,
and what other assets are available to support them. It is often useful for policy
documents to be accompanied by relevant training and exercises to ensure that the
policies are clearly understood and thoroughly rehearsed.

REPRESENTING INFORMATION  The ability of managers to understand the information
being represented is defined by the manner in which data is stzuctured, delivered,
and presented. This is as important for both those attempting ‘to understand and
use the Business Continuity Management Plan and those atiempting to gain support
and buy-in from corporate and project leadership when e reloping the plans. Often
information that is unstructured and poorly presentea .devalues critical information
contained within the text. Simple techniques and syst.ms of representation can make
information easier to digest, as well as provide-cicise and logical frameworks for
more effective delivery.

Companies should seek logical and saccinet methods by which to capture and
present information to the stakeholders and users of Business Continuity Manage-
ment Plans so that well-structured atni< logically presented documents can be de-
veloped and consistently used. Curisideration should be given to design a consis-
tent framework for such policies and plans, enabling repeated use and reducing
repetition and redundancies where possible. Professionally and logically presented
materials also inspire greater confidence within a group and increase the likelihood
that managers will rea 1, .understand, and use the guidance provided.

TRAINING Training and rehearsals provide the most effective method by which
to instill confidence in first responders and crisis managers, as well as create the
crucial instinctive responses required of personnel when facing the common threats
posed to people, an activity, or organization. Corporate and project management
education and training are useful tools to run the crisis response plan through its
paces. This is usually done through short seminars, training sessions, or desktop
exercises, which require little resource support and focus on key decision makers
and how they undertake their individual roles, as well as how they fit within the
wider organizational structure. Technical and practical training may also be required
in order to use the wide variety of equipment and personal skills necessary to
meet the measures identified in the risk assessment, sanctioned in the Business
Continuity Management Plan, and implemented in the risk management procedures
and incident management plan. Training agencies should be selected according
to their expertise and experience, with continued training requirements identified
to prevent skill fade. Training should also include relevant outside agencies and
independent monitoring assessors to ensure that the measures used are current and
effective, and regionally oriented. The use of desktop exercises and practical training
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can also help focus management teams at different levels, at relatively low cost to
the company.

The company should also not lose sight of the need to ensure that vendors,
subcontractors, or teammates, whom the company may be responsible for or reliant
on, are also appropriately educated and trained. Companies may opt to include
such training as an element of a security vendor’s contract—incorporating training or
education of company staff as part of a preselection or predeployment requirement.
This is particularly relevant in remote or challenged environments where a security
management element can concurrently bring training value to the company.

Training plays a crucial part in ensuring that the crisis response plans can be
effectively utilized during an event, and educational packages can include man-
agement and personnel crisis response training, tactical procedures and emergency
response drills, first aid, hostile environment training, and situational awareness
training. The company should consider whether a vendor might also bring other
skills to supplement its own training regimes and incorporate these into any training
cycles. This additional element of service can be especially rel<vant where certain
skill sets, such as first aid in Africa or cross-decking (i.e., n‘oving from one vehicle
to another during an incident) in Iraq, might be useful'for'company personnel to
receive instruction on. Either the vendor or the cormtary should document train-
ing program attendance and adjust other service ar¢a expectations to account for
time expended on developing and imparting vencici-to-company training packages.
Training records also evidence the company’s fiorts to minimize risk following an
incident, or during an investigation or aud t.

Often training is set within unrealistic conditions, without the chaos, confusion,
erroneous reporting, and unpredictabie responses that typically accompany a crisis
situation. Training and evaluating managers should insert errors, confusion, and
other debilitating factors withintraining exercises to create a realistic atmosphere for
crisis management response. Should these problems not occur during actual crisis
events, the crisis manageriient team will typically respond better, having undergone
more challenging trair‘ng and exercise scenarios. The adage “plan for the best, train
for the worst” will bect support preparation of responding managers. Training should
however always be positive in nature.

The company should also seek to capitalize on staff expertise to strengthen all
professional categories within a contract. Training regimes should be in place not
only to meet stipulated needs but also to expand or strengthen professional com-
petence into supporting areas, where appropriate. Companies should seek areas in
which vendors can, over time, further enhance service delivery through an expan-
sion of staff skills sets, whether they are management capabilities or more practical
skills. Training can also play a part in a socioeconomic plan whereby local employ-
ees receive sustainable employment training to better their economic situation as
well as their community. For sustained operations, a “train the trainer” scheme is
also highly beneficial in building up a broad base of capabilities within a project
team or local workforce in order to reduce the effects of a crisis event.

COST JUSTIFICATION 1t is often difficult to gain support for the allocation of budgets
to risk management, as costs may be spread across multiple business units with no
clear delineation or evidencing of value. Often companies will seek to place risk
management and security within a commercial context, aiming to minimize cost
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while increasing service delivery as a result. Risk management is commonly viewed
as a cost center, with no identifiable or tangible benefits to the business unit, but a
clear cost to the project’s bottom-line profits. Justifying the investment of fiscal re-
sources to developing a Business Continuity Management Plan and associated sub-
plans such as the IMP can be a difficult part of the risk manager’s function, especially
when risk is based largely on professional judgment, rather than evidenced fact.

A historical cost analysis of known crisis events can illustrate risk impacts to
business or project management, as well as provide a basis for cost analysis. In ad-
dition, if operations have been ongoing within a region by the company, or similar
companies, a historical trend analysis of risks as well as security costs can be de-
veloped. Corporate risk tolerances and the experiences and expertise of corporate
leaders will also define the approach and cost acceptance for effective risk manage-
ment. To support the justification for investment in plan design and the engagement
of risk policy consultancy, or the internal focus needed to create policies, plans,
and procedures, companies should seek to develop systems thatcan be quickly and
effectively realigned to meet new business or project requircinents, demonstrating
their versatility in terms of being used repeatedly to support'ccmpany diverse needs.
The development of one-time use policies, procedures, 2nd plans might be required
for unique projects; however, more frequently retaileiing can be undertaken using
(initially) well-developed materials—demonstrating wiility and an increased value of
such plans.

CRISIS MANAGEMENT TOOLS  Contingency nlanning should include developing tools
and mechanisms that enable the flow otaccurate information as well as authorized
decision making and resource allocation to support the management of a crisis
event. Communications plans, decision matrixes, procurement and resource plans,
and other tools and policies. will .support a crisis team to bring control to an event
quickly and effectively. Thougnt should be given to designing effective tools by
which to meet as many concurrent and pan-dimensional aspects of the Business
Continuity Management Pian as possible.

Reference Mapping One aspect of representing information is through reference map-
ping. The management of a crisis at a single site is difficult under the best of cir-
cumstances, but crisis management becomes significantly more challenging when
there are numerous sites involved, or when a crisis management team is seeking to
control an incident response of a remote or unfamiliar location. An effective way to
annotate critical locations and routes, as well as specific areas of interest, quickly
and efficiently is to create project site or work area grid overlays. Such overlays
allow for the immediate identification of a problem area or control point during
emergencies, whether the threat comes from industrial, criminal, or natural sources.
Such tools also facilitate process interfaces between the project and the executive
crisis teams, as well as with supporting military, law enforcement, or civil agencies.
The overlays for a specific project should all use the same scales, symbols, and
numbering systems to ensure consistency. Exhibit 1.19, Project Site McKinsey Area
Grid Overlay, provides an example of a simple project grid overlay. Integration with
supporting groups, both in-house and external, needs to be done as early as possi-
ble in the planning process and should include the locations and routes for external
groups to meet with project site groups (especially incident control points), or by
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Explosion at ;
2 & Reference Point C4

EXHIBIT 1.19 Project Site McKinsey Area Giid Cverlay

which groups can safely enicr thie site. This form of visual representation is also
useful to illustrate existing lanor requirements by denoting staffing numbers by post
or activity. Such tools shculd be used as part of the IMP reporting system.

Developing Schematics The company project or security managers (or a good secu-
rity provider’s management team) will be able to develop detailed and professional
project site and building schematic plans and diagrams without the use of graphic
artists or complex IT programs. Such diagrams can be overlays of satellite imagery
or be drawn independently of such technological resources, bringing the same value
as a project grid overlay to represent information more clearly to the company’s ex-
ecutive and project teams. Such visuals provide an invaluable tool for crisis response
management, as illustrated in Exhibit 1.20. Schematics and diagrams will be espe-
cially important if mapping or floor plans are unavailable or out of date. Schematics
and diagrams form an important part of security documentation and should be as
simple and clear as possible.

Facility structures should also be captured by the use of floor plans, as illustrated
in Exhibit 1.21 using PowerPoint and Exhibit 1.22 using Visio. This is especially
useful if personnel have not visited the site themselves, as it allows management
to visualize the layout of the local areas and project facilities as well as attribute
activities to space in advance of a visit for planning purposes. That said, often floor
plans are restricted or not available. The company or a security vendor’s security
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EXHIBIT 1.20 Site Schematics

manager may be required to map out building situciares or layouts quickly for
reports, security plans, and response protocols.

Such schematics and floor plans should beiri-luded within the IMP or associated
security plans in order to provide a simple and clear method of reporting the location
of a crisis event. Whether building schematics and floor designs are available or must
be locally produced by managers, these “ools can also be forwarded with written
reports to better illustrate the locaticn of a crisis point. Simple IT programs such
as PowerPoint and Visio can eaabie consultants and managers to professionally
and accurately present information. This will be of significant value to those crisis
managers who may be remoie from or unfamiliar with the layout of the affected
area, allowing them to.visualize the issue and place it within a geographic context.

/ Back Door
—{____ 11

@ Storage
Bedroom Room
D One
L. / Hallway \
X 2| |e . Front
Kitchen 1 Door
Area n |*
/ / I N

Bedroom Room

Two

EXHIBIT 1.21 Simple Floor Plan Using PowerPoint
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EXHIBIT 1.22 Simple Floor Plan Using Visic

SUSTAINING THE BUSINESS CONTINUITY MANAGEMENT PLAN  Enterprise resilience should
be a factor of the company’s corporate culture. It should be used as part of gen-
eral business, both in tertiss of market entry or business and project development
planning, as well as vii¢n undertaking work. The Business Continuity Management
Plan should be sustained through scheduled and event-driven audits, reviews, and
amendments—without which plans will quickly become redundant and ineffective.
The Business Continuity Management Plan should grow and adjust with company
focuses and operations, through a cyclically driven process of understanding the
organization and its goals in order to fulfill the strategic and tactical requirements
of the plan—in alignment with corporate and business drivers. This will allow the
focused development and implementation of the Business Continuity Management
Plan measures and responses, with exercising and validating the plans on a sched-
uled or event-driven basis, as illustrated by Exhibit 1.23.

The Communications Plan

The communications plan provides the medium by which information and decisions
can flow most effectively from the point or origination of the crisis event cascading
or flowing to specific points throughout incident and crisis management organiza-
tions within a company. Information flow under the best of circumstances is often
poor within large, complex, or geographically separated groups or organizations.
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EXHIBIT 1.23 Business Continuity Management Progract Management

Under crisis situations, the flow of inforiiation becomes even more disjointed and
inaccurate as the event will inherently create confusion, and management is often
absorbed in dealing with the issues;rather than in channeling accurate information
to supporting or corporate offices: information managers are typically those man-
aging the incident at the fieid.ievel, or the risk or security managers and directors
within a company. Where raultiple management elements are involved, it can be
useful to designate key.infcrmation managers within a crisis management organiza-
tion who are responsible for collating and analyzing multiple sources of information
in order to streamline information flow to appropriate decision makers and support-
ing groups. Where possible, multiple parties should funnel information into capture
points, which then feed condensed and accurate data onward to decision makers and
resource managers, as illustrated in Exhibit 1.24, Information Management Flows.
Exhibit 1.25 illustrates a simplified communications plan that can be used to
support both the IMP and the broader Business Continuity Management Plan re-
quirements. Company telephone directories are useful for capturing considerable

Incident
Manager

Crisis Point

<
<
G

<

Concise, Complete, and/or Disjointed, Partial, or
Accurate Information Inaccurate Reporting

EXHIBIT 1.24 Information Management Flows
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amounts of personnel and organizational contact details. However, during a crisis
event a narrowed selection of contact names and details should be on hand to en-
sure that managers can quickly place persons against functions, and so better initiate
response plans and reach out to those with the knowledge and authority to offer
advice, make decisions, and mobilize support. It is important to keep such commu-
nication plans current, as a typical failing of many organizations is not to update the
names and numbers listed there; frequently the majority are incorrect when the time
comes to use the plan. More strategic communications plans might also be devel-
oped to apportion groups or organizations to responsibilities and functions, rather
than to individuals. A communications plan may be layered and involve multiple
matrixes to capture both internal and external decision makers, resources, and sup-
port. Communication plans may also be linked to decision making, interface, and
resource management plans, either as separate documents or as a combined matrix.

Each crisis event will be unique and will involve changing interactions with
external groups, whether they are government support organizaficns or other com-
mercial enterprises. Where a company has high-profile activitics, or where a crisis
event is significant, the media may seek information from both the incident site and
the corporate offices. Typically, program management shouid seek to avoid contact
with the press, deferring to a nominated public relatiens representative. In addition,
care should be taken in communicating directly wi‘h-"amilies; such activities are best
conducted at a personal level rather than by incirect means, and they usually are
undertaken by a corporately appointed spokeigerson trained in managing sensitive
situations. Companies may also seek local 'av/ enforcement support when imparting
bad news to families or when seeking tonrevent press access to affected families. A
communications plan should seek to allocate the correct responsibilities for functions
within the Business Continuity Manzgement Plan in order to avoid well-intentioned
but inappropriate communicatioas both within and external to the company. The
communications plan shouid aiso focus on how information is shared, as well as
permissions and authoritics for information release. Some suggested recommenda-
tions that might be pai* ¢t 2 communications plan’s information and communications
guidance section foLiow:

Always gather accurate facts—never pass on assumptions or speculations as
facts.

Provide an incident data call report at the earliest opportunity, and update
information regularly.

Do not liaise with the press. Direct them to the appropriate spokesperson within
the company.

Do not pass casualty details outside of incident response team(s) until approval
is given by authorized management. Information on fatalities should be passed
only to the corporate crisis response team.

Close communication mediums outside of the crisis management team if re-
quired (and appropriate) to control information flow and avoid rumors or erro-
neous information.

Injury and casualty facts must be accurate—names, details, extent, location, and
so forth.

Warn government agencies for possible support requirements early.
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Confirm facts again. Do this on a regular basis so that information is current and
accurate.

Alert supporting agencies as to what you are doing, when it will be done, and
what you need for support.

Conduct a local group briefing at the first appropriate opportunity in order to
pass on accurate information to the appropriate contractors. Conduct regular
updates.

Write all documents and reports in a manner usable for internal and external
audits.

Collate and deliver all materials to corporate offices for review and archiving.
Ensure that information is up to date within any plans, and test them periodically.
Make plans simple and logical to use; avoid redundancy where possible.
Ensure that those leaving the organization are taken out of communication plans
and distribution lists.

Defining information group codes also may be useful, or/ai times necessary, to
ensure that only appropriate personnel receive sensitive information. Information
may need to be filtered for certain management levels, or be restricted to only
those who need, or are cleared to receive, that infermation. There is an inherent
desire for managers to have access to all informaton—and often understanding
peripheral activities and influences does support setter decision making. However,
the company should ask itself:

Is real value gained from sharing a censitive component of information—does
it really support the crisis response: performance for that person to know these
facts?

What risks are associated vrith sharing information—does sharing this informa-
tion compromise the company, information provider, or employees?

Will the group or individual be capable of protecting that information—will they
then be able to fil:er.subsequent information sharing themselves?

Exhibit 1.25 indicates a simple table that can be used to capture the different
layers of internal and external crisis management functions that might be required
in order to mobilize the correct resources needed to bring knowledge, expertise,
and guidance to the crisis event. Such tables also ensure that the correct personnel
are advised as to the situation, supporting the channeling and flow of information
to multiple groups and individuals. E-mail distribution lists and text alerts can also
be developed so that primary and secondary personnel are always included in
correspondence.

INFORMATION CASCADE SYSTEMS The communications plan should contain a docu-
mented information or reporting cascade system (or phone tree) to establish at the
outset of a project or business activity responsibilities and communication channels
for alerting management and assisting the effective flow of accurate information.
Such systems can also apply to companywide response requirements. Cascade sys-
tems may involve the delivery of predetermined reports to alert company managers
through e-mails and phone calls, or to mobilize internal and external resources to
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respond along predefined planning measures. The communications plan should be
readily accessible to those implementing the IMP so that they are able to flow infor-
mation horizontally and vertically within the company, as well as draw upon the right
help and resources in order to best manage their part of the crisis response measures.

Cascade systems or phone trees provide an effective medium where information
flows to focal or nodal points, who then have defined persons or groups to contact.
This way a clean and accurate delivery of information is achieved quickly, as illus-
trated in Exhibit 1.26, Information Cascade System. In addition, all contact details
should be listed within an easy-to-use document to avoid confusion and make the
reporting system as simple and efficient as possible. This document should also
provide some basic guidelines so that simple but fundamental errors are not made
by the incident response and crisis response teams during times of high stress.

Such plans should be reviewed by all managers so that they are familiar with the
requirements. These documents should be placed in operations or response centers
or other appropriate locations as a matter of protocol. Web-bas<¢a systems can also
be highly effective, unless the internet or power provisions faii. Contact details and
responsibilities should be double-checked and updated whese necessary, as when
needed the most they are often found to be inaccurate. Senior management staff
should confirm that all submanagers are aware of the requirements and guidelines
and that they display these documents in the requiced! locations. However, materials
should also be protected so that unauthorized p<rsons do not have access to contact
details, names, or other sensitive details.

Corporate Crisis
Response Team

CMT
Leader

Embassy or
Consul

Public Relations
Government

Offices

Liaison
Mngr.

Country Crisis

Response Team

Military
Commands

Department

Subcontracted Governorate Project Resource
Security Providers Support Manager

Local Police

Project Human

Support Local IRT Resources
. Commander

Military Project Medical
QRF

Organic
Security Forces

Project Health
and Safety

EXHIBIT 1.26 Information Cascade System
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It can also be useful to annotate any particular roles or responsibilities associated
with each appointment if the Business Continuity Management Plan has elements
that could be considered. Companies may also wish to develop an automated mes-
saging plan in order to text or e-mail predefined information to a wide audience,
ensuring that a one-time message is delivered to a mass audience. In addition,
defining an organized manner by which to impart information should support an
organization’s ability to cascade information quickly and accurately.

Organizational Interface Plans

Within any project environment, but especially within challenging, new or remote
operating environments, it is useful for the company or its vendors to establish a
network of external relationships or contacts who might be positioned to support the
company in the event of an emergency. Companies should develop an emergency
management information system (EMIS) to enable continuity and interoperability
between emergency and management stakeholders. The EMiS provides the struc-
ture by which emergency plans and policies can be integreted between organic
and external groups and agencies. The company (duriag the solicitation for sub-
contractors) should evaluate a security vendor’s ability <o araw on the strengths and
capabilities of external agencies to support the comraay’s business activities, as well
as crisis response needs. The company should-2iso seek to establish its own net-
work of relationships in order to better positior itself to operate more efficiently and
respond more effectively—punching above 1is weight in terms of organic resources
to actual capabilities.

While leveraging external resourc:s and capabilities (either directly or via a third
party) exponentially increases the ¢:cmpany’s crisis resources, it is important that the
project staff and supporting veraor companies understand the parameters and lim-
itations in which they are permitted to operate when engaging external resources
to support the company. keputational issues, corporate policies, and political sensi-
tivities are but a few @onsiderations that field staff may not fully take into account
when attempting to iind pragmatic solutions to their risk issues.

Establishing a formal integration plan (at various levels) also reduces duplica-
tion of effort between the vendor and the company, as well as limiting any other
conflictions of interest when considering which agencies to approach for collabora-
tive support agreements or memorandums of understanding (MOUs). Such elements
should be included within the response guidelines of the IMP in a simplified for-
mat to guide managers to supporting groups as part of the incident management
response. When using a subcontractor to support such a plan, the company should
develop a policy to articulate how external agencies might be used to augment the
company’s business activity, and any limitations or restrictions which might apply.
The following sample issues for integration consideration might be included:

Confirm that liaison has been sanctioned by the company (and parent company).
Confirm who is authorized to negotiate and sanction agreements, as well as the
nature and scope of such agreements.

Confirm the language to be used and the limitations imposed.

Articulate how such integration affects the business activities, as well as any
teammates or subcontractors.
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Confirm the extent of communications networking and emergency communica-
tions plans.

Confirm the geographical proximity of support agencies, as well as the means
by which to initiate support.

Discuss the level of support available or desired—as well as what it will cost.
Confirm whether nonreciprocal or reciprocal agreements (or mutual aid agree-
ments) are preferred, or memorandums of understanding (MOUs) and reciprocal
agreements.

Identify where IMP responses can be augmented or enhanced by the integration
of external supporting agencies.

Identify where security plans can be integrated to further enhance project
security.

THE VALUE In foreign, remote, or challenging environments -lit\is rare that any
business operates in complete isolation, whether it is a gold rnining operation in
Kazakhstan, an oil refinery in Indonesia, a hotel chain in Nigeria, or a textiles plant
in India. Establishing good rapport with external agencics can provide some degree
of sharing or transfer of risk responsibility. External agericies can give invaluable
support in identifying threats through the use of gaed intelligence as well as provid-
ing risk reduction measures. They may also be v:=iul in assisting with incidents and
contributing to the positive resolution and cicsure of incidents. A good example is
the link between the civilian police and the military for the security of sensitive loca-
tions, with the provision of accurate inteiligence, interception of known individuals,
area cordoning support, handling of individuals, and any crime scene investigations
that may result. Federal agencies ¢an also support efforts against counterfeiting and
cyber crimes, coercion and intimidation rackets, and insurgent or terrorist targeting
of company interests. Comprehensive joint exercises with agencies that might pro-
vide assistance to large, complex or high profile organizations should be included in
the risk management wregmam. If necessary, external support representatives should
be included on the crisis management team.

In some circumstances company project sites might have an outer security ring
of collocated military forces, such as coalition or United Nations military groups
or host nation government or tribal security forces. In some areas, there may be
no such forces, or they might not be positioned to support project operations and
security. At worst, local security may be unreliable or, in extreme cases, complicit in
disrupting the project or business venture. Even in the worst cases, however, it is still
useful to consider liaison with local security forces for their inclusion into the outer
security ring so as to avoid unnecessary polarization of the project. Engagement
plans often support an intangible but highly valuable layer of risk management for
business activities. The establishment of project operations in the most extreme of
environments should consider the incorporation of external support such as military
organizations and local security into the project security team, ensuring a layered
security footprint with overlapping security arrangements to significantly strengthen
project operations, as well as allow the company to more effectively respond to crisis
incidents. In these circumstances a clear understandings of the cost against benefits
should be established as well as how such integration might bring additional risks
to the company. Exhibit 1.27, Crisis Response: Interface Plan, illustrates how the
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EXHIBIT 1.27 Crisis Response: Interface Plan

company can display in a simple way the rangs of crisis response support it may
have available from external groups.

Interface plans in terms of support and resource provisions will be influenced by
any difficulties that the groups offering callaborative support to the company might
also be experiencing. Occasionally a‘vitk event will affect all parties, at which time
those resources offered will be tietl-so meeting the needs of the owners. Therefore,
the interface plan should not be.considered the single answer to dealing with crisis
events, but rather a multiplicr of capability. Interface plans also are designed to
indicate what support or agreements are in place, rather than the more granular level
of resources actually provided in terms of quantity or frequency—this is an aspect of
the resource management plan. The two plans should be linked where appropriate
as complementary elements of the Business Continuity Management Plan.

LOCAL GOVERNMENT INTERFACE In both passive and hostile environments, it can be
useful to liaise with host nation government offices and agencies, in terms of both
coordinating security plans and securing emergency support in case of a hostile
incident or medical evacuation. In addition, liaison with local law enforcement and
military agencies can be useful in the event of an arrest or a detention. Local gov-
ernment and security forces can also offer information on the risk environment and
possible calendar events that might affect the company, as well as physical support
to the company that might reduce risk. In addition, local government relationships
can be leveraged to provide insights into how to work more effectively within a lo-
cal community, although at times local government groups may be complicit within
any threats faced to the company. In many countries, both national and local gov-
ernment officials may be corrupt; in such cases, ways to avoid supporting corrupt
or illegal activities while still supporting and engaging leadership, communities, and
nationals through employment should be considered as part of an overall busi-
ness and security approach. The delineation between corruption and local business
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customs and practices should also be considered as part of the strategic approach,
as these may not always be clear-cut.

LOCAL COMMUNITY INTERFACE The success of projects often depends on local com-
munity support, and companies should leverage their own as well as any contracted
vendor’s local experience, relationships, and knowledge to establish a community
liaison and development plan to support their business goals. This is especially rel-
evant in challenging environments where a local community can actively oppose
business operations or, conversely, reduce threats through resistance to or the re-
porting of hostile activities. Community opposition (or support) is frequently found
in third-world or postwar environments, such as some African states, where major
oil companies encounter significant issues due to poor local relationships, despite
considerable local development efforts and social programs. Dealing with the local
community requires an understanding of the culture, power brokers, and local influ-
ences. A significant degree of sensitivity often is required to avoid misunderstanding
or offense, both by the company and by the subcontracted veadors. Successful re-
lations and communication with the local community can'be the critical aspect of
risk mitigation and incident management for project operations, and corporate and
program managers must establish the level of interaction that might be required to
support their business needs.

Where possible, local communities and le2<iship should be included in both
the planning and the implementation of ali appropriate project activities. During
the assessment phase of project planniig, various community representatives—
ministries, governors, local police forces, elders, religious leaders, and represen-
tatives of various associations at pravincial, district, and village levels—might be
included in planning conferences. It might be useful to interview these stakeholders
to identify their thoughts regarcirig security and project impacts as well as their own
community needs and possibtile socioeconomic or engagement plans. These same
individuals and groups skiculd be consulted during the implementation phase of the
activity, and regular racefings should be held to sustain strong local relationships.
By involving the loca! community from the outset of a project, a company can gain a
level of acceptance, reducing risk and ensuring that external resources can be called
upon to support incident management. The following guidelines might be useful in
creating a successful relationship with a local community:

Confirm the company’s policy and intention of engagement with the local com-
munity.

Establish an understanding of the local culture, especially sensitivities.

Identify the real power brokers and leaders.

Establish the best way in which to engage and communicate with local leaders.
Conduct an intelligence review of local community involvement in possible
hostile activities.

Review possible methods by which to gain trust and support from the local
community—investment in schools, medical support, and so forth.

Consider local leadership meetings to discuss the impact of operations on the
local community.

Involve the community in decision making where possible to gain buy-in.
Discuss methods by which hostile activities can be reported.
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Consider methods by which to employ the local community, where appropriate.
Engage local businesses and ventures in partnering or subcontractor arrange-
ments.

EXPATRIATE GOVERNMENT AND DIPLOMATIC INTERFACES Whether a company is oper-
ating in Africa or Afghanistan, it is always useful to establish liaison with embassies
and foreign forces in order to seek additional support for a business activity’s crisis
management and incident response requirements. This might be direct relationship
development between the company with an embassy, or through working groups
organized or supported by governments. At times these external groups will offer
little or no support; on other occasions their support may be critical to the success
and safety of the project during a crisis event. Any level of international coopera-
tion outside of organic company-contracted resources brings additional knowledge,
expertise, and capabilities that would otherwise be absent. An appreciation of the
external group’s strengths and weaknesses is required in order o ensure that the
business activity does not become reliant on inconsistent levels of support. Where
possible, memorandums of understanding (MOUs) between the company and gov-
ernment or military forces should be established to defiric:what will, might, and will
not be provided to the company.

Also, if the company’s activities bring a beacfit-to a country—whether provid-
ing economic development, agricultural programs, or education and employment—
embassies may consider a commercial prajecito be an indirect element of their own
programs and goals, and may be persuad=a to offer support that otherwise might
not be expected. Both the company arid tiie vendor should seek synergies with for-
eign government interests in order i>-identify and leverage any value their business
may bring to that government. Cox:panies should also research government support
agencies and resources in arder . to ensure that they understand what is available to
them—what capabilities and resources they can leverage and where they can draw
upon proven experience and materials to design or enhance existing policies, plans,
and approaches.

Some governmen: agencies will support businesses operating both domesti-
cally and abroad, offering advice and practical support to enable better business
preparedness and recovery. Exhibit 1.28 provides examples of such organizations.

OTHER COMPANY INTERFACES Companies should consider establishing reciprocal or
mutual aid agreements with other commercial organizations to establish and lever-
age a consortium of support. Such organizations as the Overseas Security Advisory
Council (OSAC) and Security Information Service for Business Overseas (SISBO) set
up forums to centralize issues and solutions for U.S. and UK businesses and orga-
nizations abroad, and the company may wish to exploit this concept by drawing
strength from other commercial groups. It might be possible and appropriate (with
permissions from the company and the vendor) for the company to develop recipro-
cal arrangements with other commercial organizations to augment security policies,
procedures, and responses. Mindful of commercial and liability risks, companies can
mitigate threats with measured integration of specified fields and areas with external
organizations, through either loose or formal agreements. In addition, and perhaps
more importantly, responses can be greatly enhanced if companies provide mutual
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EXHIBIT 1.28  Supporting Organizations for Business Continuity Management Interface Plans

Organization

Web Site

Remarks

Overseas Security
Advisory Council
(OSAC)

London Resilience
Forum

Security Information
Service for Business
Overseas (SISBO)

Federal Emergency
Management Agency
(FEMA)

National Response
Framework (NRF)

Department of
Homeland Security

Locating an
Emergency Agency
Washington Military
Department:
Emergency
Management Division
Northeast Document
Conservation Center
(NEDCOC)

WWW.0SsacC.gov

www.londonprepared.

gov.uk

www.fco.gov.uk/en/
business-trade/sisbo/

www.fema .gov.com

www.fema.gov/
emergency/nrf/

www.dhs.gov

www.rateiteli:com

www.emd.wa.gov

www.dplan.org/

U.S. government-based organization
designed to support U.S. businesses
overseas in terms of advisory councils and
security education

UK government-based organization
focused on business risk management for
companies operating within the London
area (United Kingdom)

UK foreign and Commonwealth office
designed to advise British businesses
overseas on security and risk management
issues

U.S. federal disaster=nd emergency
response organization

Division o FZiMA responsible for
supporung unified responses to crisis
even's. ‘as well as for organizations
preparing business continuity,
management protocols and plans

U.S. government agency providing advice
to individuals and businesses on security
related issues, as well as crisis response
Provides guidance on different emergency
and disaster response organizations

State government organization focused on
military cooperation for crisis response in
the state of Washington

Provides a free disaster planning tool to
help organizations evaluate and manage
risk

cooperative agreements where other company facilities and resources can be used
by a threatened group during time of need.

Medical Response and Repatriation Plan

Often local managers will be required to deal with a range of medical emergencies—
from heatstroke for site workers to falls, breaks, heart attacks, and general illnesses.
A medical emergency within a domestic setting where emergency services can re-
spond quickly and administer medical stabilization en route to more comprehensive
facilities can test an organization and first responders; add to this a remote site,
hostile environment, or third-world transportation mediums and medical facilities,
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and the crisis can become even more pronounced. At worst, companies may have
to deal with a life-threatening condition that requires immediate stabilization and
evacuation to distant medical facilities, or in some instances the repatriation of a
fatality to the home country from a foreign work area.

Companies should develop a medical response and repatriation plan in order
to manage various situations, from the common daily and mundane problems to
the unique and significant medical emergencies that would face any workforce, and
place this plan in the context of the operating environment in which personnel are
working. For medical emergencies, companies should consider the basic elements of:

Stabilization and initial treatment of casualties.

Movement in-country to secondary care facilities (multiple movement mediums).
Comprehensive (surgical and specialist) treatment facilities.

Movement from country to Western clinics and hospitals out of country.
Insurance coverage and payment plans.

Safe and secure treatment considerations.

For repatriations of remains, companies should ccns'der the following basic
elements for the effective movement of a deceased. eniployee from the country:

Cold storage and container resources for celc storage.
Movement in-country and transfer points i+’ cadaver storage.
Documentation requirements and insurance stipulations.
Autopsy and embalming requirements and providers.

Air freight and escort resources.anc' policy guidelines.
Family liaison and support services.

Reporting and documentatien needs.

Morale and welfare implications for staff.

Companies should Liave clear and well-planned measures in place to deal with
medical emergencies; as well as the first stages of a repatriation task. The IMP will
play a key role in the initial response to both requirements, ensuring that resources
are mobilized to quickly move a casualty through a medical evacuation process, or
ensure that a fatality is properly administered from the outset. The medical response
and repatriation plan may be linked to a section within the interface and resource
management plans in terms of drawing upon or leveraging organic and external sup-
port, as well as defining which resources will support medical and repatriation tasks.

Public Relations Plan

Crisis events will invariably affect the image and reputation of a company, at times
attracting hostile attention from the media or special interest groups. The company’s
reputation is an intangible commodity whose value has serious and at times devastat-
ing consequences to a company if undermined. The ease of broadcasting information
or images worldwide and through multiple mediums can create an immediate and
catastrophic crisis for companies as they struggle to establish facts and control over
an event themselves, often resulting in companies lagging behind the media in terms
of understanding and responding to a crisis situation. The value of the IMP in terms
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of separating facts from rumor or speculation, as well as exerting control over the
event, is an important contributing element of a public relations plan.

Corporate or crisis communications through a public relations medium is de-
signed to safeguard the value and confidence of a company’s brand, as well as the
image and reputation of a company, group, or business activity. Reputation might
be defined as the social or commercial evaluation toward a person, group, or or-
ganization. It is especially important to businesses whose stock values and market
productivity are directly connected to their status within a commercial sector and
dependent on investor and client confidence. Mature public relations plans can also
offset the effects of liability claims and publicly demonstrate the company’s efforts
to mitigate risk and protect employees, investments, or activities. Public relations
might be focused outward, meeting external risks to the corporate interests, as well
as inward, protecting the morale and productivity of the employees.

Reputation acts on different levels of agency—individual and supra-individual.
At the supra-individual level, reputation concerns groups, comrrunities, collectives,
and social entities such as firms, corporations, organizations, countries, and cul-
tures. It affects phenomena of different scale, from everyday life to relationships
between nations. The impact of reputation is often igrnored, with no clear or tan-
gible connection toward associated real impacts upen business success and opera-
tions. Reputation includes image, a global or average ! evaluation of a company—its
activities, productivity, capabilities, and executivemanagement competence. Repu-
tation often aligns with the perceived image cs-branding of a business. Image is a
dynamic element and subject to immediac: ¢nange, either through actual events or
through speculation and rumor. Misinform=tion or erroneous reporting can severally
damage a company’s image and thus reputation, and reputation recovery is often
difficult, problematic, slow, and highly costly. Therefore, a defining value of the IMP
is supporting accurate reporting from the outset of a crisis.

Companies such as Johason & Johnson, as well as more recently CACI Interna-
tional Inc., have invested inillions of dollars in protecting their brands and corporate
interests resulting fron» such incidents as the Tylenol poisonings and the Abu Ghraib
prison scandal. Companies should understand their strengths as well as limitations
and seek outside support where necessary to ensure they have a robust public re-
lations plan. Developing a plan that is aligned to strategic and granular risks can
better position the company to manage reputational and liability risks resulting from
a crisis situation.

PUBLIC RELATIONS DEPARTMENTS  Establishing a well-trained public relations depart-
ment to deal with media and general public inquiries is necessary to ensure that
an organization reduces potentially harmful press coverage during normal opera-
tions, but especially in the event of an emergency situation. The establishment of
an effective communications plan, media management measures, and accurate re-
porting measures, or a crisis communications system, ensures that the collation of
information is swift and accurate, with an efficient and sanctioned means of delivery
to the relevant elements of a crisis management team, employees, their families,
often antagonistic news media, and other relevant agencies in a timely and accurate
manner. The IMP plays a key part in developing early information reporting flows
and supporting the public relations department in defining the company’s stance
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and approach to an event—as well as the facts of the situation. Some corporate and
public image aspects to contingency planning include:

Providing only proven facts—avoid speculation or assumption.

Understand the situation as quickly as possible—investigate immediately.
Demonstrate that focus is being applied and resources mobilized.

Be honest and up-front—admit blame but challenge erroneous reporting.
Respond to inquiries and robustly question errors.

Consider multiple communications mediums to get the message across—
interviews, conferences, web sites, publications, announcements, television, and
radio.

Vet information and sanction release.

Have a well-trained and experienced spokesperson—ensure that the spokesper-
son has all the facts.

Companies should establish an effective intermediate body between the man-
agement executive and external agencies (media, families, government) to ensure
that the corporate image is promoted and maintained  v/isile avoiding unnecessary
speculation and inaccurate allocation of blame by the media or general public. Er-
roneous speculation often leads to a loss of confiderice within an organization and
undermines the aims and values of the group. £ company may wish to provide train-
ing as well as preprepared public announcements to respond to likely threats, thus
ensuring that staff are readied, with suppasting materials, to deal with an incident
quickly and effectively.

ESTABLISHING THE FACTS The IMP will play a critical part in allowing corporate
leadership to implement an'eitective public relations plan during the early stages of
a crisis event. Accurate and tirnely reporting of information allows the public relations
officer to determine thi ¢ompany risks, their impacts, and the appropriate stance
the company should take to best manage the situation. The data call reports within
the IMP, sent typically from the point of crisis, will guide decision making as more
senior and experienced resources are mobilized to manage the issue and consolidate
the flow of information within the group. The public relations plan might therefore
have stages—the immediate responses to meet initial questions from media groups,
as well as more mature and measured response stages to manage longer-term issues.

Information should always be accurate and factual, speculation should be
avoided. Information should be verified to ensure accuracy, and where possible
transparency should be adopted as a guiding principle, as this often meets the
longer-term interests of a company. Companies should avoid rushing to judgment
until all the facts are known and verified.

PRESENTING INFORMATION Only trained and experienced spokespeople should in-
teract with the media and other groups in order to protect the company’s interests.
Information should be vetted through corporate officers, as well as legal resources
if appropriate, prior to release. Often prepreparing press releases to meet postulated
public relations crisis events can support the company in delivering information
in a more measured and professional manner, rather than wasting valuable time
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EXHIBIT 1.29 Sample Preprepared Press Release

An industrial accident occurred at —_______ resulting in Jfatalities and injuries.
The cause of the accident resulted from —______ The situation at the site is now under
control and we bave activated our crisis response measures in partnership with the
emergency response services in order to ensure the safety of the workers who have remained
on-site. There is no danger to residents within the area; however, we would ask you to stay
away from the site so that access routes are not blocked and the emergency services can do
their work. As you can appreciate, we are working hard to gatber all the facts while we
manage this crisis situation, so that families can be contacted as quickly as possible and
advised of the situation and the welfare of their loved ones. We would ask the media to respect
and be sensitive to the losses and concerns of the workers’ families at this time, avoiding
speculation and rumor. We bave established an emergency hotline, and families can speak to
our crisis management team on . We will also be providing regular verbal updates at
our crisis center located at —______. We will hold briefings every bours, starting from

. We will ensure that accurate information is passed on to families and the media as
quickly as possible. Please be patient at this time. We will provide the nex:update at
We will also post information on

during high-stress and fast-tempo crisis managemeant situations. Such preprepared
press releases might follow the simple format in Zxhkibit 1.29.

Such preprepared press releases can cover a broad spectrum of likely events
and support timely and well-crafted public-information releases to demonstrate that
the company has some degree of control'Gcr the situation and is attempting to meet
the needs of both families and the prets cencurrently. Such releases may reduce the
level of speculation and might be fed from IMP data call report information.

Resource and Procurement Management Plans

The Business Continuity Management Plan will function well only if properly re-
sourced. In terms of oningency planning, resource scheduling and cross-utilizations
should be components of the overall service delivery goals of both the company and
any subcontractors. In terms of implementing both the IMP and more comprehen-
sive and subsequent crisis plans, resource management can be a critical component
in effectively managing a catastrophic situation. Many aspects of crisis response will
be dependent upon the availability of resources, whether they are buses to move
evacuees to an extraction point, food and water to sustain those caught within a
disaster area, or fiscal provisions to mobilize external support agencies. Resourcing
can be considered in terms of:

Corporate buy-in and senior-level support for the concept.

Understanding and acceptance at all levels across the organization.

Clear and known permissions, decision authorities, and operating parameters.
Design and development of policies and procedures.

Training and education to support policies and procedures.

Technological infrastructure and materials to utilize plans.

Communications infrastructure to enable information flow.

Physical structures, materials, and resources to support the plans.
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Appropriate managers and personnel to implement policies and responses.
Predeployment materials and resources to support responses.

Contracted support for external advisers or specialists.

Leveraged government or other group plans and agreements.

Scheduling and cross-utilization policies and systems.

RESOURCE MANAGEMENT PLIAN The Business Continuity Management Plan should
contain crisis resource and procurement management plans in order to identify what
resources might be required, where gaps may lie, and how organic and outsourced
resources can be utilized, in strategic or conceptual terms, as well as practically.
Exhibit 1.30, Crisis Response: Resource Management Plan, illustrates some tactical-
level resource plan components.

The resource management plan might contain owned company resources spread
across multiple project sites, as well as those resources that might be leveraged, ei-
ther through collaborative agreements with other organizatiors or procured from
commercial sources as required. At the corporate level, the-resource management
plan might contain teams within the company crisis respansc team, as well as out-
sourced support, including aviation companies, stress fiatimia adviser, legal support,
medical services and public relations consultants.

There is also value in determining what the tescarces mean in terms of imple-
menting the crisis response measures. For examole, if the project site has 32 staff
members and only three armored vehicles canable of transporting five people each,
a maximum of 15 personnel may be movea in each motorcade lift. Only materi-
als crucial for the crisis response plans.chould be included—for example, water
resources in arid climates, weapons-in hostile environments, or vehicles and fuel
storage in remote project sites.<Pesource plans may also contain sections cover-
ing services in terms of medical support, transportation resources, and repatriation
assistance. The resource plan' should lay out materials, services, and advisory or
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EXHIBIT 1.30 Crisis Response: Resource Management Plan
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facilitatory arrangements both in-house and through leveraged or contracted agen-
cies. This may also be linked to the procurement plan if monies need to be expended
to mobilize external support for crisis response needs.

The resource management plan should consider compatibility for interfaced
resources to ensure that resources can work to support each other; this is especially
relevant if the IMP relies on specified support agencies that might use different
consumable materials or technological features for the same resource item, whether
it is short ammunition for long ammunition rifles, gasoline compared to diesel fuels
for vehicles, or frequencies for radios. Exhibit 1.31 illustrates a simple resource
integration chart that might be useful for companies when leveraging external group
capabilities and materials. This can be used to indicate where support may be
leveraged, as well as shortfalls in quantity and quality, in addition to other problems
or compatibility failure points. Resource plans should generally be held within the
Business Continuity Management Plan, unless specific elements relate directly to
IMP activities or responsibilities. Resourcing should also be considered in terms of
prepositioning equipment or resources that response teams 1aight require. These
might include food and water, tools, medical supplies, t:ansportation and fuels,
ammunition, communications technology, and temporaiv slielter.

CRITICAL MATERIALS REGISTER  The company should-levelop a critical materials reg-
ister to ensure that all high-value, sensitive, or cuategic materials and information
are identified as part of the risk evaluation aric preparedness planning aspect of the
Business Continuity Management Plan. Tli= 1¢gister might include:

Materials, equipment, and inforniation that are critical for operational success.
Materials that are irreplaceablc-or of significant monetary or reputational value.
Materials that if lost will pla<e the company at liability or legal risk.

Materials that could preseat narm if acquired by unauthorized persons or groups.

The Business Cor:inuity Management Plan should identify those items that are
deemed critical to tlie company and evaluate the probability of a risk occurring, as
well as the implications should the threat materialize, as illustrated in Exhibit 1.32,
Critical Materials Risk Evaluation Matrix.

The company will be best placed to determine which materials will be consid-
ered part of a critical materials register from a corporate perspective; however, it
should also ensure that materials that would be included as part of external value
considerations—governments, industry counterparts, and so on—are listed as well
where appropriate. Such materials might include:

Radioactive materials or toxic chemicals.

Weapons, explosives, and ammunition.

Critical machinery, technology, or materials.

Government-restricted items: encrypted radios, night vision technology, infor-
mation technology (IT).

Relevant components of the Business Continuity Management Plan, as well as
its constituent elements, should be aligned to managing the risks presented by the
loss or damage to such materials. Specific response plans may also be developed to
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Critical Material
IT Server = 3 E Vv v VvV
Well Rig Unit = 3 E v V
Minatron Source = 1 E vV v vV vV v VvV
Industrial Explosives = 1 M v v
Encrypted Radios ® 3 H v v v vV
Coiled Tubing Unit Rig = 3 H v v
Night Vision Technology = 3 M v v
Weapons = 1 H VvV v v
Ammunition ® 2 M v v
Toxic Chemicals ® 1 H vV V v NV
Probability Levels Impact Level .*
1 - Highly Unlikely to Occur Negligible
2 - Unlikely to Occur Low
3 - Possibility of Occurrence Medium
4 - Likely to Occur High
5 - Expected to Occur Extrene

EXHIBIT 1.32 Critical Materials Risk Evaluation Ma ri>:

manage both immediate response aciions (the IMP) and more comprehensive and
complex response measures.

PROCUREMENT PIAN Resource management policies and procedures should be
components of crisis resource and procurement management plans, where man-
agement teams can masi <tfectively understand what organic capacity the company
has, both on-site and.inr terms of emergency resource reallocations, as well as where
external agencies and vendors can be leveraged or contracted to meet resource or
capability gaps.

The company will have a finite amount of in-house resources and capabilities,
which is typically aligned to meet normal operating requirements. A margin may
have also been factored into the project in order to meet surge requirements, or
certain emergency situations—although often this additional cost is unacceptable
for most groups and the “buy as you need” approach is adopted. Even when other
project or supporting agencies’ resources are fully brought to bear, resource gaps
may still remain that must be met through commercial vendors or other supporting
groups—typically at a significant cost. A useful aspect of the contingency compo-
nent of the Business Continuity Management Plan is a procurement plan, providing
permissions and parameters for staged procurement activities to meet immediate,
interim, and long-term resource procurement needs. In order to streamline procure-
ments, it is useful to limit the number of managers who are authorized to sanction
procurements. This avoids duplication and better defines responsibilities.

It is also useful to have established some form of price estimate or basic or-
dering agreement with service providers prior to a crisis event in order to define
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EXHIBIT 1.33 Crisis Response: Procurement Plan

the operational constraints of a service, as well as the cast implications. This can
be problematic and is hard to justify if a cost is attache<: however, this approach
will enable outsourced services to be mobilized mcre quickly without placing the
company at financial or operational risk. Exhini: 1.33 illustrates a simple layered
procurement plan, ranging from corporately driven strategic and high-value leases
and purchases to more tactical field-level.pi.curements.

Project Initiation Plans

Integral to the Business Contintity Management Plan should be procedures, proto-
cols, and policies for starting (or expanding) business activities within new regions. It
is typically when entering a.new market or geographic area with which the company
is not familiar that the zreacest risk exposures may occur. Managers at both corporate
and program levels wili be seeking to understand the new and unfamiliar operating
environment, and new policies and plans will need to be created, or existing ones
modified, to reflect nuances connected to cultural, geographic, or climatic influences.
Establishing a comprehensive framework document, which follows a systematic and
logical approach to ensuring that project requirements are planned within a risk
and security context, is critical for companies seeking to operate in new, remote,
or challenging environments. By adopting a system such as the one illustrated in
Exhibit 1.34, companies are better positioned to ensure that strategic as well as op-
erational and tactical requirements are met in full. This approach should be adopted
throughout the business and project planning cycle—addressing each planning and
management stage of business justification, proposal development, project design
and planning, project initiation, and work package delivery and sustainment—until
closure of each work package, as well as the overall program.

Exhibit 1.35 details how each component will support the development of com-
prehensive and pragmatic policies and plans for companies seeking to operate
within new operating areas.

A systematic and logical approach to planning should be employed so that
strategic, operational, and tactical requirements are met in full, avoiding errors or



P1: OTA/XYZ

P2: ABC

c01 JWBTO066-Blyth February 24, 2009 13:14 Printer Name: Yet to Come

68 Business Continuity Management

Intelligence Review—Understanding the
operating environment by conducting a
thorough review of the geopolitical,
socioeconomic, and risk environment

Threat Assessment—Understanding the

risk presented to the business activities
( so that effective operational concepts can
be developed

Security Survey—Reviewing the site
within an intelligence and threat context.
Developing pragmatic approach strategies

Operational Concept—Designing a to enable operational planning

holistic approach strategy that meets

risk requirements as well as business

objectives, schedules, and parameters Security Plan—Developing a comprehensive
approach to security and operational
management with defiz=d sesources and
approach methodolsgies

Mobilization Plan—Developing the

method by which to mobilize personnel

and resources, and occupy facilities to

enable business to start
Risk Necurity Audits—Ensuring that the
manzgement of risk and the provision of
Leeurity are kept on track and to standard.

Demobilization Plan—Establishing a L “Reviewing practices to improve performance.

safe and efficient method by which to

withdraw personnel and resource from

project locations in an organized and :

staged manner Program Closure—Closing off all program

activities and ensuring that materials, information,
and management responsibilities are transferred
from the company

EXHIBIT 1.34 Project Initiz<ic2 Document Development Sequence

gaps within the planning process that could undermine business goals, productivity,
and bottom-line profits, as well as expose personnel, materials, or the company to
unnecessary risks.

Business Recovery Plans

Effective business resilience measures will enable companies to better weather a
crisis and continue to be productive during an event. However, in some instances
business will be forced to stop and personnel and resources may go through a
period of stasis, or may even be withdrawn from task until the situation stabilizes. Tt
is in the interests of the company to determine when work can begin again, within
permissible risk tolerance parameters, through a staged and predefined business
recovery plan. Business recovery planning may involve corporate decision making
in terms of the business risks of continuing operations, or the long-term political or
liability risks associated with an event that may have initially disrupted operations.
The damage to infrastructures and utilities resulting from a natural disaster may also
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undermine the business rationale to continue operations. On an operational level,
business recovery may be focused on two main areas:

1. Reoccupation Recovery. The point at which offices, work sites, accommoda-
tions, or facilities are reoccupied following an evacuation by some or all of the
project staff.

2. Business Recovery. The point at which workers return, movement starts, meet-
ings occur, facilities open, and operations resume, enabling staged business to
restart.

REOCCUPATION RECOVERY = The evacuation of a site, facility, office, or in some cases
country may be only temporary, leading to the staged return of people and mate-
rials to the project site, a situation that enables business to recover and continue
after a delay. Companies should consider recovery or reoccupation plans that will
enable business activities to start again in a preplanned, logical, svstematic, and safe
manner. The evacuation may have resulted from man-made picblems or a natural
disaster, and the implications of the cause of the evacuation should be carefully
considered in each instance. Reoccupation of project sites ‘and a restart of opera-
tions should be seen almost as a limited version of a mobilization plan, and there
are additional factors to consider in terms of heightered security measures, as well
as the likely implications of damage and looting titat might have resulted following
the withdrawal.

Heightened local tensions and goveriment responses may have also changed
the threat picture, and floods or other naturzl disasters may have undermined the rule
of law and created additional security instabilities or health hazards that compound
the effects of the initial crisis evelit. The circumstances that led to the evacuation
may have made the region terap.orarily more volatile or, conversely, safer due to
the increased presence of security forces. A simple reoccupation planning process
is illustrated in Exhibit 1.36; which demonstrates a simple decision and activity path
to enable the safe and oroductive return to work.

When the risk er:vivonment has stabilized following the evacuation of a remote
site or a region as a whole, a detailed intelligence and risk assessment should
be conducted to determine the known and possible new threats facing a possible
reoccupation. These threat considerations should not only focus on physical threats,
hostile groups, and criminal elements but should also consider disease, logistics
resupply, and other more mundane factors. Contingency plans should be reviewed
and modified to reflect the changes to the operating environment as part of a return
planning process. The company should have already identified an advance team
whose responsibilities are to liaise with local leaders or embassy officials in order
to gauge the viability of return and to deploy with appropriate security support
to review the associated needs for reoccupation, including reviewing the project
site itself. The advance team should draft or consolidate an existing reoccupation
schedule and plan, as well as project work plans so that a measured return with
appropriate lead groups is achieved. This should be a collaborative effort between
risk managers and business or project managers. The reoccupation goals are for a
safe and productive return of project staff, and it is important that productive business
activities can start as soon as personnel and resources arrive on-site. Resources sitting
idle at the project site cause the company to incur unnecessary costs and expose
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[ Situation Stabilized ]
O

« Intelligence Review

« Risk Assessment and Contingency Plans
« Advance Teams Identified

Business Recovery
Planning

« Staged Reoccupation Planned A

« Staged Work Plans Established « Intelligence Review

« Possible Reevacuation Requirements « Risk Assessment and Contingency Plans

] « Additional Security Required to Return

A 4

[Reoccupation Starts + Revalidation of Evacuation Plans

L 4 « Practice Evacuation Plan Modifications

« Intelligence Review - Work Plans Implemented

« Risk Assessment and Contingency Plans ®
« Security Sweeps of Facility [

Reoccupation Finalized. |
)

« Liaison with Local Government

« Repairs to Facility and Recruitment [

« Work Plans Confirmed

EXHIBIT 1.36 Reoccupation Planning Process

personnel to unnecessary risks. Personnei stisuld deploy only when they can do so
safely and when they can operate. The company may wish to define occupation
safety levels, such as:

Level 1: Only security persannel are permitted at the location; no company staff
members are permitted on-site.

Level 2: Only security. personnel and critical project managers are permitted at
the location.

Level 3: Security personnel, critical managers, and key project staff are permitted
at the location.

Level 4: Security personnel, critical managers, key staff, and normal workforces
are permitted at the location.

Level 5: All personnel, including corporate leadership, are permitted at the
location.

During the entire planning process, reevacuation considerations should be at the
forefront of planning. When reoccupation begins, a continued process of intelligence
and risk reviews should be conducted. The facility should be swept for any harmful
materials that may have been planted by hostile groups or left by natural hazards.
A registry of damages and materials thefts should also be established to ascertain
information or material loss that might affect the business goals or the security or
safety of the site and activity. Ideally a destruction plan will have been implemented
as part of the IMP, meaning that little valuable information or equipment was left
behind. Liaison with external groups should be conducted as part of the overall reoc-
cupation process. Needed repairs to the facility and material requirements should be
identified and the supply chain system mobilized. Recruitment of local labor forces,
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including security personnel, may be problematic following an evacuation, as locals
may have been involved in or affected by the cause of the withdrawal. Time may
have to be spent reestablishing communications and reenlisting local labor forces.

Project work plans should also be considered to determine which project staff
should return and in what order, to avoid unnecessary exposure to risk and to ensure
productive business activities. The staged return of project personnel is likely to
require additional security resources, in terms of movement and possibly heightened
security at the facility while reoccupation occurs. All plans should be revalidated to
ensure they are consistent with any changes to the risk environment following the
evacuation, and continued liaison and threat reviews should be conducted. The
security posture should be more robust immediately following a return, as tensions
or problems in the area will likely remain. In many cases the reoccupation presents
more challenges and risks than the initial occupation of the site.

BUSINESS RECOVERY Business recovery planning usually prese:ts fewer challenges
than a reoccupation recovery, as typically it will form an_aspzct of such a plan.
Business recovery typically occurs when business operationis have been forced to
be reduced, or stopped, due to natural hazards or duc to heightened man-made
risks—whether the arrest and detention of personngl, icreases in crime, increases
in insurgency or terrorist activities, or specific targefing or attacks—causing work-
forces to be absent, movement to stop, and faciiiies to close. Business recovery is
the staged and logical evaluation of what activities can restart and in what sequence.
Exhibit 1.37 illustrates a simple process of returning the company to work, following

Situation Stabilized

@
* Conduct Intelligerie Feview and
Risk Assessmiate
 Review Risi” Plans, Policies, and Procedures Business Continues
* Benchmark Other Organizations’ Responses yy
* Determine Critical and Noncritical Activities
. L . . * Assess the Ability to Restart All
* Validate Safe Activity List—Liaise with Operations
Government and Support Agencies '
* Modify Posture and Operating Practices ‘ Sg{tﬁ[} l?oe\s,\cl)élrr;es to Enable
A
* Monitor Risk Natures and Levels
Critical Work Starts « Reevaluate Policies, Plans, and
Procedures
L
« Start Critical Work Flows * Train and Advise Staff
* Review Risk Implications, Respond to
Threats ®
* Assess Noncritical Work Activities [ Noncritical Work Starts ]
* Continue to Adjust Policies, Plans, and
Procedures

* Continue to Liaise with Government and
Support Groups

EXHIBIT 1.37 Business Recovery Planning Process



P1: OTA/XYZ

P2: ABC

c01 JWBTO066-Blyth February 24, 2009 13:14 Printer Name: Yet to Come

74 Business Continuity Management

a logical and staged approach. The goal is to evaluate what activities can be con-
ducted safely and in accordance to their order of priority to the company.

Companies should also consider the following key factors as part of their busi-
ness recovery plans:

When can local workforces safely return to facilities?

When can foreign workers safely travel, or return to work sites?

When can facilities reopen for business?

What adjustments should be made to operational and risk management
approaches?

What policy changes are required to reflect changes to the risk environment?
What are the most critical requirements—can they be started first?

Companies should evaluate all factors pertaining to the return to work, whether
they be the risk implications of a route traveled by expatriate werkers, threats posed
to a village from which local workers are sourced, possible pi<file risks presented
by starting business before other similar companies, and the emergency response
needs should threats return at any stage of the recovery biocess.

Postincident Reviews

Following any crisis, the company’s managenic: it elements should conduct a detailed
debriefing at all levels to ensure that all mitigating measures were fully implemented
and that any follow-on requirements arc.2ctioned. The postincident review should
define what went right and what went wrong in terms of the contingency plan,
crisis response protocols (includirig the IMP), and how management structures and
decision makers performed. The 2im of the postincident review is to address gaps or
shortfalls in order that future crisis situations may be better managed. Any supporting
security studies, reviews: surveys, threat assessments, or other materials should be
clearly stored for internal review as well as external audit. Management should be
aware that audits can occur several months or years after the incident. Typically the
following auditing activities will occur following an incident:

Review the risk assessment. Did it identify the risks and grade them appro-
priately?

Review mitigation measures. Did they adequately offset the risks?

Review policies and procedures. Were they detailed enough—did they meet
the need?

Review management. Were managers properly prepared—did they apply the
contingency plans?

Review the vendor. Did the vendor provide the correct services—did it support
crisis management?

Review intelligence and risk data. Are the risks still present—is the crisis
over?

Strategic planning. What needs to be done in the immediate, interim, and
long term?

Deescalating posture. Can security postures be reduced—if so, when and
where?
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Reviews and audits. What further reviews and audits are required—when, and
from whom?
Adjustment. What approaches, training, policies, and plans need to be adjusted?

The postincident review for significant incidents should be managed by those
not directly involved in the event in order to establish an impartial review, al-
though input and participation from the various groups that managed the crisis is,
of course, required. Often, utilizing external auditing groups enables corporations
to demonstrate, both internally and externally, that they reviewed the incident in a
nonsubjective manner.

Summary

The contingency planning measures within the Business Confinuity Management
Plan should reflect the threats presented within any risk assessaients conducted by
the company, matching each risk against an avoidance or mi‘igation approach, in-
cluding the responses provided with the IMP. Continger:cy planning measures may
be engineered to meet requirements at different levels..riceting corporate, country,
program, and project needs. The structuring of the ol a should be done in a manner
that ensures that tiered policies and responses ‘we met, and that any interaction
between different levels of management within the company is understood, as well
as with external groups. Contingency measures must reflect dynamic risk environ-
ments and should be modified to suit shiff.ng circumstances and needs. The needs
and operating methodologies of the business activity will also influence contingency
measures, and documents should ;¢ written in such a manner as to permit efficient
changes without undue effort. The use of tables and stand-alone guidance and poli-
cies sections for each risk ar=a will facilitate this, although integration points should
be identified so that the tinal policies and procedures demonstrate an integrated
approach. Some data =vill also be migrated around the plan, and these should be
identified and managed to ensure consistency and reduce effort and duplications.
Some examples of successful utilization of the Business Continuity Management
Plan include:

Strategic. Johnson & Johnson recovered its brand image following the 1982
Tylenol poisonings through effective business recovery measures.
Operational. Using a strategy of supply chain resilience, Wal-Mart was able to
bring 70 percent of its stores in the Katrina-affected area back into operation
within 48 hours of the disaster.

Tactical. A major (unnamed) oil services company conducted an immediate
evacuation of over 120 civilian engineers and workers from one of the most
hostile project environments (northern Iraq) due to an industrial hazard.

Where considerable amounts of risk management and response material are
required, risk managers may seek to create an IMP as a supplement to the overall
contingency planning document, forming the granular or tactical level requirements
or responses that will direct crisis management activities, typically at the start of
an event. The IMP should not be confused with the corporate- or program-level
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contingency plans, as it is designed to assist with organizing immediate response
protocols to practically support the often physical response to a crisis, rather than
directly manage strategic-level or sustainable and complex response protocols. The
IMP should provide outlines as to the nature of risks to place these into a context,
and may have reduced or simplified components of the Business Continuity Man-
agement Plan as they relate specifically to the IMP. In essence, the goals of the
IMP are to provide a series of succinct response sheets and questionnaires, enabling
management to fall back on established protocols and procedures during the initial
stages of a crisis event to allow them more time to focus on the unique requirements
of a situation, rather than those that can be predicted ahead of an event. The contin-
gency planning measure of the Business Continuity Management Plan is more of a
corporate policy document, providing overarching rather than granular-level details.
Contingency planning measures should be reviewed and appropriately modified
throughout the life span of the activity, seeking to deter, detect, delay, and respond
to the range of threats the company faces.



