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Activation exercises, 119

Accountability, 286

Acute phase, 145

Administration manager (also see crisis and
incident management teams), 130

Alert notification systems, 99, 106

Alert states, 102

Arrest and detention (also see pending arrest,
detention and exit denial), 162, 163

Audits, 39, 47

Benchmarking, 10

Blackouts and power loss, 157
incident response guidelines, 249
information capture report template,

345

Bomb threats, 181

Business
business recovery, 73, 146
recovery plans, 68, 71
reoccupation recovery, 71
resumption, 5

Business continuity management plan
considerations, 31
design and development 36
implementing, 39
structuring, 29, 35
sustaining, 47
value, 54

Business continuity goals, 9

Business continuity management,
accessibility and maintenance, 8
applicability, 8
benefits, 5
characteristics, 10
leveraging resources, 8
management support, 7
ownership, 7
user buy-in, 8
structure and design, 8
training and education, 8

Buy as you need, 66

Buy-in, 42

Casualty,
information capture report template,
295
incident response guidelines, 206
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Chemical, biological and radiological threats, 173

incident response guidelines, 254
information capture report template, 330
Civil unrest (also see demonstrations), 161
incident response guidelines, 223
information capture renost template, 313
Communications,
crisis communicadions, 60
plans, 24, 44,4/ 99
tools, 49
Common filings, 7
Complaints. 159
inaideat response guidelines, 247
ii.formation capture report template, 321
Conuplex attack, 175
incident response guidelines, 256
information capture report template, 333
Computer related incidents, 185
information capture report template, 337

Contingency planning and crisis management, 9

Corporate agenda, 9
Cost justifications, 43
Crisis,
communications, 23
defining a crisis, 10
fatigue, 21
financial crisis, 23
leadership, 114, 119
management flow, 82-83,
management structures, 122, 123
organizational crisis leadership, 116
public relations crisis, 23
strategic crisis, 23
Crisis control center, 137
Crisis response, 121
immediate response and impact levels, 21
Crisis and incident management teams, 127
compositions, 127
corporate crisis response team, 123
country crisis management team, 124
crisis management team commander, 128
crisis team coordinator, 129
finance officer, 135
human resources department, 133
health and safety department, 134
investor relations, 135
intelligence officer, 131
legal counsel, 133
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Crisis and incident management teams
(continued )
liaison officer, 131
physical and risk security manager, 129
program incident management team, 125
project incident management team, 126
public relations officer, 132
technical security manager, 130
reception team manager, 134
special response team leader, 130
stress trauma advisor, 134
Crisis management
approach methodologies, 117
confusion, control, consolidation, stabilization,
recovery, 84
control, 84
crisis management training, 145
response principles, 202
teams, 15, 113, 123
tools, 44
Critical dependences, 12
critical materials and structures, 12
Critical materials,
evaluations, 66
register, 64
Critical services, 3
Critical situations management, 1
Custodian, 39

Data calls, 62
information capture reports, 293
Data migration points, 37
Decision matrixes, 24, 27-28, 102
Defining a crisis, 3
Demonstrations (also see civil disturbar.ces), 154
incident response guidelines, 243
information capture report temolate, 343
Destruction plans, 72, 108,
incident response guideliti=s, 230
information capture report template, 316
Detention and arrest, 162-163
incident response guidelines, 218
information capture report template, 308
Disaster response, 1, 35, 79
stages of a disaster, 145
Disciplinary issues, 186
information capture report template, 338
Domestic terrorism or special interest groups,
153
incident response guidelines, 236
information capture report template, 319

Earthquakes, 192
incident response guidelines, 269
information capture report template, 347
Emergency management information system
(EMIS), 53
Employee morale, 5
employee confidence, 12
Enterprise resilience, 1, 6, 11
emergency management, 1
emergency preparedness, 1
enterprise risk management, 1

Espionage, 147
incident response guidelines, 238
information capture report template, 341
Evacuation plans, 4, 15, 28, 72
Evidence chain, 6
Explosive attack or sabotage (also see sabotage),
179
incident response guidelines, 241
information capture report template, 335

Facility physical security breach, 172
incident response guidelines, 212
information capture report template, 303

Facility targeting, 156

Family liaison, 183
incident response guidelines, 257
information capture report template, 336

Finance officer (also see crisis and incident

management teams), 135

Fires (office, facility, anc. residence), 187
incident response-guic.elines, 259
information capture report template, 339

First line responders, 113

Floods and t'dai vraves, 191
incider: response guidelines, 267
inforniation capture report template, 346

Foreet and brushfires, 197
fucident response guidelines, 281
information capture report template, 354

Generic risk types, 1
Governance, 2, 9, 12
Group codes, 51

Harassment, 156
Hard and soft targets, 13
Health and safety department (also see crisis and
incident management teams), 134
Hostage situations, 152
incident response guidelines, 220
information capture report template, 310
Hosting policies and plans, 8
Human resources department (also see crisis and
incident management teams), 133
Hurricanes and tornados, 194
incident response guidelines, 273
information capture report template, 349

Improvised explosive devices, 179
Immediate postdisaster phase, 146
Immediate response group, 15
Incident management, 94

crisis response guidelines, 107

education and training, 77

incident management versus crisis

management, 15

incident management versus crisis response, 78

instructions, 77

management tools, 77

objectives, 80

principles, 79

sequence, 81, 82-83

stages, 17, 84

structures, 136
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Incident management plan, 77
adjustment and implementation, 92
cover letter, 97
design and implementation, 90
needs, 86
review and testing, 92
structuring, 95-96

Incident recovery, 1

Incident response team, 15, 113

Indirect or direct fire attacks, 166
incident response guidelines, 251
information capture report template, 327

Integration plan, 53

Information,
capture reports, 107
chains, 28
security, 94, 147

Information management,
cascade systems, 51
establishing the facts, 61
flows, 48, 285
information management template, 38
information reporting, 35
managers, 48
presenting information, 42, 61

Information security breach,
information capture report template, 318

Interfaces, 40, 53
expatriate government and diplomatic

interfaces, 57
interface plans, 54
local government interfaces, 55
local community interfaces, 56
other company interfaces, 57
Intelligence officer (also see crisis ard.inc:dent
management teams), 131

Intermediate phase, 146

Interorganizational managem-ny, 112

Intimidation, 156

Initial crisis event, 2, 71

Investor relations (also see crisis and incident

management teams), 135

Kidnap and ransom, 149
incident response guidelines, 214
information capture report template, 305

Labor disputes, 189
Landslides, 196
incident response guidelines, 279
information capture report template, 353
Late phase, 146
Legal counsel (also see crisis and incident
management teams), 133

Leveraging resources (also see interorganizational

management), 6, 8, 53
Liaison officer (also see crisis and incident
management teams), 131
Live and static data points, 36-37, 90
Loss of sensitive information or high value
materials, 164
incident response guidelines, 250
information capture report template, 325

Macro and micro crisis events, 85
Mandate, 80
Manmade risks, 142, 146
Mapping risks, 11, 19
Market differentiator, 5
Market entry, 40
Media management, 50, 184
attention, 155
incident response guidelines, 216
information capture report template, 307
Medical emergencies, 176
Medical response and repatriation plan, 58
Memorandums of understanding, 53, 57
nonreciprocal or reciprocal agreements, 54
Mentoring, 118
Missing persons, 160
information capture report template, 297
incident response guidelines, 208
Mugging and robberies, 160
incident response guic.=lines, 263
information capturz report template, 322

Natural risks, 144, 190
Nodal points; 265

Obstructive activities (also see sit-ins), 157

Pandernics, 193
incident response guidelines, 271
information capture report template, 348
Pending detention or exit denial,
incident response guidelines, 245
information capture report template, 323
Performance,
vendor or teammate, 12
Policies,
documents, 41
incident management plan policies and
procedures, 93, 96
integrated and compartmentalized policies, 39
Postincident reviews, 27, 32, 74
Press releases, 62
Procurement plans, 62, 66
Project initiation documents (PiD), 67
Public relations,
department, 60
establishing the facts, 61
plan, 59
Public relations officer (also see crisis and
incident management teams), 132

Quality assurance, 8, 34, 129
monitoring crisis management programs, 138

Ready, response, and recovery, 9
Reception teams,
manager (also see crisis and incident
management teams), 134
Redundancy measures, 34
Reference mapping, 44
Repatriation management, 177
incident response guidelines, 232
information capture report template, 317
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Reports
reporting chains, 286
serious incident reports, 288
reporting and record keeping, 39
reports and returns, 285
reporting systems, 285
reporting principles, 287
verbal reporting systems, 101, 288
Reputation, 60
Reputational recovery, 60
Resourcing, 33-34
mapping, 98
resource plans, 50, 62
resource management plans, 63
tools, 99
Response buildups, 121
Risk,
assessment, 32, 40, 109
assessment reports, 291
competitive risks, 18
due diligence risks, 18
information risks, 18
intellectual property risks, 18

internal, supported, and external risks, 18

mapping, 86, 141
measuring, 19
personnel risks, 18
physical risks, 18
political risks, 18
probability, 20
presenting risks, 87-90
quantification, 19
ripple effects, 24
risk perception, 18, 21, 88, 141
reputational risks, 18
risk register, 141
the scope of risk, 143
time, space, and impact, 12
understanding risk, 17

Risk evaluations, 13, 87
capabilities and trends, 13
common and unique threats, 13
hard and soft targets, 13
impact evaluations, 13
incentives and objectives, 13
mitigation reliability, 13
response capacity, 13
statistical evaluations, 120
tactical risk evaluations, 13
tolerances, 13, 86

Risk management, 22
cycle, 41
determining risk tolerances, 15
process, 32
risk tolerance table, 15

Risk management, (defined), 5

Risk Review, 8

Risk tolerances, 11, 44

Road traffic accidents, 158
driver accident report form
incident response guidelines, 210

information capture report template, 299

Sabotage, 183
Sandstorms, 196
incident response guidelines, 277
information capture report template, 352
Schematics, 45
Secondary and peripheral risks, 80, 91, 184
Security and safety awareness, 144
Site occupation (also see domestic terrorism and
special interest groups),
incident response guidelines, 239
information capture report template, 342
Small arms fire, 175
incident response guidelines, 265
information capture report template, 332
Social fabrics, 2
Special response teams, 126, 130
resourcing, 33
Static and live data points, 8
Stress trauma advisor (also see crisis and incident
management teams,, 134
Supply chain assurance, 5, 12
Sustainability, 35
Suspect calls, 147
incident response guidelines, 222
inform~ior. capture report template, 312
Suspect ictrer and packages, 180
inetcent response guidelines, 228
“uformation capture report template, 315

Technologies and information, 12, 33
Threat overview, 80
Threats, coercion, intimidation, and extortion,
171
incident response guidelines, 261
information capture report template, 329
Tidal waves, 193
Training and education, 8, 41-43, 116, 118, 144
train the trainer, 43, 119
Transitioning responsibility, 33, 83
Trend analysis, 44
Trigger response plans, 7, 24, 102
grading triggers, 25
tools and systems, 26-27

Unexploded ordnance and mines, 165
Unexploded ordnance or suspect packages,
165
incident response guidelines, 225
information capture report template, 314

Value of business continuity management, 5
Vehicle borne improvised explosive device, 182
incident response guidelines, 204
information capture report template, 294
Version control, 8
Volcanic eruptions, 195
incident response guidelines, 275
information capture report template, 350

Work place violence, 168
incident response guidelines, 253
information capture report template, 328



