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INDEX

A
“About Me” section, 250, 255–256, 328–329
Acceptable use policies (AUPs): best practices for 

blog, 87; description of, 2; e-discovery of, 37; 
helping to manage vicarious liability, 13–14, 
24, 25; media policy audit questionnaire on, 
153–154; mobile device use, 108–109, 118; 
prohibiting anonymous blogging and posting, 
223; reputation management through use of, 
221–222; social media policy audit of your, 
139–162; testing your know-how about, 4; tips 
for blogging, 87, 95–99. See also Best practices; 
Sample policies; Social media policies

Accident-related liability, 23, 25, 114 –118
Acknowledgment form requirement, 208–209
Action plan. See Social media action plan
Age Discrimination in Employment Act, 20
Amended Federal Rules of Civil Procedure 

(FRCP), 313–314. See also Federal Rules of 
Civil Procedure (FRCP)

American Management Association, 7, 19, 23, 68, 
73, 114, 118, 172, 211

American Medical Response (AMR), 71–72
American Recovery and Reinvestment Act 

(ARRA), 324
Americans with Disabilities Act, 20
Anonymous blogging, 101
Anti-Defamation League, 188
Archive: categories of, 316; defi nition of, 314
ArcMail Technology, 44
Armstrong, Heather B., 320
Associated Press, 69
Attachment, 314

Audits. See Social media policy audits
Authenticity, 314
Automatic archiving system, 34

B
Backup system: defi nition of, 315; ESI stored 

using, 33; “virtual shredding” of tape, 33–34
Banning sites: German workplace practice of, 

80; growing challenge of, 169–170. See also 
Blocking sites

Best practices: automatic archiving of ESI, 34; 
blog policies, 87, 95–99, 102–105; company 
privacy and security, 66, 80 –81; compliance 
management, 8; compliance with international 
privacy laws, 14, 76, 113; a comprehensive 
legal review of policy as, 231–232; content 
management rules, 198–199; effective records 
management team and record retention policy, 
45– 47; effective social media policies, 87, 
166, 180 –181; employee privacy protection, 
68; fi nancial services industry regulatory 
compliance, 59; know the state rules affecting 
your company, 39; knowing international 
privacy/monitoring laws, 76; legal compliance, 
23–25; management of third-party comments, 
95–99; management of vicarious liability risk, 
13–14; mobile devices use, 25, 110 –114, 
119–120; policy is essential to compliance 
management, 8; policy training, 212–213, 
222; private social networks, 60 – 61, 327, 331, 
336; records management and e-discovery 
compliance, 47– 49, 327; Regulation FD 
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compliance, 55; regulatory compliance, 
63– 64; reputation management, 221–229; 
reviewing your ESI legal compliance, 43; 
seven-step action plan, 130 –131; social media 
and networking policies, 70 –71, 72–73, 87, 
166, 180 –181; social media policy audit, 
161–162; SOX compliance, 55; technological 
tools supporting regulatory rules, 113–114. 
See also Acceptable use policies (AUPs); Social 
media policies

Blawg, 315
Blocking sites: employee gripe, 223; German 

workplace practice of, 80; growing challenge 
of, 169–170. See also Banning sites

Blog policies: best practices for, 87, 95–99, 102–105; 
creating community guidelines for, 15, 96, 
171–172, 173–174, 179–180; litigation hold, 
325–326; making sure that you have up-to-
date, 87; samples of different, 249–280; tips 
for managing third-party comments, 95–99; 
writing rules for business bloggers, 99–102

Blogger written rules: adhering to FTC blogging 
rules, 62– 63, 77, 78, 89, 101, 184, 196, 
223, 225–226, 322; on banning anonymous 
blogging, 101; fi nancial, 100; on handling 
media inquiries, 100; requiring a legal 
disclaimer, 102; reviewing posts prior to 
publication, 102

Bloggerati, 315
Bloggers: “About Me” information or 

profi le of, 250, 255–256, 328–329; citizen 
journalists, 317; defi nition of, 315; engaging 
brand, 226 –227, 316; form relationships with 
infl uential, 226

Blogging: banning anonymous, 223; on 
Deepwater Horizon oil spill by “Leroy Stick,” 
219–220; mobile, 326

Blogging risks: confi dentiality, 90 –91; electronic 
discovery, 91; litigation, 88; productivity, 92; 
public relations disasters and blog mob attacks, 
92–93; regulatory, 88–89; security, 89–90; 
splog (fake blog), 89, 90; X-rated blogs, 
187–188

Blogosphere, 315
Blogroll, 315
Blogs: “About Me” profi le of, 250, 255–256, 

328–329; business, 14 –17, 24; C-level 
executive, 225; CEO’s ability to create and 
respond to news through, 95, 224 –225; 
defi nition of, 315; dos and don’ts to manage 
content, 191–198; e-discovery of, 30 – 43; 
e-discovery risk of, 91; Federal Trade 
Commission (FTC) rules governing, 62– 63, 
77, 78, 89, 101, 184, 196, 223, 225–226, 
322; FINRA rules on, 56 –57, 89, 208, 322; 
as heart of web 2.0, 83–84; how resentful 
employees use, 9–10, 203–204; how they 
can benefi t your business, 93–95; litigation 
hold on, 325–326; mobile devices used for, 
87–93; permalink (“permanent”) links on, 
327; photoblog type of, 328; reputation 

management by using, 227; reputation 
management through monitoring of, 222–223; 
self-assessing your know-how about, 84 –87; 
social media policy audit on use of, 136; social 
media presence through, 138, 224; Technorati’s 
2010 State of the Blogosphere report on, 88; 
thinking before you post, 188–191; vlog 
(video) type of, 335; web diary type of, 336; 
workplace risks of mobile, 88–93. See also 
Third party blog comments

Blogstorms (cybersmear), 92–93, 315–316, 318
BP reputation attacks, 219–220
Brand bloggers, 226 –227, 316
Breach notifi cation laws, 316
Burson-Marsteller’s The Global Social Media 

Check-Up, 218
Business blogs: ensuring legal compliance, 15–17, 

24; legal liabilities triggered by, 14
Business blogs best practices: deactivate your 

blog’s comment function, 16 –17; establish 
community blogging guidelines for third 
parties, 15; requiring visitors to register before 
commenting on your blog, 15; review third-party 
comments prepublication, 16

Business-critical email, 316
Business record, 316

C
C-level executive blogs, 225
CareerBuilder survey, 7
Categories, 316
Cell phones. See Mobile devices; Smartphones
Chats, 316 –317
Chief executive offi cers (CEOs): blogs written 

by, 94; C-level executive blog by, 225; creating 
and responding to news through blogs, 95, 
224 –225; educating external online community 
role of, 211; positioning as “thought leader,” 94; 
written policy support by, 180

Chief fi nancial offi cers (CFOs): C-level executive 
blog by, 225; positioning as “thought leader,” 94

Chief information offi cers (CIOs): C-level 
executive blog by, 225; educating external 
online community role of, 211; policy on ISP 
connection authorization by, 303; positioning 
as “thought leader,” 94; as social media policy 
team member, 125–126; social media risks 
expressed by, 75–76; written policy support 
by, 180

Chief information security offi cers (CISOs): 
educating external online community role of, 
211; social media risks expressed by, 76

Children’s Online Privacy Protection 
Act (1998), 284

Citizen journalists, 317
Civil e-discovery procedures: Federal Rules 

of Civil Procedure (FRCP) on, 5, 32–35; 
individual state rules on, 39– 42, 333

Clearswift’s Web 2.0 in the Workplace Today report 
(2010), 2, 6, 80
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CNN, 69
ComedyCentral.com, 170
Comment spam, 89–90, 317
Comments: defi nition of, 317; risks of third party 

blog, 30 – 43, 89–90, 95–99, 217; threads of, 
333–334

Communication: how blogs facilitate two-way, 
94; social media form of, 332; Web 2.0 form 
of, 335

Communications Decency Act (1996), 217, 
219, 317

Community blogging guidelines, 15, 96, 
171–172, 173–174, 179–180

Compliance management. See Social media 
compliance management

Confi dentiality: blogging risk to, 90 –91; HIPAA 
rule on, 60 –62, 89, 91, 113, 184, 321, 324–325. 
See also Privacy; Privacy laws

Connections (LinkedIn), 317, 326
Consumer Reports 2010 “State of the Net” 

survey, 66
Content: defi nition of, 317–318; hidden readers 

of, 325; intended readers of, 325; rules 
governing, 184 –199, 206; unintended readers 
of, 334

Content risks: Anthony Weiner scandal, 185; 
bloggers who break boundaries, 187–188; 
dos and don’ts to manage, 191–198; sexual 
harassment, 186 –187; Tweets triggering 
terminations, 187; YouTube video, 188

Content rules: best practices for management 
of, 198–199; compliance management role 
of, 184 –185; dos and don’ts, 191–198; think 
before you post or publish, 188–191; training 
on, 206; understanding consequences of 
broken, 185–188. See also Netiquette

Content syndication, 318
Copyright: defi nition of, 318; DMCA protections 

for, 17–18, 25, 97–98, 319; don’ts to avoid 
violating, 193; providing instructions for 
reporting infringement of, 98–99; risk of 
violating, 17

Corporate evangelists, 318
Credibility: examples on how content can 

destroy, 185–188; unauthorized photos/videos 
impacting, 5

“Cross promoting” policies, 139
Customer evangelists, 318
Cybersmear (blogstorms), 92–93, 

315–316, 318
Cybersmear lawsuit, 228–229. See also Reputation 

management

D
Daimler, 80
Dallas Mavericks-San Antonio Spurs basketball 

game, 69
Data Protection Act (UK), 76
DAX 30 Financial Index, 80, 318–319
Deepwater Horizon oil spill (2010), 219–220

Defamation: company liability for, 18; defi nition 
of, 18, 319, 325; “false light,” 218; libel versus 
slander forms of, 325, 331

Deleted fi le, 319
Deletion schedule, 319
Delicious, 331
Destructive retention policy, 44 – 45, 319
Deutscher Aktien 30 Index, 318–319
Digg: allowing damaging content to last forever, 

217; as social bookmarking site, 331; social 
media policy audit on use of, 136

Digital Millennium Copyright Act (DMCA), 
17–18, 25, 97–98, 319

Digital Sky Technologies, 57
Discrimination: job applicant screening trigging 

claims of, 19–20, 74; “protected classes” and, 
19–20, 74, 329

Domino’s employees’ YouTube, 220
Dooced, 320
Doximity, 60, 320
“Drivers’ ed” training, 117–118
Driving: Facebook posting while, 115; high cost 

of distracted, 115; pending legislation on cell 
phone bans while, 117; vicarious liability of 
accidents while, 23, 25, 114 –118

E
e-Discovery: Amended Federal Rules of Civil 

Procedure (FRCP) application to, 314; 
blogging risk to, 91; complexity and time-
consuming task of, 35–38; defi nition of, 30, 
320 –321; Federal Rules of Civil Procedure 
(FRCP) for, 5, 32–35; media policy audit 
questionnaire on, 142–143; real-life open 
records disaster stories, 43; sampling of types of 
documents included in, 36 –38; states rules of 
civil procedure and guidelines for, 39– 42, 333; 
testing your know-how about, 28–29

Electronic Business Communication Code of 
Conduct, 309–311

Electronic Business Communication Policies and 
Procedures Survey (2009), 6, 19, 23, 68, 114, 
118, 211

Electronic Communications Privacy Act (ECPA), 
67, 205, 222, 238, 298, 320

Electronic protected health information (EPHI): 
confi dentiality requirement for, 90; defi nition 
of, 321; dos and don’ts to protect, 192, 196; 
HIPPA privacy requirements for, 60 – 62, 89, 
91, 113; private social networks to protect, 
60 – 61, 327, 331, 336; samples of different 
policies on, 267, 301. See also Health care 
information

Electronically stored information (ESI): Amended 
Federal Rules of Civil Procedure (FRCP) on, 
313–314; backup tape used to store, 33–34; 
best practice recommendation to archive, 34; 
e-discovery of, 30 – 43, 320; Federal Rules of 
Civil Procedure (FRCP) on, 5, 32–35, 46; how 
to identify a, 31; legal defi nition of, 6, 30 –31; 
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legal penalties for failure to produce, 34 –35; 
media policy audit questionnaire on, 143–144; 
OCC Advisory on fi nancial services fi rms and, 
58; retention issues of, 44 – 45; sampling of 
types of documents requested, 36 –38; social 
media policy audit on exposure of, 136. See also 
Record retention/management

Email: best practice advice for employee privacy 
of, 67; business-critical, 316; deleted fi le of, 
319; deletion schedule for, 319; destructive 
retention approach to, 44 – 45; e-discovery 
of, 30 – 43, 320 –321; legally defi ned as ESI, 
6, 30 –31; netiquette used for, 197, 198, 212, 
327; no expectation of privacy for employee, 
67; open records disaster stories about, 43; 
sample policy on, 298–302; sexual harassment 
through, 186 –187; thinking before you post, 
188–191; X-rated postings, 187–188. See also 
Instant messaging (IM)

Employee gripe sites, 223
Employee Retirement Income Security Act 

(ERISA), 44
“Employee Rights Under the National Labor 

Relations Act” poster, 71, 252, 263, 268
Employees: acknowledgment form signed by, 

208–209; best practice for privacy protection 
by, 68; conducting “drivers’ ed” for, 117–118; 
docced for blogging, 320; Electronic 
Business Communication Code of Conduct 
for, 309–311; expectations of privacy by, 
67– 68, 204 –205; Generation Y (Millennials) 
employees, 73; how blogs can recruit and 
retain, 95; how social media can derail hiring 
of, 19–21, 73–75; how social networking can 
lead to termination, 68, 69, 71–72; liability 
from resentful, 9–10, 203–204; mobile 
devices and accident-related liability by, 23, 25, 
114 –118; motivating social media policy audit 
participation by, 140 –141; no expectation 
of privacy by, 67; positioning organizational 
relevance to younger, 224; posting notice of 
rights under NLRA for, 71; providing copy 
of policy to every, 209–210; social media 
policy audit questionnaire for, 155–160; social 
media policy training for, 13, 117–118, 123, 
201–213, 222; tweets that trigger terminations 
of, 187. See also Job applicant screening

Encryption, 78–79, 321
Enterprise-grade social networking, 321
Entry (post), 322, 328
The ePolicy Institute, 6, 7, 19, 23, 68, 73, 115, 

118, 172, 211
Erasing data remotely, 112

F
Facebook: children’s names and photos posted 

on, 66; community guidelines for, 15, 96, 
171–172, 173–174, 179–180; consequences 
of inappropriate use of, 5; corporate banning 
of, 6, 80; defi nition of, 322; developing social 

media presence using, 138; e-discovery of, 
30 – 43, 320 –321; employee termination 
over posting on, 69; employee time spent on, 
6 –7; FINRA rules on, 57; friends on, 324; 
how resentful employees use, 9–10; legally 
defi ned as ESI, 6, 30 –31; mobile device risks 
related to, 109; number of active users on, 
216; patient information being posted on, 66; 
personal use rules on, 165–171; as possible 
barrier to employment, 7; posting while 
driving, 115; Regulation FD violations related 
to postings on, 56; reputation management by 
using, 227; screening job applicant using, 20; 
social media policy audit on use of, 136; social 
media presence through, 138, 224; U.S. and 
international corporations using, 218

Fact-checkers, 217
Fadlallah, Grand Ayatollah Mohammed 

Hussein, 69
Fair Credit Reporting Act, 20
“False light” defamation claim, 218
Farm Boy, 69
FDIC Advisory, 58–59
Federal Rules of Civil Procedure (FRCP): know 

and adhere to, 32–35; 99-day rule of, 34; 
records management team familiarity with, 46; 
testing your knowledge of, 5. See also Amended 
Federal Rules of Civil Procedure (FRCP)

Federal Trade Commission (FTC), 62– 63, 77, 
78, 89, 101, 184, 196, 223, 225–226, 322

FedEx, 116
FierceHealthIT’s Hospital Impact blog, 80
Filtering, 322
Financial Industry Regulatory Authority 

(FINRA), 56 –57, 89, 208, 322
Financial regulatory compliance: Financial Industry 

Regulatory Authority (FINRA), 56 –57, 89, 208, 
322; Gramm-Leach-Bliley Act (GLBA), 53–54, 
89, 91, 184, 324; IT Risk Management Program 
(IT-RMP), 58–59; NYSE risks and, 58; OCC 
Advisory on electronic record keeping, 58; 
Payment Card Industry-Data Security Standard 
(PCI DSS), 58; Sarbanes-Oxley Act (SOX), 54, 
55, 330 –331; SEC Regulation Fair Disclosure 
(FD), 54 –56; Securities and Exchange 
Commission (SEC) and, 44, 88–89, 184, 208, 
228, 331; “three-e” approach to effective, 52, 
63; U.S. Patriot Act, 59

Firewall, 322–323
First Amendment, 205, 323
Flickr: defi nition of, 323; how resentful 

employees use, 9–10; personal use rules 
on, 165–171; social media policy audit on 
use of, 136

Followers, 323
Forums, 323
Freedom of Information Act (FOIA), 29, 30, 42, 

323–324, 327
Freedom of speech, 205
Friends, 324
Fulbright’s Seventh Annual Litigation Trends Survey, 51
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G
“Generation Standby” workers, 2
Generation Y (Millennials) employees, 73
German Frankfurt Stock Exchange, 318–319
Germany: DAX 30 Financial Index of, 80, 

318–319; proposed law prohibiting workplace 
social media use, 75; social media sites banned 
at workplaces in, 80

The Global Social Media Check-Up (Burson-
Marsteller), 218

Goldman Sachs, 57
Gramm-Leach-Bliley Act (GLBA), 53–54, 89, 

91, 184, 324

H
Health care compliance: HIPAA and, 60 – 62, 89, 

91, 113, 184, 321, 324 –325; HITECH data 
security rules, 77–78, 324; protected health 
information (PHI) encryption security, 78–79, 
321; real-life HIPAA disaster stories on, 61– 62

Health care information: HIPAA protection 
of, 60 – 62, 89, 91, 113, 184, 321, 324 –325; 
HITECH data security rules on, 77–78, 324; 
how mobile devices increase security risks for, 
79–80; physician-only sites for exchanging, 
60 – 61, 320, 327, 331, 336. See also Electronic 
protected health information (EPHI)

Health Information Technology for Economic and 
Clinical Health (HITECH) Act, 77–79, 324

Health Insurance Portability and Accountability 
Act (HIPAA), 60 – 62, 89, 91, 113, 184, 321, 
324 –325

Hidden readers, 325
“The Huffi ngton Post,” 219
Human resources (HR) director, 126

I
Instant messaging (IM): defi nition of, 325; media 

policy audit questionnaire on, 153; sample 
policy on use of, 302; sexual harassment 
through, 186 –187. See also Email; Text 
messaging

Intellectual property (IP): defi nition of, 325; risk 
of exposure, 91. See also Security risks

Intended readers, 325
International laws: researching privacy, 14, 113; 

U.S. privacy laws versus, 76, 113
Internet: fi rewalls between private networks and 

the, 322–323; social media policy on, 303–305
IT director, 125–126
IT Risk Management Program (IT-RMP), 58–59

J
Job applicant screening: Germany proposed law 

prohibiting social media, 75; how social media 
can prevent hiring, 73–75; online mistaken 
identities when, 20 –21; social searches and 
discrimination claims, 19–20, 74. See also 
Employees

L
Laptops: how wage and hour laws are impacted 

by, 21; legal risks driven by, 22–23. See also 
Mobile devices

Leahy, Patrick, 67
Legal compliance: to battle vicarious liability, 

13–14, 24, 25; best practices for, 23–25; 
copyright, 17–18; media policy audit 
questionnaire on, 141–142; media social 
policy helping to maximize, 11; screening job 
applicants, 19–21; understanding how social 
media maximizes exposure, 10; wage and hour 
laws, 21. See also Regulatory compliance

Legal disclaimers, blog rule requiring, 102
Legal risks: business blogs and third parties 

creating, 14 –17; copyright violations, 17–18, 
97–99; defamation claims, 18, 218, 319, 325; 
how mobile devices help drive, 22–23, 107–120; 
how smartphones impact wage and hour laws, 
21; invasion of privacy claims, 19; media policy 
audit questionnaire on, 141–142; media social 
policy helping to minimize, 11; screening job 
applicants using social media, 19–21. See also 
Litigation liability; Social networking risks

Legislation: Age Discrimination in Employment 
Act, 20; Amended Federal Rules of Civil 
Procedure (FRCP), 313–314; American 
Recovery and Reinvestment Act (ARRA), 
324; Americans with Disabilities Act, 20; 
on cell phones bans while driving, 117; 
Children’s Online Privacy Protection Act 
(1998), 284; Digital Millennium Copyright Act 
(DMCA), 17–18, 25, 97–98, 319; Electronic 
Communications Privacy Act (ECPA), 67, 
205, 222, 238, 298, 320; Employee Retirement 
Income Security Act (ERISA), 44; Fair Credit 
Reporting Act, 20; Federal Rules of Civil 
Procedure (FRCP), 5, 32–35, 46; Federal 
Trade Commission (FTC), 62– 63, 77, 78, 89, 
101, 184, 196, 223, 225–226, 322; Financial 
Industry Regulatory Authority (FINRA), 
56 –57, 89, 208, 322; Freedom of Information 
Act (FOIA), 29, 30, 42, 323–324, 327; 
Gramm-Leach-Bliley Act (GLBA), 53–54, 89, 
91, 184, 324; Health Information Technology 
for Economic and Clinical Health (HITECH) 
Act, 77–79, 324; Health Insurance Portability 
and Accountability Act (HIPAA), 60 – 62, 89, 
91, 113, 184, 321, 324 –325; National Labor 
Relations Act (NLRA), 68, 70, 71–72, 205, 
251, 263, 268, 326 –327, 329; Payment Card 
Industry-Data Security Standard (PCI DSS), 58; 
Sarbanes-Oxley Act (SOX), 54, 55, 330 –331; 
SEC Regulation Fair Disclosure (FD), 54 –56; 
Title VII (Civil Rights Act), 20; Uniform 
Free Trade Secrets Act, 334; United States 
Communications Decency Act, 217, 219, 317; 
U.S. Patriot Act, 59. See also United States

Lenses (Squidoo), 332–333
Liability. See Litigation liability
Libel, 325
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Library of Congress, 98, 318
LinkedIn: community guidelines for, 15, 96, 

171–172, 173–174, 179–180; connections 
in, 317, 326; consequences of inappropriate 
use of, 5; defi nition of, 326; FINRA rules on, 
56 –57, 89, 208, 322; how resentful employees 
use, 9–10, 89, 208; social media policy audit 
on use of, 136

Links: defi nition of, 326; permalink 
(“permanent”), 327

Litigation hold, 325–326
Litigation liability: blogging risk for, 88–89; 

cybersmear lawsuit, 228–229; “false light” 
defamation claim, 218; media policy audit 
questionnaire on mobile devices and, 150 –151; 
mobile devices and, 23, 25, 114–118, 150 –151; 
from resentful employees, 9–10, 203–204; 
respondeat superior, 330; vicarious liability and, 
11–14, 23, 24, 25, 114–118, 150 –151, 334–335. 
See also Legal risks; Real-life disaster stories

M
Mackey, John, 57
Managers: creating separate audit questionnaire 

for, 140; public relations (PR) manager, 
127; records, 126; social media policy audit 
questionnaire for, 141–154; training, 126 –127

Massachusetts’ data security laws, 78–79
McAfee report Web 2.0: A Complex Balancing Act, 

184, 216
Media relations director, 127
Microblogging, 326
Millennials (Generation Y) employees, 73
Mistaken identities, 20 –21
Mobile blogging, 326
Mobile devices: acceptable use policies for, 

108–109, 118; best practices for, 25, 110 –114, 
119–120; blogging with, 87–93; defi nition 
of, 326; health care security risks increased 
by, 79–80; how the bottom line is affected 
by, 109–111; how wage and hour laws are 
impacted by, 21; legal risks driven by, 22–23, 
107–120; Massachusetts’ data security laws 
on, 78–79; media policy audit questionnaire 
on risks of, 150 –151; pending legislation on 
driving while using, 117; reimbursement rules 
for, 110 –111; sample policy on cell phone 
and text messaging, 286 –291; sample policy 
on smartphone and mobile devices, 292–297; 
security risks increased by, 111–114; sexual 
harassment through, 186 –187; vicarious 
liability related to, 23, 25, 114 –118. See also 
Laptops; Smartphones

Monitoring: content management by being 
aware of company, 194; international employer 
research of rules for, 14; international privacy 
laws versus U.S. laws on, 76, 113; legal rights 
of U.S. employers to engage in, 13; policy 
training on realities of, 204 –205; possible 
employee termination due to, 68; reputation 

management through, 222–223. See also 
Privacy laws

MSM (mainstream media), 326

N
National Highway Transportation Safety 

Administration, 115
National Labor Relations Act (NLRA), 68, 70, 

71–72, 205, 251, 263, 268, 326 –327, 329
National Labor Relations Board (NLRB), 68, 70, 

205, 327
Netiquette, 197, 198, 212, 327. See also 

Content rules
New York Stock Exchange (NYSE), 58
Newsvine, 332
99-day rule (FRCP), 34
Nixle, 327
Nucleus Research, 6

O
Oakwood Hospital (Michigan) HIPAA 

violation, 62
Obama, Barack, 185, 324
Offi ce of the Comptroller of the Currency 

(OCC) Advisory, 58
Ohio State University, 78
Onex Corp., 35
Online community: creating social media 

guidelines for third party, 15, 96, 171–172, 
173–174, 179–180; policy education for your 
external, 211; reputation attacks from the, 
216 –220; reputation management following 
attacks by, 221–229, 329. See also Third party 
blog comments

Open records disaster stories, 43
Open records (state sunshine) laws, 42, 327, 333
Organizational productivity. See Productivity risk
Outbound Email and Data Loss Prevention in Today’s 

Enterprise, 2010 survey (Proofpoint), 22, 91, 
111, 184

P
Page (social media site), 327
Payment Card Industry-Data Security Standard 

(PCI DSS), 58
PeerCase, 60, 327
Permalink (“permanent link”), 327
Personal data, 328
Personal use rules: application to personal 

tools, 169; best practice for, 166; challenge 
of banning and blocking sites to enforce, 
169–170; providing clear and specifi c, 165; 
sample policy and, 167–168; video snacking 
and, 170 –171, 335; what constitutes effective, 
166 –167

Pew Internet & American Life Project, 2010, 138
Photoblog, 328
Physician-only sites, 60 – 61, 320, 327, 331, 336
Plagiarism, 193, 328
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Podcast, 328
Policies. See Sample policies; Social media policies
Policy compliance management. See Social media 

compliance management
Policy portal solution, 328
PoliticalLunch.com, 170
Post (entry), 322, 328
Privacy: employee expectations of, 67– 68, 

204 –205; legal rights of international vs. U.S. 
employees, 13–14; real-life story on breach of 
patient, 66. See also Confi dentiality

Privacy laws: best practices for compliance with, 
80 – 81; Electronic Communications Privacy 
Act (ECPA), 67, 205, 222, 238, 298, 320; 
employees have no expectation of privacy 
under, 67– 68; Health Insurance Portability 
and Accountability Act (HIPAA), 60 – 62, 89, 
91, 184, 321, 324 –325; invasion of privacy 
claims under, 19; jurisdiction variations on, 
75 –76; legal rights of U.S. employers, 13; 
real-life story on patient privacy poached, 
66; researching international rules and, 14; 
taking swift action in case of violation, 14; 
U.S. monitoring laws versus international, 
76, 113. See also Confi dentiality; Monitoring; 
Security laws

Privacy Rights Clearinghouse, 78
Private social networks, 60 – 61, 327, 331, 336
Productivity risk: blogging as, 92; media policy 

audit questionnaire on, 145–148; social media 
as drain and, 6 –7

Profi le (“about me” information), 250, 255–256, 
328–329

Proofpoint’s Outbound Email and Data Loss 
Prevention in Today’s Enterprise, 2010 survey, 22, 
91, 111, 184

Proprietary information, 329
“Protected classes,” 19–20, 74, 329
Protected concerned activity, 329
Protected health information (PHI): issue of, 78; 

mobile devices and breach of, 79
Public relations: blogstorm and cybersmear 

disasters for, 92–93, 315–316, 318; drafting 
plan addressing social media disasters, 227–228; 
responding quickly to online attacks, 221. 
See also Real-life disaster stories; Reputation 
management

Public relations (PR) manager, 127

Q
Qualcomm, 34

R
Real-life disaster stories: on employee MySpace 

profi le, 12; on employee YouTube damaging 
Domino’s reputation, 220; on employees 
terminated for postings/tweeting, 69; on 
external online attacks against BP in 2010, 
219–220; on HIPAA violations by health care 

companies, 61, 62; on mobile device, 23, 79–80; 
on mobile phone use while driving, 115; on 
NLRB lawsuit over employee termination, 
71–72; on Ohio State University’s computer 
system breach, 78; on open records, 43; on 
patient privacy being poached, 66; on stolen 
patient records, 79; on Whole Foods Market 
CEO’s social networking posts, 57. See also 
Litigation liability; Public relations

Record retention/management: destructive 
retention approach to, 44 – 45; establishing a 
policy for, 47; forming a records management 
team to oversee, 45 – 47; issues to consider 
for, 44 – 45; media policy audit questionnaire 
on, 143 –144; testing your know-how 
about, 28 –29. See also Electronically stored 
information (ESI)

Records management team, 45– 47
Records manager, 126
Reddit, 332
Regulation FD, 54 –56
Regulatory compliance: blogging risk for, 88–89; 

fi nancial services fi rms and, 52–59; FTC rules 
governing blogging and tweeting, 62– 63, 77, 
78, 89, 101, 184, 196, 223, 225–226, 322; 
impact of social media on health care, 60 – 62; 
importance of, 51–52; media policy audit 
questionnaire on, 144 –145; social media best 
practices for, 63– 64

Regulatory Notice 10-06, 56
Remote data erasing, 112
Reputation attacks: cybersmear lawsuit response 

to, 228–229; description of, 93; drafting social 
media plan addressing, 227–228; real-life tale 
on BP experience with external, 219–220; 
real-life tale on Domino’s experience with 
internal, 220; respond swiftly to, 227; ten 
reasons why critics reply on social media for, 
216 –219

Reputation management: best practices for, 
221–229; defi nition of, 329; as primary 
business concern, 215–216. See also 
Cybersmear lawsuit; Public relations

Reserve Management Co., Inc., 67
Respondeat superior, 330. See also Vicarious liability
ReTweet (RT), 329–330
Risks. See Social networking risks
RSS feed, 330
RSS (Really Simple Syndication), 328, 330

S
Safe harbor protection (DMCA), 18, 25, 98, 319
Sample policies: Blog Policy, 1, 265–269; Blog 

Policy, 2, 270 –272; Blog Policy, 3, 273–275; 
Cell Phone and Text Messaging Policy, 
286 –291; Community Guidelines for Blogs 
and Social Media, 1, 276 –278; Community 
Guidelines for Blogs and Social Media, 2, 
279–280; Electronic Business Communication 
Code of Conduct, 309–311; Email Policy in 
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the Age of Social Media, 298–302; Internet 
Policy in the Age of Social Media, 303–305; 
Sexual Harassment Policy in Age of Social 
Media, 306 –308; Smartphone and Mobile 
Device Policy, 292–297; Social Media and 
Blog Policy, 2, 253–258; Social Media and 
Blog Policy, 3, 259–264; Social Media Policy, 
1, 233–236; Social Media Policy, 2, 237–244; 
Social Media Policy, 3, 245–248; Social 
Networking and Blog Policy, 1, 249–252; 
Social Networking and Video-Sharing Policy, 
281–285. See also Acceptable use policies 
(AUPs); Social media policies

Sarbanes-Oxley Act (SOX), 54, 55, 330 –331
SC Magazine, 65
SEC Regulation Fair Disclosure (FD), 54 –56
SEC (Securities and Exchange Commission), 44, 

88–89, 184, 208, 228, 331
Security laws: best practices for compliance 

with, 80 –81; best practices for mobile 
device compliance, 113–114; HITECH data 
security rules, 77–79, 324; media policy audit 
questionnaire on, 148–149; proposed data 
breach notifi cation, 77. See also Privacy laws

Security risks: best practices to limit mobile 
device, 111–114, 115, 119–120; blogging as, 
89–90; media policy audit questionnaire on, 
148–149; mobile devices and increased, 111–114. 
See also Intellectual property (IP)

Self-assessment: your know-how about blogs, 
84 –87; your know-how about compliance 
management, 3– 4; your know-how about 
e-discovery, record retention, and policy 
compliance, 28–29

Sermo, 60, 331
“Sext” messages: content risk of, 186; problem 

of employee-sent, 9; X-rated blogs or posts, 
187–188

Sexual harassment: content rules to prevent, 
186 –187; reporting suspected violations of, 
307–308; sample policy on social media and, 
306 –308; “sext” messages as, 9, 186, 187–188

Sites: banning and blocking, 80, 169–170; employee 
gripe, 223; Germany practice of workplace 
banning, 80; physician-only, 60, 320; social 
bookmarking, 331–332; video-sharing, 335

Slander, 325, 331
Smartphones: defi nition of, 331; how wage and 

hour laws are impacted by, 21; legal risks 
driven by, 22–23; patient information security 
risk of, 80; pending legislation on driving while 
using, 117; sample policy on mobile devices 
and, 292–297; vicarious liability related to, 23, 
25. See also Mobile devices

Social bookmarking sites, 331–332
Social media: defi nition of, 332; e-discovery of, 

30 – 43, 320 –321; lack of professional fact-
checkers used in, 217; legal compliance related 
to, 9–25; legally defi ned as ESI, 6, 30 –31; 
maximizing electronic exposures through, 10; 
netiquette rules for, 197, 198, 212, 327; risk 

management 101 for, 11–14; sexual harassment 
through, 186 –187; widespread business use 
of, 1–2

Social media action plan: best practices for a 
successful, 130 –131; developing a time line 
for, 128, 130; sample of a, 129–130; small 
business owners and, 127–128. See also Social 
media policies

Social media action plan steps: step 1: form a 
social media policy team, 122, 124 –128; step 
2: develop an action plan and time line, 122, 
128–130; step 3: conduct social media policy 
audits, 122, 133–162; step 4: write effective 
policies/content rules, 122–123, 163–199; 
step 5: educate employees, 123, 201–213; step 
6: enforce policy with disciplinary action, 123, 
210 –211; step 7: policy audits to support social 
media policy, 122–124, 134 –162

Social media compliance management: content 
rules critical to, 183–199, 207; legal aspects of, 
9–25; need for strategic, 4 –8; policy training 
programs for, 13, 117–118, 123, 201–213, 
222; social media best practices for, 8; social 
media policy as foundation of, 5 – 6; testing 
your know-how about, 3– 4

Social media know-how: about blogs, 84 –87; 
about compliance management, 3– 4; about 
e-discovery, record retention, and policy 
compliance, 28–29

Social media policies: using 21st-century tools 
to create effective, 164 –165; best practices 
for, 87, 166, 180 –181, 231–232; compliance 
management through best practices of, 8; a 
comprehensive legal review of, 231–232; 
conducting audits for, 122, 133 –162; “cross 
promotion” of your, 139; employee and 
community education to support written, 
177–180; establishment and annual update 
of, 13; mobile device use, 108 –109, 
118; personal use clear and specifi c rules 
for effective, 165 –171; as social media 
compliance management foundation, 5 – 6; 
tips for blogging, 87, 95 –99; tips for writing 
effective, 173 –177; training employees for, 
13, 117–118, 123, 201–213, 222; what 
constitutes effective written, 171–173. See also 
Acceptable use policies (AUPs); Best practices; 
Sample policies; Social media action plan

Social media policy audits: as action plan step, 
123–124; best practices for, 161–162; 
description of, 122, 133; employee 
questionnaire for, 155–160; managers, 
supervisors, and executives questionnaire for, 
141–154; putting the results to work, 160 –
161; structuring an effective, 140 –141; ten 
steps to, 134 –139

Social media policy team: action plan call for 
forming a, 124; CIO or IT director, 125–126; 
description of, 122; HR (human resources) 
director, 126; legal counsel or compliance 
offi cer of, 125; public relations (PR) manager 
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or media relations director, 127; records 
manager, 126; senior executive of, 124 –125; 
training manager, 126 –127

Social media policy training: best practices 
for, 212–213, 222; “drivers’ ed,” 117–118; 
educate your external online community, 211; 
managing vicarious liability through, 13; as part 
of action plan, 123; reputation management 
through, 222; tips for effective, 201–211

Social media policy training tips: address 
privacy expectations and monitoring realities, 
204 –205; discuss business record retention 
and disposition, 207–208; educate everyone, 
201–202; enforce policy and training with 
disciplinary action, 123, 210 –211; help shield 
your organization from liability, 203–204; 
incorporate certifi cation quizzes, 203; keep 
secrets safe, 207; maintain records of your 
training program, 209; ongoing instead of 
one-time event, 205–206; provide employee 
with copy of policy, 209–210; require users to 
sign acknowledgment forms, 208–209; review 
content rules, 206; review regulatory rules and 
requirements, 208; take advantage of multiple 
training options, 202–203

Social media presence: developing a, 138; 
reputation management by creating, 224

Social media risk management: best practices for 
legal compliance and, 23–25; of copyright 
violations, 17–18; of defamation claims, 18, 218, 
319, 325; of invasion of privacy claims, 19; of 
mobile devices that help drive legal risks, 22–23; 
on screening job applicants using social media, 
19–21; of smartphones impact on wage and 
hour laws, 21; of third parties risks for business 
blogs, 14–17; of vicarious liability, 11–14

Social media written policy: ABCs of effective, 
175–176; best practices for effective, 180 –181; 
considering your audience, 171; creating 
community guidelines, 15, 96, 171–172, 
173–174, 179–180; employee and community 
education to support, 177–180; focusing 
on your policy goals, 172; tips for writing 
effective, 173–177; understanding trends in, 
172–173

Social networking: best practices 
recommendations on, 70 –71, 72–73; content 
rules for, 184 –199, 207; creating community 
guidelines for, 15, 96, 171–172, 173–174, 
179–180; enterprise-grade, 321; media policy 
audit questionnaire on business of, 152–153; 
media policy audit questionnaire on personal 
use of, 151; netiquette rules for, 197, 198, 212, 
327; NLRB rules governing employee, 68, 70, 
71–72, 205, 327; no expectation of employee 
privacy related to, 67; personal use rules on, 
165–171; reputation management and recovery 
from nightmare, 215–229; sexual harassment 
through, 186 –187. See also Technology

Social networking risks: as barrier to employment, 
7; blogging, 88–93; content rules to control, 

184 –199, 207; employee termination, 68, 
69; ESI (electronic business records) as, 6; 
inappropriate tweets triggering lawsuits and 
audits, 5; leaked secrets sinking companies and 
careers, 5 –7; liability from resentful employees, 
9–10, 203–204; social media policy audit 
questionnaire on business use and, 152–153; 
social media policy audit questionnaire on 
personal use and, 151; social media creating 
productivity drain, 6 –7; time-wasting 
employees as, 7; unatuhorized photos/videos 
causing humiliation, 5; understanding the, 
4 –5. See also Legal risks

Social networks, 332
Socialtext, 136, 167, 332
Souza, Dawnmarie, 71–72
Spam blogs (splog), 89–90, 332
Spoliation, 332
Squidoo: defi nition of, 332–333; social media 

policy audit on use of, 136
State of Enterprise Security Report (Symantee), 77
State of the Blogosphere report (Technorati), 

88, 115
“State of the Net” survey (Consumer Reports), 66
State rules of civil procedures: defi nition of, 333; 

e-discovery, 39– 42; FOIA and state sunshine 
laws, 42, 327, 333

Stick, Leroy (alias), 219–220
StumbleUpon, 331
Sunshine (open records) laws, 42, 327, 333
Symantee’s 2011 State of Enterprise 

Security Report, 77

T
Tablet PCs: defi nition of, 333; how wage and 

hour laws are impacted by, 21; legal risks 
driven by, 22–23

Tchotchke, 333
Techmeme, 217, 333
Technology: archive, 314, 316; Internet, 

303–305, 322–323; portal, 328; social media 
policies using 21st-century tools, 164 –165; 
web 2.0, 335. See also Social networking

Technorati: monitoring through, 223; 2010 State 
of the Blogosphere report, 88, 115

Terminations: docced for blogging, 320; how 
social networking can lead to, 68, 69, 71–72; 
how tweets can trigger, 187

Text messaging: accident-related liability related 
to, 23, 25, 114 –118; sample policy on cell 
phone and, 286 –291; “sext,” 9, 186, 187–188. 
See also Instant messaging (IM)

Third party blog comments: addressing readers,’ 
97; deactivating the comment function for, 97; 
e-discovery of, 30 – 43, 320 –321; legal liability 
protection from, 217; prepublication review 
of, 96 –97; risk of splog and comment spam, 
89–90, 332; threads of, 333–334; tips for 
managing blog, 95–99. See also Blogs; Online 
community
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Third party liability: business blog best 
practices for minimizing, 15 –17; for 
business blogs, 14; defamation claims related 
to, 18, 319; DMCA safe harbor protection 
from, 18, 25, 98, 319

Threads, 333–334
“Three-e” approach, 52, 63
Title VII (Civil Rights Act), 20
Title XIII (ARRA), 324
Trade secrets, 334
Training manager, 126 –127. See also Social media 

policy training
Tweeters: engaging brand, 226 –227, 316; form 

relationships with infl uential, 226
Tweets: defi nition of, 334; ReTweet (RT) of, 

329–330; that trigger terminations, 187
Twitter: Anthony Weiner’s credibility 

destroyed by, 185; banning anonymous, 223; 
community guidelines for, 15, 96, 171–172, 
173 –174, 179–180; confi dentiality breaches 
due to, 6; consequences of inappropriate use 
of, 5; corporate banning of, 6, 80; defi nition 
of, 334; developing social media presence 
using, 138; dos and don’ts to manage content, 
191–198; employee termination over posting 
on, 69; Federal Trade Commission (FTC) 
rules governing, 62– 63, 77, 78, 89, 101, 
184, 196, 223, 225 –226, 322; FINRA 
rules on, 56 –57, 89, 208, 322; followers of, 
323; how resentful employees use, 9–10; 
legally defi ned as ESI, 6, 30 –31; number of 
active users on, 216; personal use rules on, 
165 –171; reputation management by using, 
227; ReTweet (RT) on, 329–330; screening 
job applicant using, 20; sexual harassment 
through, 186 –187; social media policy audit 
on use of, 136; social media presence 
through, 138, 224; termination triggered 
by, 187; thinking before you post, 188 –191; 
@Username component of, 314

2009 Electronic Business Communication 
Policies and Procedures Survey, 6, 19, 23, 68, 
114, 118, 211

U
UBS, 33, 172
Uniform Free Trade Secrets Act, 334
Unintended readers, 334
United Kingdom: Data Protection Act of, 76; 

privacy laws of the, 76
United States: civil procedure in individual states 

in the, 39– 42, 327, 333; First Amendment 
and freedom of speech in the, 205, 323; 
international privacy laws versus monitoring 
laws of, 76, 113. See also Legislation

United States Communications Decency Act, 
217, 219, 317

United States Federal Trade Commission (FTC), 
62– 63, 77, 78, 89, 101, 184, 196, 223, 
225–226, 322

University of California-Los Angeles (UCLA) 
Health System, 61

URL block, 334
U.S. employers, legal right to monitor by, 13
U.S. Patriot Act, 59
@Username, 314

V
Vicarious liability: defi nition of, 11–12, 24, 

334 –335; media policy audit questionnaire 
on mobile device risks for, 150 –151; mobile 
devices and accident-related, 23, 25, 114 –118; 
MySpace profi le story on, 12; seven best 
practices to help battle, 13–14, 24. See also 
Respondeat superior

Video blog (vlog), 335
Video-sharing sites, 335
Video snacking, 170 –171, 335
Virgin Atlantic, 69
Vlog (video blog), 335

W
Web 2.0, 335
Web 2.0: A Complex Balancing Act report 

(McAfee), 184, 216
Web 2.0 in the Workplace Today report (2010), 2, 

6, 80
Web diary, 336
Weiner, Anthony, 185
Whole Foods Market, 57
Wiki, 336
Wikipedia, 336
Worm, 336
Written policy. See Social media written policy

Y
Yammer, 136, 167, 336
YouTube: defi nition of, 336; developing 

social media presence using, 138; Domino’s 
employees’ damaging, 220; e-discovery of, 
30 – 43, 320 –321; how resentful employees 
use, 9–10; legally defi ned as ESI, 6, 30 –31; 
mobile device risks related to, 109; number 
of videos uploaded daily on, 216; personal 
use rules on, 165 –171; police offi cer and 
sister post racist videos, 188; reputation 
management by using, 227; sexual harassment 
through, 186 –187; social media policy audit 
on use of, 136

Z
Zubulake, Laura, 33
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