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analysis 40, 40
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for employment 96
for external fraud 96
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for IT systems 98

for physical assets 97
for process management 98

autocovariance function 39

Banca Italease 166–9, 168
Bank of Italy 6, 167
Bankers’ Blanket Bond (BBB) 24, 72

insurance 153–4, 155–6, 157
Barings 179
Basel Capital Accord (2001) 2, 3, 5, 6, 9
basic indicator approach (BIA) 136
Bernoulli trial 68
binomial distribution 48, 68
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boundary credit losses 14
boundary risk exposure 190
business disruption and IT system

failures event class 15
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control factors (BECF) 23
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Capital Adequacy Directive (CAD) (EU)
148

capital at risk 73
closed-form approximation 86–9
confidence band for 89–90
minimum threshold, effect on 88–9

capital at risk estimates
considering correlation 133–6, 135

Kendall’s rank correlation matrix
134

maximum aggregated
losses/frequencies/single loss
among risk classes 135

Pearson’s linear correlation matrix
134

using EVT 116–28, 129
using g-and-h distribution 129, 129,

133
using lognormal distribution 116
using parametric models 99–116, 116

cause class 35
Cholesky’s decomposition 80
Clayton copula 82
client account management 17
clients

distribution parameters and
goodness-of-fit statistics 106

mean excess function 119
q–q plot

g-and-h distribution 131
GPD 126
lognormal distribution 106, 107
Weibull distribution 106, 107

shape parameter estimation 122
clients, products, and business practices

event class 14
cluster analysis 36
cluster hierarchical analysis 36
cluster nonhierarchical analysis 36
Committee of European Banking

Supervisors (CEBS) CP10 18, 35
communication, internal 5–6
Computers/Information Technology

Insurance 155
conditional distribution 50, 51
conditional probability 53
conditioned density function 42

confidence band for capital at risk 89–90
confidential information misuse 15
consolidated capital requirement

136–7
consortia 20, 26
consortium data 22–3, 31
Consumer Price Index (CPI) (USA) 38,

93–4
convolution 34
copula, choice of 84
copula-function-based method 140
copula functions 76–8
correlation coefficients 84–5
correlation estimation 85
cost proxy model 16
counterparty risk 71–2
Cramer–von Mises test 44
customer intake and documentation 16

damage to physical assets event class
15–16

data classification
certification rules and 22
rules 13–14
training 12

data independence 39–41
data of capture 30
data quality analysis 18
DIPO (Database Italiano di Perdite

Operative) 7, 31
Directors’ and Officers’ (D&O) Liability

Insurance 151, 154, 156, 157
diversity and discrimination 18

economic capital requirement 140–5
confidence level capital requirement

141
risk integration 141
scaling factors 142, 143–4
shape parameter estimation 144, 145

elliptical copulas 78–81
employee relations 18
employment

distribution parameters and
goodness-of-fit statistics 104

employment practices and workplace
safety 17
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mean excess function 117–18
q–q plot

g-and-h distribution 131
GPD 125
loglogistic distribution 104, 104
lognormal distribution 103, 104
Pareto distribution 104, 105
Weibull distribution 104, 105

shape parameter estimation 122
entry, maintenance, or loading errors 16
Errors and Omissions Cover (E&O) 154,

157, 157
Eurostoxx 50 index 170, 170
Eurostoxx Banks index 170, 172
EVA (economic, value-added) 146
event type 35, 37

classifications 14–18
event type/business line combination 35
execution, delivery, and process

management event class 16
expected loss 66
expected shortfall 34
explicit correlation 39
exponential distribution 43, 43
External Credit Assessment Institution

149
external data 21–3

scaling 25
sources 11, 21–3

external fraud 17
BBB insurance 163–4
distribution parameters and

goodness-of-fit statistics 104
q–q plot

g-and-h distribution 130
GPD 125
loglogistic distribution 103
lognormal distribution 102
Weibull distribution 103

shape parameter estimation 121
extrapolation issue 116
Extreme Value Theory (EVT) 50–3, 50,

57, 58

Factiva 94
Fast Fourier Transforms (FFT) 63
fiduciary breaches 15

FITCH OpData 31, 92–136
autocorrelation analysis 95–8,

99
capital at risk estimates considering

correlation 133–6, 135
capital at risk estimates using EVT

116–28, 129
capital at risk estimates using

lognormal distribution 116
capital at risk estimates using

parametric models 99–116,
116

capital at risk estimates using the
g-and-h distribution 129, 129,
133

descriptive statistics 95
GPD parameters estimates 124
record categories 93

Fitch Risk 7
Frank copula 82
fraud 14, 17

see also external fraud; internal
fraud; Société Générale
(SocGen) fraud frequency
distributions 48–50

g-and-h distribution theory 53–6, 129,
129, 129, 133

gain events 18
gamma distribution 43, 43, 110
Gaussian copula 78–80, 84
Gaussian function 75
General Liability Insurance 154, 156
generalized Pareto distribution (GPD)

51, 57, 60, 86, 124, 125, 125
geographical span 21
geometric distribution 48
goodness-of-fit techniques

41–50
graphical methods 44
group average method 37
Gumbel copula 84
Gumbel–Hougaard copulas 82–3

hacking 16, 17
historical memory 147
hypergeometric distribution 48
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IAS principles 6
IFRS principles 6
implicit correlation 39
improper business or market practices

subcategory 15
improper trade 15
indirect costs 189
individual capital requirement

137–40
inflation adjustment 38
inflation scaling 25
information technology (IT) 4

costs 189
distribution parameters and

goodness-of-fit statistics 113
insurance cover 157
mean excess function 120
q–q plot

g-and-h distribution 132
GPD 127
loglogistic distribution 111, 113
lognormal distribution 111, 111
Weibull distribution 111, 112

shape parameter estimation 123
insider trading 15
insurance 11–12

all-risk policy 157
analyses on 147–8
application of 72–3
Basel 2 qualifying criteria 148–52
claims paying ability 149
claims reimbursement uncertainty and

ineffective coverage 152
damage covered 25
deductible 148
drop-down clauses 150
duration and residual term of contract

150–1, 151
event types covered 24
limits and deductibles 24
policy 11–12
policy termination requisites 151
policy terms 24
practical application 153–8, 158

clients, products, Business
Practices 157

damage in physical assets 157

employment relationships and
workplace 156

execution, delivery, and process
management 157

external fraud 156
financial institutions’ operational

risks 153–5
information systems 157
internal fraud 155
operational event types and

available insurance coverage
155–8

risk types 156
premium 148
rating of insurance company

149–50
ratings 149–50
recoveries 24
role of, in risk management 147–8
statistical analysis 25

insurance modeling 66–73
appropriate haircuts 68
payment uncertainty 68–71

internal data scaling 25–6
internal fraud 17

BBB insurance 155–6
distribution parameters and

goodness-of-fit statistics 99
mean excess function 117–18
q–q plot

g-and-h distribution 129
GPD 125
loglogistic distribution 99, 101
lognormal distribution 100–2,

100
Pareto distribution 99, 101
Weibull distribution 99, 100

shape parameter estimation 121
internal loss data 12–19
internal loss event database

minimum loss thresholds 10–11
records 10

internal loss event types 14–18
international regulatory challenges 6–7
Italian Banks Association 31

JP Morgan: Riskmetrics 3
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Kendall’s correlation coefficients 79
Kendall’s rank correlation 84, 85
Kendall’s rank correlation matrix 134
Kendall’s tau 81, 82
key operational risk indicators (KoRI)

73–5
Kolmogorov–Smirnov test 37, 44, 45,

46, 99, 104
Kuiper test 44

Laplace transformation 83
legal entity class 35
Lexis/Nexis 94
Liability Insurance 154
likelihood function 41
log-likelihood function 42, 52, 59
loglogistic distribution 43, 99, 101, 104,

103–4, 110, 111, 113, 112, 114
lognormal distribution 43, 43, 43, 59
loss data collection (LDC) 3
loss data minimum threshold setting

91–2
loss distribution approach (LDA)

27–146, 189
framework 32–5, 32
models 57
cf SBA 28

loss frequency distribution 33, 61–3
loss severity distribution 58–60

market manipulation 15
maximum likelihood estimation 42, 60
maximum likelihood estimator 42
mean excess function 52–3, 53

for internal fraud 117
for employment 118
for clients 119
for physical assets 119
for IT systems 120
for process management 120

median shortfall 34
minimal risk class 36
minimum loss threshold 19–20
minimum threshold, effect on capital at

risk (OpVaR) 88–9
money laundering 15
monitoring and reporting 16

Monte Carlo simulation 46, 57, 62, 63,
64, 69, 75, 88, 175

multiple effect losses 19
multiple time losses 18–19

National Australia Bank 179, 187
natural disasters 15
near misses 18
negative binomial distribution 49–50

observation date 30
observation period 29
occurrence date 29
occurrence versus booking of an

operational event 19
one-event approximation 86
operational capital at risk, calculating

56–66
operational risk 140

integration in the budgeting process
145–6

operational risk classes 35–41
aggregation 75–85
data homogeneity vs data availability

36
identically distributed 36–8

operational risk management rulebook
2–3

ORX (Operational Risk eXchange) 31

p-value calculation 46–7
Panjer’s recursion 63
parametric estimation 41–50
Pareto distribution 43, 43, 86, 99, 101,

104, 105, 109
generalized Pareto distribution (GPD)

51, 57, 60, 86, 125, 124, 125
Pearson’s correlation coefficient 84
Pearson’s linear correlation 84–5
Pearson’s linear correlation matrix 134
phishing 16, 17
physical assets

distribution parameters and
goodness-of-fit statistics 111

mean excess function 119
q–q plot

gamma distribution 110
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physical assets (Continued)
g-and-h distribution 132
GPD 127
loglogistic distribution 110
lognormal distribution 108, 108
Pareto distribution 109
Weibull distribution 108, 109

shape parameter estimation 123
Poisson distribution 48, 57, 61–2, 174
probability density function 41, 59, 60
probability distribution function 60, 63,

165
probability distributions 42, 43
probability mass function 68
probability–probability (p–p plot) 44
process management

distribution parameters and
goodness-of-fit statistics 115

mean excess function 120
q–q plot

g-and-h distribution 133
GPD 128
loglogistic distribution 113, 114
lognormal distribution 113, 113
Weibull distribution 113, 114

shape parameter estimation 124
product flaws 15
Professional Liability Insurance 154
Property and Fine Arts Insurance 155
property insurance 157
public data 21–3, 31

quantile–quantile plot (q–q plot) 44, 45,
99–101, 100–5, 104, 108, 113,
107–12, 115, 113–14, 125–8,
129–33

random excess-data mean approach 52
rapidly recovered losses 18
RARORAC 146
regulatory capital requirement 136–40

advanced measurement approach
(AMA) 136

allocation mechanism 138–40
basic indicator approach (BIA) 136
consolidated capital requirement

136–7

individual capital requirement 137–40
standardized approach (TSA) 136

reporting bias 48
Reputation Quotient 181
reputational capital at risk 166
reputational risk 7–8, 159–87

definition 159–60
effects 161
financial impact 161
financial institution’s exposure to

160–2
function of share price volatility

164–72
matter of policy 162–3
measurement 164–78
model 160
reputation-damaging events 162
scenarios 173–7
scoring-card-based models 177–8

risk indicators, adjustment for 73–5
risk integration 141
risk transfer, role of, in risk management

147–8
rogue trader coverage 183

safe working environment 18
scaling data 25–6
scenario analysis 11, 173–7
scenario-based approach (SBA) 27–8

cf LDA 28
scenario data 20, 23
Schwartz Bayesian Criterion (SBC) 47
score cards 177–8
sector concentration 21
selection, sponsorship, and exposure

subcategory 15
serial correlation 39
Settlement Date 93
severity distributions 41–3, 57
single class capital at risk 66
Sklar’s theorem 78
Société Générale (SocGen) fraud

178–87
background 179
control instruments 187
description of event 179
discovery and first reactions 180–2
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how fake trading occurred 179–80
immediate consequences 183
lessons learned 186
managing data and signals 187
measures planned and taken 182
psychological, ‘soft’ factors 186
reputational issues and comments

183–6
rogue trader 86

Spearman’s rank correlation 84, 85
Spearman’s rho 81
SPMIB index 169–70, 169–70
stress testing 91
subadditivity 75
subexponential distributions 62
suitability, disclosure, and fiduciary

subcategory 15
systems security 17

t-Student copula 80–1, 84
t-Student function 75
tail distribution 60
terrorist attacks 15
theft 17
time series length by event type

21–2
trade counterparties 17

training 5–6, 12
transaction capture, execution, and

maintenance 16
TSA standards 9, 136

unauthorized activities 17
unexpected loss 66
UniCredit Group

challenges 4
creating new function 2–3
developing control system 3
history of 1–2
international regulations 6–7
operational risk database evolution 26
operational risk measurement 4–5
reputational risk management 7
training and internal communication

5–6

Value at Risk (VaR) 34, 57, 66, 75, 76
variance-covariance method 140
vendors and suppliers 17

Weibull distribution 43, 43, 86, 99, 100,
103, 104, 105, 106, 107, 108,
109, 111, 112, 113, 114, 174–5

workplace safety 17
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