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A
Accelerated filers, 146
Access controls, 99
Accountability, 16, 42
Accounts affected by fraud, 

identifying, 54, 55
Ahmed, Mohammed, 17
American Institute of Certified 

Public Accountants (AICPA)
Managing the Business Risk of 

Fraud: A Practical Guide. See 
Managing the Business Risk of 
Fraud: A Practical Guide

Professional Standards, 144
Anti-fraud tactics versus anti-fraud 

strategies, 5, 6
Arthur Andersen LLP, 26
Assessment. See Risk assessment
Asset misappropriation

and level of fraud, 19
preventive controls, 98, 99
risk factors for, 165–167

Association of Certified Fraud 
Examiners (ACFE)

2008 Report to the Nation on 
Occupational Fraud and Abuse, 
19, 21, 22, 78, 93, 96, 106, 107

Managing the Business Risk of 
Fraud: A Practical Guide. See 
Managing the Business Risk of 
Fraud: A Practical Guide

Occupational Fraud and Abuse 
Classification System, 96, 97

Attitude as risk factor, 50, 164–167
Audit committee

background investigation of 
members, 80

board of directors, relationship 
with, 154

code of ethics, responsibility 
for, 74

internal audit, oversight of, 70, 
110, 143

investigation oversight, 125, 127
listing standard requirements, 138
management override, oversight 

of controls for preventing, 
45, 101

monitoring activities, oversight 
of, 121

notifying of alleged fraud, 
124, 125

and principles of fraud risk 
management, 38

and response plan, 124, 125
responsibilities of, 70, 138, 139
role of in fraud investigations, 

125, 127, 128
role of in risk assessment, 52–54
role of in risk management, 39, 

41, 52, 53, 68, 69, 136, 138, 
139, 148
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Audit committee (continued )
tone at the top, setting, 71, 139. 

See also Tone at the top
whistle-blower hotline, 

responsibility for, 78, 
108–110

Auditing Standard AS No. 5, 145
Auditing Standard AU 110, 145
Auditing Standard AU 316, 

Consideration of Fraud in a 
Financial Statement Audit, 51, 
55, 145

Australian Standard 8001-2008 Fraud 
and Corruption Control, 71

Automation
detective controls, 112
effectiveness of automated 

controls, 80
electronic information, 

collection of for 
investigations, 124

GRC (governance, risk and 
compliance) monitoring, 88

monitoring activities, 102
preventive controls, 96
transaction monitoring, 115

Avoiding problems, 33
Awareness

of effective detective controls as 
deterrent, 10, 39, 92

fraud awareness training, 15, 40, 
41, 71, 77, 95

importance of, 16–18

B
Background checks

board of directors, members 
of, 80

and due diligence, 95
employees, 80, 95
partners, agents, and vendors, 99

Bankruptcy as a consequence of 
financial statement fraud, 
23, 115

Basel Institute on Governance, 88
Beccalli, Ferdinando Nani, 88
Biegelman, Martin, 26, 37
Boak, Joshua, 92
Board of directors

audit committee, relationship 
with, 154

background investigation of 
members of, 80

investigation oversight, 127
and response plan, 

124, 125
role of in fraud investigation, 

123–125, 127, 128
role of in risk assessment, 139
role of in risk management, 38, 

39, 41, 138–140
and stock exchange listing 

standards, 138
Brasseur, Olivier, 18, 68
Bribery and corruption. See also 

Foreign Corrupt Practices Act 
(FCPA)

and corporate-level self-imposed 
anti-fraud programs, 
88, 89

data interrogation techniques 
for detecting, 116, 117

fines and penalties, 26, 27
and fraud, 5
global trends, xv
Mexico, 48
and multinational companies, 15
penalties for, 7
preventive controls, 99, 100
treaties and legislation, 16

Budget constraints, 144
Buffett, Warren, 68
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C
Capital, cost and availability of, 25
Case management systems, 124, 

133, 134
Cash, preventive controls for, 99
Chief executive officer (CEO)

certification of financial 
statements, 140

and tone at the top, 141. See also 
Tone at the top

Chief financial officer (CFO)
background investigation of, 80
certification of financial 

statements, 140
Class-action litigation, 23
Classification of fraud and abuse, 

96, 97
Code of ethics. See also Ethics

contents of, 75
creating, 76, 77
defined, 74
Deloitte Code of Ethics and 

Professional Conduct, 75, 76
as deterrent to wrongdoing, 74
and employee discipline, 81
enforcement of, responsibility 

for, 141
importance of, 74, 75
purpose of, 74

Coleman, Bill, 113
Collusion, 94, 114, 115, 145, 148
Committee of Sponsoring 

Organizations of the Treadway 
Commission (COSO), 46, 54, 
69. See also COSO framework

Commodity Futures Trading 
Commission, fraud 
investigations, 27

Common sense, 17, 18
Communications, investigation 

team, 133

Competitive advantage, xxiv, 152
Compliance officer, role of, 147, 148
Computer forensics, 124, 130, 131
Condon, Kevin, 130, 131, 133
Consultants, use of, 146, 154
Continuous auditing, 112
Continuous controls monitoring 

(CCM)
continuous fraud monitoring 

distinguished, 118
and data quality, 113, 114
described, 102, 103

Continuous fraud monitoring (CFM)
advantages of, 119
and artificial intelligence 

technologies, 118
candidates for, 119, 120
continuous controls monitoring 

distinguished, 118
described, 117, 118
discrete fraud detection 

compared, 118
lookbacks as control check, 

120, 121
rules-based, 119

Continuous improvement approach 
(Measure, Improve, and Move 
methodology), 40, 41

Continuous monitoring, 112
Control environment

as a bulwark, 69, 70
described, 67, 68
and effectiveness of risk 

management program, 69, 70
employee selection and 

discipline, 80, 81
and enterprise risk management 

(ERM), 82–84
as fraud deterrent, 67, 70, 88
and fraud risk factors, 52
and governance, 70
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Control environment (continued )
governance, risk and 

compliance (GRC) approach, 
84–88

hotlines, 78, 79. See also Whistle-
blower hotlines (helplines)

human resources, role of, 
80, 81

importance of, 67, 157
and Partnering Against 

Corruption Initiative (PACI), 
88, 89

purpose of controls, 93
risk management program, 71
and tone at the top, 68, 69, 

71–74. See also Tone at the top
training, 77
whistle-blower protection, 79
written policies, 71

Controllers, background 
investigation of, 80

Cooking the books, 52, 54, 57, 63
Core competency, fraud risk 

management as, 17
Corporate agility, need for, 7
Corporate culture

cultural preparedness, 160
ethics, 35, 68
and tone at the top, 68, 69, 

71–74. See also Tone at the top
Corporate Fraud Task Force, 26
Corporate governance. See 

Governance
Corruption. See Bribery and 

corruption
COSO framework

control environment as key 
component of, 69

Guidance on Monitoring Internal 
Control Systems, 101, 103

monitoring anti-fraud programs 
and controls, 100, 101

risk assessment as part of 
anti-fraud program, 46

Costs of fraud and corruption
and benefits of risk 

management, 35
capital, cost and availability of, 25
criminal liability, 26–28
future cost, 22–23
generally, xxi, xxii, 6
personal costs, 26–28
and public opinion, 26
statistics, 20–22

Criminal liability
bribery and corruption, 7, 26, 27
corporate liability, 26, 27
corporate officers and legal 

counsel, 26
fines and penalties, 26–28
incarceration rates, 27
personal costs, 28
trend toward aggressive  

enforcement, 27
Crisis management, 125
C-SOX, compliance with and 

benefits of risk management, 
35

Cultural differences
double accounting systems, 54
and globalization, 5

D
Dashboards, use of, 42
Data analytics, 112, 113
Data integrity, 113
Data interrogation

FCPA and other corruption 
violations, 116, 117

financial statement fraud, 
115, 116

money laundering, 116
procurement fraud, 114, 115
techniques generally, 113, 114
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Data mining, 112, 113
Delisting, 23
Deloitte Code of Ethics and Professional 

Conduct, 75, 76
Deloitte Forensic Center (DFC)

studies on financial statement 
fraud, 23, 24, 32, 107

Ten Things About Fraud Control 
(2007 survey), 14, 35

web site, 156
Dent, Peter, 153
Department of Energy, fraud 

investigations, 27
Department of Justice

corporate fraud convictions, 26
fraud investigations, 27

Department of Labor, fraud 
investigations, 27

Department of the Treasury, fraud 
investigations, 27

Detection of fraud
common areas for improvement, 

40
controls. See Detective controls
and duration of fraud, statistics 

on, 107
as element of fraud and 

corruption risk management, 
10

principles of risk management, 
37, 38

tools for, 63
whistle-blower hotlines. See 

Whistle-blower hotlines 
(helplines)

Detective controls
automated transaction 

monitoring, 115
continuous fraud monitoring, 

117–121
data interrogation techniques, 

113–117

as deterrent to fraud, 10, 39, 92
discovery of fraud, methods of, 

106, 107
importance of, 106
internal audits, 110, 111
key points, 105
manual monitoring, 112
as preventive measure, 92
questions for assessing, 121
responsibility for, 141
skepticism, role of, 106
technology-based, 112–117
transaction monitoring, 

106, 107
Deterrents

code of ethics as deterrent to 
wrongdoing, 74

and control environment, 67, 
70, 88

detective controls as, 10, 39, 92
fraud avoidance and mitigation 

framework, 36
hotline as, 78
preventive controls as, 92
technology, use of, 40
testing of controls, 110

Dittmar, Lee, 85
Document retention practices, 

133, 134
Double accounting systems, 54
Due diligence

background checks as part of 
mergers and acquisitions, 95

development of techniques 
for, 35

hotlines, 78, 79

E
Economic downturns and risk of 

fraud, xxii, xxiii, 13, 152
Electronically stored information 

(ESI), 131–133
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Email, 73, 78, 81, 99, 115, 
130–133

Embezzlement, 128
Employees

background investigations, 
80, 95

discipline, 81
hiring, 80
roles and responsibilities of in 

risk management, 138, 142, 
143, 148, 149

training in ethics and fraud 
awareness, 15, 40, 41, 71, 
77, 95

Enron, 16, 26
Enterprise risk management 

(ERM)
basic concepts of, 82, 83
competitive benefits of, 84
described, 82
and preventive controls, 104
and risk intelligence, 83, 84

Epps, Donna, xvii
Ethical Business Practice: Importance 

for the Recruiting Process, 97
Ethics

and background checks, 95
code of conduct for vendors, 

business partners and agents, 
99, 100

and corporate culture, 35
Ethical Business Practice: 

Importance for the Recruiting 
Process, 97

responsibility for, 38, 80
and tone at the top. See Tone at 

the top
training, 77

Evaluation of preventive controls, 
101

Evidence, 124, 130–133

Expectations, pressure to meet, 
50–52, 94, 95, 98, 161, 162

External audits and auditors
control environment, 

effectiveness of, 69
independent auditor 

requirement, 144, 145

F
“Fears, Fires, Fleas and Flaws,” 9, 

61–64
Federal Communications 

Commission, fraud 
investigations, 27

Federal Rules of Civil Procedure, 
131, 132

Federal Sentencing Guidelines, 
80, 81

Final Rule: Management’s Reports on 
Internal Control Over Financial 
Reporting and Certification 
of Disclosure in Exchange Act 
Periodic Reports, 141

Financial reporting, internal 
controls over, 141, 145

Financial statement fraud
computerized tools for 

detecting, 64
data interrogation techniques 

for detecting, 115, 116
generally, 4
and level of perpetrators, 19
and manual monitoring, 112
preventive controls, 97, 98
and risk of management 

override, 54, 55. See also 
Management

SEC enforcement actions, 23, 24
Financial statements

financial reporting, internal 
controls over, 141, 145
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fraud. See Financial statement 
fraud

management responsibilities, 
140, 141

Fines and penalties, 26–28. See also 
Criminal liability

Foreign Corrupt Practices Act 
(FCPA)

compliance with and benefits of 
risk management, 35

data interrogation techniques 
for detecting violations of, 
116, 117

increase in prosecutions, 7, 13, 
47, 158

liability under, 26, 27
preventive controls, 100

Forensic accountants, 128
Framework for fraud avoidance 

and mitigation, 34–36
Francis, Kerry, 127, 128
Fraud

consequences of, generally, 6
defined, 4
groups of fraud risks, 17
pervasiveness of, xv, xvi
and speed of evolution of fraud 

risks, xxiii
Fraud avoidance and mitigation 

framework, 34–36
Fraud control gap, xxiv
Fraud risk indicators, 51. See also 

Risk factors
Fraud risk management

accountability for, 42
audit committee, role of, 39, 41, 

52, 53, 68, 69, 136, 138, 139, 
148

benefits of, xxv, xxvi, 35–37
board of directors, role of, 38, 

39, 41, 138–140

and categories of risk, xxiii, xxiv
common areas for improvement, 40
and competitive advantage, 152
compliance officers, 147, 148
continuous improvement 

approach (Measure, Improve, 
and Move), 40, 41

and control environment, 69–71
as core competency, 17
cross-functional committee, 

benefits of, 146, 147
dashboards, use of, 42
employees, roles and 

responsibilities of, 138, 142, 
143, 148, 149

gap analysis, 41, 42
internal audit, role of, 49, 69, 107, 

136, 138, 141, 143, 144, 146
knowing your business, 

importance of, 137
management, role of, 71, 125, 

138, 140–142, 148
measuring performance, 154, 155
need for improvement, 14, 15
and periods of economic 

turmoil, xxii, xxiii, 13, 152
principles of, 37, 38
proactive approach, xxiii, 37, 

91–93, 145, 151, 152, 159
reactive approach, 37, 151, 153
roles and responsibilities, xxv, 

136–146, 148, 149, 154, 157
scorecards, use of, 42
strategies for, 61–64, 71
support for, enlisting, 40, 41
and trends in fraud, 13, 14, 46
types of fraud most commonly 

occurring in specific 
industries, 18, 19

written policies, 71
Fraud schemes, identifying, 53–55
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Fraudulent financial reporting. See 
also Financial statement fraud

preventive controls, 97, 98
risk factors for, 161–165

Fraudulent financial statements. 
See Financial statement fraud

Fujimoto, Gerry, 126, 127, 129
Future cost due to fraud, 22–23

G
Gap analysis, 41–42
Globalization

bribery and corruption trends, xv
and cultural differences, 5
and risk of fraud, xxiii, 12, 13, 

15, 16, 46, 47, 153, 155
Goldsmith, Barry, 125
Governance. See also Audit 

committee; Board of directors
and benefits of risk 

management, 35
changes since 2002, xvi, 136–146
and control environment, 

responsibility for, 70
Governance, risk and compliance 

(GRC)
characteristics of companies 

with integrated GRC, 87, 88
complexity of, 85
described, 84, 85
integrated and non-integrated 

GRC compared, 85, 86
integrated GRC as preference, 

86, 87
and preventive controls, 104

Guidance on Monitoring Internal 
Control Systems, 101, 103

H
Hartley, Bruce, 130
Hatton, Humphry, 25
Heat maps, use of, 8, 9, 60, 61

Hooker, Hugh, 37, 47
Hotlines. See Whistle-blower 

hotlines (helplines)
Human resources (HR)

role of in investigation, 126
as source of evidence, 130

I
Impact of fraud, limiting, 33
Incentives and pressures to 

perpetrate fraud
asset misappropriation risk 

factors, 165
excessive pressure to meet 

financial targets, 50–52, 94, 
95, 98, 125

fraudulent financial reporting, 
161, 162

as risk factor, 50–52, 94, 95
Independent auditors, 

144, 145
Information technology (IT)

automated controls, 80, 88, 96, 
102, 112, 115, 124

continuous fraud monitoring, 
117–121

and cross-functional risk 
management committee, 146

and electronic evidence, 124, 
130–133

financial statement fraud, tools 
for detecting, 64

and fraud deterrence, 40
role of in anti-fraud programs, 

xxiv, xxv
security and access controls, 99

Ingram, Gavin, xxii, 140
Instant messaging, 131, 132
Institute of Internal Auditors (IIA)

International Standards for 
the Professional Practice of 
Internal Auditing, 111
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Managing the Business Risk of 
Fraud: A Practical Guide, 38. See 
also Managing the Business Risk 
of Fraud: A Practical Guide

Internal audit
audit committee oversight of, 

70, 110, 143
computer assisted techniques, 62
and control environment, 73
and cross-functional risk 

management committee, 146
and financial controls design 

and effectiveness, 141
fraud detected by, 106
as fraud detection tactic, 110, 111
Managing the Business Risk of 

Fraud: A Practical Guide. See 
Managing the Business Risk of 
Fraud: A Practical Guide

monitoring activities, 101, 114
preventive controls, role of in 

developing, 94, 135
role of in fraud investigations, 

126, 128, 129, 135
role of in GRC policies and 

procedures, 88
role of in risk assessment, 52, 53
role of in risk management, 49, 

69, 107, 136, 138, 141, 143, 
144, 146

testing of controls, 97, 98
tone at the top, role of in 

setting, 73. See also Tone at the 
top

Internal controls. See also Detective 
controls; Preventive controls

control environment. See 
Control environment

entity level controls, 56
and fraud risk factors, 52
and fraud risks, misconceptions 

about, 94

and identifying possible risk, 53
and internal audits, 110, 111
management override of, 45, 50, 

54, 55, 94, 97, 98, 101, 110, 
139, 142, 143, 145

mitigating impact of, evaluating, 
56, 57

over financial reporting, 141, 145
process level controls, 56
responsibility for, 141, 142
and risk assessment, 46, 48
strengthening as treatment for 

residual risk, 57, 58
types of distinguished, 94

Internal Revenue Service, Criminal 
Investigations Division, 27

International Financial Reporting 
Standards (IFRS), transition 
to and risk of fraud, 156

Interviews as part of investigation, 
132, 133

Investigations
allegations, evaluating, 126, 127
audit committee, role of, 125, 

127, 128
background investigations. See 

Background checks
board of directors, role of, 123–128
board oversight, 126
case management systems, 124, 

133, 134
communication issues, 133
complexity of, 123
computer forensics, 124, 130, 131
conducting, guidance for, 123, 

124
conducting, setting protocols 

for, 129, 130
data, collecting and preserving, 

130–133
electronically stored information 

(ESI), 131–133
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Investigations (continued )
evidence, 124, 130–133
external, 125, 126
fraud examination and 

investigation, guidance for 
anti-fraud measures, 34, 35

by government agencies, 27, 
125, 126, 132

guidance for anti-fraud 
measures, 34, 35

human resources, role of, 126
interviews, 124, 128, 129, 131
key points, 122
legal counsel, role of, 125–128, 134
legal standards for, 129–130
outside help, determining when 

needed, 128, 129
planning, importance of, 

124–126
and record keeping and 

document retention practices, 
123, 131, 132

remedial action, identifying, 
126, 127, 134, 135

response plans, 124–126, 129
team, assembling, 127, 128

J
J-SOX, compliance with and benefits 

of risk management, 35

K
Kammer, Christian, 13, 37
Key performance indicators 

(KPIs), 155
Kickbacks, 115. See also Bribery and 

corruption

L
Legal counsel

background investigation of, 80
communication, responsibility 

for, 133

criminal liability, 26
and cross-functional risk 

management committee, 146
and response plan, 126
role of in investigations, 125, 

130, 133, 134
Likelihood of risk occurring, 55, 

60, 61
Lilienfeld, Albert, 97
Listing standards

board of directors, role of in risk 
management, 39

code of ethics requirements, 74
and corporate governance, 137, 

138
Litigation. See also Criminal liability

class actions, 23
settlements, 23, 24

Lookbacks, 120, 121
Lucus, Paul, 115

M
Madoff, Bernard, xvi, 25
Management

background investigations, 80. 
See also Background checks

code of ethics, monitoring of, 74
cooking the books, 52, 

54–57, 63
ethics training for, 77
financial expectations, pressure 

to meet, 50–52, 94, 95, 98, 
161, 162

financial statements, 
management responsibilities, 
140, 141

investigation oversight, 125, 129
and listing standards, 138
override of internal controls, 45, 

50, 54, 55, 94, 97, 98, 101, 110, 
139, 142, 143, 145

preventive controls, 98
and response plan, 126
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role of in risk assessment, 46, 50, 
52, 53, 100

role of in risk management, 71, 
138, 140–142, 148

Sarbanes-Oxley section 404, 
guidance for management, 
141, 142

tone at the top, role of in 
setting, 71. See also Tone 
at the top

Management override of internal 
controls, 45, 50, 54, 55, 94, 97, 
98, 101, 110, 139, 142, 143, 145

Managing the Business Risk of Fraud: 
A Practical Guide, 37–40, 42, 58, 
92, 94, 123, 124, 138, 139, 148

McDermott, Elizabeth Truelove, xv
Measure, Improve, and Move 

methodology (continuous 
improvement), 40, 41

Media, 26, 159
Mergers and acquisitions, 

employee background checks, 
80

Mexico
accounting practices, 54
and bribery, 48

Mitigation of risk
impact of internal controls. See 

Internal controls
management responsibilities, 

140
and risk assessment, 48, 49

Money laundering
anti-money laundering 

software, xxiv
data interrogation techniques 

for detecting, 117
Monitoring

audit committee oversight 
of, 121

effectiveness of anti-fraud 
program, 154, 155

false positives, 17
manual monitoring, 112
preventive controls, 100–103
questions for assessing, 121
tools, 63
transaction monitoring, 106, 115

Moore’s Law, 113
Multinational companies and 

impact of fraud, 15, 16

N
NASDAQ listing standards, 39, 74, 

137, 138
New York Stock Exchange (NYSE) 

listing standards, 39, 74, 
137, 138

Novosel, Mike, 73, 101, 102

O
Occupational Fraud and Abuse 

Classification System, 96, 97
Oil-for-Food Programme, 

117, 144
Opportunity

as risk factor, 50, 51
risk factors for asset 

misappropriation, 166
risk factors for fraudulent 

financial reporting, 162–164
Organization for Economic 

Co-operation and 
Development (OECD), 
compliance with and benefits 
of risk management, 35

Organized crime, xxiii

P
Partnering Against Corruption 

Initiative (PACI), 88, 89
Pervasiveness of risk, assessing, 55
Phillipps, Tim, 15, 16
Pitt, Harvey, 137
Pollard, Bill, 123
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Prevalence of fraud and 
corruption, 3–5, 23

Prevention of fraud
common areas for improvement, 

40
controls. See Preventive controls
as element of risk management, 

5, 10
as first line of defense, 39
generally, 4
principles of risk management, 

37, 38
Preventive controls

asset misappropriation, 98, 99
automated, 96. See also 

Automation
background checks, 80, 95
bribery and corruption, 99, 100
and categories of risk, 96–100
continuous controls monitoring 

(CCM), 102, 103
deficiencies, correcting, 103
described, 92
as deterrent to fraud, 92
and enterprise risk management 

(ERM), 104
evaluation of, 101
fraudulent financial reporting, 

97, 98
and governance, risk and 

compliance (GRC) approach, 
104

importance of, 92, 94, 95
key points, 91
management override of 

internal controls, 97, 98, 101. 
See also Management override 
of internal controls

monitoring, 100–103
proactive approach, 91–93. See 

also Proactive approach to risk 
management

purpose of controls, 93
responsibility for, 141
and traditional approach to 

fraud detection, 93
value of, 92

Proactive approach to risk 
management, xxiii, 37, 91–93, 
145, 151, 152, 159

Procurement fraud, data 
interrogation techniques for 
detecting, 114, 115

Public Company Accounting 
Oversight Board (PCAOB), 
Auditing Standard No. 5

control environment, 69
fraud controls, 97
independent auditor 

requirement, 145
Public opinion, 26

Q
Quadrants of heat maps and risk 

assessment, 8, 9, 61–64

R
Rationalization as risk factor, 50, 

51, 164–167
Record keeping and document 

retention practices, 
133, 134

Regulatory compliance
and benefits of risk 

management, 35
changes in regulations, 155
and compliance officers, 147, 

148
as defense against fraud and 

corruption, xvii
reporting fraud to agencies, 139

Remediation measures, 126, 127, 
134, 135
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Reports and reporting
financial reporting, internal 

controls over, 141, 145
financial reports, fraudulent. See 

Fraudulent financial reporting
principles of risk management, 

38
reporting fraud to regulatory 

agencies, 139
risk assessment reports, 58–61

Reputational risk
damage to reputation, 158
due diligence, need for, 16
and fraud, 37
and increased public and 

regulatory scrutiny, 46
Residual risk, 56, 57
Resiliency

as characteristic of successful 
companies, xviii

characteristics of, 32, 33
as corporate goal, 9–11
and corporate policies, 33
defined, 34, 160
described, 32
and risk management, 34
self-assessment tool, 42–44
traits of resilient corporation, 

32, 33
Response

as element of fraud and 
corruption risk management, 
10, 11

remediation measures as result 
of investigation, 126, 127, 
134, 135

Response plan, 124–126
Return on investment (ROI), 63
Rial, Ed, 16
Risk assessment

audit committee, role of, 52–54
board of directors, role of, 139

common areas for improvement, 
48, 50

corporate resiliency self-
assessment tool, 42–44

by country, 48
described, 46
and effectiveness of policies, 

45, 56
as element of fraud and 

corruption risk management, 10
framework for, 58, 59
frequency of, 47
heat maps, use of, 8, 9, 60, 61
of identified risks, 55
importance of, 47–50, 153, 154
and internal controls, 48
internal controls, evaluating 

mitigating impact of, 56, 57
likelihood of risk occurring, 55
management, role of, 46, 50, 52, 

53, 100
and management override 

of internal controls. See 
Management

opportunities for improvement, 
64, 65

pervasiveness of risk, 55
possible risks, schemes and 

accounts affected, identifying, 
53–55

principles of risk management, 
38

prioritizing risks, 48, 55
process for, overview, 49
process for, steps for 

implementing, 50–58
purpose of, 48
quadrants, 8, 9, 61–64
reports, 58–61
residual risks, prioritizing for 

treatment, 57
responsibility for, 52
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Risk assessment (continued )
results, evaluating, 57
risk factors, identifying, 50–53
significance of risk, 55

Risk factors
asset misappropriation, 

165–167
categories of, 51
evaluating, 52
excessive pressure to meet 

financial targets, 50–52, 94, 
95, 98, 161, 162

fraudulent financial reporting, 
161–165

identifying and evaluating, 
50–53

list of, 51, 161
methods for identifying, 52, 53

Risk intelligence, 83, 84, 104
Risk management. See Fraud risk 

management
Risk tolerance, 48, 49, 56, 57, 63
Rosenberg, Ed, 7

S
Sarbanes-Oxley Act

anti-fraud controls, 
responsibility for, 141–142

board of directors, oversight role 
in risk management, 39

code of ethics requirement, 74
compliance audits, 

incorporating monitoring 
into, 102

compliance with and benefits of 
risk management, 35

guidance to management, 141, 
142

impact of, 136, 137
internal control over financial 

reporting, 141, 145

likelihood of risk occurring, 
assessing, 55

section 404 guidance for 
management, 141, 142

significance of risk, assessing, 55
whistle-blower and hotline 

requirements, 78, 79. See 
also Whistle-blower hotlines 
(helplines)

Schirber, Mary Jane, 5
Schmidt, Wendy, 95, 96
Scorecards, use of, 42
Securities and Exchange 

Commission (SEC)
Accounting and Auditing 

Enforcement Releases 
(AAERs), 23

enforcement actions for 
financial statement fraud, 23, 
24

Final Rule: Management’s 
Reports on Internal Control 
Over Financial Reporting and 
Certification of Disclosure in 
Exchange Act Periodic Reports, 
141

fraud investigations, 27
Guidance to Management 

(Release 33-8810), 46
and stock exchange listing 

standards, 137. See also Listing 
standards

Self-assessment of corporate 
resiliency, 42–44

Separation of duties, 18
Significance of risk

assessing, 55
heat maps, use of, 8, 9, 60, 61

Silos and use of cross-functional 
risk management committee, 
146, 147
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Staff. See Employees
Standard and Poor’s (S&P), risk 

management evaluation, 
14, 25

Statement on Auditing Standards 
SAS No. 1, Codification 
of Auditing Standards and 
Procedures, 144

Statistics on costs of fraud. See 
Costs of fraud and corruption

Strategy
anti-fraud tactics versus anti-

fraud strategies, 5, 6
fraud risk management 

strategies, 61–64, 71
Structuring transactions, 117
Survivability, 31, 32
Swinehart, Greg, 155

T
Technology and risk of fraud, 

xxiii, xxiv, xxv, 156. See also 
Information technology (IT)

Thomas, Duleep, 4
Tips, role of in uncovering fraud. 

See Whistle-blower hotlines 
(helplines)

Tone at the top, 68, 69, 71–74, 
139–141, 143, 147, 157, 
158, 160

Trade secrets, 99
Training in ethics and fraud 

awareness, 15, 40, 41, 71, 
77, 95

Transparency
emphasis on, 16
and past experiences with fraud, 

xvii, 17
Transparency International, 

88, 153

Trends impacting fraud risk, 12–
15, 46, 155, 156

2008 Report to the Nation on 
Occupational Fraud and Abuse, 
19, 21, 22, 78, 93, 96, 106, 107

Types of fraud, 4, 18

U
Ugeh, Patrick, 88
U.S. Patriot Act, compliance 

with and benefits of risk 
management, 35

U.S. Postal Inspection Service, 
fraud investigations, 27

U.S. sentencing guidelines
compliance with, 35
and management 

responsibilities, 80, 81

V
Villalobos, Jorge Garcia, 54
Vincze, Steve, 147, 148
Volcker, Paul, 144
Vulnerability, reducing, 32, 33

W
Web sites

Deloitte Forensic Center (DFC), 
156

hotline reporting mechanisms, 
78, 109

and rapid spread of news, 25
Weisman, Adam, 17, 94
Whistle-blower hotlines (helplines)

allegations, evaluating, 126, 127
attitudes toward, 79, 107
and case management systems, 134
characteristics of good 

programs, 79, 80
and duration of fraud, 93
as fraud deterrent, 78
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Whistle-blower hotlines (helplines) 
(continued )

and losses due to fraud, 93
management override, 

preventing, 101
oversight by board and audit 

committee, 139
performance improvement, 

108–110
requirement for, xvi

tips, detection of fraud through, 
78, 106, 143

use of, obstacles to, xvi, xvii
Williams, David, 79
World Economic Forum, 

Partnering Against 
Corruption Initiative (PACI), 
88, 89

WorldCom, 16
Written code, 74–77
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