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ABMs (automated banking
machines), 794
Abstraction-based intrusion
detection, 411
Abstract job objects, 51
Abstract Syntax Notation One
(ASN.1), 719
Acceptable use policy (AUP), 483
Acceptance rate, 98
Access, 43
Access control, 43, 68, 70, 345-346
authentication services and, 572
concepts/features supported by,
522-523
in database management systems,
527-530
desiderata for, 522-523
discretionary access control
policies, 519
for Internet-based solutions, 530-536
leaky-bucket algorithm, 346
mandatory access control policies,
519-521
in operating systems, 523-527
policies, 518-521
role-based access control policies, 521
traffic classification, 345-346
traffic contracts, 345
traffic regulation, 346
traffic shaping, 346
Access control list, 496
Accessibility standards, 774
Access management, VPNs and, 495-496
Access methods, 664
Access policing, 335-336, 337, 342, 351
Access-regulated sources, 335-336
bounding-interval-length-dependent
model, 336
leaky-bucket-regulated sources, 336
Access regulation (policing), 340
Account fraud, 795
Accounting and charging, 116
Accounting management, 717
Account management, 728
Accredited Standards Committee X12,
863-864
Accuracy, 328
Acknowledgment message (ack), 289
Acquirer, 873, 883, 886
Activation, 687
Active application, 986, 988, 990, 1009
Active Badge system, 921
Active (dynamic) schemes, 273
Active Messages, 86-87
Active networking, 985-1009
active networking encapsulation
protocol (ANEP), 989, 993-994
analysis of active networks, 1003-1004
architecture, 991-997
Atropos, 1005-1006
background, 987

end-to-end considerations, 994
execution environment, 989, 991,
997-1000
framework, 987-991
goal of, 985
hardware and network processors,
1002-1003
implementation of components of,
997-1000
node operating system, 991, 992-993,
1000-1003
security, 994-997
selected applications, 1004—-1009
self-healing communication network,
1006-1007
temporal overlay, 1005-1006
Active networking encapsulation
protocol (ANEP), 989, 993-994
Active Network Node (ANN), 1002
Active Networks Assigned Numbers
Authority, 993
Active packets, 994-996
Active queue management, 237,
348, 351
Active Server Pages, 7
Active tag, 920, 978 282
Active transport; (6+£-1048
using biologital inolecular motors,
1046-1047
using DNA walkers, 1047-1048
Activewor - Security Center, 726
Activ= X, 10
ActiveXperts Network Monitor, 726
Activity monitor, 452
Activity monitoring (behavior-based),
450-451
Activity rules, 403
Actuators, 1027
Adaptable application, 27-28
Adaptable real-time misuse-detection
system (ARMD), 411
Adaptation unit (AU), 241
Adaptive application, 27
Adaptive differential pulse code
modulation (ADPCM), 763
Adaptive enterprise, 127
Adaptive Enterprise (HP), 122-123
Adaptive network storage architecture
(ANSA), 199
Addiction, to Internet use, 968
Additive increase multiplicative
decrease (AIMD), 336
Address filtering, 556, 568
Address resolution protocol, 215, 318
Ad hoc communication, 135
Ad hoc network, 466
Ad hoc wireless network mode, 578
Adleman, Leonard, 442, 466, 512
Admission control, 329, 340, 351
bandwidth brokers, 343, 344-345
deterministric bounds, 345

end-point/edge, 343, 344
hop-by-hop, 343-344
measurement-based, 345
stochastic bounds, 345
Advance fee fraud, 385, 479, 483
Advanced Communications
Technologies and Services (ACTS)
project INSIGNIA, 238-239
Advanced Encryption Standard (AES),
253,508, 515
Advanced Intelligent Network
standards, 235
Advanced Research Projects Agency
Network (ARPANET), 110
Advanced reservation, 121-122
Advanced Technology Attachment
(ATA), 83
Advanced video coding standard, 763
AdventNet OpManager, 726
Advertising, mobile, 916
Advertising, online, 948
Advertising business model, 918
Adware, 445, 702
AES (advanced encryption standard),
253,508, 515
Affinity maturation, 1014
Age of Spiritual Machines, The
(Kurzweil), 827
Agile software development, 22
AIMD (additive increase, multiplicative
decrease) algorithm, 349
Air gap architecture, 567-568
Air gap technology, 561, 568
Airlines, 946
Akamai, 771
Akonix Systems, 738
Akyildiz, LE,, 295
Alan, R.A., 769
Alarms and detectors, 612-614
Alchemi, 116
Alert, 938
Algorithm-based fault tolerance,
277-278
Algorithm(s). See also Distributed
algorithms
AIMD, 349
asynchronous, 287, 288-289, 295, 296
congestion-avoiding, 350
cryptographic, 495
data encryption standard, 253
Diffie-Hellman, 499
Dijkstra, 213
dynamic programming, 303
encryption, 506
flooding, 291
genetic algorithm for service
composition, 1007
global-state recording, 291, 296
leader-election, 286, 287, 291, 296
leaky-bucket, 342, 346
location-independent, 295
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maximum-flow, 173
Message Digest, 584
pricing, 116
Secure Hash Algorithm 1, 584
self-limiting congestion-avoidance, 336
synchronous, 293-294, 296
Aliases, 135
Alice and Bob. See Authentication;
Cryptography
Alien Technologies, 976
Allman, Eric, 733
All-or-nothing rule, 37
Alternate site, 677-678, 687
Alternative interconnection
technologies, 94
Altruism, 168, 186
AMANDA, 639
Amazon.com, 806, 818, 845, 851
AMD (Advanced Micro Devices), 90, 106
American Express, 873
American Memory, 809, 818, 827
American National Standards Institute
(ANSI)
fibre-channel specifications, 205
storage area networks and, 199
Americans with Disabilities Act
of 1990, 706
America Online, 733, 928
AOL News, 934
chat rooms, 736
IM service, 736
merger with Time Warner, 929
Anagnostakis, K.G., 177
Analysis, 637
Anchored channels, 992
Anderson, J.P., 403
Anderson, R., 626
Anderson, T., 836
Anderson’s penetration matrix, 430
AND nodes, 656
Andragogy, 832, 833, 834, 840
Animal identification, 975
Annualized failure rate, 663
Annualized rate of occurrence, 657
Annual loss expectancy, 657
Anomaly detection, 403, 404-409, 417
audit data analysis and mining
(ADAM), 406-407
computer immunological approach,
407-408
limitation of, 409
machine-learning and data-mining
techniques, 405-407
neural network, 406
statistical models, 404-405
Anomaly detectors, 434
Anomaly records, 403
Anonymity, 134-135, 148, 294, 295, 871
Answer to reset, 254
Anthill, 1016
Antiforensics, 426
Antiviral technologies, 449
Antivirus software, 398, 437, 738, 739
AntNet, 1016
ANTS (Active Network Toolkit), 998
Apache Access Control, 531-534
host- and user-based interactions, 534

INDEX

host-based, 531-533
htaccess files evaluation, 534
user-based, 533
Apache Axis, 66
Apache Jakarta Tomcat, 66
Apache Lucene, 817
Apache Web server, 817
Apache WSREF, 54
APDU (application protocol data
unit), 266
API. See Applications programming
interface (API)
Appeal to authority attack, 589
Apple Computer
employee disclosure of company
secrets, 699
iTunes, 158
Applets, 259
Application, 753
Application communication
middleware, 43
Application cryptogram, 265
Application data, 316-317
Application development framework,
1018-1019
Application failures, 672-673
Application gateways, 559
Application-layer VPNs, 496
Application-level framing, 764
Application-level gateway, 568
Application-level multicast, 148,752, 764
Application programming iniecface
(API), 9, 36, 40, 43
Application protocol dat-1ait (APDU),
253, 266
Application server, 7,8, 747
Application service providers (ASPs),
742-753
business mudels, 742-746
definad; 753
determinants of customer ASP choice,
749-750
fzasibility assessment of, 752-753
infrastructure elements necessary
for, 748
model elements and related vendors,
748-749
network components and ASP
configurations, 746-748
one-to-many model, 744, 745-746
risks in, 751-752
taxonomies of, 745-746
vendor-client relationship, 743-745
Application service provisioning, 753
Application service provisioning
grid, 112
Application services, 4
Application sharing, 17
Application specific integrated circuit
(ASIC), 102, 323, 1002
Application-specific models, 334-335
peer-to-peer traffic, 335
video, 335
Web traffic, 334-335
Applications programming interface
(API), 266
Application testing, 324
Application user interface, 25

Applied probability, 326
Appropriation, 28
Arbitrated loop, 213-214, 216, 220-221
Arbitrated-loop topology, 208-9
Arbitrate primitive, 213
ARB (x), 213
Archival server security, 436
Archived storage/collections, 662, 824
Archive image, 811
ARIMA (autoregressive integrated
moving average) models, 333
Arithmetic coding, 275, 763, 764
Arithmetic log units, 279
Arms, WY, 822, 824
ARPANET, 153, 582, 593, 733, 734, 903
Artificial immune systems
(ARTIS), 1015
Ashby, WR., 1013, 1014
ASPnews.com, 746
Assessment, 354
Asset-tracking, 979
Association of Research Libraries, 807
Assured pipelines. See Application
gateways
Asteoturfing, 909
Asymmetric, 515-516
Asymmetric fault, 375, 382
Asymmetric key cryptography, 68, 511
Asymptotic availability, 270
Asynchronous, 970
Asynchronous algorithm, 287, 288-289,
295, 296
computational complexity, 292-293
Asynchronous collaboration, 16, 18, 30
Asynchronous communication, 39, 769,
770, 775
molecular communication, 1038
in molecular communication
network, 1050-1051
textual, 840
Asynchronous model of distributed
computation, 288, 296
Asynchronous remote procedure call, 39
Asynchronous transfer mode (ATM), 85,
90, 238, 322
Asynchronous Transfer Mode (ATM)
network, 47
ATA (Advanced Technology
Attachment), 83
AT&T, 756, 928
AT&T Bell Lab’s UNIX platform, 769
AT&T videophones, 29
Atlantic Power and Light, 37
ATM. See Asynchronous transfer
mode (ATM)
ATMs (automated teller machines), 793,
874, 886
Atomic action, 296
Atomicity, 37
ATP (adenosine 5'-Triphosphate),
1038, 1051
Attacker-side defenses, 460
Attacking hosts, 456
Attack library, 431
Attack Net (McDermott), 432
Attack signatures, 411-413
Attack trees, 431, 656, 657
Attiya, H., 286



Attribute affinity matrix, 302
At-will employment, 694-695, 707,
708, 709
Auction, 169, 175-177, 186
Auction models, 953
Auction pricing, 855
Audioconferencing, 16
CoMeCo, 23
ITU-T H.323 standard, 29
Audio representations, 763
Audit data analysis and mining (ADAM),
406-407
Auditing, 627
Audit records, 403
Audit trail, 866, 870, 886
Authentication, 43, 68, 71, 437,
570-580, 724, 739, 796-798, 866
credentials, 571-573
defined, 580
guidelines, 579
host authentication, 575-579
of packets, 996
VPN users, 495
Web authentication, 573-575
Authentication module, 723
Authentication services, 572
Authority, and social engineering,
386-387
Authorization, 43, 68, 70, 71-72, 580
Autoanaplasis, 1009-1010
Autograph, 412
Auto-ID, 983
Automated banking machines
(ABMs), 794
Automated Clearing House (ACH), 792,
798, 875, 882, 886
Automated network configuration, 716
Automated teller machines (ATMs), 793,
874, 886
Automated toll collection, 975
Automatic speaker recognition, 541
Autonomic computing and networking,
1013-1-14
Autonomic nervous system,
1013, 1020
Autonomy, 148, 168
Autoregressive moving average (ARMA),
337, 345
Autoregressive process, 333
Availability, 43, 134, 270, 284, 377,
378-380, 382, 536
Availability block diagrams, 379
Avizienis, Algirdas, 277, 281
Avocation communities, online, 906
Awareness building blocks, 24
Awareness information, 29-30
Axon, 1040, 1051

Baby Boomers, and travel, 948
Back-propagation network, 406
Backup

defined, 687

of storage media, 601

storage media requirements, 662

using object replication, 679

zero-time-windows backup, 189
Backup and recovery system

requirements, 639-648. See also
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Business requirements of backup
systems
business requirements, 653
comparison of backup methods,
642-643
compression decision, 653
data types, 639-641
operating systems, 639
outsourcing, 646-647
requirements planning team, 639
solution options, 643-648
Backup flight software, 281
Backup tapes, 635
Backward/forward explicit congestion
notification, 350
Backward recovery, 276
Bacteria, 621
Badges, forgery of, 391
Bad-packet filtering, 555-556
Baird, John Logie, 974
Ballistic transistors, 1029
Ban, 896
Bandwidth, 80-81, 90, 98, 325, 970
function, 315, 316
tele-immersion and, 764
utilization, 317
Bandwidth brokers, 344-345
Banerjee, S., 180, 861
Banking, online. See Online baniiiug
Bank of America, 589, 778
Banner, 938
Bantu’s Presence Platfori.;738
Barbosa, V.C., 286
Barcodes, 975
Barnes & Noble, 826
Barracuda Netwirks, 735
Barron’s cninz, 937
Basic cell state model (BCSM), 236
Basi< cai: unrelated state model
(BCUSM), 236
BasicCard, 260
Basic encoding rules (BER), 719
Basic risk formula, 361
Basic Support for Cooperative Work
(BSCW), 19
Bastion host, 557-558, 568
Batch processing, 882, 886
Bates, A.W., 965
Bathtub curve, 270
Baxter, W.F., 791
Bayesian spam filter, 735
B cells, 1014, 1020
BEA Tuxedo, 9
Becker, J.U., 174
Behrens, S.G., 354
Belanger, F., 886
Bell, B.S., 782
Bell, D., 520
Bell, Genevieve, 773
Bellcore standard, 666
Bellotti, V., 772
Bell Relay Computer, 279
Benford, X., 774
Beowulf-CLASS System, 90, 107
Beowulf cluster, 81
Beowulf commodity PC cluster, 93
Berentsen, A., 798
Beresford, A.R., 924
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Berger codes, 275, 279
Berkeley Digital Library SunSITE, 817
Berners-Lee, Tim, 769, 775
“Bernz’s Social Engineering Tips,” 391
Bertillon, Alphonse, 541
Berube v. Fashion Centre Ltd. (1989), 707
Best Buy, 786
Best-effort traffic, 340
Betarte, G., 261
B-Frame, 762, 764
Bicompatibility, in molecular
communication, 1038
Bidgoli, H., 886
Bidirectional authentication, 571
Biham, Eli, 510
Binding element, 65
Biological cells, modified, 1042
Biologically inspired networking,
1012-1020
ant colonies, 1015-1017
application development framework,
1018-1019
autonomic computing and
networking, 1013-1014
cellular systems, 1018-1019
evolution through natural selection,
1017-1018
future work in, 1019
immune systems, 1014
middlework framework, 1017-1018
nervous systems, 1013-14
network intrusion detection, 1015
network routing, 1016-1017
Biological systems, 1038-1041
active transport-based molecular
communications in, 1041
biological nanomachines in, 1039
communication processes in,
1039-1040
molecular communication networks
in, 1041
passive transport-based molecular
communications in, 1040-1041
Biometric devices, physical security
and, 610
Biometric reference, 540, 549
Biometrics, 398, 539-550, 572-573, 593,
796, 797
computer network security and,
546-547
data collection, 542
decision, 543-544
defined, 539, 549
exception-handling mechanisms, 544
false positives and false negatives, 573
forgeries and, 547
fundamental concepts, 539-541
National Physical Lab Tests, 546
performance testing, 544-545
privacy and, 548-549
Purdue Employees Federal Credit
Union example, 548
reference storage, 544
religious objection to, 548-549
San Jose State University example,
547-548
signal processing, 543
suggested rules for secure use of, 549
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Biometrics (cont.)
system description, 541-544
technical tests, 545-546
transmission, 543
Biometric sensor, 542
Bio-Networking Architecture, 1017
Birthday paradox, 585, 593
Bisectional bandwidth, 98
Bishop, M., 423
Bit-rate transparency, 105

BitTorrent, 157, 161-162, 170, 770, 771

Black-box testing, 423
Blacklisting, 483
Blacklists/blacklisting, 469
Blackouts, 602

Blakey v. Cont’l Airlines, Inc. (2000), 705

Blocker tag, 921
Block-mode data mechanism, 198
Blocks extensible exchange protocol
(BEEP), 415
Blog/blogging, 389-390, 770, 771, 787,
853,900, 901, 930-931, 939
employee, 699
training and, 964, 969
Bloom, B.S., 965
Blue-laser technology, 968
Bluetooth, 847
-based payment systems, 879
technology, 918, 920
Blumenthal, U., 723-724
Bodleian Library of Oxford
University, 809
Boehm'’s generic risk taxonomy, 354
BOINC, 165
Bolt, 629
Boot sector infectors, 440, 470
Boot-sector viruses, 446
Bootstrap entity, 181
Borbinha, J.L.B., 818
Border gateway protocol, 502
Border router, 556
Boston Globe, 937
Bots and botnets, 445, 456, 457, 466,
471, 473, 896
Bounding-interval-length-dependent
model, 336
Bowman, 1001
Box-Jenkins method, 333-334
B_Port, 207
Brain virus, 440
Brand, 938
Brandau virus, 451
Brand certification authority, 880
Breach, 637
Breadth-first numbering, 287
BRICKS, 827
Bridge certificate authority, 71
Bridge protocol data units, 318
Bridges, 194
Bridging firewalls, 558
Briggs, L., 963
British Library, 825, 827
Broadband, 929, 967
Broadband-based TV, 967
Broadband call control function, 239
Broadband call unrelated service
function, 239
Broadband INAP protocol, 239
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Broadband integrated services digital
network, 237
Broadband multimedia services, 238
Brocade Communication Systems,
Inc., 197
Brochureware, 950
Brodley, C.E., 405, 406
Brownout, 629
Bruckman, A., 911
Brute force attack, 507-508, 509, 584,
586, 592, 593
Brynjolfsson, E., 771, 772
BSCW (Basic Support for Cooperative
Work), 19
Buchegger, S., 183
Buffer management, 342, 348-349
loss priorities, 348
push-out schemes, 348
random early detection (RED),
348-349
Buffer-to-buffer flow control, 214, 223
Bugtraq mailing list, 424
Bulk data transfer, 720
Bulk eraser, 629
Bulletin boards, newsgroup, 624
Bureau of Labor Statistics, 783
Burstiness, 326, 327, 330, 337, 345
Business Continuity Institute, 650
Business continuity management
(BCM), 650-651, 660, 673-675,48"
business impact analysis, 673-5% 4
disaster recovery planning 473
loss evaluation, 674
modular solutions, 685
understanding coriipeny business, 673
Business Continuity nfanagement—Good
Practice Grudelines, 673
Business cortinuity plan, defined, 687
Business.ceniinuity planning (BCP),
651,654-660, 658-659, 660,
671--687
altzrnate sites strategy, 677-678
backup and recovery, 676-677
business continuity laws/regulations,
683, 684
business continuity management,
673-675
business impact analysis, 655-658
business resilience and, 685-686
from disaster recovery to, 672-673
downtimes in business services,
672-673
initiation, 654
investment decisions and, 683, 685
recovery objectives, 658-659
risk management, 675-675
storage technologies, 678-682
trade-offs in offsite location
choice, 678
training and testing, 682-683
Business drivers, 316
Business impact analysis, 423, 654-658,
671, 673-674, 687
business process analysis, 655
IT infrastructure mapping, 655
qualitative risk analysis, 656
quantitative risk analysis, 656-657
risk analysis, 655-656

risk (rating) matrix, 656
threat (attack) trees, 656
Business networking sites, 389
Business process analysis, 655
Business Process Execution
Language, 121
Business requirements of backup
systems, 650-660
backup guidelines, 652-653
business continuity management,
650-651
business continuity planning,
651, 654-660, 658-659
data recovery, 653
high availability, best practices
for, 654
implementing/testing the plan, 660
monitoring/improving the
procedures, 660
risk management, 651-652
scope for decisions, 653-654
training and awareness program,
659-660
Business resilience, 685-686
autribute classes of, 686
object layers related to, 686
Business source providers (BSPs), 742
Business-to-business (B2B) electronic
commerce, 860. See also Electronic
data interchange
Buttyan, L., 183
Byzantine failure, 269

Cable News Network (CNN), 934
Cache poisoning, 428
Caddy, 24
CAFE (Conditional Access for Europe),
880, 883-884
Cairncross, Francis, 770-771
Call control function, 237
Calling tree, 682
Call unrelated switching function, 236
Cambridge Multiple Access System
(CMAS), 584
CANESs (Composable Active Network
Elements), 998-999
CA*net 4, 969
CAN-SPAM, 702, 703
Capability filtering, 463
Capacity-planning, 315-325
application categories, 319-320
capacity defined, 315, 325
information gathering, 316-318
network traffic pattern analysis,
318-20
resources, 316, 324
solutions, developing potential,
320-324
terminology, 315-316
Capsule approach, 987
Carbon nanotubes, 1026-1027
Card, 886
Cardholder certification authority, 881
Carey, L., 963
Carlson, David, 930
Carlson, J., 780
Carrier sense multiple access/collision
detection (CSMA/CD) protocol, 99



Carrier wave, 255
Cascading failures, 375
Cash card, 886
Caspi, A., 834
Castro, L.N., 1012
Caswell, C., 833
CAVEcomm, 47
CCMP (counter-mode/CBC-mac
protocol), 925
CDMA, 918
CD-ROM media backup, 645
Cell-based programming, 1018-1019
Cell loss priority bit, 348
Cell of origin, 921
Cellular phone(s)
applications, 786
distribution to the poor, 969
health risks with, 621
online news/information and, 927
RFID readers and, 978
tracking and, 982-983
use, in U.S., 697
Cellular services, security shutdown
of, 602
Censorship, 162
Central Bank, 798
Centralized conferencing architecture,
757-758
Central nervous system, 1020
Central reservation systems, 943
Cerf, Vinton, 733
Certificate, 516, 580, 887
Certificate authority (CA), 43, 69, 849
Certificates, 514-515, 574
Certification authorities, 574
Chain letter/chain mail, 477-478,
481-482, 483
classes of, 478
with Web bug technology, 445
Challenge handshake authentication
protocol (CHAP), 500, 502
Challenge-response authentication,
515, 585
Chan, S.C., 863
Chandra, T.D., 295
Chandy, K.M., 292, 295
Change control system, 778
Change detection (integrity checking),
450, 452
Change trigger approach,
to backup, 641
Channel, 890, 896, 990, 992, 1010
Channel reservation, 214
Channel taking, 895
Chanops, 892, 896
Chapman-Kolmogorov equations, 272
Charge card, 873, 887
Chariot (NetIQ), 350-351
Charron, F., 406
Chat, 16, 20, 390, 787. See also Internet
relay chat
Check, 887
Check card, 887
CheckFree, 880
Check guarantee system, 887
Checklist testing, 683
Check-pointing, 276
Checksumming, 669
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Checksums, 275
virtual private networks and, 495
Chem eStandards, 867
Chemical Industry Data Exchange
(CIDX), 867
Chen, Y., 833, 834
Chicago Tribune, The, 928
Child pornography, 703
Children, and IRC, 894-895
Children’s Online Privacy Protection Act
of 1998 (COPPA), 702-703
Chilling Effects Clearinghouse, 810
China Research and Development
Environment Over Wide-Area
Network, 55-56, 60
China Wireless Telecommunications
Standards, 919
Chinese remainder theorem, 253
Chip card. See Smart cards
Chip-level multiprocessing, 82, 105
Chip manufacturing, 974
Chip-to-Chip SPINet, 103-104
Chord, 140
Chowdhury, G., 801, 802, 824
Chowdhury, S., 801, 802, 824
CHRISTMA exec, 451
Chu, Y., 180
Chuang, J., 179
CHUM, 185
Chunking, 931
Churn, 760, 764
CIA triad, 43
CinemaNow, 854
Cipher, 593
Cipher block chaiving mode, 510, 653
Ciphertext, 43, 596, 516, 593
Circuit-leve! gateways and proxies,
55S:-558
CISCCQ Corporation, 579
CiSCO 10S, 459
Cisco Systems, 321
Clarke, Ian, 162
Clarke, R.E., 657
Class A, B, and C fires, 616, 629
Classic cost model, 304
Classification, 407
Class of service, 224-225
Clean agent, 629
Clearing/clearance, 887
Clearinghouse runs, 798
Cleartext, 506
Clement, M., 174
Click, 1001
Client, 131, 148, 896
Client-based computing, 5-6
Client process, 14
Client/server-based architectures, 166,
299, 300
Client/server computing, 3-15
disadvantages, 4
enabling technologies, 9-13
extranet, 13-14
Internet and intranet, 13
peer-to-peer computing compared, 3
practical motivations, 3—4
software, 3, 4-9
structural motivations, 3
Client/server groupware, 18-19, 30
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Client/server software architecture, 14
Client/server system architecture, 14
Client/server tier, 14
Client system, 14
Client-vendor relationship, 743-745
Closed-circuit television (CCTV), 612
Closed-loop systems, 873
Closed-set test, 545
Clothing, and RFID tags, 976
Clover architecture, 24
Cluster computing, 79-90, 110,
117-118
application development, 87-89
cluster architectures, 80-82
cluster defined, 80
emerging trends, 89-90
hardware components, 82-85
next-generation, 90
software components, 85-87
Clustering, 192, 195, 1017
Cluster interconnnect, 83
Cluster management tools, 86
Cluster nodes, 82
Clusters, 110, 117-118
CMOS electronics, 106
CNET, 388
CNN, 934
COAST (COoperative Application
Systems Toolkit), 25
CoCoDoc, 23
Code disjoint, 278
Code distance, 274
Code division multiple access (CDMA),
878, 925
Code Red, 449
Codes of conduct, 482
Code word, 274
Cohen, Bram, 161, 162
Cohen, Fred, 356, 440, 441, 449
Colasoft EtherLook, 726
Cold failover, 373
Cold site, 677
Cold standby sparing, 273, 281
Coliseum system, 764
Collaboration, social influence theory
and, 780
Collaboration awareness, 24
Collaboration culture, 772
Collaborative Digitization Program, 816
Collaborative e-commerce, 855, 857
Collaborative filtering, 851
Collaborative work online
communities, 907
Collaborative writing, 20
Collett, D., 833
Collision, 584
Colored petri automata, 410-411
COM. See Component object model
(COM)
Combinatorial models, 271-272
Combustible, 629
CoMeCo Groupware Service
Architecture, 23, 24
Commerce service providers (CSPs), 742
Commercial solicitations, 703
Commit protocols, 304
Committee of European Postal and
Telephone (CEPT), 322
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Commodity off-the-shelf (COTS)
hardware, 79, 90
Common channel signaling
network, 235
Common condition online
communities, 907
Common Criteria Evaluation Assurance
Level 4, 561
Common Gateway Interface, 7
Common gateway interface scripts, 46
Common information model (CIM), 202
Common Internet file system (CIFS),
202, 233
Common management information
protocol (CMIP), 714, 728
Common object policy service protocol,
240-241, 728
Common Object Request Broker
Architecture (CORBA), 10, 37-38,
43, 58, 63, 235, 239-240,
239-241, 248
Common services, 225
Commons problem, 29
Common vulnerabilities and exposures
(CVEs), 424, 587-588
Communication. See also Molecular
communication
clusters and, 86
nanoscale communication
devices, 1029
satellite communication, 1026-1027
security breaches and, 634
telework and, 779-780
Communication Authorization
Service, 71
Communication/collaboration building
block, 24
Communication model, 715
Communications interception, 784
Community bulletin board site
model, 937
Community Name, 719
Compact disk, 665
Comparison score, 550
Compatible time-sharing system,
582, 593
Competing dependent risks, 367
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