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access control, 46, 71, 92-93, 214-215. See
also Access Control List
Access Control List (ACL), 173, 243
account management, user, 48
Active Directory (AD)
authentication with Host Profiles, 243-244
domain controllers, 177-178, 244
ESX 4.1 features, 48
vCenter Server requirement, 93, 95
vCenter Server use, 100-101
vSphere 4.1 features, 47
Active network adapter selection, 136
active/passive clustering features, 272
admission control, 283-284
Advanced Edition, vSphere, 62
affinity rules, 178
alarms, 221, 222-224, 230. See also
notifications, event
alert events, 221
alerts, sending via e-mail, 226, 227-229
Annotations, virtual machine, 212-214
application errors, in Faclt } vlerance-
enabled configurations, 279
applications
considerations for sizing new virtual
machine, 56
with identities, cloning with, 203
monitoring, 285
author’s Web site, 5
automation
Distributed Resource Scheduler, 177, 319
scheduling tasks, 237-240
startup/shutdown process, 318
tools, 239, 303-307, 309-312, 313
troubleshooting, 288
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backups

data recovery, 43, 62

of NAS volumes, 154

tools, 280

virtual machine, 36,57, 279
balloon driver, 30-31
bare-metal hypervisors, 24, 26, 90, 288
basic support, €4
Beacon preting network failure detection,

134-:335

blade =z, vers, 68, 173, 178, 294
ble<l allocation, VMFS, 151
Boot-from-SAN virtual machines, 41
vridge loops, 136
Brown, Doug A., 313
BusLogic Parallel SCSI controllers, 185
BusLogic SCSI hard disk adapter option, 40
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capacity, exceeding resource, 54
CD/DVD drives, in virtual machine, 186, 187
Cisco Discovery Protocol (CDP), 132
Cisco Nexus 1000V virtual switch, 35, 67
cloned virtual machines

creating, 195-198, 199-202

customizing, 199, 202-203

described, 31-32, 195

differences between, 203

disk space issues, 195

inappropriate environments, 203, 280

licensing, 203

moving between clusters, 196

network communication issues, 195

templates, 198
cloud computing, 13, 16
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clusters, host
across physical hosts, 273
adding, 59, 172-173, 176-177, 206
advantages, 171, 173
application-level, 41
communication between hosts, 32
creating, 174-176, 206
described, 171
disk access, 70
Distributed Resource Scheduler,
178-179, 180
hardware compatibility issues, 319
High Availability, enabling, 41, 277-278
host failure, handling, 32-33
hot-add, 176
limits, 49
moving clone between, 196
moving standalone hosts to, 270
naming, 69, 137, 171-173
NFS datastore sharing, 42
at OS level, 272-273
path selection policy restrictions, 157
physical/virtual combined, 273
rules for, 34
on single physical host, 273
Transparent Page Sharing, effect on. 35U
vMotion advantages, 180
vSphere 4.0 enhancements, 4i
cmdlets (PowerShell), 303, 304
Command Line Interface ‘vSphere CLI), 239
communication between husts, controlling
via VLANSs, 35, 36-57, 44, 63, 67
communication problems, trouble-
shooting, 300
Communities, VMware, 315
compression, memory, 31, 48-49
computing, evolution, 17-18
concentrators, 48
configuration limits, 48
connection limits, network storage
device, 243
connectivity issues, troubleshooting, 291
Consolidated Backup, 280
consolidation of identical data, 30, 323
contention handling. See vMotion
Converged Network Adapters, 45
Converter, VMware, 55

copy tools, 306, 307
coscheduling, 184
CPU ready, 296-297
CPU resources
coscheduling, 184
detecting Windows, 299-300
ESX support for, 42
exceeding capacity, 54
hot-add, 34-35, 44
maximum number, 40
scheduling, 296-297
virtual, 56, 184
in virtual machine, 185
Custom Attributes, 212-214
Customization Specitications, 31, 202-203
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DABCC -~om, 313-314
das faiinredetectiontime parameter, 294
des.isolationaddress parameters, 294
la‘a, migrating from one datastore to
another, 35, 41, 60, 63, 280
data compression, 31, 48-49
data consolidation, 30, 323
data recovery
backups, 43, 62
from disaster, 26
Distributed Resource Scheduler, 275
High Availability configuration, 278
storage, insufficient, 150
version/edition features, 43, 61, 62
of virtual disk metadata, 184
data storage. See storage, data
databases, 41, 91-92, 93, 95-97, 298
datacenter, creating initial, 113, 117-118
datastores. See also NFS datastores
access, testing, 165
access permissions, 46
creating VMFS, 164-166
described, 150
exceeding capacity, 54
folder structure, organizing, 211
growth, 210
limitations, 151
managing, 231-232
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path selection policy, 158
redundancy, 56-57, 153
sizing new virtual machine, 56-57, 210-211
utilization monitoring, 318
viewing, 208-209
vSphere features, impact on size, 54-55
DCAC (DynamicOps Cloud Automation
Center), 305-306
deduplication, 59, 61, 62
deploy.cab file, 199
deployment, 9, 307, 323-328. See also
rollout planning
desktops, transferring physical to virtual,
311-312
disaster recovery (DR), 26
disk space, 55, 58, 70, 295-297. See also
thick provisioning; thin provisioning
disks, virtual. See virtual disks
disruptive technologies, 1
Distributed Power Management (DPM), 42, 63
Distributed Resource Scheduler (DRS)
automation, 177, 320
described, 34, 177
enabled clusters, vMotion in, 180
events by, 220
hardware failure recovery, 275
host clusters, 177, 178-179
online resources, 320
VM-VM affinity rules, 178
for vSphere Enterprise F'aition, 63
Distributed Switch featuve. 35, 36-37, 44,
63, 67
Domain Name Server (DNS), 81, 275, 321
downtime, 42-43, 271-272
DPM (Distributed Power Management), 42, 63
DR (disaster recovery), 26
DRS. See Distributed Resource Scheduler
duplex settings, 69
DVD drives, in virtual machine, 186, 187
dvPort, 67
dvSwitch (vNetwork Distributed Switches),
35, 36-37, 44, 63, 67
Dynamic Discovery, 162-164
DynamicOps Cloud Automation Center
(DCAC), 305-306
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E1000 adapters in virtual machine, 186
eager zeroed thick, 194
editions, vSphere, 35-37, 60-63
Eggs in One Basket effect, 27
e-mail, 226-229
Enhanced vMotion Compatibility (EVC), 42
enterprise businesses, vSphere editions
for, 61-63
Enterprise Edition, vSphere, 35-37, 63
Enterprise Plus Edition, vSphere, 36-37, 63
Epping, Duncan, 320
ESC (Service Consol= connection), 138-139
Essentials for Retait Edition, vSphere, 60
Essentials Plus/for Retail Edition, vSphere,
60-61
EST (Exte:nci Switch Tagging), 137
ESX/ESXi
clhiaracteristics, 12
CPU resource support, 42
data recovery, 43
diagram illustrating, 21-22
enhancements in, 42
evolution, 26
host installation, 81-82
host servers compared to physical
servers, 65
improvements, 40
IP addresses, 77, 81
licensing, 79, 80
maintenance, 12
memory resource management, 48-49
memory resource support, 42
network traffic management, 49
performance monitoring, 40
resource needs, 12
service console, 42
snapshots, LUN, 45, 54-55, 90, 280, 324
SSL certificate, 87
storage management, 49
Tech Support Mode, 288-289
thin provisioning, lack of, 194
troubleshooting, 288-289
versions, 39
vSphere 4.1 features, 48-50
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ESX/ESXi hosts. See host servers

Ethernet adapter, in virtual machine, 186
EVC (Enhanced vMotion Compatibility), 42
event monitoring, 41, 219, 220, 222-223
Explicit Failover Order load balancing, 134
External Switch Tagging (EST), 137

ofFe

fabric. See storage area network
Failback network option, 135, 157
failure handling, 43, 135, 157. See also
backups
FastSCP, 306, 307
fault tolerance, 274
Fault Tolerance (FT), VMware
application errors, 279
configuration, 140
costs, 280
described, 35-36, 43, 279
enabling, 280-282
example, 57
failure handling, 43
High Availability combined, 274
incompatible features, 280
on multiple virtual machines, 282
prerequisites, 279-280
resource usage, 140
thick provisioning requirement, 58
for vSphere Advanced Edition, 62
FC (Fibre Channel) SAN ziorage, 76, 154—
157, 159, 160, 243
FC HBA (Fibre Channel Host Bus Adapter),
76, 160, 243
FCoE (Fibre Channel over Ethernet), 45
features, vSphere
advanced, 33-35
enterprise, 35-37, 63
standard, 29-33
variety, 9, 10
Fibre Channel (FC) SAN storage, 76, 154—
157, 159, 160, 243
Fibre Channel Host Bus Adapter (FC HBA),
76, 160, 243
Fibre Channel over Ethernet (FCoE), 45
file system for virtual machine storage. See
Virtual Machine File System

firewall protection, 36

Fixed Path Selection (VMW_PSP_FIXED),
157, 159

Flexible adapters, in virtual machine, 186

floppy drives, in virtual machine, 187

FT. See Fault Tolerance, VMware

full virtualization, 18

full-duplex network speed setting, 69
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gateway IP address, ESX 4 host, 77, 81

golden images. See templates, virtual
machine

group/user access vermissions, 46

guest. See virtval machines

guest custoniization errors, 297

guestcustiogiog file, 297

o lie

A (High Availability) clustering, 41,
276-277
HA configuration. See High Availability
configuration
HAL (Hardware Abstraction Layer), 299-
300
half-duplex network speed setting, 69
hardware, 17, 27, 299
Hardware Abstraction Layer (HAL), 299-
300
Hardware Compatibility Guide, PSP
information, 72
hardware virtualization, 16
hardware-assisted virtualization, 18
hardware-based initiators, 161
HBA setup menu, 76
HBAs (Host Bus Adapters), in FC SAN
storage, 76, 160
high availability, 273-274
High Availability (HA) configuration
admission control, 43
admittance errors, 293
blade chassis failure, 294
on clusters, 41, 276-278
configuring, 26, 293
described, 32-33, 62, 274-275
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evolution, 274
failure recovery process, 278
Fault Tolerance combined, 274
host failure, handling, 283-284
maintenance mode feature, 43
management network connection, 138
online resources, 320
preparing for, 276
prerequisites, 275
prioritizing virtual machine startup, 275
system design, 59
troubleshooting, 293-294
vCenter Server, 90
virtual machine monitoring, 284-285
for vSphere Essentials Plus for Retail
Edition, 61
for vSphere Standard Edition, 62
Host Bus Adapters (HBAs), in FC SAN
storage, 76, 160
Host Failures Cluster Tolerates admission
control option, 284
host farms, creating new, 37
Host Network Isolation, 276
host profiles
administrator password, changing,
251-255
advantages, 37, 241-242
applying, 247-250
configuring, 255-258
creating, 244-245
described, 35, 46, 63. 24!
Fibre Channel SAN storage for, 243
hosts, attaching to, 246-247
prerequisites, 242-243
vSphere 4.1 version, 47
for vSphere Enterprise Plus Edition, 63
host servers. See also host profiles;
vMotion
accessing via name/IP address, 97
adding, 59
addresses, 77
administrator passwords, 47
clusters, adding to, 176-177
configuring, 42, 68, 206
confirming, 87-88
connecting to network, 65
described, 24, 66

DNS address, 81
enabling vSphere Web Access, 109-110
failure detection/handling, 276
features, vSphere edition, 60, 61, 62, 63
installation, 75-78, 82-88
inventory, 88
isolated, 276-277, 294
licensing, 118, 123-124
limits, 49
maintenance mode, 247-248, 285
managing, 138-139
names, 81, 327
network connections, checking, 77
NFS datastores, 173
oversubscribed, .55, 58, 70, 295-297
path selectionpolicy, 158
physical servers compared, 65
power-savivg features, 42
standaione, 153, 261, 270
subnci inask, 77, 81
tiine synchronization, 124-127, 244
woubleshooting, 123, 291
11ost Update Utility, 46
hot-add of resources, 34-35, 44, 62, 176, 185
hot-extend feature, 44
hot-plug feature, 44
hypervisor abstraction layer, 16
hypervisors
bare-metal, 24, 26, 90, 288
described, 24, 25
full virtualization using, 18
installing different, 28
on physical server compared to on OS, 20
process scheduling on, 18
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IBM DB2 9.5 database, vCenter Server
support, 96-97

icons in text, 5

IDE (Integrated Drive Electronics) hard
disk adapter, 40

IDE (Integrated Drive Electronics) hard
disk, in virtual machine, 185

initiators, 155, 161, 164

Internet SCSI (iSCSI) storage, 42, 67, 154,
160-164
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IP address, ESX 4 host, 77, 81

IPv6 support in vSphere, 44

IQN (iSCSI Qualified Names), 160, 161

iSCSI (Internet SCSI) storage, 42, 67, 154,
160-164

iSCSI initiators, 161-162

.iso files, 232

isolated hosts, 276-277, 294

isolation addresses, 294
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Jumbo Frame support for network-based
storage, 42
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Knowledgebase, VMware, 314
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Land, vSphere, 315
Laverick, Mike, 314
LBT (Load-Based Network Teaming), 49
licensing
centralized, managing from vCentex
Server, 41
cloning, issues with, 203
ESX/ESXi, 79, 80
host servers, 118, 123-'24
restrictions, 28
vCenter Server, 113, 114-116
vSphere, 29, 118-122
limits, 264, 266, 267, 268
Link Status Only network failure detection,
134
Linked Clones, incompatibility with Fault
Tolerance, 280
Linked Mode in vCenter Server, 43
Liquidware Labs Stratusphere UX, 311-312
Load Balancing, 133, 134-135
Load-Based Network Teaming (LBT), 49
local storage, 153-154
log files, 290-292, 297, 298
Logical Unit Number (LUN)
attaching to hosts, 155-156, 159
described, 155
masking, 71, 160
snapshots, 45, 54-55, 90, 280, 318

LSI Logic Parallel SCSI controllers, 185
LSI Logic SAS SCSI controllers, 185

LSI SAS hard disk adapter option, 40
LSI SCSI hard disk adapter option, 40
LUN. See Logical Unit Number
LUN-based SAN storage, 164-168
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MAC (Media Access Control) address,
66, 300
mainframe computers, 17-18, 34
maintenance, ESX, 12
maintenance mode. 42, 247-248, 285
management conn=ctivity,
troubleshooting, 291
management {eatures, vSphere, 46-47
manageme«n: :ietwork connection, 138-139
maps, »34--235
MD5 (iviessage-Digest 5) checksum, 76
Med:ia Access Control (MAC) address,
66, 300
raemory compression, 31, 48-49
memory management, contention
handling, 30-31
memory overcommit, 30-31
memory resources
ESX support for, 42
exceeding capacity, 54
hot-add, 34-35, 44, 185
management features, 48-49
maximum amount, 40
optimization, 30, 323
in virtual machine, 185
memory swapping, 48
Message-Digest 5 (MD5) checksum, 76
Microsoft Active Directory. See Active
Directory
Microsoft Cluster Services (MSCS), 41,
272-273
Microsoft SQL Server 2005 database,
vCenter Server support, 96
Microsoft SQL Server 2005 Express
database, 92, 93, 95, 96, 298
Microsoft SQL Server 2008 database,
vCenter Server support, 96
Microsoft Windows Remote Desktop, 310,
319-320
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mid-size businesses, vSphere editions for,
61-63
migration, host server. See vMotion
Mitchell Web site, 5
monitoring. See also Distributed Resource
Scheduler
applications, 285
datastore utilization, 324
event, 41, 219, 220, 222-223
network, 147
performance, 40, 41, 235-237
storage, 45
virtual machine availability, 284-285
Moore, Gordon, 18
Moore’s Law, 18
Most Recently Used Path Selection (VMW _
PSP_MRU), 156-157
MSCS (Microsoft Cluster Services), 41,
272-273
multimedia applications, virtualization
limitations, 28
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(N)+1 plan for system reliability, 275
NAS (Network Attached Storage), 42
154, 168-170, 173
NAS gateways, 154
NetIlOC (network I/O control), 35, 49, 63,
142, 145-146
network adapters
physical, 47, 173, 242-243
virtual, 17, 40, 136, 186, 187
Network Attached Storage (NAS), 42, 152,
154, 168-170, 173
network connections, 69, 76
Network Failover Detection, 134-135
network interface cards (NICs)
connecting vSwitches to, 131, 132-133, 147
described, 66
failure handling, 134-135
MAC address, 66
teaming, 67, 68, 133-135
virtual, 172
network interfaces, considerations for
sizing new virtual machine, 56
Network I/O Control (NetlOC), 35, 49, 63,
142, 145-146
network resources, 11-12

W52,

network settings, at host installation, 81-82
network switching. See switching, network
Network Time Protocol (NTP) server,
124-127, 244
networks
access permissions, 46
connecting to multiple, 56
design, importance, 129
exceeding capacity, 54
[Pv6 support, 44
name consistency, 172
resources for, 11-12
testing, 147
traffic management {eatures, 49
troubleshooting, 147, 291, 300
viewing, 209-212
virtualizatien, influence on, 27
vSphere 4.0 features, 44
NFS Clienis, 168
NFS daiastores, 42, 152, 154, 168-170, 173
NES "ervers, 168
Nit>-teaming, 67, 68, 133-135
NICs. See network interface cards
Nikitin, Alex, 155
non-pass-through RDMs, 153. See also Raw
Device Mapping
notifications, event. See also alarms
alarm triggering, 224
contact types, 226
described, 219
identifying, 220-221
of scheduled tasks, 239
sending, 226, 227-230
setting up, 226-227
tracking recent, 219-220
vSphere 4.0 enhancements, 41
vSphere Mini Monitor, 306, 307
Notify Switches network option, 135
NTP (Network Time Protocol) server,
124-127, 244
NTP Daemon (ntpd) Options dialog, 126, 127
NTPRO.NL, 314-315

o () o

online learning resources, 313-321

Onyx, 304-305

Open Virtualization Format (OVF)
standard, support, 46
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Openfiler, 311

operating systems (OSs), 17, 28, 40-41,
55-56, 307

Oracle databases, vCenter Server support,
96

organization of book, 1-4

over-allocation of virtual disks, 194

oversubscribed storage, 55, 58, 70, 295-297

OVF (Open Virtualization Format)
standard, support, 46

opPe

P2V (physical-to-virtual) migration, 55, 299,
314
pagefiles, virtual memory, 194
pages (term), 30
parallel ports, in virtual machine, 187
paravirtualized hardware, 187
Paravirtualized SCSI (PVSCSI) adapters, 45,
185, 187
passive failover, NIC teaming for, 67, 134
pass-through RDMs, 153. See also Raw
Device Mapping
passwords, 47, 84-85, 200-201, 251-255, 298
patches, VMware software, 12
path selection plugins (PSPs), 72, 156-157
Path Selection Policy, 156-15¢
paths, 76, 156-157
PCI (Peripheral Compone:u Interconnect),
68, 188
Percentage of Cluster Resources Reserved
Failover Spare Capacity admission
control option, 284
performance
monitoring, 40, 41, 235-237
resource pool effects, 207
settings, 261
troubleshooting, 295-297
Perilli, Alessandro, 314
Peripheral Component Interconnect (PCI),
68, 188
permissions, 46, 47, 98, 214-215, 232-233
Petri, Daniel, 314
Petri IT Knowledgebase, 314
physical compatibility mode RDMs, 153.
See also Raw Device Mapping
physical computers, virtual machines
compared, 16

physical network, 66
physical network switches, 66-67
physical servers
disk ownership, 70
host servers compared, 65
hypervisors on, 20
managing, 48
networking configurations, 67-68
rack-mounted, 68
in virtualization model, 24
physical-to-virtual (P2V) migration, 55, 299,
314
ping command (ESX), 139
planning, rollout. Sec rollout planning
Poelker, Christopher, 155
pool.ntp.org NTT <zrver, 127
port groups.-56. 69, 136-137, 145, 172
port-mapper service, 170
power management, 46. See also
Disuibuted Power Management
Pow<rCLI, 239, 303-304
PcwerShell (cmdlets), 303, 304
primary DNS IP address, ESX 4 host, 81
primary hosts, HA cluster, 276
primary virtual machine, 279
Private VLANSs, 37, 44
privileges, user, 233. See also access
control
production support, 64
profiles, host. See host profiles
PSPs (path selection plugins), 72, 156-157
Purple Screen of Death (PSOD), 289-290
PVSCSI (Paravirtualized SCSI) adapters, 45,
185, 187
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Quiesce File System option for scheduling,
238
quorum, 272
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rack-mounted physical servers, networking
configurations, 68

RAID (Redundant Array of Inexpensive
Disks), 56-57, 153
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Raw Device Mapping (RDM), 17, 71-72,
153, 273
Recent Tasks pane, vSphere Client, 219, 220
recovery, data. See data recovery
Recovery Point Objective (RPO), 272
Recovery Time Objective (RTO), 272
redeployment. See cloned virtual machines
redundancy
to avoid downtime, 272
disk storage, 56-57, 153
example implementation, 57
host selection, 34
network interface card, 67, 68, 133-135
virtual machines, 177-178
Redundant Array of Inexpensive Disks
(RAID), 56-57, 153
reference hosts, 244
releases, vSphere, 39
remember icon, 5
Remote Console browser plug-in, 110
Remote Desktop, Microsoft Windows, 310,
325-326
Remote Procedure Call service, 170
repetitive tasks, performing. See
automation
rescanning SANs, 292
reservations, resource, 264-268, 270,
293, 296
reservations, SCSI, 151, 292-293
resource pools. See also Diztributed
Resource Scheduler
adding to, 262, 268
advantages, 267
allocating resources to, 267-268
creating, 206, 262
for critical virtual machines, 268
described, 189, 261
mapping, 177
merging, 270
modifying, 268-269
nested, 269
performance, effect on, 207
root, 261
on standalone hosts, 261
resources, online learning, 313-316

resources, system. See also CPU resources;
datastores; memory resources;
reservations, resource; shares
adequate, importance, 11
contention for, 262-263
exceeding capacity, 54
growth, keeping up with, 12
limits, 264, 266, 267, 268
network, 11-12
organizing, importance, 205
prioritizing, 263
processors, 16
server hardware, 11
storage, 11-12
restart priority, viriual machine, 275
risk mitigation. See backups; redundancy
roles, 233
rollout plaiining
design/cauisiderations, 58-60
importance, 10-11, 53
inirastructure, determining size, 53-58
oot access, configuring, 168
1:ound Robin Path Selection (VMW_PSP_
RR), 157, 159
Route Based on IP Hash load balancing, 134
Route Based on Originating Port ID load
balancing, 134
Route Based on Source MAC Hash load
balancing, 134-135
RPO (Recovery Point Objective), 272
RTFM Education site, 314
RTO (Recovery Time Objective), 272
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SAN. See storage area network

SAN-based VMFS snapshots, 45

SATA disk support, 45

scheduling tasks, 237-240. See also
automation

scripting actions to be scheduled, 239

SCSI (Small Computer System Interface)
reservation, 151, 292-293

SCSI controllers, 45, 185, 187, 188

SDelete utility, Microsoft Sysinternals, 195
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SDK (Software Development Kit) for
application development, 285

secondary DNS IP address, ESX 4 host, 81

secondary hosts, HA cluster, 276

secondary virtual machine, 279, 281-282

Secure Shell (SSH), Linux, 319-320

Secure Socket Layer (SSL) certificate, 87

security, 36, 45-46, 287. See also access
control; passwords

Security ID (SID), for virtual machines, 201

Seibert, Eric, 318

serial ports, in virtual machine, 187

server hardware, 16

servers, physical, 22-23, 24, 48, 65, 272

servers, virtual. See host servers

service console, 26, 42

Service Console connection (ESC), 138-139

Service Console log, 291

service console ports, 67

Services Properties window, 289

Setup for Failover Clustering and Microsoft
Cluster Service, 273

shares, 263-264, 266, 267, 268

SID (Security ID), for virtual machines, 201

Simple Mail Transport Protocol (SMTP}
server, setting up, 226-227

Simple Network Management Protocol
(SNMP), 229-230

SIOC (storage 1/O control), 35, 49, 63,
167-168

slice (term), 18

Sloof, Eric, 314

small businesses, vSphere editions for,
60-61

Small Computer System Interface (SCSI)
reservation, 151, 292-293

SMTP (Simple Mail Transport Protocol)
server, setting up, 226-227

snapshots, LUN, 45, 54-55, 90, 280, 318

SNMP (Simple Network Management
Protocol), 229-230

SnS (Support and Subscription), 64

Software Development Kit (SDK) for
application development, 285

software on virtualized platforms, support
restrictions, 28

software-based initiators, 161
SP (Storage Processor), on SAN storage, 76
Spanning Tree Protocol (STP), 136
Specify a Failover Host admission control
policy, 284
SSH (Secure Shell), Linux, 319-320
SSL (Secure Socket Layer) certificate, 87
standalone servers, 68, 153, 261, 270
Standard Edition, vSphere, 61-62
Standby network adapter selection, 136
star rating for migration recommendations,
34
storage, data. See also Access Control List;
NFS datastores; thin provisioning;
Virtual Machine Risk; Virtual Machine
File System
access control, 46, 71, 92-93, 214-215
advanced < eilfigurations, 71-72
conne<tion path, choosing, 72
ESX 4.0 improvements, 42
giawth needed, 12
1ocal, 69
management features, 49
mapping, 46
migrating from one technology to
another, 153
monitoring, 45
naming devices, 150
Openfiler appliance, 311
overallocation, 55, 58, 70, 295-297
protocols, 153-154
recovery, lack of, 150
remote, 69, 70
resources for, 11-12
shared, 70-71, 149
thick provisioning, 55, 58, 194, 318
types, 58-59, 150
virtualization, influence on, 27
vSphere, described, 45, 149
storage area network (SAN)
booting virtual machines from, 41
described, 12, 154
disk sharing using, 71
Fibre Channel SAN storage, 76, 154-157,
159, 160, 243
LUN-based, 164-168



paths on, 76
rescanning, 292
setting up, 155
Storage Processor on, 76
traffic, 71
troubleshooting, 292-293
volumes, controlling access to, 71
vSphere 4.0 support, 45
Storage Area Networks For Dummies
(Poelker & Nikitin), 155
storage array-based de-duplication, 59,
61, 62
Storage Awareness, 46
storage I/O control (SI0OC), 35, 49, 63,
167-168
storage oversubscription, 55, 58, 70,
295-297
Storage Processor (SP), on SAN storage, 76
Storage vMotion, 35, 41, 60, 63, 280
STP (Spanning Tree Protocol), 136
Stratusphere UX, 311-312
structure, book, 1-4
sub-block allocation, 151
subnet mask, ESX 4 host, 77, 81
subscription feature, 64
supervisor, 18
Support and Subscription (SnS), 64
support options, 64
swapfiles, 194
switch ports, 69, 242-243
switches, 66—67
switching, network, 68-59, 77. See
also physical network switches;
virtual network switches; vNetwork
Distributed Switches
symbols in text, 5
Sysprep customization utility, 200, 201-202
Sysprep.exe Microsoft tool, 199
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targets, 155, 164

Tasks & Events tab, vSphere Client, 220-221
Tech Support Mode (TSM), 288-289
technical stuff icon, 5

technical support, VMware, 288-289, 291

telco adapter cards, virtualization
limitations, 28
telephone applications, virtualization
limitations, 28
templates, virtual machine. See also cloned
virtual machines
advantages, 37, 318
conversion errors, 297
creating, 198, 319
deploying from, 198
described, 31-32, 198
organizing, 207-208
using thin provisioning, 32
thick provisioning, 55, 58, 194, 324
thin provisioning
advantages, 75
described, 22, 45, 58, 70, 194
disadvaniexses, 194
disk sace needed, 55
of exist.ng disk, 195
giawth, 70
1onitoring usage, 318
risks, 58
SCSI reservations, 151, 293
shrinking, 70
virtual machine creation, 190
for vSphere editions, 60, 61
time slicing, 18
time synchronization, host, 124-127, 244
tip icon, 5
training, 27, 76, 230, 313-321
Transparent Page Sharing (TPS), 30, 323
triggers, alarm, 223. See also alarms
troubleshooting
automation, 288
communication problems, 123, 300
connectivity issues, 291
ESX/ESXi, 288-289
Fibre Channel SAN storage, 160
general approach, 287-288
hardware, missing, 299
High Availability configuration, 293-294
hosts, 291
Internet SCSI storage, 164
log files, 290-292, 297, 298
management connectivity, 291
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troubleshooting (continued)
Media Access Control address, 300
need for, over time, 287
networking, 147, 291, 300
NFS datastores, 170
oversubscribed hosts, 295-297
performance, 295-297
Purple Screen of Death, 289-290
reservations, 293, 296
storage area network connections, 292-293
vCenter Server, 297-298
Virtual LAN’s, 300
virtual machines, 291, 298-300
virtual network switches, 136
vMotion, 300

trunks, 69, 77

TSM (Tech Support Mode), 288-289

olf o

Ultimate Deployment Appliance (UDA), 307

Ultimate P2V conversion tool, 314

Universal Serial Bus (USB) devices, in
virtual machine, 188

Update Manager, 60, 61, 94

updates, VMware software, 12, 287

upgrades, vSphere version, 46

uplinking, 131, 132-133, 147. See a!so NIC
teaming

uptime, improvements fo:, 12-43

USB (Universal Serial Rus)-devices, in
virtual machine, 182

user/group access permissions, 46

oo

VAAI (vStorage API for Array Integration),
151

vApps, 46, 206-207, 215-217

vCenter Orchestrator, 46, 47

vCenter Server
access to, user, 325-326
account permissions, 98
Active Directory requirement, 93, 95
attributes, custom, 212-214
component installation, 113
database, 91-92, 93, 95-97

datacenter, 113, 117-118
deployment, 13
described, 12-13, 89, 113
enabling vSphere Web Access, 108-109
events raised by, 220
hardware requirements, 94-95
Home Inventory window, 114
hosts, adding, 122-124
installation, 98-102
licensing, 113, 114-116
Linked Mode, 43, 101
multiple instances, 92-93
network requirements, 97
OS requirements, 93-94
outage, effects of 89
plugins, 103
selecting lecation, 89-90
server capacity, 90-91
space recuirements, 91-92
troubieshooting, 297-298
vALDS, importing/exporting, 46
nvvirtual machine, benefits, 90
vSphere version/edition features, 41,
47-48, 61
Windows Authentication, 98
vCenter Server Agent, 60, 61, 291
vCPUs (Virtual CPUs), 56, 184. See also
CPU resources
vDS (vNetwork Distributed Switches), 44,
49, 63, 129, 141-146
Veeam FastSCP, 306, 307
versions, vSphere, 39
VGC (VMware Virtual Guest Console), 309
VGT (Virtual Guest Tagging), 137
VI3 (Virtual Infrastructure 3.5),
improvements, 39-41, 42
video card resource, in virtual machine, 185
virtual (term), 15
virtual compatibility mode RDMs, 17,
71-72, 153, 273
Virtual CPUs (vCPUs), 56, 184. See also
CPU resources
virtual disks. See also thin provisioning
configuration files, 184
formats, 41
hot-plug features, 44
importing, 194
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making larger, 44
metadata recovery, 184
over-allocation, 194
thick provisioning, 55, 58, 194, 324
thinning out, 195
types, 40, 152-153
in virtual machine, 185, 186, 194
Virtual Guest Console (VGC), 309
Virtual Guest Tagging (VGT), 137
virtual hardware, 44, 185-189, 295
Virtual Infrastructure 3.5 (VI3),
improvements, 39-41, 42
Virtual LANs (VLANSs)
access to multiple, 69
correcting settings, 80
described, 36-37, 67
identifier, 137, 172
installation, 80
mapping to virtual networks, 69
for network organization, 136
numbers, 69
policy definition, 66
port groups, associating with, 137
private, 37, 44
tagged ports, 69, 77
tagged/untagged traffic, combining, 77
troubleshooting, 300
in vDS, 145
Virtual Machine Communicaticn Interface
(VMCI), 185
Virtual Machine Disk (VAIDK), 26, 151-153,
184, 299
Virtual Machine File System (VMFS)
advantages, 150
block size, 151
described, 26, 150, 151
formatting as, 156
host capacity, 150
identifier, 172
locks, 151, 292-293
snapshots, 45
troubleshooting, 299
volumes, 151, 164-166
Virtual Machine Hardware (Version 7),
40-41
virtual machines. See also Fault Tolerance,
VMware; resources; vMotion
access permissions, 214-215
adding existing, 270

adding to resource pools, 262

affinity rules, 178

Boot-from-SAN, 41

building from scratch, 188-191

communication issues, troubleshooting, 300

configuration, 183-184, 187

crashes, 298-300

creating, 208

datastore, selecting for, 210-211

described, 25, 183, 194

drivers for, 26

hardware support, 17

host selection, 34

managing, 46-47

monitoring in Hion Availability, 284-285

moving, 232

naming, 182, 156, 200

optimized «lrivers for vSphere-specific
viriua! hardware, 17

optiniizing, 58-59, 295

cigenizing, 207-208

crphaned, 299

ownership, assigning, 212-214

performance counters, 40

performance monitoring, 235-236

physical devices, mapping to, 187-188

physical machines compared, 16

physical resources, connecting to, 17

prioritizing startup following failure, 275

redundancy, 177-178

relocating, 172

renaming, 184

with resource settings, importing, 270

secondary, 279, 281-282

sizing new, 55-57

startup/shutdown process, 325

storage protocols, 153-154

template, converting to, 198

troubleshooting, 291

user tools, 325-326

virtual disks, using, 185, 186, 194

virtual hardware, 185-189, 295

in virtualization model, 25

virtual network interfaces (vNICs), port
group association, 172
virtual network switches (vSwitch). See

also vNetwork Distributed Switches

connection, confirming, 136

creating, 130-131
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virtual network switches (continued)
described, 66, 129
distributed third-party, 44
internal, 131, 132
migration to vDS, 144
naming, 69
physical network, connecting to, 66, 131,
132-133, 147
physical network switches compared,
66-67
third-party distributed, 44
troubleshooting, 136
types, 129
virtual networks, 66, 69
Virtual Serial Port Concentrator, for
vSphere Advanced Edition, 62
Virtual Serial Port features, 48
virtual servers. See host servers
Virtual Switch Tagging (VST), 137, 172
VirtualCenter. See vCenter Server
virtualization
advantages, 25-26
car pool example, 19-21
cloud computing compared, 16
defined, 15-16
described, 25
diagram, illustrative, 21-22
disadvantages, 27
evolution, 25
full, 18
hardware, 16
hardware-assisted, 1§
history, 17-18
inappropriate environments, 28
overhead, 20
risks, 27
Virtualization Knowledge Portal, 320
virtualization layer, 24
virtualization.info, 317
Vlance adapters, in virtual machine, 186
VLANSs. See Virtual LANs
vLockstep Technology, for virtual machine
backup, 36, 279
vm template config (.vmtx) file, 297
VM Tools, 191, 192-193, 295, 319, 321
vMA (vSphere Management Assistant), 239
VMCI (Virtual Machine Communication
Interface), 185

VMClient tool, 314
VMDirectPath feature, 45
VMDK (Virtual Machine Disk), 26, 151-153,
184, 299
* vindk file, 184
* vindk-flat file, 184
VMFS. See Virtual Machine File System
VM-Host affinity, 178
VMkernel, 42, 291
VMkernel port, 67, 139-140, 141
VMkernel Summary, 291
VMkernel Warnings log, 291
vmkping command, 141
VMM (vSphere Mini Monitor), 306, 307
vMotion. See also isiributed Resource
Scheduler
described, 23, G2, 67
in DRS-eriat:!ed clusters, 180
enabling, 140
host ciusters, advantages for, 180
rczource usage, 140
system design, 60
troubleshooting, 300
uses, 33
in vDS, 44
for vSphere Standard Edition, 62
vMotion sickness, 320
VMsafe, VMware, 46
vm-support command, 291
.vmtx (vin template config) file, 297
VM-VM affinity rules, 178
VMW_PSP_FIXED (Fixed Path Selection),
157, 159
VMW_PSP_MRU (Most Recently Used Path
Selection), 156-157
VMW_PSP_RR (Round Robin Path
Selection), 157, 159
VMware balloon driver, 30-31
VMware Communities, 315
VMware Consolidated Backup, 280
VMware Converter, 55
VMware ESX. See ESX/ESXi
VMware Knowledgebase (KB), 315
VMware Paravirtual SCSI controllers, 45,
185, 187
VMware Project Onyx, 304-305
VMware technical support, 288-289, 291
VMware Tools, 191, 192-193, 295, 319, 321



VMware Virtual Guest Console (VGC), 309
VMware VirtualCenter Management
Webservices service, 109
VMware VMsafe, 46
vmware.log, 291
.vmx configuration files, 183-184, 232
VMXNET virtual network adapter, 17, 40,
186, 187
vNetwork Distributed Switches (vDS), 44,
49, 63, 129, 141-146
vNetwork Distributed Virtual Switches
(dvSwitch), 35, 36-37, 44, 63, 67
vNetwork Standard Switches (vSS), 129,
130-131, 132-133, 147
vNICs (virtual network interfaces), port
group association, 172
voice communications, virtualization
limitations, 28
vShield feature, 36
vShield Manager, 45
vShield Zones, 45, 62
vSphere
editions, 35-37, 60-63
first impressions, 1
licensing, 118-122
version 4.0 features, 39, 40-41, 43-4%
version 4.1 features, 47-48
versions, 271
vSphere Advanced Edition, 62

vSphere CLI (Command Li1.e interface), 239

vSphere Client

alarms settings, 222-223

confirming ESX 4 host via, 87-88

connecting vSwitches to physical
network, 131, 132-133, 147

datacenter creation, 113, 117-118

Datastore Browser window, 231-232

Datastores view, 208-209

described, 103

downloading, 104

event tracking, 219, 220

Hosts and Clusters view, 206-207

installing, 104-108

licensing vSphere, 118-122

monitoring network with, 147

Networking view, 209-210

object management features, 205-206

performance monitoring, 235-236

prerequisites, 103-104

Recent Tasks pane, 219, 220
Remote Desktop, integrating, 310
Tasks & Events tab, 220-221
vApps, managing, 216-217
VMs and Templates view, 207-208
vSS switches, creating, 130-131
xtravirt vSphere Client RDP Plug-In, 310,
315
vSphere Enterprise Edition, 35-37, 63
vSphere Enterprise Plus Edition, 36-37, 63
vSphere Essentials for Retail Edition, 60
vSphere Essentials Plus for Retail Edition,
60-61
vSphere Land, 315
vSphere Managem«nu Assistant (vMA), 239
vSphere Mini Moritor (VMM), 306, 307
vSphere PowarCLl, 239, 303-304
vSphere Stanidard Edition, 61-62
vSphere Sturage Awareness, 46
vSphere vApps, 46, 206-207, 215-217
vSphere Web Access, 108-109, 110
wSS(vNetwork Standard Switches), 129,
130-131, 132-133, 147
VST (Virtual Switch Tagging), 137, 172
vStorage API for Array Integration (VAAI),
151
vswif (ESX) Service Console virtual
Ethernet adapter, 139, 143
vSwitches. See virtual network switches

o/ o

warning events, 221
warning! icon, 5
Web Access, vSphere, 108-109, 110
Web browser, confirming ESX 4 host via,
86-87
Web sites
author, 5
vSphere learning, 313-316
Windows Authentication, use by vCenter
Server, 98
Windows Hardware Abstraction Layer,
299-300
Windows Server 2008 OS, 40, 97
World Wide Name (WWN) hardware
address, 155
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x86 processors, 16

x86 server hardware virtualization
(term), 16

xtravirt vSphere Client RDP Plug-In,
310, 315

xtravirt.com, 315

° y °
Yellow Bricks, 316
o/ o

zero downtime, 272
zeroing empty disk space, 194, 195
zoning, 155, 160




