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A
Accountant, involvement, 6
Accounting

process, explanation, 110-111
responsibility, 115
Administrative leave, 179
usage, 29
Alarm codes, disabling, 38
Alarm system, involvement, 33
Anonymous tips/complaints, 3
Association of Certified Fraud Examiner,
Report to the Nation on Occupational
Fraud & Abuse, 3
Attorney-client privilege, 162
Attorneys, usage, 152-153
Audit
controller information, 27
procedures, consideration, 47
trails, 50

B
Balance reports, generation, 64
Bank accounts, 87
change, confirmation, 38
closure, reasons, 108, 13
disbursements, handling, 164
draft letters, usage, 22
electronic access, “onsideration,
23
funds, access/withdrawal, 23
money, entry process, 108-109
opening, 107-108
utilization, identification, 28
Bank deposits
details, examination, 124
level, 127-128
Banking
electronic access, consideration, 23
operation, cessation, 53
Bank-related items, placement, 48
Banks
copies/images, evidence, 132-133
employees, observation, 26
information, 131-133, 149
reconciliations, location, 51

189

records, examination, 92-93

search, request, 87

utilization, identification, 28
Bank statements

absence, 95

access, 75-76

location, 51

receiving, 117

reconciliation, 14
Body language, 11€
Bookkeeping

performing, 131

responsibiiyy 115
Bookkceepinig/procedures

descripsion, 110-111

discussion, 96
Boxes

contents, examination/review, 50

examination, 95-97

pertinence, 66-68

return, 71
Business continuity, planning, 132
Business expenses, incurring, 80-81
Business office area, evidence

(collection), 38

C
Cancelled check images, examination, 64
Cash deposits, 149-151
Chain of custody
Black’s Law Dictionary definition, 95
establishment, 170-171
maintenance, 182
Check images, 64-65
information, 150
Client expectations, management, 9
Communication, unspoken mode, 116
Communications consideration, 57
Company credit card, nonbusiness
related personal charges
(identification), 88
Computer forensic specialist
computer collection, 34-35, 39
involvement, 6, 32-33
laptop sketch/location, 36
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Computers
backups, 4
collection, 34-35, 39
components, review, 58
connection/booting, 59-60
drives, preservation, 60-61
evidence, consideration, 57
hard drives/files, deletion, b
imaging, 57
location
identification, 28-29
questions, 28
ownership/location, 18-19
records, locations, 30
return, 66—-67
Conclusions, inference, 131
Conference room, usage, 26-29
Confidentiality, importance, 14
Contact information, 82-83
Contained evidence, pertinence, 68
Controller
arrest warrant, 178
attorney representation, 153-154, 178
audit information, 27
court appearance, 181
credit card
charge activity, 148-149
payment, 142
usage, 138
desk, contents (responsibility), 37
detective investigation, 168-169
embezzlement charge, 178-179
impact, 14
information, request, 136-137
interaction, 13
involvement, 156
not guilty plea, 181
office, examination, 26~ 38
office manager, rel=tionship, 142, 144-145
paperwork, contrc!/review, 49
personal belongings, removal, 35
personality, 17-18
plea deal, acceptance, 181-182
promises, 69
removal, 33-34
role, 156
statements
location, 120
request, 136-137
Corporate charge card
status, 81
usage, job impact, 81-82
Counsel
advice, 35-36, 128-129
input, 153
Credit card activity
absence, 64

determination, 88
reconciliation, explanation, 110
Credit card charges
identification, 12-13
payment, 150
processing, 76
delay, 121
Credit card company, electronic payments,
134
Credit card payments
process, 109
processing, absence, 127
questions, 120
Credit cards
accounts, 87
information, 83-84
back charges, 141
information, absence, 125
processing, 121-122
absence, 123
terminal, closure, reconciliation, 109-110
Credit card staterent
copy, 2
distrihuéon, 14
locatiori. ©1
inquiry, 82
man:tenance, 65
piricement, 48
rcquests, 84-85
target name/address, 12-13
Criminal charges
consideration, 117
pursuing, 169
Criminal investigation, 167-168

D
Day after plan, 132
Deposits
details, providing, 134
receipts, 48
slips, details, 134
volume/amount, information, 135
Dictaphones, usage, 45-46
Diverted funds
amount, 149-150
recovery, 173-174
Division members, database (maintenance),
60
Documentation, importance, 87

E
Electronic evidence, considerations, 57
Embezzled funds, restoration, 174
Embezzlement

charge, 178-179

crime, 174
Emotional breakdowns, minimization, 18
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Employees
changes, 78
cooperation, 85
employment, history, 70
financial involvement, 74-75
functioning, ability, 79
job loss, fear, 773
loyalty, 13
paid administrative leave, 84
avoidance, 139
payroll checks, distribution, 78
questions, 73-74
reimbursement forms, 81
W-2 forms, copies (request), 112
Employment
policies, impact, 7
termination, 29
Engagement, goals (achievement),
Evidence
bank copies/images, 132-133
collection, 25
addition, 101
amount, 31
contents, segregation (documentation),
54-55
control, 41-42
destruction/deletion
avoidance, 16
risk, minimization, 20
inventory, 53, 65
movement, logistics, 40
presentation, 41-42
preservation, 26-27
protection, 94
removal, attention, 40-41
review, 45
room, space (securing), 54
search, 39
tracking, 41-4z
transportation, 41-42
Excel
spreadsheet, usage, 130
usage, 47
Executive director
involvement, 11
questions, 20
Expenses, incurring (explanation), 111
Expert witnesses, rules of discovery,
162

F
Federal identification number, usage, 87
Files
consideration, 57
identification, 59
Financial activities, information, 15
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Financial aspects, explanation, 76
Financial cases, outcomes, 182
Financial crimes, process, 178
Financial documents, examination, 92
Financial information
access, inability, 122-123
collection, 33
Financial issues
information, 69
occurrence, 82
Financial operations, 135
discussion, 96
Financial records
location, 30
maintenance, responsibility, 30
usage, 34
Financial reports, credit card activity
(absence), 64
Financial responsibilitie:, e¢xamination, 80
Financial review
completion, 105
cooperatior;-absence, 102
source, ifdentilication, 123
Forensic.computer specialist
availablity, 19
vo nputers, connection, 61
Foundational questions, usage, 105
Fraad
cases, timing (importance), 4
detection, anonymous tips/complaints
(usage), 3
examiner, handwriting understanding,
126
investigator, involvement, 6
potential, level, 101
scene, control, 26-27
Fraud investigations
advancement, 155-156
documentation, 159
goals, achievement, 4041
indications, 1-2
initiation, 32-33
issues, 7
legal counsel, importance, 6
notes, organization, 160
objectivity, 152
planning, 43
resolution, 167
risks, 43
safety, issue, 29
success, factor, 46
targets, 8
time, allotment, 46-47
Fraud perpetrators
impact, 4
sophistication, 6
Fraud-related cases, evidence collection, 31
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Funds
diversion, 111-112, 149-150
flow, questions, 105-107
repayment, agreement, 175-176
restoration, 174
stealing, question, 113-114
theft, investigation, 149-150
Funds, access/withdrawal, 23

G
Garbage bags, contents (examination),
47-48

H
Handwriting
analysis, 126-127
styles, examination, 125
understanding, importance, 126
Hard drives
contents, 59-60
imaging, 36
preservation, 58-61
replacement, 57
return, b9
Health information, privacy, 148
HIPAA privacy laws, 148
Historical financial records, 34
Human resource director
control, 29
forms/personnel files, usage, 21
interaction, 83
meetings, setup, 54
problems, 53-54
Human resources
department, involvement, 7
personnel, counsel, 7-8

1
Identity theft, privacy-lows” (impact), 85
Informants (moles), 98
credit card, usage, 138
identification, 117-118
information, providing, 2-3
interaction, 69
issues, 119-120
voice message, 89-90
Information
agenda, 122
anonymity, 2-3
conclusions, 131
providing, 106-107
receiving, process, 170
segregation, 54
source, 2-3
legal protection, 15
Initial findings, 160
Inquiries, targets, 8

Insurance claim, counsel return, 171
Insurance company, check payment,
177
Internal audit procedures, 16
Internet
access, 61
resource, 62
Interviewing, 69
techniques, 106-107
Interviews
cancellations/delays, 102
conducting, 98-99
contact information, 82-83
documentation, 100
effectiveness, 98
environment, selection (importance),
70-71
memorialization, 115-11%4
notetaking, 116
planning, 98-100
private space, 98-99
questions, impact, 110-111
review, 140-141
success, facrars, 72
summeiv. 77-78
uncxpected, impact, 143
video,‘electronic recording, 115-116
Irvesdgations. See Fraud investigations
liivestigative measures, 101
1avestigative team, technical resources
(availability), 19
Invoices, collection, 37

L
Lapping, 52
Laptops
access, determination, 129
issues, 35, 128-129
Law enforcement, case refusal,
173-174
Leads, tracking, 119
Legal counsel, importance, 6
Locksmiths
identification, 33
usage, 37-39

M
Manual receipt book, discovery, 125
Media, handlers (identification), 43
Medical information, privacy, 148
Meetings
cancellations/delays, 102
memorialization, 115-116
stress, 106-107
video/electronic recording, usage,
115-116
Member cash payments, theft, 137
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Member credit card payments
diversion, 129
processing, 124
reconciliation, performing, 127
Member revenue, analysis, 187
Membership fees, level, 135-136
Membership payments, reconciliation,
123-124
Member tracking, internal controls,
135-136
Money, extraction, 52
Monthly statements, examination, 124
Multi-part cash receipts books, usage, 51

N

Network cards, absence, 60

Non-business related personal charges,
identification, 88

Non-member tracking, internal controls,
135-136

Non-organizational expenses,
collection, 37

Non-verbal communication, 116

Notebooks, usage, 41

Notetaking, maintenance (importance),
46

(o]
Objectivity, 152
Office manager
accounting/bookkeeping responsibility,
115
computer, examination, 61
contact, 96
controller, relationship, 142, 114-145
credit card
statements, review 142
usage, 138
credit charge pracessing, 121
detective investigadon, 168-169, 173
identification, 27
interaction, 14
meeting, 102-105
cancellation, fear/worry, 102
observation, 26
paid administration leave, 21-22
personality, 17-18
responses, deception, 97-98
role/responsibilities, questions, 27
Offices, searching, 32-33
Operating account bank statements,
activity, 92
Operating checking account,
identification, 92
Organization system, remote access, 5
Outcomes, maximization, 11
Outlines, preparation, 97
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P
Paid administrative leave, 74, 79, 84. See also
Employees
avoidance, 139
Parties, integrity (preservation), 43
Passwords
access, 61-62
breaking programs/utilities, 62
entry, 71
identification, 63
recovery engine, 63
usage, 29
Payments, handling, 106
Peer-to-peer local area network, 60
Personalities, knowledge (importance), 18
Personal property, examination
(issues), 35
Phone bills, collection, 27
Plaintiffs, assertion, 16z
Planning, importance; 11
Police detective
clarification;172-173
criminal zeatter, pursuit, 170
involveinen,, 167-168
Police in -olvement, 156-157, 165-166
Prdlinirary report, 160
aiscussion, 163
arafts, saving, 161
integrity, 165
review, 162-163
writing/reading/editing/re-writing, 160
Pre-numbered receipt books, usage
(cessation), 51-52
Prepared statements/responses,
consideration, 43
Privacy
importance, 14
invasion, claim, 129
laws, 85
Privacy Rule, 148
Program fees, amount, 135-136
Program tracking, reconciliation, 80
Prosecutor’s office, case refusal, 173-174

Q
QuickBooks
access, 75-76, 80
activity, entry, 113-114
balance reports, 64
files
access, 90-91
copies, 91
examination, 92-93
Key program, 63
payments, identification, 66
usage, 50, 61
power, 91
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R
Raid, 25

conducting, 60
Receipt books, data entry, 75-76
Receipts, theft (potential), 127-128
Resolution, 167

pursuit, 171-172
Restitution, pursuit, 171-172
Revenue analysis, status, 137
Rules of discovery, 162

S
Safe, access, 106
Safety issues, maintenance, 26-27, 29
Search warrant, 89
Selective memory, usage, 106
Senior accountant
assistance, 31-32
interaction, 30-31, 94-95
inventory, examination, 65
Shredded documents, collection, 39
Space, securing, 54
Spreadsheet, completion, 133
Stakeholders, goals/outcomes, 8-9
Storage room, control, 55
Subpoena, usage, 89
Surprise visits (unannounced visits)
advantages/disadvantages, 16-17
execution, logistics, 20-21
plan, 21-22
preparedness, 22
Suspect, confrontation, 147

T

Tax identification number, usage, &7

Technical resources, availability, 19

Time frame, definition, 8

Tracking, importance, 87

Tracking logs, 50

Trash, contents (collection),
36-37

U
Unprocessed charges, accumulation,
121
USB drive, usage, 62-63, 66
User IDs
entry, 71
identification, 63

v
Vendors
contact, 151
invoices, copies (providing),
159, 164
listings, 91
Victims, goals/outccmes, 8-9

w
Whistleblawcrs
agende; 122
federal/state protection, 16
legai protection, 15
pioection laws, 170
Woikplace
infidelity, 144
violence, issue, 30
Written report
integrity, 165
usage, 159
writing/reading/editing/rewriting,
160



