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4 Ts (transfer, tolerate, treat, terminate)
process 95

7/7 London bombings (2005) 423, 577-9

9/11 attacks (2001) 485, 656, 707

9/11 Commission Act 2007 (US) 738

abattoirs 571
absenteeism 633-4
Absolut vodka 61
Abu Dhabi, Dubai 755
accelerator pedals, Toyota 604
Accenture 759
Access Overload Control Scheme
(ACCOLC) 577
accidents
fire suppression systems
near misses 496
power supplies 496
trauma management 679
ACCOLC see Access Overload Contr !
Scheme
accounting associations 3
ACD see automatic call distribation
ACP see Association of Ccntingency
Planners
action plans 386
acts of God/nature see natural disasters
actuaries 16
administrative support teams 148
advanced disaster recovery 229
advertising
banks 62
campaigns 57-61
cancellation costs 569
delivery vs expectation 62-3
internet  59-60
‘negative advertising’ 62
Toyota 603

496

Africa 765-70
constraints  768-70
skills development

aircraft
Airbus A330 63
crashes 553
volcanic ash risk

airlines 614, 615, Gi5
see also indivasal airlines

AIRMIC see Asseciauon of Insurance and

Risk Managers

airports 552,581

airspace rcstrictions  611-14

ALF (A simal Liberation Front) 486

alt=cnative sites  375-6

a'ways-on infrastructure 223

cibiguities in insurance policies

655-6

American Airlines 59

Amtrak 575

Andrew, Hurricane 501-3

angling 570

Animal Liberation Front (ALF) 486

animals
diseases 565-73
rights 485-6
welfare 569

Antigua 368

Aon Corporation 12-13, 617

Apple Macintoshes 548

ASOS (As Seen On Screen) fashion retailer

767-8

911

581
assets
business/work area recovery 284
identification 159

operational risks 90
Association of Contingency Planners (ACP)
716-20

The Definitive Handbook of Business Continuity Management, Third Edition.
Edited by Andrew Hiles FBCI. © 2011 John Wiley & Sons Ltd.
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Association of Insurance and Risk
Managers (AIRMIC) 12

associations and institutes 716-31

asynchronous replication 271-2

ATMs (automated teller machines) 300

attitudes to business continuity

710-13
Auckland, New Zealand 554-64
audits  449-80
analysis processes 462-4
approaches 454-5, 457-9, 465-6
areas 468-77

auditors 85

BC plan testing 428-9

BCM lifecycles 456, 468-77
benchmark audits 451
challenges/solutions 461
commercial aspects 458
compliance issues 451
country requirements 477-80
culture of organization 475-6
data collection 459-62
deployment 459-68
documentation 463, 469-76
due diligence 451

evidence 469-76

exercises 472-5
fieldwork 459-62
findings 466-7

forensic audits 452

implementation 472

information gathering

interpretation processecs

interviews 460, 462-3

items and procedcres
473-4;.475,476

matrix approaci: 457-9, 465-6

modular planning 457-9

objectives  450-2

organizational maturity 452-4

presentations 467-8

procedures 469, 470-1, 473-6

programmes 455-7, 477

questionnaires 460

reports  464-7

risk management 12

skills 458, 461, 476

strategic issues 470-2

structure  464-7

technical references 467

tests 472-5

types 451-2

459-52
462-4

469, 470-1,

Australia 752
AU/NZS 4360 risk management
standard 12
audit requirements 478
Continuity Forum Pty Ltd 727
Austria 478
automated callout 650-1
automated teller machines (ATMs) 300
automatic call distribution (ACD) 235,
255
automobiles see cars
AutoNation 607
availability concept 661-7
availability of data 263-5
Aviva, see Norwich Union

awareness
presentations 46
programmes <£11-18

workshops .. 129

backup 243, 266-7, 437
balanced.¢corecard  25-7
Bali benibings (2005) 485
bandaid(temporary fix) 190
Bangiok explosions (2010) 493-4
B.ngladesh 535-6, 757, 764
banks/banking 298-303
advertising 62
corporate business 299
Euroclear Bank 592-5
Lehman Brothers 77-84
regulation 74, 84-5, 295, 296
retail business 299, 300-1
risks 296
supermarkets 60
see also financial sector
BART see Bay Area Rapid Transit
Basel II Accord 85, 88-9, 157-8, 295
Basingstoke, UK 517-22
Bay Area Rapid Transit (BART) 198
BCI see Business Continuity Institute
BCM see business continuity management
BCMIX (Business Continuity Information
Exchange) 731
BCP see business continuity plans/planning
benchmarking 692-703
best practice 693, 694-702
definitions 692, 693
process integrity 701
programmes 451
samples 701-2
Bermondsey, London 531
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bespoke products 315
Best, AM. 14
betting industry 570
Bhutan 757
BIA see business impact analysis
biofuels 35
Bird, Lyndon 595
Bishopsgate (London) bombing (1993)
540-2, 679-80
Blackmon-Mooring-Steamatic
Catastrophic Incorporated
(BMS-CAT) 510-11
board meetings 414
bombings see explosions; individual
incidents
BP see British Petroleum
brands
global brands 54, 55
‘halo’ effect 60
‘negative advertising’ 62
top brands 54, 55
value 53-7
Brent Cross (London) bombing (1992)
493
bribery 114
Bridgestone 63
briefings 425
British Petroleum (BP) 619-29
British Veterinary Association 571
BSI standards
BS 25777 212
BS 25999 121, 212, 355; 4.1,
414-15, 696-9, 70910, 760
BS 25999-2 130
BT (British Telecom) 57-2
‘budge up’ option 377
budgets
data recovery 261-3
projects 142, 144, 146
buildings 637, 658
Buncefield oil terminal explosion (UK)
199-200, 368, 375, 580-5
bunker risk limitation approach 374
Burger King 60
burglary 550
business analysis 52
see also business impact analysis
business areas see work area recovery
business contingency plans see
contingency planning

Business Continuity Information Exchange

(BCMIX) 731

Business Continuity Institute (BCD) 98,

721-3, 746
BCI Partnership 596, 721, 722
codes of ethics 111, 112
membership 769, 770

business continuity management (BCM)

121-35
audit 449-80
BCM Institute 723
benchmarking 692-703
definitions 121-2, 750
origins 705-8
practical approaches
questions to ask 28-9
strategy 23-30
systems (BCMS) 123

127-35

business continuity plans/planning (BCP)

100-1, 104, 1192-480
audits 135, 428-), 449-80
benchmarking. ' 692-703
benefits 412-13
capacity requirements 380
contents list example  388-96
criticat incidents 682
axa recovery  259-79
aefinitions 31
design 385-6
development 373-409
documentation 384-5, 388-409, 429
draft copy example 397-409
emergency phase 384

energy sector 329-31
examples 388-409
exercises 104-5, 133-4
financial sector 297
format 385-6

historic context 32
ICT 218

implementation 373-409, 429
influenza epidemics 691
investment/disinvestment 34-5
maintenance 134-5, 387, 439-41
media/public relations example
397-409
Orange Dominicana 346-7
organizational infrastructure 382-3
ORM 73
pandemic planning 632-40
PDCA cycle 123
planning horizon 169-70
practical approaches 127-35
projects 140, 143-5
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business continuity plans/planning (BCP)
(cont.)
public relations example 397-409
recovery phase 384
risk mitigation 34
scope 373-80
software tools 641-54
stakeholder engagement 331
strategy 31-5
structure  385-6
telecommunications
testing 419-47
time management 331
utility companies 709
walk-throughs 133, 134
working draft example 397-409
writing  132-3
see also contingency plans/planning;
disaster recovery planning;
multilateral continuity
planning; projects
business continuity strategy see strategy
Business Continuity User Group 748
business impact analysis (BIA) 166-207
approaches 169-80, 184-5
BCM 129-31, 705
business lifecycles 201
calculations spreadsheet
case for 167

257-8

202-6

contingency plans 177-8
crisis management 103-4
data collection 170-8
data value 183
definition 168

disaster impacts.. 187-200

goals 168

‘good practice’ + 180
hard/soft measures 172
information 207, 217
insurance 186

logistics sector 308-9
manufacturing sector 308-9
moderation process 178-9
ORM 72

peer reviews 172
preconditions 167
presentations 173
process mapping 173
purpose 168
quality improvement
reports  179-80
reviews 180

187-201

risk assessment 184
scenarios 168

scope 169-70

scoring matrix 171-2
shortcomings 183-6
social impact analysis 186
software 184, 648-50
steps  169-80

TAP 52

three-point approach 184-5
time requirements 175
updates 180
weaknesses 183-6
when to undertake 167
business impact assessment
337-8
business information fiaw 215-26
business interruption 211, 364
Business Process.Beiichmarking (Camp)
694
business recvery see recovery ...
business.sirategy  23-30
see also business continuity strategy
Busiiess Week 598

165-207,

Coabury 55

calendar cycles, BIA 176

California earthquakes (1994, 2010)

506-9

call centres 255, 318

callout cascades 432-4

Cambridge University 534

Camden Town market fire 368

Camp, Robert C. 694

Canada 546-7

Canary Islands 484-5

Canary Wharf, London 545

carcass disposal, FMD 571

Caribbean Petroleum Corporation 547

cars
dealerships
prices 605
Toyota 61-2, 597-610

CAS see content-addressed storage

cascades, communication 432-4

case studies 328-31, 481-629

catering services 638

CBA see cost-benefit analysis

CBCM see China BCM

central heating failures 552

certified organizations 760, 763

cheque processing 301

606-7

10/4/2010 4:04:50 PM



bindex.indd 781

Index

781

Chicago floods (1992) 504-5
chief risk officers (CROs) 17-19
Chile earthquake (2010) 491

China 771-2
BCM 724-5
DRI China 727-9
dust explosions 546
natural disasters 489
Chinese takeaways 570

circuit failures 242

Civil Contingencies Act 2004 (UK) 738

Civil Contingencies Act 2005 (UK) 709

civil unrest 659

cleaning services 638

cloud computing 219, 220, 232,
278-9

CobiT see Control Objectives for
Information and Related
Technology

Coca-Cola 54, 55

CoCo see Criteria of Control

codes of ethics 111-12

codification of BCM 749

‘cold’ sites 375, 376
Combined Code of Corporate Governance
12

Commercial Union 62
Committee of Sponsoring Organizations
(COSO) 3-11
cube diagram 7-8
ERM framework 5-9
information sources 11
internal control framework, 10
sources 11
communications
call centre strategies 255
callout cascades 432-4
contingency 252, 286
disaster recovery 256-7
enterprise risk management 7
information availability 237-43
pandemic planning 636-7
power crises 557
standards 256
see also information and
communications technology;
telecommunications
communities, obligations to 115-16
compensation 582, 599, 614
compliance 264, 750
component manufacturing 308
component testing 432-7

computer technician security breach story
114, 115

computer telephony integration (CTD
255

computer theft 548-51, 552

computing services 284
confidentiality agreements 670
consequentialist arguments 109

consultants 668-73, 747, 769
consumer behaviour 197

contact centres see call centres
content-addressed storage (CAS) 268-9
contingencies

business continuity strategies 281-2
disaster recovery 284-8

ICT 286

in-house 285

reactive approacls. 287-8
reciprocal arra2t.gements 287

third party contract arrangements
28%-C

types . 28:4-8

contingeucy plans/planning 100-1
ACP - 716-20
bl/ data collection 178
critical products/services
definition 100
government role 709
hurricanes 344
networks 252
Orange Dominicana 343-6
pandemics 344-5
testing 445

Continuity Forum 725-6

Continuity Forum Pty Ltd 727

continuity plans see business continuity

325-6

plans/planning
continuous data protection (CPD)
269-70
continuous processing 374-5
contracts
insurance policies 364, 366
reciprocal arrangements 287
restoration/salvage issues 291
service contracts 382
testing 424, 426
third party arrangements 285-6

Control Objectives for Information and

Related Technology (CobiT) 12
corporate awareness 416-17
corporate banking 299

corporate communications teams 150
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corporate governance in Germany 11-12  cross-border communications 297
corporate liability 365 cross-enterprise risks 6
corporate recovery teams 147-53 CTI see computer telephony
corporate responsibility officers 17 integration
Cosmote 535 cube diagram, ERM 7-8
COSO see Committee of Sponsoring cultural differences 750-2
Organizations customers
cost-benefit analysis (CBA) 195-200 competition for 353
consumer behaviour 197 demands of 315
double counting 199-200 disaster impacts 192-3
human life value 198 lifetime value 192-3, 194
market choices 197-8 pandemic planning 640
money value 196-7 value of 192-3, 194
situation with/without project 198
costs D2D2T see disk-to-disk-to-tape
BIA 52 Daihatsu 608
CBA 195-200 damage assessment teams 149
cost cutting 319 data
disaster impacts 187-95 availability .26>-5
downtime 187-93, 665-7 benchmarking samples 701-2
projects 138-9 classification 266
counselling 683, 684 collecticn+ 170-8
CPD see continuous data protection de-Cuplication  267-8
credit card processing 301 oss” 550-1
credit-checking systems 300 data protection
crime 114-15, 548-51, 552 CPD 269-70
crisis management 98-9, 102-5 off-site recovery options 273-9
communications 105 onssite recovery options 265-73,
definition 98 275-7
external agencies 105 data recovery 259-79
India 762 budgets 261-3
MCP 38-9 insurance issues 365
plans/planning 51, 342:.3 LAN 436
teams 104, 147-8 networks 238-9
tests 439 preparedness 259-60

training 104
see also disaster recovery ...
Criteria of Control (CoCo) 11
critical incidents
leadership 688-90
responses 683-4
trauma management 674-91
critical information 216-17
critical products/services
BC strategies 354-6
contingency planning 325-6
India 760-1
procurement 319, 320-5
critical records 289
critical systems 263-5
CRM systems 307
CROs see chief risk officers
Cross, Stephen 617

reactive recovery 227-8

Data Security Corporation of India (DSCD)
758

DDI lines 235

dealing rooms 303-4

dedupe technology 267-8

Deepwater Horizon rig explosions (2010)
619

Defra see Department for Environment,
Food and Rural Affairs

‘defusing’ 684

Dell 60

Delta Air Lines 612

demand schedules 197

DENSO car parts 606, 608

deontological arguments 109-10

Department for Environment, Food and
Rural Affairs (Defra) 566
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dependencies, BIA 176-7 manufacturing sector 306-8
depreciation 657-8 outsourcing 378
designer disasters 422 petrochemicals industry  328-31
desktop technologies 436 power supplies 528-30
Diageo food/drink company 53 refineries 328-31
disaster impacts 61-2, 169, 185 soft incidents 686
BIA 187-200 statistics 482-3
cost spreadsheets 202-6 telecommunications sector 332-51
cost-benefit analysis 196-200 timeframes 380
customer loss 192-3 see also business continuity plans/
labour costs  191-2 planning
marketing costs 192-3 disaster scenarios, MCP 41
miscellaneous costs  193-5 disasters
production costs 190 aircraft crashes 553
sales costs 192-3 civil unrest 659
social impacts 186, 195-200 costs 187-95
disaster managers 371-2 crime 548-51, 552
disaster recovery 101 disease 565-73
administration 288 fire 368, 510-22 531-6, 553, 676
budgets 261-3 insurance 656-7
business areas 282-4 intellectu:l property theft 586-91
capability of 37-9 list of fyoes™ 211
communications 256-7 mar-iade disasters 487
contingencies 284-8 natural disasters 368, 483-5, 488-92,
critical records 289 501-3, 506-9, 523-7, 611-18

data recovery 259-79
DRIl 727
ICT 210-46, 229, 248
information exchange associations
731
networks 256-7
organizational issues
paper records 289
restoration 289-90
salvage 290-1
support issues . ZcH
teams 102, 104, 288
work areas 282-4
see also disaster recovery plans/
planning
Disaster Recovery Information Exchange
(DRIE) 731
Disaster Recovery Institute International
(DRID 111, 727
disaster recovery plans/planning 51
development 380-3
energy sector 328-31
funding 362-72
hard incidents 686
insurance 379
lateral thinking 378-9
logistics sector 306-8

28R

oil leaks/spills 619-29
power supply failure 554-64
product recalls 597-610
public relations 537-9, 627-8
theft 548-51, 552
trauma management 675-6
see also disaster ...; terrorism
discounts 196
discussions 134
disease
epidemics/pandemics
690-1, 711-12
foot and mouth disease 565-73
disk-based backups 267
disk-to-disk-to-tape (D2D2T) 267
dispersants of oil spills 622
distributed processing 375
‘do nothing’ option 374
doctors 107-8, 117
documentation
audits 463, 469, 470-1, 473-6
BCP 384-5, 429

632-40,

business strategy 29-30
equipment 495
paper records 289

Dominican Republic 332-51
DOS computer operating system 644

10/4/2010 4:04:50 PM



784

Index

double counting of costs 199-200
Double Take Availability (DTA) 271
Double Take Backup (DTB) 272
downtime 661, 662, 664-7

budgets 262

causes 260-1

costs 187-93, 665-7
DR see disaster recovery
DRI China 727-9
DRIE see Disaster Recovery Information

Exchange

DRII see Disaster Recovery Institute
International

drivers for BCM  747-8, 758-9

drugs 616

DSCI see Data Security Corporation of
India

DTA see Double Take Availability
DTB see Double Take Backup

Dubai 527, 754, 755

due diligence 451

dust explosions 545-6

duty to business continuity 110-11
Dynamic DNS system 232, 233

EAPs see employee assistance programmes
Earnings Before Interest, Taxes,
Depreciation and Amortisation
(EBITDA) 24
earnings per share (EPS) 24
earthquakes 490-2, 506-9, 6567
EasyJet 614
EBITDA (Earnings Before Intecrest, Taxes,
Depreciation and Amortisation) 24
Echelon Building fire (2010) 553
Edelman Trust Baromi<ter (2009) 57
Edison, New Jersey 546
EDV see electronic data vaulting
Edwards, Mary 677-8
EFQM (European Foundation for Quality
Management) model 32-3
eHarmony 59
election campaigns 569
electricity surges 529
electronic data vaulting (EDV) 232
elevators and fire disasters 513, 515
email 60, 232, 236-8, 242
see also internet
emergencies
control centres 382
incident response 343
management 99-100, 382

manufacturing sector 307
preparedness 731
response 104, 132
services 761
see also crisis management;
disaster ...; incidents
employee assistance programmes (EAPs)
683
employees
absenteeism 633-4
BCP awareness 153
benefits 634
duties to 112-13
EAPs 0683
health insurance 634
holidays 634
illness 633-4
pastoral issues © 637-8
personal territory  685-6
psychological'welfare 674-91
replaceinent costs 191
safetv. 112-13
speciai leave 634
raining  349-50
wrauma management 674-91
travel restrictions 634
see also staffing
end-user technical support teams
energy sector 328-31
see also power supplies
enhanced recovery 229
enterprise risk management (ERM) 3-21
benefits 8-9
chief risk officers
concepts 4
COSO components
cube diagram 7-8
definition 4
five-stage maturity model
implementation 12-13
information 7
key concepts 4
limitations 10
objectives 5-7
organization type 10-11
performance indicators 13
standards 11-12
take-up 13-17
see also risk management
epidemics 690-1
EPS see earnings per share
equipment

152-3

17-19

6-8

12-13
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BIA 178 financial crises 74-5, 296, 559
disaster impacts 188-90 financial resources 363
documentation 495 financial risks 77-84
failure 664 financial sector
restoration/salvage 289-91 back office activities 302

ERM see enterprise risk management BCP 297

ERP systems 306-7 compliance 750

ethanol 35 cross-border communications 297

ethical issues 107-18 front office activities 302

Euroclear Bank 592-5 institutional sector 301-3

Eurocontrol 612, 614 middle office activities 302-3

Europe network security 250-1
air space restrictions 611-14 ‘non-evacuation’ permits 303-4
trends in BC 751 operations processes 302

European Foundation for Quality recovery objectives 297

Management model (EFQM) 32-3 regulation 294-8

European Union 478 retail banking 299;300-1

event impact/identification 4, 7 services 060, 74.°7/-85

evolution of BCM  705-8, 759 strategies 294-30)5

exercise programmes virtualization 203
audits 472-5 wholesale seccor 301-3
BCP 133-4 work at=a recovery centres 303
testing 444-7 see aico insurance

expert systems 644 Finan:cial Services Act 1986 (UK) 158

explosions 492-4 Finzncal Services Authority (FSA) (UK)

dust explosions 545-6

high-rise buildings 498-500

oil terminals 199-200, 368,375, 580-5

petroleum explosions 547

propane explosions 546-7

see also individual incidents
external communications see

communications

Eyjafjoll volcano 611-18

facilities
BIA data collection 178
pandemic planning 637-8
work area recovery 284
farmers 569, 570
fast food shops 570
federal disaster assistance (US) 659
Federal Emergency Management Agency
(FEMA) 738-9
Federal Financial Institution Examination
Council (FFIEC) (US) 295
Federal Navigation Act 1936 (US) 195
FEMA see Federal Emergency Management
Agency
FFIEC see Federal Financial Institution
Examination Council
finance of pandemic planning 638

84, 297
Fialand 528-30
fire

alarms
disasters
676
suppression systems
Firestone 63
First Interstate Bank (Los Angeles) fire

(1988) 510-11
fisheries 624
five nines availability
fix time 664
floods 483-5, 523-7

Chicago (1992) 504-5
cost to businesses 525
France 489
Gloucestershire 358-61
London College of Printing (1989)
523-4
New Orleans
685
preventative measures
flu see influenza
FMD see foot and mouth disease
Follet, Brian 572
food retail industry  354-61

112-13
368, 510-22, 531-6, 553,

496

6601-7

483, 484, 489, 659,

525
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foot and mouth disease (FMD) 565-73
forensic audits 452
Forrester Research 17
fortress approach 374
4 Ts (transfer, tolerate, treat, terminate)
process 95
Fox Espafna 59
fox hunting 570
France 489
front office activities 302
FSA see Financial Services Authority
fuel storage facilities 536, 546-7, 580-5
fun scenarios 446
funding
disaster recovery planning 362-72
strategies 362-72
see also cost ...

Garage Watch 581
gas/oil plants 328-31
generators 495, 515, 556, 562
Genesis Television 549
geography of work areas
Germany 11-12, 479
Gilbert, Hurricane 488
global brands 54, 55
Global Enterprise Risk Management Survey
12-13

global sourcing 222-3
globalization 749-50

see also global ...
glossary 773-6
Gloucestershire floods
GMG Brands 53-4
Google searches 417
governance 20

see also standards
government role 709, 751
Grand Metropolitan 53, 501, 502
Greece 535
Guinness 53
Gulf of Mexico oil spill (2010) 619-29
gurus, consultants as 669

283

35a-51

HI1N1 influenza pandemic (2009) 711-12

Haiti earthquake (2010) 490-1, 656

‘halo’ brand effect 60

hard incidents 686

hardware strategies 252-3

HAS see high-availability solution

Hayward, Tony 620, 622, 624, 626, 627,
628, 629

hazards see threats

health authorities 537-9
health insurance 634
Heathrow Airport 552, 581
heating failures 552
hedge funds 87
Hemel Hempstead (UK) 580
Hertfordshire Oil Storage Limited (HOSL)
580, 582, 585
Hewlett-Packard (HP) 58, 759
high-availability solution (HAS) 346
high-rise buildings 498-500, 510-22
Hippocratic Oath 107
Hispaniola (Dominican Republic/Haiti)
332
Holloway, Keith 53
home working 230, 231, 377
HOSL see Hertfordshire Oil Storage Limited
‘hot’ sites 376
Hotmail 60
HP see Hewlett-Rackard
HSBC Bank * 492, 576
human lif¢. vaiue of 198
humarn 1 =sources
BCwole 382
critical incidents 682
pandemic planning 633-5
support teams 150
hunting 570
hurricanes 488-90
Andrew 501-3
contingency planning 344
Gilbert 488
insurance cover 367
Katrina 483-4, 488-9, 685
London (1980) 747
Hydro One 16
hygiene issues 359, 360
IA see information availability
IaaS see Infrastructure as a Service
IAEM see International Association of
Emergency Managers
IBM fire incident 534
ICAA see International Civil Aviation
Authority
Icelandic volcanic eruption (2010)
611-18
ICT see information and communications
technology
illness of employees 633-4
impaired colleague ethics example
116-18

implementing BCM 123, 125, 126
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IN (intelligent numbers/network services) reactive stage 214
235-6 recovery 227-8
in-house contingencies 285 regulation 222
incidents RTO 228
management 132, 651-3 sourcing 222-3
response 343 strategies 210-46
see also accidents; disaster ...; three-step process 213-14
emergencies; individual workplace recovery 230-1
incidents information and communications
incompetent colleagues 116-18 technology (ICT) 210-46
India 756-63 availability 662-5
audit requirements 479 business continuity 247-58
BCM survey 762-3 challenges 218-26
certification 760, 763 cloud computing 219, 220, 232,
critical products/services 760-1 278-9
emergency services 761 computer theft 548-51, 552
fire disasters 536 contingencies 286G
Mumbai attacks/bombing 486, 545, continuity managenment 213
746 continuity plan: 218
outsourcing 750, 757, 758 data recovery.259-79
regulation 762 disaster rccovery  210-46, 229,
terrorism 486, 545, 746 248
Indian Oil Corporation 536 dowatinie 260-1
Indonesia 485 email’ 232, 236-7, 238
INDOTEL (Instituto Dominicano de ceernal-facing applications  232-7,

Telecomunicaciones) 332, 333
influenza epidemics/pandemics 632-40,
690-1, 711-12

information
BIA sources 207
business understanding 28-%
enterprise risk management
exchange associations 731
gathering 140, 141-3
just-in-time system 3¢
security 751

information availability- (IA)
business challenges 219-23
business environment 243-4
containment 227
critical information 216-17
further reading 245-6
future issues 244
information flow 215-16
infrastructure challenges
interactivity 214, 231-2
managed IT solutions 231-2
marketplace challenges 226
needs assessment 212-14
organizational culture 243-4
prevention 227
proactive stage 213-14
programme development

223-6

227-31

239
further reading 245-6
information availability 210-46
insurance 278, 365
management challenges
off-site storage facilities
outsourcing 317
pandemic planning 638-9
recovery plan testing 245
security 250-1, 278
software strategies 253
standards 212
storage facilities 254-5
strategies 209-91
testing 245, 435
upgrades 664
voice protection/recovery 233-6
websites 231, 232-3
work areas 280-91
see also communications;
telecommunications
information technology (IT)
BIA data collection 178
disaster recovery 170
downtime costs 193
testing recovery plans 245
see also information and
communications technology

218-26
254-5
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infrastructure
always-on 223
challenges 223-6
TaaS 220

insourcing 224-5
monitoring 264
recoverability 263
redundancy 263
reliability 263
training 264
Infrastructure as a Service (IaaS) 220
insourcing 224-5
institutes and associations
Instituto Dominicano de
Telecommunicaciones see
INDOTEL
insurance 298-304, 364-72, 655-60
ambiguous terms 655-6
BIA 186
buildings 658
business interruption 364
claims 371, 379
company activities 304
corporate liability 365
coverage 655, 658, 660
disaster recovery 379
ERM implementation
health insurance 634
hurricanes 367
ICT 278, 365
information availability 215
negligence 655
policies 3064, 360, 653-9
promise delivery 279-1
property 365
reserves 657
retained insurance 369
risk management 12
self-insurance 657
third party recovery 372
Toyota car recalls 607
uninsured losses  658-60
valuations 657-8
value calculations 367
see also financial sector
intangible assets 54
intangible impacts of crises 559-60
integrated product suites 643
integrity managers 16-17
intellectual property theft 586-91
intelligent numbers/network services (IN)
235-6

716-31

14, 15

interactive voice response systems (IVR)
300

interactivity 214, 231-2

internal communications see
communications

internal control environment 7

International Association of Emergency
Managers (IAEM) 729-30

International Civil Aviation Authority
(ICAA) 611

international perspectives

internet 59-60, 233, 300

see also email

interviews 460, 462-3

intranets 645

investment 34-5

IP-PBX server racks 251

ISA 400 risk assessn:ent standard 12

ISO standards

735-72

17799 74¢
27001 751
3100C. 12, 122
0100 12
Isrce! 752

Iscanvul bombings (2003) 576
I't' see information technology

Italy 547
IVR see interactive voice response
systems

Jaipur, India 536

Jamaica 488

Japan 479, 608, 751

July 7 London bombings (2005) 423,
577-9

just-in-time system 38

Kallas, Siim 617

Katrina, Hurricane 483-4, 488-9, 685

Kelley Blue Book 605, 606, 607

Kenya 485

key performance indicators (KPIs) 25

King’s Cross Station fire (London) (1987)
676

Kleen Energy Systems 546

knock-on costs 195

KonTrag (German Control and
Transparency in Business Act)
11-12

Korea 752

KPIs see key performance indicators

Kuwait 552
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labour overheads 191-2 methodology 121-35
Lakenheath, RAF 613 steering groups 440
LAN see local area network systems 123
Landsittel, David 10 trauma management 680-4
laptops 112-13 Management Barometer, PwC 16
see also computer ... Management of Risk Guidance 95
large-scale testing 437-9 Manchester bombings (1992) 545
lateral thinking 378-9 manufacturing sector 306-13
leadership 688-90 BIA 308-9
leaks and flood risk 525 product recalls 597-610
legislation 738-9 recovery 306-12
Lehman Brothers 77-84, 594 risk assessment 308-9
Levene, Lord 362 mapping programmes 173
Lexus GX 460 Toyota car 598 Marconi 76
liability insurance 365 marginal benefits 197
live/live networking 241 market choices 197-8
local area network (LAN) 436 market gardeners 616
location of business 283 market sector strategics . 293-372
logistics sector 306-13 marketing and disascer impacts 192-3
business impact analysis 308-9 marketing protectior;  51-64
recovery 306-12 advertisiny 56-61
risk assessment 308-9 brand valve 53-7
London delivery vs expectation  62-3
7/7 Underground bombing (2005) digastcr impacts  61-2
423, 577-9 toird party impact 63
Bishopsgate bombing (1993) 540-5 niarketplace challenges 226
Brent Cross bombing (1992) 493 matrix approach to audits 457-9,
hurricane (1980) 747 465-6
King’s Cross Station fire (1987) 676 maximum tolerable outage (MTO) 175

London College of Printing flood
(1989 523-4

St Mary Axe bombing (1992,
long-term recovery 228-9
Los Angeles 510-11, 659
loss concept, ORM 68, 7¢
loss quantification 152
Luxembourg 552-3

543-4

McVeigh, Timothy 485
Madrid rail bombings (2004) 574-5
MAFF see Ministry of Agriculture, Fisheries

and Food

magnetic ink character recognition (MICR)
301

Mail on Sunday 617

malice 157

487
231-2

man-made disasters
managed IT solutions
management
BC policy 413-14
Board meetings 414
lifecycles 123-6

maximum tolerable period of disruption
(MTPD) 130
MCP see multilateral continuity planning
mean time between failure (MTBF) 664
media 413, 537-9
medical issues
codes of ethics 117
doctors 107-8, 117
medicines 616
pandemic planning 632-40
see also diseases
Mercantile fire (Basingstoke) (1991)
517-22
Metropolitan Transit Authority (MTA)
575
Mexico earthquake (2010) 492
Miami 501-3
MICR see magnetic ink character
recognition
Middle East 34, 753-6
Millennium bug projects 706-7
mineral water industry 63, 89
Minerals Management Service 626-7

10/4/2010 4:04:50 PM



790

Index

Ministry of Agriculture, Fisheries and Food
(MAFF) 565, 570
mirrored systems 374-5, 437
mitigation recovery strategies 312
mobile recovery 228
Mocatta 543-4
MOL oil production group 34-5
monitoring 7, 123, 264
Moore, Michael 543-4
moral justification for business continuity
108-10
motor vehicles see cars
MSN  59-60
MTA (Metropolitan Transit Authority)
575
MTBF see mean time between failure
MTO see maximum tolerable outage
MTPD see maximum tolerable period of
disruption
multi-team simulations 134
multilateral continuity planning (MCP)
37-49
approach 40-5
benefits 47-8
case for 37-9
coordination teams 40
discussion papers 41-2
documentation 45
facilitators 47
implementation 44-5
interdependency reviews
participants  41-2
presentations 40, 44
project steps  40-3
resolution workshops 44
reviews 43-4
strategy 41

2N

success factors 45-7
teams 40, 43

testing 45, 47

think tanks 40-1, 42-3

verification 45

workshops 44

see also business continuity plans/

planning

multiple invocations 240
Mumbai attacks (2008) 486, 746
Mumbai bombings (1993) 545
Murphy’s laws of availability 665

Nairobi bombings (1998) 485
NAO see National Audit Office

Napolitano, Janet 619, 620, 622
NAT see network address translate
National Air Traffic Service (NATS) (UK)
611
National Audit Office (NAO) 572
National Commission on Fraudulent
Financial Reporting (Treadway
Commission) 3
National Disaster Management Association
(NDMA) 761
national standards see standards
NATS see National Air Traffic Service
natural disasters 368, 483-5, 488-92
California earthquake 506-9
floods 523-7
Hurricane Andrew 501-3
Icelandic volcanic eruption 611-18
NDMA see National Dicaster Management
Associatiot,
near misses 494
near-CPD ptroducts
negligence. 635

269-70

Nepal- 757
Nescatée” 58
Nesaé 53, 63

noiwork address translate (NAT) 239
networks

contingency plans 252

disaster recovery 256-7

email 242

financial institutions 250-1
hardware strategies 252-3
holistic IA solutions 241-3

information availability 237-43
live/live networking 241
managed hosting 243

multiple recovery scenarios 241
recovery 237-9, 241

resilience solutions 239-41, 242
risk mitigation 249

ROI 241-3
secondary domain controllers
242-3

security 231, 250-1
service strategies 254
New Jersey 546
New Orleans floods
685
New York City 498-500, 575
New Zealand
alternative sites 376
Auckland power crisis

483, 484, 489, 659,

554-64
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Continuity Forum Pty Ltd 727

risk management standards 12
NFP 1600 disaster recovery standard (US)

748

‘non-evacuation’ permits 303-4
Northgate IS (IT company) 582
Norwich Union 59

see also Aviva
Novo Nordisk 33

Obama, President 629
observers during tests 425
occuptational health 635-6
ODo see Orange Dominicana
OEM (original equipment manufacturer)
costs 190
off-line dedupe 268
off-site data protection 273-9
off-site storage 377
Office of Government Commerce 95
oil
leaks/spills  619-29
plants 328-31
storage facilities 580-5
Oklahoma City bombing (1995) 485
O’Leary, Tony 614
on-site data protection 265-73, 275-7
on-site replication 270-2
One Meridian Plaza (Philadelphia) fire
(1991) 512-16
Ontario, Canada 546-7
operating systems 664
operational impacts 559
operational risk managemeit (ORM)
65-96
arrangements
assurance 73
business objectives 90
contingency measures 94
continuity planning 73
controls  75-6, 91, 94-6
documentation 91, 92
financial risks 77-84
four Ts process 95
framework 90-6
impact analysis 72
implementation 91
lifecycle 70, 72-3
loss concept 68, 70
model 69-72
objectives  75-96
operational risks

756

60, 84-90, 156

organization structures 92
probability concept 68, 70
process 72-3, 90-6
programme design 72
reporting structures 91
risk
appetite 92
assessment 72, 93-4
control  94-6
identification 92-3
mitigation 71-2
ownership 93
profiles 96
registers 86, 92, 96
scenarios 71
scope 66-7
scoring systems 86
senior management arrangements
75-6
strategic risks. 76
strategy o'vnership  90-1
systems. ’5-6
threaiz 69, 71
reining 91
vaae of 67
workshops 93
operational service levels 25
opportunity 4, 33, 88
optimal sourcing/leveraging 222-3
Orange Dominicana (ODo) 333-51
BCM response  342-8
BCM strategy 340-2
BCP 346-7
BIA 337-8
contingency planning 343-6
crisis management 342-3
cultural embedding of BCM  349-50
employee training 349-50
maintenance of plans 348-9
recovery time objective 341
risk assessment 338-40
work area plan 347-8
Orange telephony company 57
organizations
business continuity attitudes 710-13
business strategy 23-30, 28-9
embedding of BCM 126
environment of 27-30

ERM 10-11
financial resources 363
maturity level 452-4

questions to ask  28-9
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resilience 749
risk
limitation 34
minimization/denial 711
profiles 70
security testing 113-15
understanding 27-30, 126
useful contacts 732-3
see also work areas
origins of BCM  705-8
ORM see operational risk management
outsourcing
disaster recovery planning 378
ICT 318
India 757, 758
international perspectives 750
strategies 326
overachievement risk 34

Paa$ see Platform as a Service

pagers 434

Pakistan 757, 764

pandemics 690-1
contingency plans 344-5
HINI influenza 711-12
planning 632-40

paper records 289

part/shipping costs 190

passenger compensation 614

pastoral issues 687-8

payroll 633

PBX telephone exchanges

PC networks 286

PDCA (Plan, Do, Checir, Act) cycle 123

peer reviews 172

penetration testing

pensions 633

Penske Automotive 607

perceptions of business continuity

234, 235, 251

113-15

710-13
Perrier 63, 89
Persil 53

petrochemicals industry 328-31
petroleum explosions 547
pharmaceutical products 616
Philadelphia 512-16

Philips 58

piggybacking 114

Plan, Do, Check, Act (PDCA) cycle 123
Platform as a Service (PaaS) 220
pollution 619-29

post-disaster funding 370-1
post-incident strategies 310-11
postloss enquiries 370
post traumatic stress disorder (PTSD)
686-7
poster advertising 569
power supplies
accidents 496, 528-30
crises  554-64
disaster recovery plans
electrical surges 529
see also energy sector
pre-engagement questionnaires
pre-incident strategies 310
pre-loss reviews  366-7
present value 196
presentations
audits 467-8
BIA 173
MCP 44
press relations | '537-9
PricewatechcuseCoopers (PwC)
15-16
principle-based regulation  297-8
Prius car (Toyota) 598
pivate sector 704-13
probability concept, ORM 68, 70
procedural recovery strategies 312

528-30

671-3

process management 126-7
procurement
critical products 319, 320-5
models 321, 322

product lifecycles 315
product recalls 61-2, 597-610
production 190, 237-8
professional associations 716-31
professional duties 116-18
programmes
completion 133
development 227-31
initiation 103, 128-9
management 103, 124-5, 127-9
scoping 699-700
projects
BC process 140, 145-7
budgets 142, 144, 146
control 137-53
costs 138-9
information gathering
141-3
initiation 137-53
management 140-7, 153

140,
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milestones 142-3, 144-5, 147
ongoing costs 138-9
plan development 140, 143-5
rebuild costs 139
savings 139-40
situation with/without project
start-up costs 138-9
support 147-53
teams 143, 145, 146
timelines 142, 144, 146-7
visible support 147-53
propane explosions 546-7
property insurance 365
property value 199
PTSD see post traumatic stress disorder
Public Law (PL) 110-53 (US) 738-9
public relations 537-9, 627-8
public sector 704-13
Puerto Rico 547
purchasing see procurement
pure risks 88
PwC see PricewaterhouseCoopers

198

Qinhuangdao Lihua Starch Co Ltd 546
questionnaires

audits 460

BIA 130-1, 172, 173-4

consultancy engagements
quick resupply approach 377

671-3

RA see risk assessment

RAF Lakenheath 613

railway attacks/bombings
577-9

Rank Hovis McDougal .. >3

re-insurance 369

reactive approach to aisaster

rebuild costs 139

recall of products, Toyota 597-610,
61-2, 55

5745,

287-8

reciprocal arrangements 287, 378
recoverability of systems 263
recovery

action plans 100, 101

BCM 133

BCP testing 437-8

coordination teams 149-50

information availability 227-8
networks 238-9

RPOs 176, 298

RTOs 228

sites 175, 375-6

strategies 309-12
see also disaster recovery
recovery areas see work area ...
recovery planning see disaster recovery
planning
recovery point objectives (RPOs)
298
recovery time objectives (RTOS)
175, 228, 264-5, 341
redundancy 263
refineries 328-31
regional information systems plan (RISP)
537-9
regulation
automobile industry 604

176,

130,

banks 74, 84-5, 295, 296
financial sector 74;84-5, 294-8
India 762
information availavility 222
principle-based.” 297-8
rule-based. 298

relational databases 647

relocaticit to alternative sites
375-6
replication
P oil spill  662-3
ICT 221, 232, 237
on-site  270-2
SAN 274
reporting
audits 464-7
BIA 179-80
impaired colleagues
reputation 56, 88-9
resilience 34, 239-41
resolution workshops 44
resources 177, 731-2
restoration programmes 289-90
retail sector 299, 300-1, 352-61
retained insurance 369
return on investment (ROI) 24
risk
acceptance 160, 369
appetite 6, 92
approaches to  363-5
banking 296

116-18

categories 9-10
ERM 3-21
evaluation 103, 155-65

identification 92-3
influenza epidemics/pandemics
690-1
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minimization/denial 711
mitigation 34, 71-2, 227,
249
opportunity risks 88
ownership 93
perceptions of 711-12
profiles 70, 96
pure risk 88
reduction 160-1
registers 86, 92, 96
reputation 88-9
responses 6, 7
statistics 482-3
strategic risk 76, 88
supply chains 314-20
termination 95
toleration 95
transfer 95
treatment 95
types 9-10, 160
see also risk ...
risk assessment (RA) 131
BIA 184
ERM 7
guidelines  155-65
information flow 218
logistics sector 308-9
manufacturing sector 308-9
Orange Dominicana 338-40
ORM 72, 93-4
rationale 157-8
risk control 103, 155-65
objectives 156
shortcomings 1¢1
value of 16i-z
weaknesses 1C1
risk management
Auckland power crisis
CROs 17-19
effectiveness assessment 9
ERM 8, 10, 19-20
evaluation 160
governance 19-20
ISO 31000 122
organizational priorities 56
planning relationships 19-20
standards 12
supply chains
317-20
see also enterprise risk management;
operational risk management

562-4

315-16,

RISP see regional information systems
plan

ROI see return on investment

rollback 239-41

Rolls-Royce 63

Ronson 52

Rowntree 53

Royal Society FMD reports 572

RPOs see recovery point objectives

RTOs see recovery time objectives

rule-based regulation 298

Ryanair 614

SaaS see Software as a Service

safety 112-13, 604

Sainsbury 60, 354-61

St Mary Axe bombing{.ondon) (1992)

543-4
Salazar, Ken 61S 621, 622
sales 192-3

salvage issucs 290-1
San Juan, 2ucrio Rico 547
SAN replication 274
Saibines-Oxley Act 5
SaudvArabia 753, 755
sayings 139-40
scenarios 168
analysis 311
bank collapse exercise 594
creative approaches 446
planning 430
realism of 422, 423
Tribbles exercise 446
walk-throughs 431
scoping 373-80, 699-700
scoring matrices 171-2
scrap 190
screening for infection 636
SEC see Securities and Exchange
Commission
secondary domain controllers 242-3
Securities and Exchange Commission (SEC)
@s) 298
security
breaches story
ICT 250-1, 278
networks 231, 250-1
penetration testing 113-15
personnel 637
self-insurance 657
senior management
September 11 attacks

114-15

413-14, 680-4
485, 6506, 707, 738
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serious incidents 674-91 price 645, 650
servers relational databases 647
backup servers 243 simulation testing 651-3
contingencies 286 telephony 650
data protection 274-8 templates 644
replication 221 text processing 646-7
virtual hosted DR 274-5 vendors 642-3, 651, 653-4
virtualization 273-5 sourcing 222-3
VoIP 436 see also resources
service chains 339 South Africa 765, 766
service contracts 382 South East Asia 750
service levels 25 Spain  574-5
sewage leaks 526 special leave 634
‘shadowing’ operations 374-5 sprinklers 515, 527
shareholders 115-16 Sri Lanka 757, 764
shipping costs 190 SROI see social return on investment
shoulder surfing 114 Stack, Joseph 553
silent influencers 669 staffing
simulations 134, 651-3 insourcing 223
Singapore 480, 752 labour overheads 191-2
single-instance storage 267-8 levels 223
single-team simulations 134 see als< einployees
site restoration teams 151 stairwells - 513
Skechers footware 59 stakcholders 331
skills 414-15, 669, 767-8 stardards
Sky Truth 620 AIRMIC risk management 12
skyscrapers see high-rise buildings attitudes to BC 706, 708-10
slaughterhouses 571 AU/NZS 4360 12
small and medium enterprises (SMEs) BIA 188
711 761 communications 256
snapshots 269 ERM 11-12
snow disasters 489 international perspectives 736-45
social impacts 186, 195-200 ISA 400 12

social return on investmen¢ < SKOI)
185-6, 200
soft incidents 686
Software as a Service (5aaS) 220
software strategies 253
software tools 641-54
automated callout
benchmarking 693
BIA 184, 648-50
business continuity plans
645-8
callout 650-1
cost 645, 650
data management 646-7
evaluation criteria 645-8, 649-50,
653-4
historical background 643-5
incident management 651-3
operating systems 644, 664

650-1

NFP 1600 748
organizational relevance 739-40
professional conduct 116-18
risk management 12, 85
utilization 737
value of 736
see also BSI standards; ISO standards

standby sites 375-6

State Farm 604

statistics of BC 482-3

steering groups 413-14, 440

stock 378, 667

storage 221, 377

storms 488-90

strategy  23-35, 104, 125-6
development of 132
financial sector 294-305
funding 362-72
ICT 209-91
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strategy (cont.)
information availability 210-46
logistics sector 306-13
manufacturing sector 306-13
market sectors 293-372
retail sector 352-61
supply chains 314-27
telecommunications 249-57
work areas 280-91

Sun Tzu 23

Sunrise Propane Industrial Gases
546-7

supermarkets 57, 60, 354-61

suppliers

assessment 324, 355-6
monitoring 324, 325
relationships 319, 323, 325, 356
testing 442
supply chains 314-27
continuity 355
definition 314
risk  314-20
surprise testing 446-7
surveillance 588
surveys 762-3
Switzerland 480
synchronous replication 270-2
systems restoration teams 152

tactics 23

TAP see total asset protection

tape backups 230, 259, 265=7

teams 103-4
administration 148,283
BCM 358-61
corporate coruntirications 150
corporate recovery 147-53
crisis management 104, 147-8
damage assessment 149
disaster recovery 102, 104, 288
emergency management 382
end-user technical support 152-3
human resources support 150
IT recovery 288
MCP 40, 43
projects 143, 145, 146
recovery coordination 149-50
simulations 134
site restoration 151
systems restoration 152
transport support 151
voice recovery 152-3

technical benchmarking 693
telecommunications 247-58
availability 665
contingencies 286
sector 332-51
testing 435-6
see also communications; information
and communications
technology
telephony
call centres 255, 318
disaster recovery 256-7
network resilience 240-1
testing 435-6
voice protection/recovery 233-6
template plans 644
terminology 706, 7736
terrorism
animal rights' 485-6
origins of BCM 706
preventative measures 575
trauma 1aanagement 675, 679
see also explosions; individual
incidents
Tesee 60
tesung
audits 472-5
BCP 419-47
benchmarking 701
briefings 425
business recovery 437-8
callout cascades 432-4
component testing 432-7
contingency plans 445
contracts 424, 426
crisis management 439
dates to avoid 438
desktop technologies 436
effectiveness 422-4, 426-7
exercise programmes 444-7
failures 422-4
future considerations 441-2
ICT 435
IT recovery plans 245
large-scale 437-9
maintenance issues 439-41
MCP 45, 47
new technologies 436
observers 425
overview 421-4
pagers 434
planning 425-39
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process 424-5 trauma management 674-91
recommendations 441-2 travel restrictions 634
security 113-15 Treadway Commission 3
suppliers 442 Tribbles exercise scenario 446
surprise testing 446-7 Turkey 545, 576
telecommunications 435-6 Turkish Bank attacks (UK) 545
templates 426
timing 438 UAE see United Arab Emirates
walk-throughs 429-31 UBF (Union Bank of Finland) 528-30
weaknesses 422-4 UK see United Kingdom

Thailand 493-4 uninsured losses 658-60

theft 548-51 uninterruptible power supply (UPS) 528,

think tanks, MCP 40-1, 42-3
third party contract arrangements
third party recovery 372

threat assessment

285-6

approaches 162-3
information flow 217-18
ORM 069, 71

risk control 156-7, 159-60, 162-3
three-point project management approach
184-5
time management
tooling costs 190
‘top kill’ oil spill manoeuvre 622
total asset protection (TAP) 51-2
tourism 568, 569
Towers Perrin ERM report
Toyoda, Akio 600-1
Toyota Motor Corporation 61-2, 597-810
brand value 55
cashflow 602
credit rating  602-3
productivity losses €33
recall impact 605-3
trade 303-4, 413
train disasters 423, 547, 577-9
training 133, 153, 411-18
BCM awareness 349-50
courses 415-16, 634-5
crisis management 104
emergency management
external providers 416
infrastructure 264
methodology 415
ORM 91
workshops 415-16
Transocean Ltd 619
transport systems
7/7 London bombings
support teams 151
terrorist attacks 574-5

331

14

100

577-9

534-5
Union Bank of Finland (UBF) 528-30
United Arab Emirates (UAE) 753, 754-5,

756
United Kingdom (UK)
airlines 614

audit requirement; 480
Buncefield explosion  199-200, 368,
374, 180-5

Civil Ccntingencies Acts 709, 738
Finziiciar Services Act 158
FNID- 565-73
FoA 84, 297
mternational BCM 747, 751
NATS 611
tourism 568, 569
Turkish Bank attacks 545
see also London ...

United States (US)
9/11 attacks 485, 656, 707
9/11 Commission Act 738

Air Force 613

audit requirements 480

financial regulation 295-6, 298
government role 751

NFP 1600 disaster recovery standard

748
Public Law 738-9
standards 739-40

see also federal ...
University of Cambridge 534
UPS see uninterruptible power supply
uptime 661, 667
US see United States
utility companies 709

VAACs see Volcanic Ash Advisory Centres

VAASs see Volcanic Ash Advisory
Statements

vaulting 232
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veterinary surgeons 571

viral marketing 60

Virgin 58, 60

virtual systems 260, 273-5
financial sector 303
private networks 251
tape libraries 267

virtual hosted DR 274-5

vital records 289

Vodafone 577

vodka advertising 61

voice announcements 235

Voice over Internet Protocol (VoIP) 234,
436

voice protection/recovery
257, 435-6

VoIP see Voice over Internet Protocol

Volcanic Ash Advisory Centres (VAACs)

152-3, 233-6,

617, 618

Volcanic Ash Advisory Statements (VAASs)
617

volcanic eruptions 611-18

Volvo 60

vulnerabilities see threat assessment

Wade, Robert 74
Wal-Mart 34
walk-throughs 429-31
‘warm’ sites 376
warranty costs 600
water leaks 528

see also floods
water supplies 359
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websites 231, 232-3, 417

Wessex Regional Health Authority (UK)
537-9

whistle-blowing 116

wholesale sector 301-3

Windows PC operating system 644,

664
work area recovery
centres 303

information availability 230-1
occupancy period 283
Orange Dominicana 347-8
requirements 282-4
strategies 280-91
time requirements
workers see employees
working from home 277
workshops 415-1¢
awareness 129
BCM strategy. 132
MCP 44
ORM ' ¢35
World“irade Center 9/11 attack (2001)
435, 6560, 707
Woud Trade Center bombing (1993)
498-500
worst case scenarios 37

282

XL Video 581

Y2K projects 706-7
YouGov survey (2009) 57
YouTube 413
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