
INDEX

Accounting expertise
auditor’s evaluation of, 38
control deficiency, 37–39, 44,

106, 140, 149–151
Accounting manuals, 101, 153
Accuracy assertions, 56, 57
American Institute of Certified

Public Accountants
(AICPA)

Achilles’ Heel of Fraud
Prevention, 46, 129

Assessing and Responding to
Audit Risk in a Financial
Statement, 80, 159

Attestation Standards, AT
501, 5, 14, 15, 25, 76, 139,
146, 154

Audit Sampling Guide, 123,
125, 126

Auditing Standards Board. See
Auditing Standards Board

and consistency of standards,
10

COSO guidance, 111
CPA’s Handbook of Fraud

and Commercial Crime
Prevention, 213–217

independent auditor rules, 11
Management Antifraud

Programs and Controls, 45,
193–218

Management Override of
Internal Controls, 46, 129

publications, ordering, 18
Statements of Auditing

Standards (SAS). See
Statements of Auditing
Standards

Understanding SAS No. 112
and Evaluating Control
Deficiencies, 159

“As of” reporting requirement,
15, 16, 146, 147, 158

Assertions
accuracy, 56, 57
completeness, 56, 57, 105
and deficiencies, 158, 159
and development of control

objectives, 84, 87

effectiveness of controls,
116–118, 133, 134

existence, 56, 57, 158
financial statement, 56, 57,

163, 167, 176
and matrices, use of, 80–82
occurrence, 105
and sample size, 124
transaction, 84, 85

Assessment of controls, 139,
140. See also Monitoring;
Testing of controls

Association of Certified Fraud
Examiners (ACFE), fraud
survey, 1–3, 114, 181

Attestation Standard AT 501, 5,
14, 15, 25, 76, 139, 146,
154

Audit committee
and fraud prevention,

208–210
independence, 36, 37
and internal auditors, 212
oversight function, 36,

207–209, 213
recommendations of Blue

Ribbon Committee on
Improving the Effectiveness
of Corporate Audit
Committees, 36, 37, 69, 70

responsibilities, 210, 211
and testing control

environment, 121
Auditing standards, 17, 18. See

also Statements of Auditing
Standards

Auditing Standards Board, 3, 5.
See also Statements of
Auditing Standards

Auditors
accounting guidance, 38
assisting clients with internal

controls, 24, 25, 73, 106,
111, 151

auditing standards, 3, 4
control deficiencies, reporting

to management, 4, 109,
111, 139, 151

and control environment,
36–38

control objectives, assessment
of, 109

coordinating with, 7
cost considerations, 13, 14
fraud detection, 183, 184
fraud prevention, 211, 212
implementation of internal

controls, confirmation of,
111, 112

independence, 3, 4, 7, 11, 24,
25, 36–38, 66, 67, 106,
111, 151, 212

private businesses, 11
and project plan development,

24, 25
reporting significant findings

to, 66, 67
testing of controls. See

Testing of controls
understanding of internal

controls, 109, 110
Automated controls

auditor reliance on, 158
consistency of, 138
control activities, 60, 66
deficiencies, 145, 155, 156,

158, 172
ITGC controls, 158, 172
and monitoring, 65
reliance on other controls, 145
and testing controls, 66, 121,

122

Balance sheet
and “as of” reporting date, 15,

16, 146
assertions, 56, 57
and business processes,

identifying, 47
mapping entity to financial

statements, 102
Blue Ribbon Committee on

Improving the Effectiveness
of Corporate Audit
Committees, 36, 37, 69, 70

Board of directors
ethics policies, 34
fraud prevention, 208–210
independence, 36, 37
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Board of directors (continued )
not-for-profit organizations, 2,

36
responsibilities, 18
and risk assessment, 32

Budgets, 23, 24, 50
Business characteristics, 148,

149
Business processes, 4, 40, 47–52

Canada, Guidance on Control,
18

Cash disbursements
approval procedures, 50
and business processes,

identifying, 47
control objectives, 52, 54,

86–89
and fraud, 185
management overrides, 22
monitoring, 67
narrative description, 51
as pilot project, 20, 21
severity of deficiencies, 67
software, control features of,

60
Certified fraud examiners

(CFEs), 120, 121, 179, 213
Chief financial officer (CFO),

19, 20, 210
Chief information officer (CIO),

20
Close process, 51, 97, 106
Commitments and contingencies,

control objectives, 93, 94
Committee of Sponsoring

Organizations (COSO), 6, 9
Framework. See COSO

Framework
Guidance for Smaller Public

Companies, 75
Internal Controls over

Financial Reporting—
Guidance for Smaller
Public Companies, 18

reports, obtaining, 18
templates for controls

documentation, 75
Communication. See

Information and
communication

Compensation, 33, 38, 39
Competency in accounting and

financial reporting, 35,
37–39, 44, 140, 149–151

Completeness assertions, 56, 57,
105

Consultants
availability of, 10, 11

and project plan development,
19, 24, 25

software selection, 76
as source of control

objectives, 55
testing controls, 113
use of, 110

Consumer privacy, 187
Contingencies, 93, 94, 141
Control activities

assertions, use of, 55–57
business processes,

identifying, 47–51
as component of COSO

Framework, 19, 28, 46
control objectives, 52, 53, 55
deficiencies, 151. See also

Control deficiencies
documentation, 51, 52, 153
and pilot project, 20
procedures manual, 153
and risk assessment, 40,

53–55, 81
Control attributes, 53, 54. See

also Control objectives
Control deficiencies

accounting expertise, 37–39,
44, 106, 149–151

aggregating, 158, 159
and “as of” reporting date, 15,

16, 146, 147, 158
assessment of, factors

effecting, 143–149
automated controls, 138, 145,

155, 156
competence, lack of, 35,

37–39, 44, 106, 149–151
control design, 22, 109,

137–140, 143, 144
controls performance, 154
correcting, 16
design deficiencies, 22,

137–140, 143, 144, 152
documentation, 72, 138, 151,

153, 154
examples of, 149–154
exceptions. See Exceptions
framework for evaluating,

142, 143, 160–178
identifying, 21, 38, 138, 151
information technology, 61
ITGC controls, 122, 146, 147,

157, 158
level of control, 144, 145
magnitude of, 10
manual controls, 154, 155
material weakness. See

Material weakness
misstatements, 147, 148
monitoring process, 66, 67

objectives and timing of
controls, 145–147

operations, 22, 116, 151, 152
overall assessment, 158, 159
pilot project findings, 21
reporting to management, 4,

109, 111, 139, 151
risk environment, 148, 149
severity of, 21, 35, 67,

138–149, 154–158
significant deficiencies, 4,

106, 139–142, 151, 158,
159, 175

software tools, 79
Control design

assessment case study,
219–237

auditor assessment of, 109
automated controls, 121, 122,

138
and controls assessment, 137,

138
deficiencies, 22, 137–140,

143, 144, 152
and fraud, 139
need for documenting

controls, 110, 111
Control environment

accounting competence,
37–39, 44

and assessment of control
deficiencies, 145

auditor independence. See
Auditors

as component of COSO
Framework, 19, 28

difficulty assessing, 32–34
ethics, 34–36
and fraud, 194. See also Fraud
and human resources, 38, 39,

71
management style, 34, 35, 39
and procedures manual, 153
as project priority, 22
testing of controls, 120, 121

Control objectives
and assessment of control

deficiencies, 145–147
auditor responsibilities, 109
Control Objectives for

Information Technology
(COBIT), 60

and controls design, 110
and COSO Framework, 52–54
customizing, 83–85
and design deficiencies, 137
examples, 54, 86–98
government entities, 55
matrix, use of, 80
pilot project, 21
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and risk assessment, 53, 54
sources of, 55
understanding, 12–16
and use of spreadsheet

templates, 75
Control Objectives for

Information Technology
(COBIT), 60

Controls framework, need for,
16, 17. See also COSO
Framework

COSO Framework
1992 report, 6, 17, 18, 21, 29,

31, 38, 52, 54, 60, 75, 80,
81, 86, 111

2006 report, 18, 21, 53, 54,
60, 75, 80, 81, 86, 111

components of, 18, 19, 27–29
control activities, 19, 28. See

also Control activities
control environment, 19, 28.

See also Control
environment

control objectives, 52, 53. See
also Control objectives

deficiencies. See Control
deficiencies

diagrams, use of, 29–32
fraud, 193
information and

communication, 19, 28,
57–59

Internal Control—Integrated
Framework, 17

internal control components,
144

internal control defined, 18,
19

monitoring, 19, 28. See also
Monitoring

overview, 18, 19, 27–29
risk assessment, 19, 28. See

also Risk assessment
use of, 17

Costs
auditor considerations, 13,

14
benefits of documentation,

153
implementation of internal

controls, 1, 4, 5, 25
management of, 6, 7

Cutoff assertion, 56, 57, 84

Disaster planning, 64
Documentation

assertions, use of, 55
auditor guidance, 73
benefits of, 73, 74, 153

business processes, 47–51
checklists, 71
close process, 106
controls and procedures, 3, 4
cost management, 6, 7
deficiencies, detecting, 138
expansion of, 101, 102
flowcharts, 71
importance of in monitoring,

66
in-house, advantages of, 110,

111
inadequate, 151, 153, 154
information gathering, 82, 83
matrices, 71, 80–83
methods of documenting, 71
minimum requirements, 112,

113
and monitoring, 72
narratives, 51, 52, 71
objectives as starting point, 99
procedures manuals, 71
purpose of, 71, 72
scope of, determining, 99–107
software for, 75–77
spreadsheets, use of, 74, 75
templates, use of, 74, 102, 103

Effectiveness of controls
assertions, 116–118, 133, 134
assurance level, 117, 118
design effectiveness. See

Control design
overall assessment, 158, 159
testing. See Testing of

controls
Employees and fraud prevention,

202–205. See also Fraud
Ethics

CPA’s Handbook of Fraud
and Commercial Crime
Prevention, code of
conduct, 213–217

ethical environment, 34–36
FEI Code of Ethics Statement,

217, 218
and fraud prevention,

200–202
Excel spreadsheets, 58, 74, 79
Exceptions

defined, 140, 141
framework for evaluating,

160–178
and severity of deficiencies,

139. See also Control
deficiencies

unexpected, 154, 155
Existence assertions, 56, 57,

158

Federal Accounting Standards
Advisory Board (FASAB),
43

Financial Accounting Standards
Board (FASB), 43

FAS No. 5, Accounting for
Contingencies, 141

Financial Executives
International (FEI), Code of
Ethics Statement, 217, 218

Financial reporting
Auditing Standard No. 2, An

Audit of Internal Control
over Financial Reporting
Performed in Conjunction
with an Audit of Financial
Statements, 2, 5, 25, 99,
138, 140–142, 160–162,
164, 165, 167–169,
171–175, 177

communications, role of, 58
competency in accounting and

financial reporting, 35,
37–39, 44

controls design and
implementation scenario,
13, 14

controls documentation, 71,
72. See also Documentation

deficiencies, 140, 149–151
Internal Controls over

Financial Reporting—
Guidance for Smaller
Public Companies, 18

not-for-profit organizations,
41

risk assessment, 40, 41
software, 58

Financial statements
assertions, 56, 57, 163, 167,

176
mapping entity to, 102, 103
preparation of, 106
sample, 48, 49
scope of documentation,

100–103
Fixed assets

risk assessment, 104
sample control objectives, 91,

92
Focus groups, 120, 128, 130,

131
A Framework for Evaluating

Control Exceptions and
Deficiencies, 143, 160–178

Fraud
antifraud programs and

controls, 192–218
and control deficiencies, 148,

149, 157
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Fraud (continued )
controls, 45, 46
defining, 179
detecting, 183, 184
discipline, 205, 206
employee training, 204, 205
equipment, 186, 187
examples of, 188–192
external, 180
by family members, 180, 181
fraud triangle, 114, 115, 182,

183
government entities, 3, 179
hotlines, use of, 182
and identity theft, 186, 187
and importance of testing

controls, 109, 110
and ineffective controls

design, 139
intent, 179
internal, 180
inventory schemes, 186, 187
and material misstatement,

179, 183, 197
motivation, 114, 182, 183
not-for-profit organizations, 2,

3, 40, 41, 139, 179
opportunity, 114, 182
payroll schemes, 185, 186
prevention, 187, 188
purchasing and cash

disbursement schemes, 185
rationalization, 114, 115, 183
reasons for, 35
recoveries, 181
response to, 181, 182
risk, identifying and

measuring, 206, 207
risk, mitigating, 207
risk assessment, 53, 54
risk management, 44–46
sales and cash receipts

schemes, 184, 185
small businesses, 179
statistics, 1–3, 181
suspicion of, 135
and workplace environment,

202, 203

Generally Accepted Accounting
Principles (GAAP)

and control deficiencies, 140
disclosure of significant

financial risks, 40
industry practices, 43
and risk assessment, 43, 44

Government Accountability
Office (GAO), Financial
Auditing Manual, 55

Government entities
accounting principles, 43
control objectives, 55
county budget, sample, 50
documentation, 72
fraud, 3, 148, 149, 179
need for internal controls, 3
reporting on internal controls,

154
Governmental Accounting

Standards Board (GASB),
43

Human resources (HR)
and control environment, 38,

39
procedure manuals, 71

Identity theft, 186, 187
Income statement assertions, 56
Information and communication

as component of COSO
Framework, 19, 28, 57, 58

financial reporting, 58
flow of information, 58, 59
and information technology.

See Information technology
(IT)

Information Systems Audit and
Control Association, 60

Information technology (IT)
access and security controls,

61, 123, 157, 158
backups, 64
change controls, 62
control components, 61–64
and COSO Framework, 28,

29, 60, 61
general controls, 121–123,

146, 147, 157, 158
operations, 63, 64
passwords, 28, 61, 122, 129,

148, 157, 186
as project priority, 22
risk assessment, 41, 42, 64
systems development, 62, 63

Information technology general
controls (ITGC), 121–123

“as of” date for reporting on
internal controls, 146, 147

deficiencies, 122, 146, 147,
157, 158

evaluating deficiencies,
169–172

material weaknesses, 146,
147, 157, 158, 169–172

Institute of Internal Auditors
(IIA), Standards for the
Professional Practice of
Internal Auditing, 211

Internal Revenue Service (IRS)
documentation

government entities, 72
not-for-profit organizations,

72, 153
International Federation of

Accountants (IFA), 76
International Standards of

Auditing
and COSO Framework, 18
ISA, 315, 28, 76
ISA, 330, 28, 76

Interviews
conducting, 128–135
focus groups, 120, 128, 130,

131
testing control environment,

120, 121
IT Control Objectives for

Sarbanes Oxley, 60
IT Governance Institute, 60

Management
and fraud prevention, 210,

211
MBWA (Management By

Walking Around), 113, 115
monitoring activities,

113–116
overriding internal controls,

22, 46, 129
reports, 58, 59
responsibility for

documentation, 111
Material misstatement

and fraud, 179, 183, 197
and ITGC deficiencies, 147
likelihood of, 117, 147, 148,

155, 168, 174, 177
and material weakness, 167,

174, 177
potential for, notifying

management of, 66
and purpose of control

objectives, 54
and risk assessment, 104,

106
and severity of deficiency, 67

Material weakness
accounting expertise, 149, 151
aggregated significant

deficiencies, 158, 159, 175
communicating to

management, 4, 109, 139,
149, 151

defined, 140–142
and effectiveness of controls,

46
financial reporting, 106
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information technology
general controls, 146, 147,
157, 158, 169–172

lack of documentation, 72
overall assessment, 158, 159
and severity of deficiencies,

67, 139, 140, 146, 155, 156
software tools, 79

Matrices, use of, 71, 80–83, 86,
187

Contribution to Cash
Evaluation Matrix—
Completed, 220, 234–237

Contribution to Cash
Evaluation Matrix—
Template, 219, 226, 227

Contribution to Cash
Evaluation Matrix—with
Control Procedures, 219,
230, 231

Monitoring
as component of COSO

Framework, 19, 28, 64, 113
controls, evidence of, 67, 68
controls and processes, 65
and design deficiencies, 137
documentation, need for, 72
evidence of, 154
and fraud prevention, 105,

207, 208
and information and

communications, 64
purpose of, 66
significant findings, informing

independent auditors of, 66
small businesses, 65, 66
software, 64, 65
and testing of controls,

113–116

Not-for-profit organizations
accounting standards, 43–44
board members, selection of,

36
and competency in financial

reporting, 35
control matrices, use of, 82
documentation, need for, 72
and financial reporting risks,

41
financial statement, sample,

48, 49
and fraud, 40, 41, 139,

179–192
IRS scrutiny, 72, 153
need for internal controls, 2–3
and Sarbanes-Oxley controls,

74
scandals, 2, 40

software considerations,
76–80

as target for fraud, 148, 149
testing controls, 109–123
whistleblower protection, 182

Occurrence assertions, 105
Operations

control deficiencies, 22, 116,
151, 152

information technology
controls, 63, 64

Outsourced functions, 20, 82

Passwords, 28, 61, 122, 129,
148, 157, 186

Payroll
as pilot project, 20, 21
sample control objectives, 90,

91
Periodic close

as business process, 51
documentation, 106
sample control objectives, 97

Pilot project
control objectives, 53
preliminary team, 19–22
selecting area for, 20
use of, 21

Private businesses
accounting principles, 43, 44
AICPA guidance, 143
auditor assistance, 111
benefits of documentation, 10,

11
factors to consider, 11, 12
importance of effective

control design, 139
independent auditor rules, 11
need for internal controls, 2, 3

Procedures manual, 71, 73, 153
Procrastination, 9, 10
Project plan, 23–25
Project team, 19–22
Public Company Accounting

Oversight Board (PCAOB)
Auditing Standard No. 2, An

Audit of Internal Control
over Financial Reporting
Performed in Conjunction
with an Audit of Financial
Statements, 2, 5, 25, 99,
138, 140–142, 160–162,
164, 165, 167–169,
171–175, 177

Auditing Standard No. 5, 5,
11, 14, 15, 25, 142

and consistency of standards,
10

and costs of implementing
requirements, 4, 5

Reasonable person test, 141,
148, 155, 158

Reliance on controls, 14–16, 22,
113, 122, 146

Remote likelihood, 141, 142,
165, 174, 177, 178

Report to the Nation on
Occupational Fraud and
Abuse (2006), 1–3, 114,
181

Reporting on internal controls
“as of” date, 15, 16, 146, 147,

158
and Attestation Standard, 501,

25
and auditor understanding of

internal controls, 111
design, implementation, and

effectiveness, 14, 15
formats and tools for, 74–80
government entities, 154
and identifying business

processes, 47
and information technology,

60
and need for interviews and

surveys, 133, 134
and risk assessment, 99
Sarbanes-Oxley requirements,

4, 11, 74, 143
and scope of documentation,

99, 101
and scope of project, 23
time period, 15

Resources, 10, 11, 23, 24
Revenues

control objectives, 86–88
and identifying business

processes, 47
revenue cycle as pilot project,

20
and scope of documentation,

100–103
Risk assessment

accounting principles, 43, 44
and auditor understanding of

internal controls, 109, 110
business process, 40, 41
as component of COSO

Framework, 19, 28
continuing, 106, 107
control activities, 40, 53–55
economic risk, 42, 43
financial reporting risks, 40,

41
fraud, 44–46
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Risk assessment (continued )
income overstatement and

understatement, 105
information technology, 41,

42, 64
and project scope, 23, 24
resources, identifying, 24
and scope of documentation,

101, 104, 105
and severity of control

deficiencies, 148, 149
worksheet, 81

Sampling
AICPA Audit Sampling guide,

123
assurance level, 117, 118
information technology

general controls (ITGC),
122, 123

principles of, 116, 117
sample size tutorial, 124–127
sample sizes, setting,

118–120, 134
Sarbanes-Oxley Act of, 2002

(SOX)
and “as of” reporting, 15, 16.

See also “As of” reporting
requirement

and consolidation of business
processes and controls, 50

and COSO Framework, 16,
27, 74. See also COSO
Framework

costs of implementation, 4, 5
and information technology,

60
reluctance to comply with, 10
reporting requirements, 4, 11,

74, 143
and severity of deficiencies,

143
software for documentation

compliance, 76, 78
SEC v. Livent, 157
Securities and Exchange

Commission (SEC)
and COSO Framework, 18
and costs of implementing

requirements, 4, 5
independent director rules, 36

Self-assessment, 12
Significant deficiencies, 3, 4, 72,

79, 106, 109, 139–142,
145, 146, 151, 155, 158

aggregated, 158, 159, 175,
177

Six-step approach, 12

Small businesses
accounting expertise, 149, 151
accounting principles, 44
control objectives, 54
monitoring function and

control activities, 65, 113,
115, 116

public companies, 18, 75
Software

access and security, 157, 158.
See also Passwords

availability of, 10
controls documentation,

74–76
controls embedded in, 121
and financial reporting, 58
legacy systems and upgrading,

62
limitations of, 11, 12
and monitoring function, 64,

65
MS Project, 24
and new systems

development, 62, 63
project plan management, 24
selection criteria, 25, 76–80
systems development, 62, 63

SOX. See Sarbanes-Oxley Act
of 2002 (SOX)

Spreadsheets
Excel, 58, 74, 79
problems with, 58
templates for documenting

controls, 74, 75
use of in determining scope of

documentation, 102, 103
Statements of Auditing

Standards
SAS No. 39, Audit Sampling,

124
SAS No. 55, Consideration of

Internal Control in a
Financial Statement Audit,
27, 28, 179

SAS No. 99, Consideration of
Fraud in a Financial
Statement Audit, 44, 45,
182, 192, 193

SAS No. 103, Audit
Documentation, 73

SAS No. 109, Understanding
the Entity, 73, 76

SAS No. 111, amendment to
Audit Sampling, 124

SAS No. 112, Communicating
Internal Control Related
Matters Identified in an
Audit, 38, 106, 111, 149

Statements of Financial
Accounting Standards

SFAS No. 90, Regulated
Enterprises—Accounting
for Abandonments and
Disallowances of Plant
Costs, 44

SFAS No. 93, Recognition of
Depreciation by
Not-for-Profit Entities, 44

Stock options, 16, 33, 35, 94
Surveys, 120, 121

Templates, use of, 58, 74, 75,
79, 102, 103

Testing of controls
auditor considerations, 15
auditor understanding of

internal controls, 109, 110
automated controls, 121, 122
control environment, 120, 121
and controls design, 110, 111
and costs, 4
deficiencies, detecting, 138
documentation, 112, 113
effectiveness, 14, 116
implementation of controls,

confirmation of, 111, 112
information technology

general controls, 121–123
infrequently operating

controls, 119, 120
and monitoring activities,

113–116
and potential magnitude of

misstatement, 147, 148
reliance. See Reliance on

controls
sampling, 116–120, 126. See

also Sampling
unexpected results, 106

Treadway Commission, 17. See
also Committee of
Sponsoring Organizations
(COSO)

United Kingdom, Turnbull
Report, 18

Valuation assertions, 56, 57

Walk-throughs, 112, 121, 122
Whistle-blower protection, 182
Word templates, 74, 75, 79, 86
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