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(CISA) Requirements
CISA Examination Content Areas, 622
Professional Certifications, 619
Certified Information Systems Security
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CIA Exzivination Summary
CHESAY Requirements, 619
Iz Examination, 608
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IT Governance Focus Areas, 91
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Assessments, 90
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CobiT Acquisition and Implementation
Processes
CobiT Navigation, 100
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CobiT Framework, 93
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CobiT Navigation, 102
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CobiT Cube Components, 95
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Procedures, 95
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Capability Maturity Model (CMMi), 107
CobiT Navigation, 103
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Approaches, 104
CobiT Navigation
CobiT Acquisition and Implementation
Processes, 100
CobiT Delivery and Support Processes,
102
CobiT Monitoring and Evaluation
Processes, 103
CobiT Planning and Enterprise Processes,
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RACI Chart Responsibilities, 99
CobiT Planning and Enterprise Processes
CobiT Navigation, 98
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Computer Programming Languages, 431
Code of Conduct Knowledge and
Compliance
Internal Auditor CBOK Requirements, 550
Code of Conduct Revisions
Enterprise Codes of Conduct, 561
Code of Conduct Violations and Corrective
Actions
Enterprise Codes of Conduct, 560
Code of Ethics
Information Systems Audit and Control
Association (ISACA), 198
The Institute of Inte nal Auditors (ITA),
197
Integrity and ¥th:cal Values, 34
Codes of Coravct
Ethical Eehavior Rules, 34
Codes =1 Conduct Contents
Eaterpiise Codes of Conduct, 557
Ccoheti Commission
AICPA Internal Control Research, 28
Financial Executives International (FED),
29
Commitment to Competence
Control Environment, 35
COSO ERM Internal Environment, 128
Committee of Sponsoring Organizations
(COSO)
Internal Controls Definition, 23
Common Body of Knowledge (CBOK)
Definition of a CBOK, 11
ITARF CBOK Survey, 13
Institute of Internal Auditors Research
Foundation (ITARF), 13
Internal Auditing Origins, 11
Communications
COSO Internal Control Elements, 45
Communications and Information
Communications: Internal Components,
30
COSO Internal Controls Framework, 28
COSO Internal Controls Framework, 43
External Communications, 31
Methods of Communication, 32
Quality of Information, 29
Strategic and Integrated Systems, 29
Whistleblower Programs, 45
Communications from External Parties
Monitoring, 47
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Communications and Information, 30
Comparing Data Across Separate Files
CAATT Procedures, 486
Compliance and Governance Requirements
HIPAA: Healthcare Related Rules, 588
Compliance with IIA Standards
ITARF CBOK Evaluation Results, 15
Compliance with Laws or Regulations
Auditing IT General Controls, 403
Computer Forensics
IT Fraud Prevention Processes, 584
Computer Programming Languages
COBOL Programming Language
Example, 431
Object-Oriented Programming Language
Concepts, 432
Computer-Aided Systems Engineering
(CASE) Software Tools
Specialized Audit Test and Analysis
Software, 496
Computer-Assisted Audit Tool &
Techniques (CAATT) Processes
Application Controls Reviews, 447
Computer-Assisted Audit Tools and
Techniques
Internal Audit Key Competencies, 481
Concurring Partner Approvals
SOx Title I: Public Company Accountitig
Oversight Board, 58
Consulting Best Practices
Consulting Engagement Letters, (38
Documenting and Completing the
Consulting Engagemcnt; 640
Internal Audit Interaar Consulting
Capabilities, 635

Internal Auditor CBOK Requirements, 630

Launching a Consulting Assignment, 636
Consulting Engagement Letters
Consulting Best Practices, 638
Continuing Education Requirements
Internal Auditor Commitment to
Learning, 304
Continuity Planning for Desktop and
Laptop Applications
IT Disaster and Business Continuity
Planning, 513
Continuous Assurance Auditing (CAA)
Processes
ACL Continuous Assurance Auditing
System, 650
CAA Benefits, 651
Continuous Assurance Auditing
Conceptual Model, 647

Dashboard Monitoring Systems, 650
Implementing Continuous Assurance
Auditing, 644
Continuous Assurance Auditing Conceptual
Model
Continuous Assurance Auditing (CAA)
Processes, 647
Continuous Audit Monitoring Approaches
Application Controls Reviews, 447
Continuous Audit Monitoring Processes
Data Mining, and OLAP, 655
Data Warehouses, 655
Online Analytical Processing (OLAP),
658
Payment System Continuous Audit
Monitor, 646
Continuous Audit Monitors
Embedded Audit Precedures, 497
Continuous Close Freoesses
SOx Closing Requirements, 659
Control Activity Types
COSO In‘ernel Controls Framework, 41
Control-Activities
Application Controls, 27
CCSO ERM Framework, 138
COSO ERM Risk Event Identification,
138
COSO Internal Controls Framework, 24
ERM Policies and Procedures, 138
IT Controls, 27
Risk Assessment Processes, 26
Control Environment
Assignment of Authority and
Responsibility, 37
Board of Directors and Audit Committee,
36
Commitment to Competence, 35
COSO Internal Control Foundation
Components, 38
COSO Internal Controls Framework, 33
Human Resources Policies and Practices,
37
Integrity and Ethical Values, 34
Management’s Philosophy and Operating
Style, 36
Organizational Structure, 36
Tone at the Top, 34
Control Risk Considerations
Applications for Internal Audit Reviews,
436
Control Self-Assessments
CSA Process, 255
Evaluating CSA Results, 261
ITA CSA Methodology, 254
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Internal Auditor CBOK Requirements, 253
International Standards for the

Professional Practice of Internal
Auditing, 254

Controls Definition

Standards for the Professional Practice of
Internal Auditing, 25

Controls Standards Background
AICPA SAS No. 1, 25
Securities Exchange Act of 1934, 25

Corporate Governance
Audit Committee Organization and

Charters, 533
Board Resolutions an Audit Committee,
534

COSO
Internal Controls Definition, 23

COSO and CobiT Relationships
Mapping Internal Control Frameworks,

109

COSO Components and CobiT Objectives

CobiT Monitoring and Evaluation
Processes, 107

COSO Definition of Internal Controls
Internal Controls, 24

COSO Enterprise Risk Management (COSO

ERM)
Risk Assessments, 113

COSO ERM
Enterprise Risk Management, 124
Internal Auditor CBOK Requirernients,

114, 146
Risk Management Fundainentals, 114
COSO ERM Framew¢rk
Control Activities, 138
COSO ERM Information and
Communication, 140

COSO ERM Key Elements, 126

COSO ERM Monitoring, 141

Entity-Level Risks, 145

Legal and Regulatory Compliance Risk
Objectives, 143

Operations Risk Management Objectives,
142

Reporting Risk Management Objectives,
143

Risk Management Philosophy, 127

COSO ERM Information and

Communication

COSO ERM Framework, 140

COSO ERM Internal Environment
Commitment to Competence, 128
Risk Appetite, 128

Risk Event Identification, 132
Risk Management Philosophy, 127
Risk Objective Setting, 130
COSO ERM Key Elements
COSO ERM Framework, 126
COSO ERM Monitoring
COSO ERM Framework, 141
COSO ERM Risk Event Identification
Control Activities, 138
ERM Control Activities, 139
SOx Section 404 Requirements, 138
COSO Internal Control Definition
COSO Internal Controls Framework, 32
COSO Internal Control Elements
Communications, 45
COSO Internal Control Foundation
Components
Control Environment, 28
COSO Internal Gonwols Framework, 39
COSO Internal Control Framework
Treadway Committee Report, 31
COSO Intenzl Controls
Interna! Controls Definition, 24
CORO Internal Controls Framework
CEOK Requirements, 24
rmportance of Internal Controls, 24
Internal Controls Importance, 24
SOx Section 404 Internal Controls
Assessments, 76
Communications and Information, 28,
43
Control Activities, 24
Control Environment, 33
COSO Internal Control Definition, 32
COSO Internal Control Foundation
Components, 39
Independent Internal Control
Evaluations, 48
Integration of Control Activities with Risk
Assessment, 42
Internal Audit CBOK Requirements, 51
Internal Control Definitions, 31
Internal Control Evaluation Processes, 48
IT Controls, 42
Monitoring, 32, 46
Quality of Information, 44
Reporting Internal Control Deficiencies,
48
Risk Assessment, 23, 39
Risk Assessment Process, 23
Strategic and Integrated Systems, 44
Types of Control Activities, 41
Unethical, Illegal, or Otherwise Improper
Activities, 45
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Credit Card Fraud
GLBA Pretexting Provisions, 599
Identity Theft and Assumption
Deterrence Act, 600
Cryptography, PKI, and HIPAA Security
Requirements
HIPAA: Healthcare related Rules, 591
CSA Facilitated Sessions
Performing Facilitated CSA Reviews, 258
CSA Process
Control Self-Assessments, 255
CSA Review Approaches
Facilitated Team Meetings, 257
CSA Reviews
Enterprise Control Environment
Improvements, 256
Enterprise Resource Planning (ERP)
Systems, 256
Cybersecurity and Privacy Controls
Internal Audit’s Privacy and Cybersecurity
Roles, 479
PCI-DSS Requirements, 478
Cybersecurity Internal Controls Audit
Procedures
Auditing IT Security and Privacy, 473
Cybersecurity Risks and Controls
Internal Auditor CBOK Requirements,
461
IT Network Security Fundamentals, 442
IT Systems Privacy Concerns, 469
Security and Privacy in the Interaal Audit
Department, 474

Dashboard Monitoring Svitesis
Continuous Assuraice Auditing (CAA)
Processes, 650
Data Mining, and OLAP
Continuous Monitoring Processes, 655
Data Mirroring Techniques
BCP Contingency Strategies, 524
Data Profiling Issues
IT Systems Privacy Concerns, 469
Data Warehouse Transformation Example
Data Warehouses, 657
Data Warehouses
Continuous Monitoring Processes, 655
Data Warehouse Transformation
Example, 657
Definition of a CBOK
Common Body of Knowledge (CBOK),
11
PMI's PMBOK, 12
Definition of a Fraud
Reasons for Committing Fraud, 576

Definition of Internal Controls
Internal Controls, 24
Deming’s PDCA Cycle
CobiT Monitoring and Evaluation
Processes, 105
Desktop and Laptop CAATTs
Types of CAATTs, 491
Desktop and Laptop Systems BCP Processes
Internal Audit Procedures, 515
Determine the Audit Objectives
Internal Audit Planning, 157
Determining the Need for CAATTs
Basic Understandings of the General Use
of CAATTSs, 484
Developing a CAATT Application
Generalized Audit Software, 489
Developing a Project Management Plan
Project Management, 510
Developing and Prepasing Audit Programs
Internal Audit Plarining, 166
Developing Application Control Objectives
Performing Applications Controls
Reviews, 442
Dev=lbping Appropriate Internal Audit
rrocedures
I'lanning and Performing Internal Audits,
324
Developing Effective Internal Audit
Recommendations
Internal Auditor CBOK Requirements,
377
Developing Preliminary Internal Audit Plans
Internal Audit Key Competencies, 323
Disaster Recovery Emergency Handling
IT Disaster and Business Continuity
Planning, 522
Disaster Recovery Institute
Business Continuity Planning Key Steps,
509
DMAIC Procedures for a Six Sigma Project
Six Sigma Design-Measure-Analyze-
Improve-Control (DMAIC) Model,
715
Document Backup, Security, and Continuity
Audit Report and Workpaper Retention,
372
Laptop-Based Internal Audit Systems,
348
Workpaper Review Processes, 348
Document Standards and Review Processes
Workpaper Review Processes, 348
Documenting the Internal Controls
Environment
Internal Audit Key Competencies, 323
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Documenting and Completing the
Consulting Engagement
Consulting Best Practices, 640
Documenting Internal Audit Results
Internal Audit Workpapers, 335
Laptop Computers, 340
Process Model Example, 331
Process Modeling and Workpapers,
329
Process Modeling Hierarchy, 333
Workpaper Document Organization,
340
Workpaper Objectives, 336
Documenting the Internal Audit Field
Surveys
Internal Audit Planning, 164
Workpaper Permanent Files, 166
Draft Audit Reports
Audit Report Formats, 368
Due Professional Care
Internal Audit Attribute Standards, 189,
190

Edward Deming Quality Systems
Approaches
CobiT Monitoring and Evaluation
Processes, 104
Effective Internal Audit Communications
Reporting Internal Audit Results, 374
Effective Internal Audit Plans
Project Management, 318
Effective Risk Management Pracesses
Risk Management Fundamenials, 115
Embedded Audit Procedurec
Continuous Audit Mormiors, 497
Integrated Test Facilities (ITFs), 499
Types of CAATTSs, 496
Emergency Response Plans
IT Disaster and Business Continuity
Planning, 512
Engagement Letters
Internal Audit Planning, 161
Engagement Planning
Internal Audit Performance Standards,
193
Enterprise Codes of Conduct
Code of Conduct Contents, 557
Code of Conduct Revisions, 561
Code of Conduct Violations and
Corrective Actions, 560
Ethics and Whistleblower Programs,
557
SOx Title IV: Enhanced Financial
Disclosures, 71

Enterprise Consulting Activities
International Standards for the
Professional Practice of Internal
Auditing, 629
Enterprise Control Environment
Improvements
CSA Reviews, 256
Enterprise Help or Hotline Functions
Ethics and Whistleblower Programs, 564
Enterprise Objectives
Assignment of Authority and
Responsibility, 37
Enterprise Resource Planning (ERP) Systems
CSA Reviews, 256
Enterprise Risk Management
COSO ERM, 124
Enterprise Risk Objectives
Legal and Regulator7 Compliance
Requirements 143
Enterprise Risks
Risk Identification, 117
Enterprise-Wiae Strategic Risks
Risk Ilentification, 117
Entity-Level Risks
CQ30 ERM Framework, 145
=-Otfice Documentation Best Practices
Internal Auditor Documentation, 299
Equity Funding
IT Auditing Background, 382
Equity Funding Fraud
CAATT History and Background, 482
ERM Control Activities
COSO ERM Risk Event Identification, 139
ERM Policies and Procedures
Control Activities, 138
Establishing an Internal Audit Function
Chief Audit Executive (CAE) Roles, 277
Internal Audit Position Descriptions, 279
Internal Audit Charters, 275
Internal Audit Management
Responsibilities, 278
Internal Audit Organization Approaches,
283
Internal Audit Policies and Procedures,
290
International Standards for the
Professional Practice of Internal
Auditing, 274
Ethical Behavior Rules
Code of Conduct, 34
Ethics and Whistleblower Programs
Auditing the Enterprise’s Ethics
Functions, 568
Enterprise Codes of Conduct, 557
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Enterprise Help or Hotline Functions, 564
Ethics Environment Attitude Surveys, 555
Ethics Risk Environments, 553
Internal Audit Key Competencies, 549
Mission Statements, 551
SOx Whistleblower Call Center
Guidelines, 565
Whistleblower and Hotline Functions,
562
Ethics Environment Attitude Surveys
Ethics and Whistleblower Programs, 555
Summarizing Ethics Survey Results, 556
Ethics Risk Environments
Ethics and Whistleblower Programs, 553
Evaluating CSA Results
Control Self-Assessments, 261
Evaluating Monetary Unit Sample Results
Monetary Unit Sampling, 228
Evidence Classifications
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External Communications
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Fraud Detection and Prevention, 574
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FCPA Record-keeping Requirements
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Fraud Detection and Prevention
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585
IT Fraud Prevention Processes, 583
Practice of Internal Auditing, 585
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Fraud, 574
Understanding and Recognizing Fraud,
572
Fraud Investigations
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580
Fraud Risk Factors
Misappropriation of Assets, 579
Fully Mirrored Recovery Operations
BCP Contingency Strategies, 519
Functional Design Specifications
Application Controls Reviews, 438
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597

Internal Audit Rules, 595
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HIPAA Privacy Administration, 590
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Technical Security Services and
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Histograms
Statistical Sampling Concepts, 207
History of Internal Auditing
Internal Audit Responsibilities, 7
Internal Auditing, 4
Victor Z. Brink, 5
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Credit Card Fraud, 600
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ITARF CBOK Survey Limitations, 17
ITA CSA Methodolagy
Certification ir. Control Self-Assessment
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ITA Professional Standards
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ITA Standards Compliance
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Survey Results, 16
ITARF CBOK
ITIARF CBOK Survey, 18
ITARF CBOK Evaluation Results
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Disturbing Observations, 15
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Internal Audit Tools and Techniques, 16
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ITARF CBOK Survey
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Recommendations
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Implementing Continuous Assurance
Auditing
Continuous Assurance Auditing (CAA)
Processes, 644
Implementing Six Sigma
Six Sigma Background and Concepts, 709
Six Sigma Deployment and Process
Guide, 710
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Importance of Internal Controls
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Importance of ISO Standards
International Organization for
Standardization (ISO), 663
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COSO Internal Controls Framework, 48
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International Standards for the
Professional Practice of Internal
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Informal Memo Format Audit Repasis
Audit Report Formats, 356
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CobiT, 90
Code of Ethics, 198
Information Systems Audit Specialists
Internal Audit Position Descriptions, 281
Inherent Risk
Risk Assessment, 134
Input/Output Process Flowchart
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334
Inspections, Investigations, and Disciplinary
Procedures
SOx Title I: Public Company Accounting
Oversight Board, 59
Institute of Internal Auditors
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Common Body of Knowledge (CBOK),
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Embedded Audit Procedures, 499
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Integrity and Ethical Values
Code of Ethics, 34
Control Environment, 34
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Internal Factor Risks
Risk Assessment Processes, 23
Internal Accounting Controls Requirements
Foreign Corrupt Practices Act of 1977
(FCPA), 27
Internal Audit Position Descriptions
Establishing an Internal Audit Function,
279
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ITARF CEOL. Svaluation Results, 15
Internal-~udit Activity Plans
Aucit Programs, 247
Aunit Universe Maintenance, 252
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Taternal Audit Analytical Skills
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Internal Audit as an Enterprise Consultant
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Duties, 633
International Standards for the
Professional Practice of Internal
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Internal Audit Attribute Standards
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Internal Audit Charters, 188
International Standards for the
Professional Practice of Internal
Auditing, 188
IT Risks and Controls, 189
Quality Assurance and Improvement
Programs, 190
Internal Audit BCP Review Procedures
Centralized IT Facilities, 511
Internal Audit Best Practices
Building an Effective Internal Audit
Function, 273
Global Audit Information Network
(GAIN), 265
Internal Audit Approaches to Evaluate
Effectiveness
ITARF CBOK Evaluation Results, 15
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Fraud Déte~ion and Prevention, 571
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'T Application Controls, 425
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Project Management, 310
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Internal Audit Objectives
Internal Audit Performance Standards,
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Establishing an Internal Audit Function,
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Internal Audit Performance Standards
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Risk Management, 192
Internal Audit Plan and Budget Approvals
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Audit Programs, 166
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Determine the Audit Objectives, 157
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Surveys, 164
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Internal Audit Field Surveys, 163
Internal Audit Objective Statements, 157
Preliminary Surveys, 159
Surprise Audits, 162
Internal Audit Policies and Procedures
Establishing an Internal Audit Function,
290
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ITARF CBOK Evaluation Results, 15
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Performing Effective Internal Audits, 155
Internal Audit Procedures
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Auditing Six Sigma Processes, 718
BCP Client-Server Readiness Review, 514
Desktop and Laptop Systems BCP
Processes, 515
Gramm-Leach-Bliley Compliance, 601
IT Business Continuity Plans, 515
Quality-Assurance Review of Internal
Audit, 691
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Six Sigma Program
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Internal Audit Process Steps
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Quality-Assurance Reviews, 689
Internal Audit Quality-Assurance Review
Elements
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Internal Audit Function Internal Quality
Assurance Reviews, 702
Internal Audit Report Findings
Application Controls Reviews, 426
Internal Audit Reporting Cycle
Audit Report Preparation Steps, 366
Internal Audit Reports
Audit Report Formats, 353
Reporting Internal Audit Results, 351

Internal Audit Requirements
ISO 9001 on Quality Management
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Internal Audit Responsibilities
History of Internal Auditing, 7
Internal Audit Review Focus Areas
GLBA Safeguards Rule Compliance, 598
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Auditing a Business Continuity Plan
(BCP), 520
Internal Audit Roles
AS 5 Rules, 84
Benchmarking, 262
Performing a Benchmarking Study, 265
Performing Facilitated CSA Reviews,
257
Section 404 Compliance Reviews, 84
Service to Managemeny, 8
Internal Audit Roles arid Responsibilities
Fraud Investig:ticiis, 580
SOx Whistleblower Rules, 564
Internal Audit Rules
Grama.-Leach-Bliley Act (GLBA), 595
Internal Audit Scope and Objectives
'nternal Audit Universe, 238
internal Audit Self-Assessments
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Internal Audit Steps
ITIL Configuration Management, 412
Internal Audit Support Roles
Audit Committee Financial Expert, 539
Internal Audit Tools and Techniques
ITARF CBOK Evaluation Results, 16
Internal Audit Universe
Auditable Activities, 238
Internal Audit Activity Plans, 238
Internal Audit Scope and Objectives,
238
Internal Audit Workpapers
Documenting Internal Audit Results, 335
Internal Audit’s Privacy and Cybersecurity
Roles
Cybersecurity and Privacy Controls, 479
Internal Auditing
History of Internal Auditing, 4
Internal Auditing Activities (IAAs)
ITARF CBOK Survey, 15
Internal Auditing Definition
Modern Internal Auditing, 3
Internal Auditing History
Victor Z. Brink, 5
Internal Auditing Origins
Common Body of Knowledge (CBOK),
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Consulting Best Practices, 630
Control Self-Assessments, 253
COSO ERM, 114, 146
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Fraud Detection and Prevention, 585
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IT Application Controls, 426
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Organizing and Conducting a CSA
Process, 262
Performing Effective Internal Audits,
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321
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329
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183
Understanding HIPAA or GLBA Rules,
601
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304
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Learning, 304
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302

Internal Auditor Negotiation Skills, 302
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e-Office Documentation Best Practices,
299
Internal Audit Key Competencies, 298
Internal Auditor General Understanding
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IT Systems Privacy Concerns, 470
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International Standards for the
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Internal Auditor Interview Skills
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302
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SOx Title II: Auditor Independence,
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Application Walk-Throughs, 439
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Section 404 Compliance Reviews, 78
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COSO Internal Controls Framework, 31
Foreign Corrupt Practices Act of 1977
(FCPA), 26
Negative Assurance, 29
SAS No. 55, 30
Treadway Commission, 28
Treadway Committee Report, 31
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COSO Internal Controls Framework,
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Internal Control Evaluations
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SAS No. 55, 30
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SOx Title I: Public Company Accounting
Oversight Board, 58
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Internal Controls
COSO Definition of Internal Controls,
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Definition of Internal Controls, 24
Internal Controls Definition
Committee of Sponsoring Organizations
(COS0), 23
COSO Internal Controls, 24
Internal Controls Importance
COSO Internal Controls Framework,
24
Internal Controls Reviews
CobiT, 96
International Accounting and Auditing
Standards
U.S. Securities and Exchange Commission
(SEC) Rules, 724
International Financial Reporting and
Auditing Standards as of January, 2008
Financial Reporting Standards
Convergence, 725
International Financial Reporting Standards
(IFRS)
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728
U.S. Securities and Exchange Commission
(SEC) Rules, 723
International Organization for
Standardization (ISO)
Importance of ISO Standards, 663
International Standards for the Prcfessional
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Enterprise Consulting Aciivities, 629
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Internal Audit Attribute Standards, 188
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Assurance Reviews, 688
Internal Audit Performance Standards,
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Internal Auditor Independence, 196
ISO International Internal Auditing
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Organizing and Planning Internal Audits,
154
Practice of Internal Auditing, 580

Quality Assurance and Improvement
Programs, 190
Red Book, 183
Workpaper Standards, 338
Internet Privacy Threats
IT Systems Privacy Concerns, 470
Radio Frequency Identification, 470
Interval Selection Sampling
Statistical Sampling Plans, 211
ISO, 15408
IT Security Evaluation Framework, 601
ISO 17799 and 27001 on IT Security
ISO Standards Overview, 672
ISO 19011 Auditing Principles
ISO 19011 on Quality Management
Systems Auditing, 677
ISO 19011 on Quality Management Systems
Auditing
ISO 19011 Auditing Principles, 677
ISO Standards Overview, 676
ISO 20000 or/Service Quality Management:
ISO Standarac Overview, 674
ISO 2706 Internal Audit Standards
Quelity Auditor Duties and
responsibilities, 684
1SC 27001 on IT Security
IT Security Requirements, 674
ISO 27001 on Management Commitment
ISO Standards Example, 665
ISO 9000
Audit Quality Control Standards, 58
ISO 9001 on Quality Management Systems
Internal Audit Requirements, 671
ISO, 9001: 20000 Key Elements, 671
ISO Standards Overview, 667
Quality Management System Process, 669
ISO, 9001: 20000 Key Elements
ISO 9001 on Quality Management
Systems, 671
ISO Documentation Hierarchy
ISO Standards, 669
ISO International Internal Auditing
Standards
International Standards for the
Professional Practice of Internal
Auditing, 728
ISO Standards
ISO Documentation Hierarchy, 669
ITIL Best Practices, 665
ISO Standards and Internal Auditors
CBOK Level of General Understanding
Requirements, 678
IIA GAIN Network, 678
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IT Application Controls, 426
IT Application Controls
Internal Audit Key Competencies, 425
Internal Auditor CBOK Requirements,
426
IT Application Control Components, 426
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517
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Internal Audit Procedures; 515
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IT Controls
Control Activities, 27
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IT Application Controls, 429
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Planning
Auditing Business Continuity Plans, 526
BCP Training, 523
Client-Server and Web-Based
Applications, 507
Client-Server Continuity Planning Internal
Audit Procedures, 513
Continuity Planning for Desktop and
Laptop Applications, 513
Disaster Recovery Emergency Handling,
522
Emergency Response Plans, 512

IT Fraud Prevention Processes
Computer Forensics, 584
Fraud Detection and Prevention, 583
IT General Controls
Client-Server and Smaller IT Systems,
383
Internal Auditor CBOK Requirements,
381, 423
IT Internal Control Techniques. 381
ITIL Service Support and Delivery
Infrastructure Best Practices, 405
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CobiT, 91
IT Governance Institute (ITGI)
CobiT, 90
IT Infrastructure Controls
ITIL Configuration Management, 411
ITIL Service Support and Delivery
Infrastructure Best Practices, 406
IT Internal Conttol rechniques.
IT General ‘Controls, 381
IT Networl: Security Fundamentals
Cybersecurity Risks and Controls, 462
IT Passwords, 464
(T Security Threats, 462
/T System Firewalls, 468
Malicious Program Code Types, 466
Phishing and Other Identity Threats, 467
Security of Data, 463
Viruses and Malicious Program Code,
465
IT Password Logon Exchange Processes
IT Passwords, 465
IT Passwords
IT Network Security Fundamentals, 464
IT Password Logon Exchange Processes,
465
IT Processes
CobiT Cube Components, 95
IT Resources
CobiT Cube Components, 94
IT Risks and Controls
Internal Audit Attribute Standards, 189
IT Security Evaluation Framework
ISO 15408, 601
IT Security Requirements
ISO 27001 on IT Security, 674
IT Security Threats
IT Network Security Fundamentals, 462
IT Service-Level Agreement Contents
Service Level Agreements (SLAs), 416
IT System Firewalls
IT Network Security Fundamentals, 468
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Cybersecurity Risks and Controls,
469
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CBOK Needs, 470
Internet Privacy Threats, 470
ITIL Best Practices
ISO Standards, 665
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ITIL Framework, 413
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ITIL Framework
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Management, 421
ITIL Service Delivery Best Practices,
414
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ITIL Service Delivery Continuity
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ITIL Service Support Incident
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ITIL Service Support Problem
Management, 409
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Management
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ITIL Framework, 419
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IT General Controls, 405
IT Infrastructure Controls, 406
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ITIL Framework, 407
Service Level Agreements (SLAs), 407
ITIL Service Support Problem Management
ITIL Framework, 409

Judgmental Sampling
Audit Findings Problems, 204
Audit Sampling, 203
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Global Computer Products Example
Company, 240

Laptop Computers
Documenting Internal Audit Results, 340
Laptop-Based Internal Audit Systems
Document Backup,-Security, and
Continuity, 348
Large System IT General Controls
Objectives
Auditing (T Ceneral Controls, 403
Launchiny a Consulting Assignment
Car sulting Best Practices, 636
Lein Six Sigma
lean Six Sigma Process Waste Example,
717
Quality Assurance Procedures, 716
Lean Six Sigma Process Waste Example
Lean Six Sigma, 717
Legacy System General Controls Reviews
Auditing IT General Controls, 400
Preliminary Reviews of IT General
Controls, 400
Legal and Regulatory Compliance
Requirements
Enterprise Risk Objectives, 143
Legal and Regulatory Compliance Risk
Objectives
COSO ERM Framework, 143
Limitations/Problems with ITARF CBOK
Survey
ITARF CBOK Evaluation Results, 15
Limitations on External Auditor Services
SOx Section 201, 60
SOx Title II: Auditor Independence, 60
Loss Event Data Tracking
Risk Identification Processes, 134

Mainframe and Legacy Systems

Auditing IT General Controls, 394
Malicious Program Code Types

IT Network Security Fundamentals, 466



P1: OTA/XYZ

ind JWBTO053-Moeller

P2: ABC

March 1, 2009 13:26

758

Printer Name: Hamilton

Index

Management Agreements to [IARF CBOK
Survey Results
1A Standards Compliance, 16
Management’s Philosophy and Operating
Style
Control Environment, 36
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Approach
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Auditing (TECA) System, 649
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Committee Charter
Audit Committee Charters, 536
Misappropriation of Assets
Fraud Risk Factors, 579
Mission Statements
Ethics and Whistleblower Programs,
551
Modern Internal Auditing
Book Objective, 3
Definition, 3
IIA Definition, 4
Monetary Unit Sampling
Audit Sampling, 225
Evaluating Monetaiy” Uit Sample Results,
228
Monetary Unit Sampling Selection
Example, 226
Monetary Unit Sampling Selection Example
Monetary Unit Sampling, 226
Monitoring
Communications from External Parties,
47
COSO Internal Controls Framework,
32
COSO Internal Controls Framework, 46
Internal Control Evaluations, 34
Reporting Internal Control Deficiencies,
35
Moto of The Institute of Internal Auditors
Progress through Sharing, 11
Multistage Sampling
Audit Sampling Approaches, 232

National Commission on Fraudulent
Financial Reporting
Treadway Committee, 31
Treadway Committee, 31
Navigating the CobiT Framework
CobiT, 97
Negative Assurance
Internal Control Definitions, 29
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International Standards for the
Professional Practice of Internal
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Normal Distributions
Statistical Sampling Concepts, 209
NYSE Model Audit Committee Charter
Audit Committee Organization and
Charters, 535
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Auditing Applications under
Developient, 452
Objectives of ITARF CBOK
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Concepts
Computer Programming Languages,
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SOx Title IV: Enhanced Financial
Disclosures, 68
Online Analytical Processing (OLAP)
Continuous Monitoring Processes, 658
Operating Systems Software
Characteristics of Larger IT Systems, 398
Operations Risk Management Objectives
COSO ERM Framework, 142
Oral or Informal Audit Reports
Audit Report Formats, 365
Organization Project Management (OPM3)
Project Management, 306
Organizational Process Maturity Model
Project Management Processes, 315
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Control Environment, 36
Organizing Section 404 Compliance Review
Projects
Section 404 Compliance Reviews, 79
Organizing and Conducting a CSA Process
Internal Auditor CBOK Requirements,
262
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Organizing and Planning Internal Audits
Audit Plan Project Schedule Example, 156
International Standards for the

Professional Practice of Internal
Auditing, 154

Origins — First Membership Chapter
1A, 5
Institute of Internal Auditors, 5

Pareto Chart Example
Quality Audit Tools and Techniques, 683
Payment System Continuous Audit Monitor
Continuous Monitoring Processes, 646
PCAOB Accounting Standards Authority
Financial Accounting Standards Board
(FASB), 59
SOx Title I: Public Company Accounting
Oversight Board, 59
PCAOB Administration and Public
Accounting Firm Registration
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