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Allowance programs, 220

Altered document, 152–153

American Institute of Certified Public

Accountants (AICPA), 16

consideration of fraud via SAS 99,

20–24

American Society for Testing and

Materials (ASTM) Standard

E444-09, 149

Asset misappropriation, 32, 36,

48–49, 105–108,

271–273, 290–291, 300,

327, 335–336

example, 105–108

in program management fraud,

271–273

disguised purchases, 273

false expenditures, 271–272

income skimming, 273

overbilling, 272–273

loss calculations for, 290–291

Assumed identity entity, 129

Auditing standards, 3, 15–26

Institute of Internal Auditors (IIA),

16, 18–20

guidelines regarding fraud,

18–20

recognition of fraud, 20

international, 25

SAS 99, 20–24

analytical procedures, 21–22

brainstorming session, 24

communicating with

management, 23

discrepancies in accounting

records, 22

interviewing, 21

professional skepticism, 20–21

risk assessment, 21

Yellow Book (GAGAS), 24–25

‘‘Ethical Principles in

Government Auditing,’’ 24

fieldwork and financial reporting

standards, 25

‘‘Performance Audits,’’ 25

‘‘The Auditor’s Responsibilities

Relating to Fraud in an

Audit of Financial

Statements’’ (IAASB), 17

Avoidance strategies, 34, 38–39

Awareness Theory Methodology

(ATM) approach, 2,

11, 147

Bid rigging, 37, 333, 335, 337

Bidding corruption, 185–187,

197–199, 325–326,

334–335

bid avoidance, 185–186, 197–198,

325–326, 334–335
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Bidding corruption (Continued )

contract amendment, 186, 325

exigency purchase, 186, 326

sole source, 186, 326

split bids, 185, 325

structured purchasing, 185, 325

bidding exclusion, 187, 326

false statements, 186, 198, 326

favoring of key control points,

186–187, 198, 326

management override, 198–199,

326

Bill-and-hold procedures, 235

Billing schemes, 162

Brainstorming, 24, 53–68

case study, 59–60

outcomes from, 66

purpose of, 54–56

free-flow approach to, 54–55

leading the session, 55–56

red flag matrix, 67–68

when to brainstorm, 56–58,

60–65

establishing audit scope, 56

fraud audit approach, 58,

60–65

fraud scenario boundaries, 57

Bribery, 37, 50, 183–184, 292, 326,

333, 335, 336–337

Business processes and internal

controls, 44

Channel stuffing, 236, 349

Classifying fraud, 32–41

business system considerations, 41

primary, 32–35

asset misappropriation, 32

avoidance strategies, 34

corruption, 32–33

false program reporting, 35

financial reporting, 33

informational manipulation and

misuse, 34

management override, 35

revenue obtained improperly, 33

technological manipulation and

misuse, 34–35

secondary, 35–41

asset misappropriation, 36

avoidance strategies, 38–39

corruption, 36–37

false program reporting, 40–41

financial reporting, 37

informational manipulation and

misuse, 39

management override, 39–40

revenue obtained improperly, 38

technological manipulation and

misuse, 39

Collusion–corruption–opportunity

connection, 182–183

Committee of Sponsoring

Organizations (COSO)

control model, 76

Concealment strategies, 29, 89–90,

97–103, 106–107,

239–240

effect on audit response, 97–103

sophistication of, 98–103

relationship between red flags

and, 98

example, 106–107

identifying, 89–90

in inventory fraud, 239–240

Conflict of interest, 37, 201, 274,

291, 326, 333, 335, 337

hiring schemes, 221

loss calculations for, 291
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in procurement fraud, 333,

335, 337

in program management fraud,

274

Consignment of income, 236, 349

Contract administration, 334,

335–336

Conversion, 29–30

Corruption, 32–33, 36–37, 50,

108–110, 291–292,

325–327. See also

Procurement fraud

bidding, 185–187

bid avoidance, 185–186, 325

bidding exclusion, 187, 326

false statements, 186, 326

favoring of key control points,

186–187, 326

example, 108–110

procurement, employee-alone,

191–192, 201–202

in program management fraud,

273–274

conflict of interest, 274

favored status, 274

schemes, loss calculations for,

291–292

vendor, 189–191

collusion, 190–191

vendor-alone, 191

vendors-in-collusion

characteristics, 190

Cost mischarging, 194, 327,

334–336

contract administration,

335–336

data mining, 334–335

Created document, 153–154

Created entity, 128–129

Data analysis

in disbursement fraud, 164–166

master file information,

164–165

off-period transactions, 165

false-entity, 166

in procurement fraud,

184–192

bidding corruption, 185–187

customer directed, 192

employee-alone corruption,

191–192

Foreign Corrupt Practices Act

(FCPA), 192

vendor corruption, 189–191

vendor selection, 187–189

purchase order, 166

vendor invoice, 165

Data mining, 6, 71–72, 85, 88, 101,

103, 106, 111–132,

184–192, 209–212,

227–231, 303–308

assumptions, 114–117

certainty principle, 114

effectiveness, 115–116

number of transactions,

116–117

routines, 114–115

defined, 112–113

detecting internal control

avoidance, 165

fundamentals, 117–129

applying inclusion/exclusion

theory, 119–120

data correlations, 121–128

entity structures and search

routines, 128–129

mapping data fields to fraud

scenario, 118
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Data mining (Continued )

type, location, and quantity of

data, 117–118

understanding false positives,

120–121

understanding integrity of data,

118–119

understanding the “norm” of

data, 121

limitations of, 131–132

for payroll fraud, 209–212,

303–308

challenges in, 209

example, 211–212

planning, 210

reports, 210–211

strategies for, 129–131

off-period transactions,

129–130

speed of decision or payment,

130

terminology, 113

using to detect false revenue,

227–231

schemes with false customers

and false revenue,

229–230

schemes with real customers

and false revenue,

230––231

Decision tree logic, 90, 91–92, 95,

96, 130, 135, 136

Defective pricing, 200, 327,

334, 338

Degree of certainty, 86–87

Disbursement fraud, 159–178,

311–324

audit approaches, 166–178

schemes involving false entities,

167–169

schemes involving real entities,

169–178

fraud risk structure, 159–166

data analysis, 164–166

and embezzlement, 163–164

terminology, 161–162

audit program, 311–324

audit procedures, 320–324

red flags, 311–320

Discovery sampling, 7

Discrimination, 37, 183, 221, 333,

335, 336

in hiring practices, 221

Disguised compensation

nonpayroll schemes, 218

payroll schemes, 217–218

Disguised purchasing, 201, 273

in program management fraud,

273

and resale, 201–201

Document analysis, 147–157

and fraud audit, 148

levels of examination, 148–150

fraud audit document,

149–150

questioned document, 149

red flags, 150–156

brainstorming sessions and,

155–156

document condition and

existence, 150–154

document information,

154–155

fraud audit program

and, 156

Drill-down process, 43–44
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Duplicate payment scheme,

174–175

Embezzlement, 36, 48, 105–108,

163–164, 271–273, 290,

300, 335–336

example, 105–108

fraud risk structure and,

163–164

loss calculations for, 290

Employee

corruption, 201–202

misuse of, 221–222

reimbursement, 177

Entity verification procedures,

140–144

check references, 143–144

test business capacity, 143

verify legal existence, 141–142

verify physical existence,

142–143

Expense allocations, in journal entry

fraud, 266

Extortion, 37, 177–178, 183–184,

333, 335, 336–337

of vendors, 177–178, 184

False charge scheme, 172–173

False entities, 129, 139–140, 166,

167–168

controlled addresses for, 129

data analysis, 166

schemes involving, 167–169

false billing, 167

illegal activities, 168–169

pass-through billing, 167–168

False program reporting, 35,

40–41

Favored status, 36, 182, 274,

325, 334

in program management fraud,

274

vendor, 182

Financial reporting fraud, 33, 37,

47–48

Foreign Corrupt Practices Act

(FCPA), 192

Fraud

audit, 1–13, 15–26, 83–110,

133–146

Awareness Theory

Methodology (ATM)

approach to, 2

fraud paradigm, 4–5

fraud risk, responding to, 3–4,

12–13, 84–85

procedures, 133–146. See also

Procedures, fraud audit

process, four steps of, 5–6

program, building, 83–110

standards, 15–26

traditional audits vs., 6–7

triangle, 8–12

classifying. See Classifying fraud

defined, 8, 17

IAASB standard, 17

risk, assessment of, 69–81

preparing, 69–80

scenarios, 27–51, 57, 86–87,

88, 89, 92, 97–98,

106–110

boundaries, 57

classifying fraud, 32–41

concealment, 29, 97–98

conversion, 29–30

examples, 106–110
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Fraud (Continued )

fraud audit considerations, 46–50

identifying, 41–46

risk structure, 30–31

scenarios, 29

inherent fraud schemes, 28–29

Fraud audit program, building,

83–110

audit evidence issues, 103–105

fraud scenario examples,

106–110

quality and quantity of evidence,

103–104

trier of fact, 104–105

fraud concealment effect on audit

response, 97–103

relationship between

concealment strategy and

red flags, 98

sophistication of concealment

strategy, 98–103

key concepts, 86–88

creditable evidence, 87–88

degree of certainty, 86–87

inherent limitations, 86

linkage, 86

overt capacity, 88

purpose, 85–86

responding to risk of fraud, 84–85

integrated approach, 85

steps, 88–89

testing procedures, 89–97

fraud audit, 92, 94–97

red flag, 89–92

traditional audit vs. fraud audit, 84

Fraud audit matrix, 363–364

Fraud likelihood score, 70–71,

77–78

calculating, 77–78

linking audit response to, 80

Fraud-loss exposure score, 70–71

Fraud management program,

18–19

ethics policy, 18

investigating potential fraud, 19

reviews of audit activity, 19

risk assessment, 18–19

Fraud opportunity, 45

Fraud theory, 2

Fraud triangle, 2, 8–12

fear of detection, 11

opportunity, 9–10

perpetrators and experience

levels, categories of, 9–10

premises, 11–12

pressure, 10

rationalization, 11

Front companies, 161–162

GAO. See U.S. Government

Accountability Office

Generally Accepted Audit Standards

(GAAS) audit, 6

Generally Accepted Government

Auditing Standards

(GAGAS), 17, 24–25,

26, 32

‘‘Ethical Principles in Government

Auditing,’’ 24

fieldwork and financial reporting

standards, 25

‘‘Performance Audits,’’ 25

Ghost employees, 207–208,

213–216, 299, 303–308

family, 208, 299, 306

fictitious, 299, 305

no-show, 214–215, 299,

305–306
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preemployment, 213–214,

299, 307

rehired, 214, 299, 307

temporary, 215–216, 299, 306

terminated, 213, 299, 303–304

Health insurance, payroll schemes

involving, 219–220

Identified fraud risk, 29, 73–75

caveats of, 73–74

models for risk identification,

74–75

core business level (micro level),

74–75

entity-wide level (macro level), 74

fraud penetration risk assessment

model (mega-micro level),

75

Income skimming, in program

management fraud, 273

Informational manipulation and

misuse, 34, 39

Inherent fraud schemes, 28–29, 43,

94, 360–362

structure, checklist of, 360–362

disbursement, 361

entity, 360

payroll, 361–362

procurement, 362

Inherent limitations, 86

Institute of Internal Auditors (IIA),

16, 18–20

guidelines regarding fraud, 18–20

fraud management program,

18–19

International Professional

Practices Framework

(IPPF) standards, 19–20

recognition of fraud, 20

Integrated fraud audit approach,

85

Internal controls, 75–80, 165

categorizing, 76–77

defining, 75–76

detecting avoidance of, 165

linking to fraud scenario,

77–80

International Auditing and

Assurance Standards Board

(IAASB), 16, 17

International Professional Practices

Framework (IPPF)

standards, 19–20

Standard 1210.A2: Proficiency

and Due Professional Care,

19

Standard 1220.A1: Due

Professional Care, 19

Standard 2060: Reporting to

Senior Management and

the Board, 19–20

Standard 2120.A2: Risk

Management, 20

Standard 2210.A2: Engagement

Objectives, 20

International Standards of Auditing

(ISAs), 25

Inventory fraud, 237–249

audit procedures, 243–249

inventory examination,

243–244

inventory fraud schemes,

244–248

fraud risk structure, 238–243

concealment strategies,

239–240

data analysis, 241–243
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Inventory fraud (Continued )

identifying inventory theft and

misuse, 239

management-derived inventory

fraud, 240–241

schemes, 244–248, 339–346

alterations, 245, 340, 343

concealment techniques,

339–346

false certifications, 245, 340,

342–343

fictitious inventory, 244, 339,

341–342

hiding inventory, 246–247,

340, 344–345

improper costing, 247, 340, 345

misstatement of marketability,

247, 345

multiple locations, 246, 340,

344

partially fictitious inventory,

244–245, 340, 342

report alteration, 248

timing, 246, 340

year-end journal entries, 248,

345–346

Journal entry fraud, 251–267

audit procedures, 261–266

examples of fraud schemes

involving journal entries,

264–265

examples of journal entry fraud

schemes, 265–266

for journal entries and accounts,

263–264

steps to identifying fraudulent

journal entries, 262–263

fraud risk structure, 252–261

data analysis, 255–261

SAS 99 and manipulation in

financial reporting,

252–253

transactions and journal entries,

253–255

Kickbacks, 37, 50, 183–184, 192,

292, 326, 333, 335,

336–337

Lack of business purpose, loss

calculations for, 291

Linkage, 86

Loss exposure, understanding and

identifying, 78–80

Management override, 35, 39–40

Management-derived inventory

fraud, 240–241

fraudulent financial reporting of

inventory, 240–241

inventory concealment

techniques, 241

Missing document, 151–152

Misuse of assets, 49, 291

loss calculations for, 291

Money trail, 29–30

Nepotism, 36–37, 183, 333,

335, 336

Nonconforming materials, 193–194,

327

Nontangible entity items, 144

Overbilling, 169–175, 183,

272–273, 334, 338

collusion with vendor employees
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after contract/purchase order

issuance, 172–175

prior to purchase orders,

171–172

opportunities created by internal

controls, 169–171

in program management fraud,

272–273

Overstated assets, in journal entry

fraud, 265

Overt capacity, 88

Overtime reporting fraud, 216–217,

300, 308

Pass-through billing, 167–168

Payroll fraud, 205–222, 298–310

audit procedures, 212–222,

309–310

disguised compensation

nonpayroll schemes, 218

disguised compensation payroll

schemes, 217–218

family ghost employee, 208,

299, 306

fictitious ghost employee, 299,

305

no-show ghost employee,

214–215, 299, 305–306

overtime reporting fraud,

216–217, 300, 308

payroll department schemes,

218–219

payroll-related schemes,

219–222

preemployment ghost employee,

213–214, 299, 307

rehired ghost employee, 214,

299, 307

temporary ghost employee,

215–216, 299, 306

terminated ghost employees,

213, 299, 303–304

audit program, 298–310

background, 298–299

data mining, 303–308

fraud scheme structure, 300

key terms, 299–300

overall approach, 301

procedures, 309–310

red flags, 301–302

fraud risk structure, 206–212

data analysis, 208–212

terminology, 207–208

Payroll-related schemes,

219–222

allowance programs, 220

conflict-of-interest hiring, 221

discriminatory hiring practices,

221

health insurance, 219–220

misuse of employees, 221–222

temporary hiring agencies, 219

Permutation analysis, 44–45, 57,

73

Pricing, defective, 200, 327,

334, 338

Procedures, fraud audit, 133–146

basis of, 133–135

design of, 138–145

entity verification, 139–144

linking procedure to scenario,

139

levels of, 135–138

red flag testing procedures

associated with fraud

scenarios, 135–136
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Procedures, fraud audit (Continued )

procedures concerning inherent

fraud schemes residing

within core business

system, 136–138

verifying inherent scheme action,

144–145

Procurement fraud, 179–203,

325–338

audit procedures, 195–202

approach steps, 195–196

fraud red flags and, 196–202

audit program, 325–338

audit procedures, 336–338

cost mischarging, 334–336

fraud scheme structure, 327

key terms, 325–327

overall approach, 327–328

red flags, 328–334

fraud risk structure, 181–195

bribery, kickbacks, and

extortion, 183–184

collusion–corruption–

opportunity connection,

182–183

contracts, 193–195

data analysis, 184–192

Product substitution scheme, 173

Program management fraud,

269–282

audit approach, 277–281

false data, 277–279

measuring program

performance, 277

program fraud audits, 279–281

fraud risk structure, 270–276

asset misappropriation,

271–273

corruption, 273–274

reporting manipulation,

274–276

Progress payment fraud, 193, 327,

334, 338

Purchase order analysis, 166

Quantifying fraud, 283–296

case studies, 293–295

conveying impact to management,

284–287

fraud conversion and the fraud

scenario, 285–286

fraud conversion and the loss

calculation, 286–287

loss to the company versus

employee economic benefit,

284–285

using the fraud audit report,

284

impact on the fraud audit,

289–292

loss calculations for corruption

schemes, 291–292

loss calculations for asset

misappropriation schemes,

290–291

options for management, 292–293

administrative, 292

civil, 292–293

criminal, 293

role of evidence in calculating a

fraud loss, 287–289

circumstantial evidence,

288–289

direct evidence, 287–288

Real entities, 140, 169–178

schemes involving, 169–178

employee reimbursement, 177
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extortion of vendors, 177–178

overbilling, 169–175

speed-of-disbursement schemes,

175–176

theft-of-check schemes, 176

treasury department schemes,

176–177

Red flags, 58, 60–65, 67–68, 85,

89–92, 93, 98, 148,

150–155, 196–202,

301–302, 311–320

in disbursement fraud, 311–320

in document analysis, 150–155

document condition and

existence, 150–154

defined, 58, 60

development and brainstorming

sessions, 64–65

flow chart, 93

four categories of, 60–63

behavioral, 62–63

data, 61

document, 61–62

internal control, 62

matrix, 67–68

in payroll fraud, 301–302

in procurement fraud, 196–202

relationship between concealment

strategy and, 98

testing procedures, 85, 89–92,

148

understanding, 58

Reporting manipulation, in program

management fraud,

274–276

fictitious or missing transactions,

274–275

improper recognition,

274–275

manipulation of budgets, 275

financial reporting, 274

program reporting, 275–276

Revenue fraud audit program,

347–359

audit areas

for false billing schemes,

354–357

for improper recognition

schemes, 357–359

fraud concealment strategy,

351–352

fraud risk structure, 347–350

planning audit, 352–354

Revenue misstatement, 223–236

audit approach, 231–236

documentation, 232

examples of fraud schemes

involving revenue

recognition, 234–235

Statement of Auditing Standards

99, 232–233

use of real customers,

235–236

fraud risk structure, 224–231

data analysis, 226–227

and revenue misstatement,

224–226

using data mining for detecting

false revenue, 227–231

Revenue obtained improperly, 33,

38

Revenue recognition, 265–266,

347–350

in journal entry fraud, 265–266

Revenue-skimming fraud scheme, 5

Risk, assessment of, 69–81, 114

preparing, 69–80

approaches, 71–72
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Risk, assessment of (Continued )

fundamental principles, 70–71

key elements, 72–80

Round tripping, 236, 349

Scenarios, fraud, 27–51, 57, 86–87,

88, 89, 92, 97–98

boundaries, 57

classifying, 32–41

business system considerations,

41

primary, 32–35

secondary, 35–41

concealment, 29, 97–98

conversion, 29–30

examples, 106–110

fraud audit considerations,

46–50

asset misappropriation, 48–49

bribery and corruption, 50

financial reporting, 47–48

identifying, 41–46

common mistakes, 46

decisions, 42

hints, 43–45

steps, 42–43

risk structure, 30–31, 43

scenarios, 29

inherent fraud schemes, 28–29

Skimming, 48

Speed-of-disbursement schemes,

175–176

Standards, professional. See Auditing

standards

Statement of Auditing Standard

(SAS) 99, 8–9, 12, 16,

20–24, 26, 29, 32, 70,

232–233, 252–253,

260, 347

analytical procedures, 21–22

brainstorming session, 24

communicating with

management, 23

discrepancies in accounting

records, 22

interviewing, 21

and manipulation in financial

reporting, 252–253

professional skepticism,

20–21

risk assessment, 21

Structuring, 130

Technological manipulation and

misuse, 34–35, 39

Temporary hiring agencies, schemes

involving, 219

Theft, 48–49, 238, 290

loss calculations for, 290–291

Theft-of-check schemes, 176

Treasury department schemes,

176–177

Unauthorized asset disposal/

acquisition, loss

calculations for, 291

U.S. Government Accountability

Office (GAO), 16, 17

Vendor corruption, 189–191,

199–201

advance communication of

information, 199–200

collusion

and bid rigging, 190

and price fixing, 191

favored vendors, 200
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predetermined pricing, 199

vendor-alone, 191, 200

vendors-in-collusion

characteristics, 190,

200

Vendor invoice analysis, 165

Vendor selection, 187–189

advance communication of

information, 189

evaluation criteria manipulation,

188

management override, 189

selection process manipulation,

188–189

Yellow Book. See Generally Accepted

Government Auditing

Standards (GAGAS)
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