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PR CLCXK, 341-342
Procesutor role, justice system, 98—102
Treosser, William, 410
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RAID (redundant arrays of independent disks), 835
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RAM, trace evidence in, 386—388
RAMKEY program, 341
Raptor, 766
Rasmussen, Michael, 158
RAT backdoors, 770
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R C4, defined, 784
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Real/Networks, Inc. v. Streambox, Inc., 228
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Reasonable doubt standard, 122
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71, 228, 231, 232, 424
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332-333
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Redundant arrays of independent disks (RAID), 835
Refund policy, 21
Register.com, Inc. v. Verio, Inc., 23, 214-215, 222, 336,
337
Registration, domain name, 7-8
Regression testing, 402
Reidenberg, Joel, 649
Relevance, Digital Divide and, 518-51%
Remailer/remailer software, 478
Remote control, information leakage and, 705
Reno v. ACLU, 13, 14, 58, 59, 262, 417, 641
Reputation service, 504
Res ipsa loquitur, doctrine of 2¢
Resistance to jamming, 741
Retention monitoring, 710
Reverse engineering, 210, 229-231, 340-344
RIAA. See Recording Industry Association of
America (RIAA)
Ridge, Tom, 132, 135
RIPE, 612
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Robotic Vision Systems v. Cybo Systems, Inc., 21
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Room shielding, 841
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copyright preemption, fair use, and reverse
engineering, 340-344
data encryption, 842 (see also Encryption)
defined, 173
electronic transaction securities, 842—843
passwords, 842, 843
patents, 657-659
security measures, 842
terminal resource secusiwy, 542
Software defined radis secinology, 778
SOMTC (Senior Oificials Meeting on Transnational
Crime). 653
Sonny Bone Copyright Term Extension Act (1999),
&
Sony, 755
Sophos muail server, 770
Sote, Orlando, 274
Cuowice code, 316
South Africa, 190, 651, 673
South America, 820
Soviet Union, former, 11
Spacey, Kevin, 10
Spam, 243-286
Anti-Spam Coalition, 270
antispammers, 254
balanced viewpoint, 247-248
censorship and, 441, 446
closed loop marketing, 249-250
costs of, 245-247, 442—443
crime and, 255264
defining, 91, 271-275, 442, 453
commonly used definitions, 271-273
permissive definitions, 273-275
restrictive definitions, 273
effect of legislative counterattack, 275-277
antispammer perspective, 276
business perspective, 276-277
government perspective, 275
spammer perspective, 275-276
states’ perspective, 277
enforcement and prosecution, 264-275
federal CAN-SPAM Act (Controlling the Assault
of Non-Solicited Pornography and
Marketing Act of 2003), 20, 62, 248,
258-263, 264-271, 276, 285, 482
Commerce Clause in U.S. Constitution,
266-268
do-not-spam lists, 261-262
First Amendment, 264—265
implementation questions, 260261
jurisdiction and due process, 265-266
list restrictions, 262—-263
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Cybersquatting; Domain names)
infringement, 40
law, 65
Trademark Counterfeit Act (1984), 42

JWBK226/Bidgoli July 10, 2008 13:36 Char Count=

875

Trade secrets:
defined/explained, 210-211, 225-226, 240, 826
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Unsolicited commercial e-mail (UCE), 257
URI. See Uniform resource identifiers (URIs)
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USA PATRIOT Act (Uniting and Strengthening
America by Providing Appropriate Tools
Required to Intercept and Obstruct
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acronym defined, 42, 164, 198, 206, 240
businesses, and government spying, 236238
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U.S. Copyright Felony Act, 185
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Virtual sit-ins, 306, 316
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wired equivalency protocol, 757
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invasiveness, 745
motive, 745
tactics, 745
taxonorny ol attack operations, 745-747
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740-741
traditional threats, three areas, 736
why is wireless security different, 737-740
Wireless information warfare (WIW) in practice,
749-777
example attack, remote attack on wireless network
(VLAN hopping), 756763
attack via public access pathways, 762-763
attack via trusted agents, 760-762
diagram, 757
example defenses, 763-777
attacker identification, 772
against attack via public access pathways,
773775
from attack via trusted agents, 772
firewall, 765-766
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exploitation, 728-729
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727,728
classification by exploitation and attack/defense,
732-733
deception, 733
electronic warfare, 733
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