Index

o Symbols and Numerics ®

CHAIN (supply chain mnemonic)
aspects identified, 14, 99
Contracts and relationships, 99-101
Hierarchies, understanding, 101-102
Assurances and security/control, 102-104
Initiative, protecting BC with, 104-105
Needs, matching expectations and
requirements, 105
FORCES (products and services), 54-55
ICE (‘In Case of Emergencies’), 47
IERR (risk management mnemonic), 74-76
[IMARC guide for emergency services,
135-136
Seven Ps of resilience
about the components, 33-34
People (contact and skill register), 34-37
Phone numbers (next-of-kin and
emergency services), 48-49
Premises and Assets (buildings and
equipment), 38-41
Priorities (customer and supplier), 44-46
Process and IT functions (data
protection), 41-43
Public infrastructure (community
services), 47-48
Publicity (communications), 46-47

o/ o

action lists (BC plan), 132
agent of the client, insurance, 243
anti-virus protection, 254
Arouet, Francois-Marie (aka Voltaire), 31
Association of British Insurers (ABI), 236
assumptions

about you, 3, 23

BC plan, 28, 131, 133

creating a BIA, 64-68

insurance/insurance coverage, 29-30

products and services, 54-55
Assurances and security, 14, 99, 200-202
‘Autumn Grey’ (exercise), 189-191

ol e

backup, alternative lecations. See also
Premises and Assets
continuity strategies, 15, 116-117
just-in-tim« m.odeling, 212
off-site'srorage, 41, 43
plannisg for, 40-41
recovery strategies, 109-110, 247
rotail business, 218
supply chain, 99, 104-105
backup, IT. See also information
technology
assigning responsibility, 146
cloud computing, 39, 40, 117, 139
data, 13, 41, 66, 223, 230-231, 251-252
documents and procedures, 116
hardware, 40, 116
bakery business example
applying BC to, 207-209
assessing impact of disruption, 55-58
identifying critical activities, 113
brand/branding. See reputation and
branding
British Insurance Brokers’ Association
(BIBA), 29, 239, 246
British Retain Consortium (BRC), 218, 222
British Standard for Business Continuity, 2
British Standards Institution (BSI), 2
‘buddying up’ during disruption, 101
buildings and equipment. See Premises
and Assets
burglary. See crime prevention
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business continuity (BC). See also
continuity strategies; continuity
testing
about the principles of, 10
application to SMEs, 1-2, 9
benefits of, 19-25
common sense, 31-32
creating a business culture, 148-150
defined, 1, 11
developing employees, 26-28
developing strategies and plans, 14-16
risk management and, 71-75
terms and concepts, 11-13
Business Continuity (BIBA planning survey,

2011), 29

business continuity consultants, 16-17,
195, 203

Business Continuity Institute (BSI), 2, 55,
128, 282

Business Continuity Manager, 146
Business Continuity Plan (BCP). See
also business recovery; continuity
strategies; continuity testing; lessons
learned
about the creation of, 10, 127, 134-13¢
advantages of, 128-129
components and types of plans, 14-'16,
130-132
defined, 128
developing the stages, 122 136-137
example, 132-133
IT system, 255
maintaining operations in emergency, 43
Stage 1 (preparing), 137
Stage 2 (creating), 138
Stage 3 (validating and embedding), 138
storing/accessibility, 139
testing and scenario exercises, 16
updating, 187
Business Continuity Professional Working
Group (EPS), 2
business disruption. See also continuity
testing; crisis management; critical
activities; incident management; Seven
Ps of resilience
about ignoring the need for, 16-17
backup and alternative locations, 40-41

‘buddying up’ with similar business, 101
chain of command, 36
communication plan, 46-47
communications, external, 263-267
communications, internal staff, 257-261
continuity strategies and plans, 14-16
disaster response case study, 247
emergency employee notification, 35-37
emergency services, 46-47
employee skills register, 36-37
evacuation/invacuation plans, 38-39
identify customers and suppliers, 44-45
inner-city disturbances, 218
in/out register for vizitors and staff, 36
maintaining contact information, 48-49
maintaining digit=i records, 40
prioritising 2mergency operations, 45-46
proportiorete response, 104
stages oi an incident, 110-111
standby equipment, 39-40
Busii.ess Impact Analysis (BIA)
avout the use of, 10, 53-54, 63
achieving objectives, 22-23
adaptation to your business, 63-64
creating the questionnaire, 64-68
findings report, 69
identifying critical activities, 12, 64
IT system, 255
prioritising requirements, 69-70
risk assessment and, 75-76
using consultants, 203
business impact, defined, 55
business interruption insurance, 238-239
business objectives. See objectives
business recovery. See also Business
Continuity Plan (BCP); continuity
strategies
about the process of, 10
assigning responsibilities, 146-147
backup and alternative locations, 40-41
continuity response template, 114
continuity strategies, 111
creating the BIA, 66-69
crisis management and, 168-169
determining RTO and RPO, 12-13, 66
disaster response case study, 247
finding reputable help, 203-204
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identifying options, 108-110
information technology (IT), 255-256
inner-city disturbances, 218
lessons learned, 168-169
prioritising requirements, 69-70
prioritising dependent activities, 64
recovery team duties, 146-147
salvage and restoration, 204-205
supply chain, 104-105
technology and communications, 226-227
testing procedures, 172-176
timing, 101

business reputation. See reputation and

branding
business strategy. See continuity strategies

oo

Cabinet Office, 2, 29

case studies and examples
‘Autumn Grey’ exercise, 189-191
bakery business, 55-58, 113, 207-209
Tagish disaster response, 247

cash flow, 30-31

CCTV (closed circuit television), 200, 2u1;

222,224

CHAIN (aspects of supply chain)
aspects identified, 14, 99
Contracts and relationships, $9-101
Hierarchies, understancing, 101-102
Assurances and securityv/control, 102-104
Initiative, protecting BC with, 104-105
Needs, matching expectations and

requirements, 105

checklists
Business Continuity Plan (BCP), 131-132
crisis management, 168-169
lessons learned and plan update, 186-187
People (contact and skill register), 34-37
Phone numbers/contacts, 48-49
Premises and Assets, 38-41
Priorities, establishing, 44-46
Process and IT functions, 41-43
Public infrastructure, 47-48
Publicity, 46-47
risk management, 243

Civil Contingencies Act, 202
Civil Contingencies Secretariat, 281, 282
claims, insurance
guidelines for making, 244-245
what not to do, 245-246
why claims are rejected, 242
cloud computing, 39, 40, 117, 139
common sense, BC as, 31-32
communication/communications plans.
See also external communications
BC plan, 130, 132, 133
continuity requirements, 69-70, 220-221
crisis checklist, 168-169
crisis management;internal, 257-261
effective internal :trategies, 257-261
email, 46, 227 220, 252, 254, 255, 258, 265
incident management, 15, 135
informaticritnanagement, 160-162
initial ¢risis response, 164-167
maintaning operations, 46-47
mioulle phone devices, 36-39, 47, 49, 133,
227, 252
professional services firms, 226-227
roles and responsibilities, 146-148, 162
suppliers/supply chain, 100, 105
testing/exercises, 183-184, 191
text messaging, 36, 46, 227
Community Risk Register (CRR), 48, 81, 223
The Competent Authority, 199
competition/competitive environment
decision-making, 62
minimising impact during disruption, 61
risk assessment, 82-83
components (manufacturing inputs), 208
computers/computer systems. See backup,
IT; informations technology
conference bridge facilities, 46
confidentiality, records, 103, 225, 227,
229-230, 233, 252
consultants. See experts/expert advice;
professional services firms
contact information, 35-36, 47-48, 132
contingency measures, 90-91, 159-164
contingency stocks (inventory)
about the importance of, 211-212
continuity strategies, 117-118
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contingency stocks (inventory) (continued)
estimating levels, 219-220
held stock, 83-84
off-site storage, 43
risk management and, 40
continuity response template, 111-114
continuity strategies. See also business
continuity; Business Continuity Plan
(BCP); strategies and plans
about the types of, 107-108
creation of, 14-16
identifying critical activities, 108-110
just-in-time modeling, 212
manufacturing operations, 215
response stages, 110-111
staff training and retention, 115-116
testing and scenario exercises, 16, 27-28
using consultants, 203
continuity strategy, implementation
about the stages, 110-111
Phase 1: collecting information, 111
Phase 2: create response template,
111-114
Phase 3: selecting a strategy, 114-123
Phase 4: tactical considerations, 123
Phase 5: general considerations, 123--124

Phase 6: checking and reviewing, 124-125

continuity testing. See also testing and
exercises
accepting the need for, 172
applying lessons learrnad. 185-189
assessing cost, 178
defining terms, 171
exercise defined, 173
exercise levels, 16, 173-175
identifying exercise objectives, 177-178
increasing the complexity, 175-176
updating BC plans, 187
Continuous Insurance Enforcement 2011
Regulations, 237
Contracts and relationships. See also legal
and contractural obligations
about supply chain BC, 14, 99-100
‘buddying up’ during disruption, 101
professional services firms, 229-230

reciprocal manufacturing
agreements, 214
Service Level Agreements (SLA), 100
supplier relationships, 100-101
Control of Major Accident Hazards
regulations (COMAH), 198-200
conventions, as used in this book, 3
Conway, Michael (author), 282
cost-benefit considerations
continuity strategies, 109
continuity testing, 178
maintaining profitability, 232-233
risk-based pricing, insurance, 243-244
Counter-terrorism Hotline, 47
crime prevention, a8, 218, 222-224
Crimestoppers 47
crisis, preparations for
about thzrocess, 158
creating acrisis plan, 161-162
definiiy roles and responsibilities, 160
devcloping abilities and leaders, 159-160
Lurizon scanning, 159
staff training, 162-163
training/exercises, 163-164
crisis management. See also business
disruption
about importance of, 153
checklist, 168-169
communication plans, 164
crisis defined, 154-155
decision-making tools, 166-167
defined, 155
finding reputable help, 203-204
incidents compared to crisis, 156-158
planning templates, 161-162
reciprocal agreements, 214
responding to crisis, 164-167
risks compared to issues, 155-156
shifting to recovery, 168
Crisis Management — Guidance and Good
Practice (PAS 200:2011), 2, 154
critical activities. See also business
disruption; continuity strategies
applying BC to, 11-12
applying BIA to, 53-54
benefits of BC for, 19-20
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continuity response template, 111-114

continuity strategies, 14-16, 107-110

FORCES of disruption applied to, 55-61

general considerations, 123-124

identifying and prioritising, 63-70

maintaining flexibility, 228

risk assessment, 13

seeking expert advice, 16-17

selecting a response strategy, 114-123

single points of failure, 14, 119

stages of response, 110-111

supply chain, key principles of, 98-99

tactical considerations, 123

using good business sense, 21-23
cross-training, 37, 210
customers/customer service

applying BC to, 23-24

decision-making, 62

disaster response case study, 247

grace period, 56

maintaining control of relations, 229-230

operational aspects during disruption, 60

records confidentiality, 103, 225, 227,

229-230, 233, 252

responding to opportunities, 24-25

risk assessment, 82-83

Service Level Agreements (SLA), 15

theft prevention, 222-224

o) e

data encryption, 252
de-briefing, 185-187, 261
decision-making
building a risk register, 76-90
monitoring and reviewing risks, 92-93
responding to crisis, 164, 166-167
roles and responsibilities, 146-147
deductible, insurance, 241
defensible decision-making, 167
desktop scenario (Level 2 exercise),
16,174,178
disaster planning. See business disruption;
crisis, preparations for
distributors. See suppliers/supply chain
document salvage and restoration, 204-205

Driver and Vehicle Licensing Agency
(DVLA), 237

dual sourcing
continuity strategies, 15, 119-122
maintaining operations with, 42-43
resources and raw materials, 212
suppliers/supply chain, 104

Duddridge, Brian (author), 281

oF o

early warning system
manufacturing problems, 211
supply chain, 101,122
education. See stafi/staff training and
retention; testing and exercises
Eisenhower,2wight D. (American
general), ‘%5
Elliott, * ndrew (author), 281
emai] coinmunications, 227, 230, 252, 254,
255, 258, 265
2n ergency names and numbers, 35-37
FEmergency Planning Society (EPS), 2, 282
emergency response, 15, 110, 129-130. See
also business disruption
employees/employee development. See
staff/staff training and retention
employers’ liability insurance, 196, 236
employment contracts, 233
encryption, data, 252
engineering inspections, 236
environment, risk
about identifying, 76-79
immediate environment, 80-83
internal business environment, 83-86
monitoring and reviewing, 92-93
wider environment, 79-80
Environment Agency (England and
Wales), 199
environmental liability insurance, 239
equipment maintenance, 84, 213-215
essential services. See critical activities
evacuation/evacuation plans, 36, 38
examples. See case studies and examples
excess (insurance deductible), 241
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exercises. See also continuity testing;
lessons learned; testing and exercises;
validation
‘Autumn Grey’ scenario, 189-191
Level 1 (walkthrough), 16, 173-174
Level 2 (desktop scenario), 174, 178
Level 3 (time-pressure desktop scenario),
174-175, 178
Level 4 (real-time, live play), 16, 175
experts/expert advice. See also
professional services firms
about the use of, 16-17, 195, 203
consulting on preventable situations, 196
finding reliable tradespeople, 202
hazardous substances, 198-200
health and safety legislation, 196-198
information technology, 201-202, 254
insurance coverage, 237
local authorities, 202
security and premise protection, 200-201
staff safety and protection, 201
trading standards compliance, 198
external communications. See also

communication/communications plan:

avoiding miscommunication, 267
business resilience and, 46-47

control the story and content, 261-265
creating a strategy, 263-264
displaying sensitivity, 266

keep it simple and consisiert, 266-267
protecting reputation, 59-oU

timely updates, 265

ofF e

fear of the unknown, 27
fidelity guarantee insurance, 241
finances/financial system. See also FORCES
(categories of products and services);
insurance/insurance coverage
balancing BC costs, 109-110
Business Impact Analysis (BIA), 58-59
consultant services, 226
decision-making, 62
insurance coverage and, 238-240
recovery roles, 146-147

risk assessment, 73-74
supply chain warning signs, 122
testing/exercises, 184
Financial Services Authority (FSA), 245
Fire Safety Order 2006, 197
fire-safety regulations, 197
firewalls and virus protection, IT,
201-202, 254
force majeure (superior force), 100
FORCES (categories of products and
services). See also finances/financial
system
about the process of, 54-55
application to criticel activities, 55
decision-making, ¢2
example scenario, 56-57
Financial agpecis, 58-59
Operaticiial aspects, 59
Repuistian aspects, 59-60
Custeirers and supplier aspects, 60
Fir'ronment aspects, 61
Svatfing aspects, 61
template, 57-58
forecasting
contingency stock, 43, 117-118, 219-220
resources and raw materials, 212
updating supply chain order, 45
forms. See also templates
desired outcomes form, 189
key exercise points, 188
Statutory Off Road Notification, 237

oG o

Get Safe Online (security advice), 202
Good Practices Guidelines, 55, 128
grace period, 56

o H o

hazardous substances, 198-200

Health and Safety Executive (HSE), 196-198
held stock. See contingency stocks
Hierarchies, understanding, 14, 99
hindsight, 159
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horizon scanning (spotting problems), 159

human nature, 33

human resources. See People; staff/staff
training and retention

o]e
ICE (‘In Case of Emergencies”), 47-48
IERR (risk management)
about the process of, 74-76
Stage 1 (identifying risk), 76-86
Stage 2 (evaluating risk), 86-88
Stage 3 (recording and reporting), 89-90
Stage 4 (strategic responses), 90-91
[IMARC guide for emergency services,
135-136
incident management. See also business
disruption
applying BC to, 15
contact information, 48-49
creating a BC plan, 129-132
creating a crisis plan, 161-162
escalation to crisis, 156-158
finding reputable help, 203-204
incidents compared to crisis, 156158
internal staff communications, 257+251
risks compared to issues, 155-15¢
stages of response, 110-111
indemnity basis, insurance, %42
information management. Se<
communication/coirirunications plans
information technology {IT). See also
backup, IT
Business Continuity Plan (BCP), 255
cloud computing, 39, 40, 117, 139
data encryption, 252
disaster response case study, 247
experts/expert advice, 254
finding reputable specialists, 204
hardware asset register, 42
maintaining operations, 42-43
minimising human error, 252
off-site storage, 41
password protection, 253
professional services firms, 227
recovery strategies, 255-256

restrictions to access, 253
risk management, 83-84
security services, 201-202
staff training, 256
standby equipment, 39-40
system restoration, 255-256
testing/exercises, 183
theft prevention, 223
user policy, 42
virus protection, 254
In Case of Emergencies (ICE), 47-48
Initiative, protecting BC with, 14, 99
injuries and illness
BC plan addressing; 130
displaying sensiti ity to, 266
HSE reporting, 194-197
insurance caverage, 240, 243
legal respeusibilities, 221
liabilitv imisurance, 236, 238, 239
motci vehicle, 237
pex-of-kin, contact information, 48
'R risk assessment, 79
staff issues, 209-210
inner-city disturbances (riots), 218
inputs (raw materials), 208
insurance brokers (agent of the client), 243
insurance/insurance coverage. See also
finances/financial system; legal and
contractural obligations
about the importance of, 235-236
assumptions made about, 29-30
Business Continuity planning survey, 29
business liability and interruption,
237-239
claims, 242, 244-246
continuity strategies, 122
deciding on level of, 241-242
deductible, 241
digital records of assets, 40
disaster planning and management, 37
employee protection, 240
employers’ liability insurance, 196, 236
engineering inspections, 236
financial exposure, 240-241
guidelines for obtaining, 246-247
indemnity basis, 242
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insurance/insurance coverage (continued)
maintaining a hardware register, 42
motor vehicle, 237, 242
retired and seasonal staff, 116
risk-based pricing, 243-244
salvage and restoration, 205
seeking expert advice, 16-17

internal communications. See

communication/communications plans

invacuation (taking shelter), 38-39
inventory. See contingency stocks
Invocation instructions (BC plan), 131
issues management

horizon scanning, 159

risks compared to issues, 155-156

o]o

just-in-time manufacturing, 212

oK o

key services. See products and services

o/ o

leadership
BC and staff development for, 28
identifying skills and capabilities, 145
responding to crisis, 160
legal and contractual cbiigations. See
also Contracts and relationships;
insurance/insurance coverage
benefits of BC for, 19-20, 28-31
equipment maintenance, 213-214
force majeure (superior force), 100
fulfilling your responsibilities, 233
operationals during disruption, 58-59
using good business sense, 21-23
legal expenses insurance, 239
lessons learned
BC exercises, 28, 171-175, 181-184
BC strategy, 145
crisis management checklist, 168-169
de-briefing and best practices, 185-188

evacuation plans, 38
recovery process, 146-147
risk assessment, 76-78
Level 1 exercise (walkthrough), 16, 173-174
Level 2 exercise (desktop scenario),
174, 178
Level 3 exercise (time-pressure desktop
scenario), 16, 174-175, 178
Level 4 exercise (real-time, live play),
15,175
liabilities. See legal and contractural
obligations
live play exercises. See real-time/live play
scenarios (Level* exercise)
locations. See backup, alternative
locations; Premises and Assets
log keeping, 160,224

o i

machinery and equipment. See Premises
and Assets
rnaintenance. See manufacturing process
manufacturing operations. See also
products and services
applying BC to, 207-208
bakery example, 55-58, 113, 208-209
health and safety legislation, 197-198
just-in-time manufacturing, 212
premises protection, 200-201
retired and seasonal staff, 210-211
salvage and restoration, 204-205
staff safety and protection, 201
temporary, short-term staff, 210-211
manufacturing process
equipment maintenance, 84, 213-215
resources and raw materials, 211-213
staff issues, 209-211
maximum tolerable data loss (MTDL)
creating the BIA, 66-69
prioritising requirements, 69-70
selecting strategy options, 108-109
maximum tolerable period of disruption
(MTPD)
about the concept of, 10
creating the BIA, 66-69
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determining, 12
expectations and requirements, 105
prioritising requirements, 69-70
selecting strategy options, 108-109
media. See external communications
mistakes
crisis planning, 161
decision-making under pressure, 166-167
experience comes by learning from, 168
minimising human error, 252
protecting your business from, 26
testing/exercises, 180
training helps to avoid, 209-211
mnemonics
CHAIN (aspects of supply chain), 14
FORCES (categories of products and
services), 54-58
ICE (‘In Case of Emergencies’), 47
IERR (risk management), 74-76
mobile phone devices, 36-39, 47, 49, 133,
227, 252
money insurance, 241
Motor Insurance Database, 242
motor vehicles. See vehicles and
equipment

o\ o

National Risk Register (NRR). 2; 79-80, 281

Needs, matching expectaticns and
requirements to, 14,99

negligence, 22, 100, 238

Neighbourhood Policing Teams, 222

next-of-kin, contact information, 48-49

Northern Ireland Environment Agency
(Northern Ireland), 199

o () o

objectives. See also recovery point
objective (RPO); recovery time
objective (RTO)
applying BC to, 21, 22-23
BC plan, 131, 134-135
BC team skills, 145

business strategy, 54-55
crisis management, 154, 162
risk management, 72-73
Seven Ps of resilience, 34
training/exercises, 176-178
off-site storage, 41, 43
online insurance comparisons, 243
Operational aspects, BIA, 59, 62
outlet (retail business), 218
outputs (goods and finished products), 208

o e

password protectiori, 253
Payne, Anna (authar), 282
People. See als) experts/expert advice;
staff/stali training and retention;
team/iea.awork
abouf husiness resilience and, 34
crisis rianning, 161
em=rgency notification of staff, 37
enployee contact information, 35-36
employee skills register, 36-37
establishing a chain of command, 36
finding reliable tradespeople, 202
in/out register for visitors and staff, 36
personal accident and sickness
insurance, 240
Phone numbers/messages
customers and suppliers, 48
emergency call numbers, 37
emergency services, 48-49
employee contact information, 35-36
internal and external communications,
46-47
next-of-kin contacts, 48
preferential pricing, 119
Premises and Assets (buildings and
equipment). See also backup,
alternative locations
continuity strategies, 116-117
crime prevention, 222-224
evacuation plans, 38
holding on to spare machinery, 118
identifying neighbouring businesses, 40
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Premises and Assets (buildings and
equipment) (continued)
invacuation plans, 38-39
maintaining digital records, 40
maintaining standby equipment, 39-40
muster points and assembly areas, 39
professional services firms, 231
property insurance, 237-238
risk management, 83-84
salvage and restoration, 204-205
security and premise protection, 200-201
testing/exercises, 182-183
preventative maintenance, 214
Priorities, establishing, 44-46
private medical insurance, 240
Process and IT functions (data protection),
41-43
product liability insurance, 239
product recall insurance, 239
products and services. See also
manufacturing operations
about BC and, 11-12
applying BIA to, 53-54, 63-64
benefits of BC for, 19-25
creating the BIA, 64-69
FORCES of disruption applied to, 55-61
identifying a key list of, 54-55
insurance coverage, 238
maintaining operations, 42-4.
maintaining profitability: 232-233
manufacturing and RC,; 207-209
prioritising requirements, 69-70
professional services firms, 226-227
quality management, 24
professional indemnity insurance, 239
professional services firms. See also
experts/expert advice
applying BC to, 225-227
data storing and backup, 230-231
flexibility during business fluxuation, 228
identifying critical activities, 228-231
maintaining profitability, 232-233
profits/profit margins, 30-31, 58-59
Project Argus, 47-48
Project Griffin, 47-48
property insurance, 238

proportionate response, 104
public infrastructure (community
services), 47-48
public liability insurance, 238
Publicity
internal and external communications,
46-47
maintaining reputation, 59-60
Purpose (BC plan component), 131

OQ.

quality inspection, 43, 118-119, 123
quality management
applying BC to, 2425
internal incidems, 157
maintaining professional standards, 233
manufacturiag operations, 211-213
respo:ding to crisis, 154-155
Service Level Agreements (SLA), 100
supply chain, 30-31, 43
testing and exercises, 177
trading standards compliance, 198

o R o

real-time/live play scenarios (Level 4
exercise), 16, 164, 175, 178
reciprocal manufacturing agreements, 214
recovery point objective (RPO)
about the concept of, 10
creating, 13
creating the BIA, 66-69
prioritising requirements, 69-70
selecting strategy options, 108-109
recovery strategies. See business recovery
recovery time objective (RTO)
about the concept of, 10
calculating, 12
creating the BIA, 66-69
prioritising requirements, 69-70
selecting strategy options, 108-109
recruitment agencies, 49
relational risk matrix, 89-90
relationships. See Contracts and
relationships
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Renaissance Contingency Services, 282
replacement, property insurance, 242
reputation and branding
benefits of BC for, 19-20
crisis management, 167
decision-making, 62
external communications, 263-267
grace period, 55-56
meeting customer needs, 23-24, 229
meeting legal obligations, 227
operations during disruption, 59-60
professional services firms, 231-232
using good business sense, 21-23
residual risk, 91
retail business
applying BC to, 217-218
contingencies and alternative locations,
220-222
customer theft, 222
estimating stock levels, 219
forecasting contingency stock, 220
identifying market trends, 220
staff dishonesty, 224
theft prevention, 222-224
Retail Crime Survey 2011, 218, 222
retired and seasonal staff, 37, 116, 21(-211
rioting and vandalism, 218
risk appetite, 13, 90-91
risk assessment
about the concept of, 10
approaches to, 73-75
consulting the NRR, 72-30
critical activities, 13
fire-safety regulations, 197-198
theft prevention, 222-224
using good business sense, 21-23
risk management
about the process of, 13, 71-72
application to a BC context, 72-73
deciding on level of insurance, 241-242
decision-making tools, 167
horizon scanning, 159
IERR approach explained, 74-76
IERR Stage 1, 76-86
IERR Stage 2, 86-88
IERR Stage 3, 89-90

IERR Stage 4, 90-91
insurance coverage, 237-241, 246-247
monitoring and reviewing IERR, 92-93
proportionate response, 104
risks compared to issues, 155-156
simple approach, 73-74
risk matrix
about creating, 86-87
applying scores to risk, 88
displaying findings, 89-90
scoring system, 87
risk register
creating a, 75-76
evaluating risks, 86-88
identifying risks, 76-86
recording and-rerorting, 89-90
responding+o risks, 90-91
reviewing and monitoring, 92-93
risk strategy, 76
risk-based pricing, insurance, 243-244
Read 1raffic Act, 237

2S e

salvage and restoration
IT system restoration, 255-256
maintaining emergency contacts, 49
seeking expert advice, 204-205
Scope (BC plan component), 131
Scottish Environment Protection
Agency, 199
seasonality, business patterns, 43, 64, 102,
118, 144, 228
security service/advice
CCTV, 200, 201, 222, 224
Community Risk Register, 48, 81, 223
crime prevention officer, 223
information technology, 201-202
local authorities, 202
Neighbourhood Policing Teams, 222
password protection, 253
premises protection, 200-201
records confidentiality, 103, 225, 227,
229-230, 233, 252
risk assessment, 222-224
staff safety and protection, 201
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service businesses. See products and
services; professional services firms
Service Level Agreements (SLA), 45, 100
Seven Ps of resilience
about the components, 33-34
People (contact and skill register), 34-37
Phone numbers (next-of-kin and
emergency services), 48-49
Premises and Assets (buildings and
equipment), 38-41
Priorities, establishing (customers and
suppliers), 44-46
Process and IT functions (data
protection), 41-43
Public infrastructure (community
services), 47-48
Publicity (internal and external
communications), 46-47
simple risk approach, 73-74
single points of failure
applying BC to, 226-227
dual sourcing to avoid, 42-43, 119-122
manufacturing operations, 210
staff cross-training, 259
supply chain, 14, 98
uncovering, 37
situational awareness, 164-165
small- and medium-sized enterprices (SME)
assumptions made about, 3
BC applications to, 1-2,.9
benefits of BC for, 19-23
horizon scanning, 159
using good business sense, 21-23
smartphones. See mobile phone devices
social media, 42, 265
special interest groups, 159
staff/staff training and retention. See also
People; team/teamwork
applying BC to, 26-28
applying continuity strategies, 115-116
crisis preparation, 162-163
cross-training, 37, 210
employment contracts, 233
fire-safety training, 198

identifying leadership skills, 28, 145, 160
implementing BC, 148-150
internal communications, 257-261
IT training, 256
maintaining BC, 151
maintaining flexibility, 228
manufacturing operations, 209-211
minimising human error, 252
operations during disruption, 61
professional services firms, 229-230
restrictions to IT access, 253
retired and seasonal, 37, 116, 210-211
skills register, 36-37
temporary staff, 37,101, 116, 210-211,
230, 236, 241
testing/exercisez, 16, 28, 182
testing/exercises notification, 179-180
using consutants, 203
standb eauipment, 39-40, 118
Statutory Off Road Notification (SORN;
rarm V890), 237
Steriing, Stuart (author), 281
stock rotation, 117-118
storage/accessibility
backup and alternative locations, 40
BC plan, 139
cloud computing, 39, 40, 117, 139
IT data files, 39, 40, 255
just-in-time modeling, 212
resources and raw materials, 211-213
strategies and plans. See also continuity
strategies
business continuity (BC), 14-16
dual sourcing, 15
risk appetite, 90-91
risk management, 76
subcontracting work, 214-215
suppliers/supply chain
about the importance of, 10
building resiliency, 14, 98-99
continuity strategies, 119-123
decision-making, 62
defining supply chain, 95-98
dual sourcing, 42-43, 119
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emergency contacts, 49

hazardous substance compliance,
199-200

just-in-time modeling, 212

maintaining operations, 42-43

operational aspects during disruption, 60

priority matrix, 44-46

risk assessment, 82-83

tiers, 119-121

oJ o

Tagish (software company), 247
Team structure (BC plan component), 131
team/teamwork. See also staff/staff training
and retention
BC and the creation of, 26-28, 143-144
continuity planning and, 144-145
creating a BC culture, 148-150
identifying skills and capabilities, 145
internal staff communications, 257-261
roles and responsibilities, 146-148
telephones. See Phone numbers/messages
templates. See also forms
continuity response, 111-114
crisis plan, 161-162
emergency communications, 46.-4¢
evacuation plan, 132-133
FORCES categories and imnact grid,
57-58
[IMARC guide for emergency services,
135-136
temporary, short-term workers, 37, 101,
116, 210-211, 230, 236, 241
terrorism, 47, 80, 238
testing and exercises. See also continuity
testing; exercises
‘Autumn Grey’ (exercise), 189-191
choosing test format, 178-179
de-briefing and best practices, 185-187
developing exercise scenario, 180-181
exercise forms, 188-189
exercise planning, 176-177
IT system restoration, 255-256
notification of staff, 179-180
running the exercise, 184-185

selecting participants, 179
testing communications, 183-184
testing people, 182
testing the financial system, 184
testing the workplace, 182-183
testing your ICT, 183
using consultants, 203
text messaging, 36, 46, 227
theft prevention, 48, 218, 222-224
tiers, supply chain, 119-121
time-pressured desktop scenario (Level 3
exercise), 16, 174-175, 178
Title (BC plan component), 131
trade associations, 15-17
trade credit insurauoce, 240-241
trading standards compliance, 198
training. See ctaii/staff training and
retenticn
travel inscrance, 240
Trustizak service, 202, 205
2011 world Economic Forum, 1

2/ e

unannounced health and safety

inspections, 196-198
underwriter, insurance claims, 242
user policy, IT, 42

oo

validation. See also continuity testing;
testing and exercises
BC plan, 134, 136-137, 138
crisis preparedness, 163-164
exercises and testing, 16
strategy selection, 114-115
vandalism and rioting, 218
vehicles and equipment
engineering inspections, 236
insurance coverage, 237
Motor Insurance Database, 242
risk management, 83-84
viruses and firewalls, IT, 201-202, 254
Voltaire (philosopher), 31
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disaster response case study, 247
i w o Driver and Vehicle Licensing Agency
walkthrough (Level 1 exercise), 16, 173174 (DVLA), 237 , ,
websites Get Safe Online (security advice), 202

about conventions used for, 3 Health and Safety Executive (HSE), 196

Association of British Insurers (ABI), 236 health and safety policy advice, 197
British Insurance Brokers’ Association HSE‘j ofﬁce§ and m‘spectors, 199
(BIBA), 246 National Risk Register (NRR), 79-80

Community Risk Register (CRR), 81 online insurance comparisons, 243
crime prevention, 222 Trustmark service, 202, 205

crisis management decision tools, 167 World Economic Forum (2011), 1



