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controls
application programming interface
(APD), 89, 91
biometric authentication, 70, 74, 129
data governance software, 133, 134,
143
document lifecycle security, 176
electronic document security, 127
identity access management (IAM),
131-133
limitations of, 126
passwords. See Passwords
physical, 129
technologies, 12, 131-135. 143
Access to information
and information gevernance, 3, 4
remote access; 6
Accountability
for failure to safeguard information
assets, 9, 10
importance of, 215, 216
information governance (IG), 15-17,
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Active Directory (AD), 152, 163
Alerts
mobile devices, 78
system monitoring, 131, 161
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Android Marketplace, 76
AntiSec, 35, 36
Antivirus protection
e-mail attachments, 55
mobile devices, 72, 76, 80
and regulatorycompliance, 154
AOL Instant Mcesenger, 49, 53
Apple
iPad, +32..5ee also Mobile devices
iPhone, 69, 76, 77. See also Mobile
devices
1lunes App Store, 76, 77
Application programming interface
(APD
access control, 89, 91
and cloud computing, 91
Architecture
cloud computing, 88, 92, 94
conflicts, 203, 204
as element of IG program, 19
enterprise content management
systems, 126
information management, 20, 21
IRM security, 141
service-oriented architecture (SOA),
86
social media, 60
and software design issues, 206
vendor evaluation, 202-204, 206, 213
ArchiveFacebook, 65
Archiving
blog posts, 64
digital preservation. See Long-term
digital preservation (LTDP)
and document lifecycle management
(DLM), 29
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Archiving (Continued )
e-mail, 15, 16, 36, 42-45
instant messages, 52, 53
as part of IG, 15, 16
social media, 64-66
The Art of War, 3
Assange, Julian, 4
AT&T, 209, 210
Attachments
e-mail, 36, 39, 40, 45, 53, 59, 140,
170
instant messages, 53
Attestation, 133
Audits
audit trail, 64, 171
cloud computing controls, 87, 89, 92,
94
and data loss prevention, 139, 153
and digital signatures, 135
and identity access management, 132
of 1G, 5, 10, 13, 17, 21, 38, 148, 188
and information rights management
(IRM), 142, 143
and record management, 172, 174,
175
vital records, 103, 105, 111-113
Authentication, authorization, and
audit (AAA) controls
biometric authentication, /¢, 74, 129
and cloud computing ‘8¢, 39, 91, 93
confidential inforrradion assets, 176
digital signatures, 13>5-137, 144, 172,
176, 220
lightweight directory access
protocol, 152
limitations of, 127

Backups
and cloud computing, 41, 83, 88, 89,
96, 104
continuous backup, 110, 111
versus e-mail archiving, 43
hard copies, 96
health care providers, 109
off-site options, 111, 113
vital records, 110, 111

Banks and banking
business continuity/disaster recovery
plans, 109. See also Business
continuity (BC); Disaster recovery
(DR)
legal and regulatory compliance,
109
mobile apps, 70, 75-79
and social media, 61
social phishing, 61
BearingPoint, 19
Bidders’ conference, 200
Bids. See Procurement process
Biometric authentication, 70, 74, 129
Blackberry, 69, 75. Seelalso Mobile
devices
Blair, Barclay T., 15,17
Blogs, 57, 58,4,.154, 162. See also
Social media
Bloomburg wiessaging, 49
Blue Piil. 92
Blieprints, 156, 157, 163
Booz Allen Hamilton, 35
Bot applications, 90
Broddy, William, 130
Budgets, 5, 21, 110, 169, 179, 180, 183,
185, 187, 197-200
Business case
electronic records management,
benefits of, 173-176
and IG policies, 171
presenting, 176
requirements for, determining, 169,
170, 176
strategic business drivers, 170-173
Business continuity (BC)
and cloud computing, 88
health care providers, 109
off-site options, 111
as part of 1G, 15, 16
and vital records, 101, 102, 108,
109
Business drivers
business case, 170-173
project approach, 187, 188, 194
Business intelligence (BD, 13, 19, 27
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management (RM) about, 83
classification of documents, 44. backups to cloud, 41, 83, 88, 89, 96,
See also Classification of 104

documents

digital preservation. See Long-term
digital preservation (LTDP)

and document lifecycle management
(DLM), 28

e-mail as, 41, 4345

Sarbanes-Oxley requirements,
109

types of, 44

vital records. See Vital records

CAD documents, 156, 157, 163
Cell phones. See Mobile devices
Certificate authority (CA), 136
Certificate of authenticity, 119
Certification of financial statements,
20
Chief executive officers (CEOs)
executive sponsorship, 179
responsibilities of and need for IG
program, 20, 21
China
instant messaging users in, 49
mobile phone usage in, 69
theft of trade secrets and initellectual
property, 6, 7, 219
Cisco Unified Presenve, 49
Citibank, 76
Clarke, Richard, 212
Classification of documents. See also
Taxonomy
business records, 44
and data loss prevention, 138, 139,
155
document labeling, 159, 160
electronically stored information,
171, 188, 189
and information rights management,
155
as part of IG program, 18, 171
and persistent security protection,
155, 163

characteristics of, 85, 86, 97
community cloud, 87, 97
defining, 84-86
deployment models, 87, 97
document and record management,
95-97
e-mail, 38, 41, 104
guidelines for policies and standards,
94, 95
hybrid cloud, 87, 97
and information righ‘s'management,
152
misconceptions aisout, 84
policies, 8827
private clou 87, 94, 97
public ~lcud, 87, 97
retention of records, 96
geeLrity issues, 83, 87-94, 97
vital records management, 103, 104.
See also Vital records
Cloud Security Alliance, 87
CloudBurst, 92
Cold sites, 111
Commercial off the shelf (COTS)
systems, 207
Communication
e-mail. See E-mail
instant messaging. See Instant
messaging (IM)
stream messaging. See Stream
messaging
Computer-aided design (CAD) files,
156, 157
Confidential information assets
blueprints and CAD documents, 156,
157, 163
cyber attacks, 148, 149, 163
direct security of documents and
data, 157-159
document analytics, 161, 163
document labeling, 159, 160, 163
e-mail issues, 35
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Confidential information assets
(Continued)
importance of, 219
information rights management
(IRM), 151, 152, 154, 155, 159,
163, 170
insider threats, 148-150
internal price lists, 157, 163
security breaches, 3-5, 7, 147, 149,
152-154, 157-159, 163, 217
stream messaging, 134, 135, 144,
161-163, 170
technologies for securing
documents, 150-155. See also
Technologies for securing
e-documents and confidential
information assets
trade secrets, 155, 156
zero-trust model, 158, 159
Consultants
information governance (IG), 14, 22
project initiatives, 181
selecting, 211-213
use of in bid solicitation, 202
Content management, 16. See also
Enterprise content management
(ECM)
Continuous process improvement
(CPD), 21, 216-218
Contract negotiation, 207-211, 213, 214
Corporate espionage: G, ~, 9, 11, 75,
219, 220
Corporate governance, 14-16, 22
Cost/benefit analysis, 169
Counter-disaster program, 102. See also
Disaster recovery (DR)
Credit cards
data breaches, 94, 147
data loss prevention (DLP), 138, 154.
See also Data loss prevention
(DLP)
fraud, 76, 91
PCI-DSS, 154
privacy breaches, 147, 154
and security risks for mobile devices,

73,76

Customer support, 202, 204-206
Cyber attacks, 148, 149, 163, 219
Cyber Command (CYBERCOM), 4

Data centers, 41, 88, 89, 111, 130, 131
Data leak prevention. See Data loss
prevention (DLP)
Data loss prevention (DLP)
about, 137, 138, 144, 152, 163, 220
benefits of IG program, 18
capabilities of, 138, 144
classification of documents, 138, 139,
155. See also Classification of
documents
and cloud computing; 88, 90
combined with IRM, 154, 155, 163
confidential in‘ormation assets, 150,
152-155,/159, 163, 170
eye-in-the-cwv, 159
firewalls, . 150. See also Firewalls
anc 14 policies, 153
Hinitations of, 153, 159
niethods, 138, 139
and perimeter security, 138, 139,
144, 153, 159, 163
Data mining, 19
Denial of service (DoS) attacks, 50, 51
Department of Defense, 4
Department of Justice (Do)), 5
Destructive retention of e-mail, 44, 45
Device control, 153
Digital signatures, 135137, 144, 172,
176, 220
Direct security of documents and data,
28, 127, 128, 151, 157-159.
See also Information rights
management (IRM)
Disaster recovery (DR)
and cloud computing, 88
as part of 1G, 15, 16
and vital records, 101, 102, 108,
109
Document analytics, 161, 163, 170
Document classification systems, 188,
189. See also Classification of
documents
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Document imaging (scanning). See
Scanning documents
Document labeling, 159, 160, 163, 170,
176
Document lifecycle management
(DLM), 28, 29
Document lifecycle security
(DLS)
about, 29, 32
business drivers for DLS project, 187,
188
and cloud computing, 88-90
consulting firms, 211-213
embedded security, 159
as goal of confidential information
asset security program, 4, 11, 29,
32
IRM solutions, 152, 170, 176. See also
Information rights management
(IRM)
and malicious insiders, 150
perimeter security, 29. See also
Perimeter security
technologies, 220
Document management
cloud computing, 95, 96. See also
Cloud computing
described, 28, 29
document lifecycle maragement
(DLM), 28, 29
document lifecycle security. See
Document lifecyele security (DLS)
electronic docunient management
system (EDMS), 29-32
electronic records management
(ERM) software, 31, 32
encryption. See Encryption
enterprise content management
(ECM) software, 27, 28, 32
as part of IG, 15-17
perimeter security. See Perimeter
security
technologies for securing
e-documents. See Technologies for
securing e-documents and
confidential information assets

Document management system (DMS).
See Electronic document
management system (EDMS)

Document survey methodology, 189,
190

Document value assessment, 193

Drive-by attacks, 40

E-discovery, 15-17, 31, 43, 143, 171,
172, 175
Elastic Compute Cloud (EC2), 94
Electronic document and records
management system (EDRMS), 31,
32,171, 172. See also Electronic
records managemetit (ERM)
Electronic documentinanagement
system (EDM>) ~29-32
Electronic document security (EDS),
127, 128
Electroni¢ medical records, 7, 8, 72.
See a'so Medical records
EleCtienic records management (ERM)
about, 220
benefits of, 173-176
document management, 28, 29, 31,
32
project justification, 171, 172
Electronic signatures, 136
Electronically stored information (ESD),
41, 171, 172, 174, 188, 189
E-mail. See also Stream messaging
accidental leak of documents, 150
archiving, 15, 16, 36, 4245
attachments, 306, 39, 40, 45, 53, 59,
140, 170
backups versus archiving, 43
as business records, 41, 43-45
cloud-based, 38, 41, 104
confidential information contained
in, 35
confidential information in, 35
destructive retention, 44, 45
embedded links, 40
employee issues, 36, 37, 43, 45
encryption, 38, 39, 45, 134, 220
as evidence in litigation, 41-43, 45
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E-mail (Continued) in transit and at rest, 151
executable and zip files, 39, 40, 45 whole disk encryption (WDE), 75
importance of in business Enterprise content management (ECM)
communication, 35 as part of IG, 15
mailbox size, 36 perimeter security, 126, 127, 143.
malware, 40 See also Perimeter security
management of as benefit of IG, 18 security issues, 126
passwords, 39 software, 27, 28, 32
personal accounts, use of for Enterprise digital rights management
business, 36, 45 (E-DRM), 139, 151. See also
policies, 36-38, 45 Information rights management
record-free, 134, 135 (IRM)
retention of, 36, 37, 41, 42, 44, 45 Enterprise instant messaging (EIM),
securing, 134, 135, 144 49-53, 55
security issues, 35-37, 39, 40, 45 Enterprise rights management (ERM),
security myths, 40, 41 139, 151. See gls< Information
small- and medium-sized businesses rights manageiaent (IRM)
(SMBs), 40, 41, 45 Enterprise seaich.as part of IG, 15, 16.
social media compared, 60 See also Gearch capabilities
Embedded links European Union (EU), mobile phone
in e-mail, 40 usdgs in, 69
in instant messages, 53 Evidence in litigation. See also
Employees E-discovery
e-mail security issues, 36, 37, 43, 45. and electronic records management
See also E-mail (ERMD), 175
interviews with, 190-193, 195 e-mail as, 41-43, 45
malicious insiders, 3, 4, 89, 90;-130, Executable files, 39, 40, 45
131, 148-150 Executive sponsorship
social media, use of. See Sceial importance of, 179, 185
media role and responsibilities of, 180, 181,
termination and layGffs, 155, 156 183-185
theft of intellectual.property, Expectation management, 180-182
148-150, 155,156 Eye-in-the-sky, 159
Encryption
and cloud computing, 88, 89 Facebook, 58-60, 64—66. See also Social
documents, 31, 32, 137 media
e-mail, 38, 39, 45, 134, 144, 150, 151, Failure to safeguard information assets
163, 220 accountability for, 9, 10
enterprise-wide, 150 consequences of, 10, 11
file level, 134, 144, 150 examples of, 3-8
full disk encryption (FDE), 134, 150, reasons for, 8, 9
151, 163 Federal Deposit Insurance Corporation
instant messages, 38, 220 (FDIC), 79
limitations of, 151, 152 Federal Financial Institutions
mobile devices, 73-75, 79-80 Examination Council (FFIEC),

storage devices, 73 109
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Federal Information Security
Management Act of 2002 (FISMA),
94

Federal Reserve Bank of New York, 42

FedEx, 62

File sharing/storage. See Social media

Firewalls, 40, 41, 50, 59, 94, 126, 127,
138, 144, 150, 153155, 163, 220

Flash drives, 73

Flexibility, 21

Flynn, Nancy, 41, 43

Ford, 6

Foreign Corrupt Practices Act of 1977
(FCPA), 109

4G networks, 71

The 451 Group, 14

Franks, Patricia, 65

Fraud, credit cards, 76, 91

Gateway filters, 126, 150, 152, 153, 163
Geithner, Timothy, 42
General Motors, 6
Generally Accepted Recordkeeping
Principles (GARP), 117
Generation Gmail, 37, 40, 59
Google
Android, 61, 69, 70, 74-77. See-also
Mobile devices
confidential informatior, leal, 157
Governance tools, 21
Government agencier. vital records
management, 208
GPS (Global Positicning System), 72
Gruman, Galen, 86

Hackers
and cloud computing, 90, 91, 93
e-mail, 35, 36, 45. See also E-mail
instant messaging, 50, 54. See also
Instant messaging (IM)
mobile devices, 70, 74, 77
and social media, 62
Hard drives
access to by hackers, 50
deleting files from, 129
printers, 131, 143

removable, 74
solid state, 72, 128
unallocated space, 129
Health information
electronic medical records, 7, 8, 72
information rights management
(IRM), 141. See also Information
rights management (IRM)
theft of, 7, 8
vital records, 103
Healthcare Insurance Portability and
Accountability Act (HIPAA), 109,
140
Heartland, 94
Hijacking, 50
Hindocha, Neal, 50
HIPAA (Healthca e insurance
Portabilitranda Accountability Act),
109, 140
Hot sites; 151
Huawi 'echnologies, 7
Huidle rate, 169
Hu'ticane Katrina, 102, 103, 170
Fypervisors, 92

IBM, 49, 147, 206, 211
Identity access management (IAM),
131-133, 143
Identity theft
and cloud computing, 93
and identity access management
(IAM), 132. See also Identity access
management (IAM)
medical, 7, 8
and smartphones, 70
vital records programs, 105
Impersonation, 50
India, mobile phone usage in, 69
Industrial espionage, 6, 7, 9, 11, 75
Information confidence, 18, 19
Information governance (IG)
about, 13, 22, 23
accountability, 15-17, 19
audits of, 5, 10, 13, 17, 21, 38, 148,
188. See also Audits
awareness, 14
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Information governance (IG)
(Continued)
benefits of, 17-19
business case for, 17, 18, 172
classification of documents, 18, 171.
See also Classification of
documents
consultants, 14, 22, 211-213
and corporate governance, 14-16, 22
defining, 14-16
elements of successful program,
19-21
need for, 3, 11
policies. See Policies
proactive and strategic approach to,
14
return on investment, 17
scope, 20
stakeholders, 14, 16
Information lifecycle management
(ILM), 28
Information management
MIKE2.0 framework, 19
as part of 1G, 16
Information rights management (IRM)
about, 9, 139, 140, 144, 151, 163, 220
capabilities, 140
characteristics of, 141-143
classification of documerits; 155.
See also Classification of
documents
and cloud computing, 38, 90
combined with DLP, 154, 155, 163
confidential information assets, 151,
152, 154, 155, 159, 163, 170, 220
context-sensitive, 155
and document lifecycle security
(DLS), 29
document security, 151, 152
embedded security, 159
integration with enterprise systems,
143
limitations of, 151, 152
and perimeter security, 140, 151, 152
terminology, 139
uses of, 140, 141

Information security and privacy as
part of 1G, 15, 16
Information security framework, 133
Information technology (IT)
governance, 16
and IG, 15
security solutions. See Technologies
for securing e-documents and
confidential information assets
Information value assessment (IVA),
20
InfoStealer, 90
Insider threats. See Malicious insiders
Instant messaging (IM)
about, 49
archiving, 52, 53
attachments, 55
best practicce. 51-53
embeddea itiks, 53
encrynticn policy, 38, 220
enterprise instant messaging (EIM),
40-53, 55
malware, 50, 51, 53, 54
monitoring, 51-54
policies, 51-55
records of use, 55
retention of, 52
screen names, 53, 54
security issues, 50, 51, 54
social media compared, 60
tips for safer use of, 53, 54
Intellectual property (IP). See also
Confidential information assets
CAD files, 156-157
Chinese theft of, 219
cyber-attacks, 147, 148
government protection measures, 5
IRM protections, 141
protection of, 161, 162
and termination of employees, 155
theft of, 5, 6, 8, 10, 11, 148-150, 156,
157, 163, 219
Internal price lists, 157, 163
Internal rate of return (IRR), 169
International Organization for
Standardization (ISO), 117
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Inventories
preparation for procurement
process, 197
of vital records, 102, 104, 105, 107,
108
iPad, 152. See also Tablets
iPhone, 69, 76, 77. See also Mobile
devices
IRC Federal, 36
ISO 15489, Information and
Documentation — Records
Management, 117

Jabber XCP, 49
Jailbreaking, 74
Jaquith, Andrew, 157, 158

Ketchum PR, 62

Keystroke loggers, 40, 50, 73, 90, 93,
151

Knorr, Eric, 86

Knowledge management, 14-16

Kortchinksy, Kostya, 92

Laptops, 7, 9, 32, 30, 40, 51, 69, 71,
74-75, 85, 110, 126, 151, 159.
See also Mobile devices

Leadership
executive sponsorship, 1179-181,
183-185
as part of successfirl IG program, 20,
21

Legal and regulatory compliance
archiving of records. See Archiving
banks, 109
as benefit of ERM, 174, 175
and business case for document

security, 172
digital preservation of records, 118,
119
as driver of security measures, 154
health care providers, 109
as part of 1G, 13, 16-18, 20
private corporations, 109
Sarbanes-Oxley Act (SOX), 109
vital records management, 108, 109

Lightweight directory access protocol
(LDAP), 152, 163
LinkedlIn, 58, 65. See also Social media
Logan, Debra, 16
Long-term digital preservation (LTDP)
about, 115, 120
certificate of authenticity, 119
defined, 115, 116
high-risk records, 116
low-risk records, 116
planning for, 116-118, 120
process, 118-120
retention requirements, 117-120
security issues, 118
storage medium, 119, 120
Long-term evolution“ITE), 71, 72
Loss or theft of moliile devices, 72,
73
Lotus Sametiire: 49

Makb. Paul, 36
Maiitox size, 36
Malicious insiders
cloud computing, 89, 90
federal government, 3, 4
intellectual property theft,
148-150
print files, use of, 130, 131
Malware
and cloud computing, 90, 91
e-mail, 40
instant messaging, 50, 51, 53, 54
keystroke loggers, 40, 50, 73, 90, 93,
151
mobile devices, 61, 70, 72, 76
social media sites, 61, 62
Trojan horses, 40, 50, 51, 54, 90,
151
viruses, 39, 40, 50, 53, 62, 70, 72, 76,
135
worms, 50, 54, 72
Man-in-the-browser attacks, 78
Man-in-the-middle attacks, 50, 78
Mashups, 58
McAfee, 147, 148
Medical identity theft, 7, 8
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Medical records
electronic medical records, 7, 8, 72
information rights management
(IRM), 141. See also Information
rights management (IRM)
theft of, 7, 8
vital records, 103
Memory sticks, 74, 110
Methodology as element of 1G
program, 19
Microblogging, 57, 58, 63. See also
Social media
Microsoft
Active Directory (AD), 152, 163
document labeling, 160
Excel, 128-130, 143, 160
instant messaging, 49
Microsoft Office security, 128-130,
143, 160
Office Communications Server, 49
Outlook, 64
PowerPoint, 128-130, 143, 160
secure printing, 129, 130
SharePoint, 59, 160
Word, 128-130, 143, 160
MIKE2.0, 19
Mobile apps. See Mobile devices
Mobile device management (MDD,
71
Mobile devices
about, 69, 70
alerts, 78
antivirus protection, 72, 76, 80
best practices, 78-80
encryption, 73-75, 79, 80
hackers, 70, 74, 77
and identity access management
(IAM), 131-133
innovation versus risk, 77-79
iPad, 152
iPhone, 69, 76, 77
laptops, 7, 9, 32, 36, 40, 51, 69, 71,
74, 75, 85, 110, 126, 151, 159
loss or theft of, 72, 73
malware, 61, 70, 72, 76
mobile apps, 61, 70, 72, 75-80

mobile device management (MDM),
71
netbooks, 69, 71, 75
passwords, 73, 74
policies, 13, 71, 73-75, 79, 80
portable storage devices, 74
security issues, 13, 69, 70, 72-80
sensitive data stored on, 73
smartphones, 13, 28, 69, 70, 7276,
79, 125, 152, 158
tablets, 13, 28, 32, 40, 69, 73-76, 110,
126, 152
trends, 71, 72, 80
types of, 69
use of, 69-71
Models, as element-ai IG program, 19,
20
Monitoring, 51=54, 215-217
Motorola, 7
Morzilla Firctox, 65
MSN, 35

Na‘onal Archives and Records
Administration (NARA), 94, 95

National Institute of Standards and
Technology (NIST), 84-87, 94

Negotiated procurement, 201, 202, 213

Nerney, Chris, 61

Netbooks, 69, 71, 75. See also Mobile
devices

Network sniffers, 51

Non-repudiation, 135

Notebooks, 72. See also Mobile devices

Nuance Software, 65

Office of the National Coordinator for
Health Information Technology
(ONO), 7

PageFreeezer, 65
Paper records and documents, 31, 32.
See also Scanning documents
Passwords
cloud computing, 91, 93
and electronic document security,
127
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e-mail, 39
instant messaging, 50
keystroke loggers, 40, 50, 93.

See also Keystroke loggers
Microsoft Office files, 128, 143
mobile devices, 73, 74
social phishing, 61
theft of, 35, 50, 93
vital records, 110

PCI-DSS, 154

PDF995, 65

PDFCreate, 65

Pearl Harbor, 3, 219

Perimeter security
access control. See Access control
and data loss prevention (DLP), 138,

139, 144, 153, 159, 163
dissolving of, 155, 157, 158
and document lifecycle security, 29
electronic document security (EDS),

127
and enterprise content management

(ECM), 126, 127, 143
firewalls, 40, 41, 50, 59, 94, 126, 127,

138, 144, 150, 153-155, 163, 220
and information rights managemeiit

(IRM), 140, 151, 152
and insider threats, 149. See als¢

Malicious insiders
limitations of, 127, 128
repository-based approuches, 126,

127

Persistent security, 140

Personal digital assistants (PDAs), 69.
See also Mobile devices

Phishing scams, 53, 54, 61, 77, 90, 93

Physical records, 172

PINs (personal identification numbers),

61, 173
Podcasts, 57
Policies

accountability, 215, 216
analysis, 4, 5

auditability, 10, 13, 14

cloud computing, 88-97
creating, 5, 13, 14, 16, 17, 22, 37

e-mail, 36-38, 45, 60, 62, 63
enforcement, 9, 14, 16
flexibility of, 13
importance of, 13, 14, 219, 220
instant messaging, 51-55
management, 4, 16, 142
mobile devices, 13, 71, 73-75, 79, 80
monitoring, 16
responsibility for, 22
social media, 13, 14, 38, 57, 60, 62,
63, 65, 66
stream messaging, 162
testing, 10
updating, 13, 14
vital records, 102, 105107, 109-111,
113
Portable storage cevices
authentication or user, 74
encryption, 73, 74
flash dsives, 73
merory sticks, 74, 110
passwords, 74
12movable hard drives, 74
thumb drives, 4, 9, 74, 110, 140
USB drives, 73, 150, 153
President’s Task Force on Identity
Theft, 7
Price lists, 157, 163
PrimoPDF, 65
Printers and secure printing, 129-131,
143, 172, 173, 220
Privacy breaches, 10, 147, 154, 163
Procurement process
consultants, 202, 211-213
contract negotiation, 207-211, 213,
214
evaluation of vendors, 202-207, 213
negotiated procurement, 201, 202,

213

request for information (RFD), 197,
198, 213

request for proposal (RFP), 197-201,
209, 213

request for quote (RFQ), 197, 201,
213

requirements, 197
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process
source code, theft of, 5, 36. See also
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