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Demilitarized zone (DMZ), 60
Detail, attention to, 124–126
Digital evidence

characteristics of, 9–11
control over, 73–79, 83–85
seizure and examination, 140
storage and transportation, 83–85

Document usage data, 33
Domain name, 44–45
Drills, 170
Dynamic data capture, 63–65

Early case assessment, 142, 159–160
Electronic discovery (e-discovery), 189–207

courtroom presentation, 207
data identification, 189–190
emerging issues, 202–205
experts, 111–113
history of, 3
international issues, 196–199, 205–206
model for, 189, 190–192
stages, 192–196
tools, 199–202

Electronic discovery reference model (EDRM), 
189–192

E-mail, 33, 41–43
Employees, investigations of, 134–136, 

173–175
EnCase, 86–87
Encryption, 153–154, 198
Ethical issues, 12, 155–156
Evidence, forms of, 9–10. See also Digital 

evidence
Exhibits, 207
Experts, 111–114
Extra-national investigative networks, 214

Field, handling evidence in, 77
File backup systems, 145–147
File creation time stamps, 45
File sharing, 33
Findings, 11–12, 124–125, 136–137, 165–166
Firewalls, 59–60
Forensic accountants, 104–107, 129–130
Fraud, 129–130, 172

FTK (Forensic Tool Kit), 87–88

Global citizenship, 212–213
Global information networks. See Networks

Hacking, 123, 124, 147–148, 151–152, 171, 
178–187

Hard drives, 18, 19–24, 27, 29–30, 83–84, 
124, 125, 126, 141, 162

Hardware, 27
Heads, 21, 22
High-Tech Crime Investigators Association, 

120
Honeypots and honeynets, 63, 176–177
Human resources, 134–136

IaaS (infrastructure as a service), 65–66
IBM, 22
IDE hard drives, 84, 125, 162
Identity theft, 179, 180, 182–183
Imaging hardware, 90–93
Incident response, 167–170
Information management, 191
Intellectual property theft, 133–134, 180, 

183–184
Interactive communications data, 33
Internal investigations, 134–136, 173–175
International issues

cybercrime, 180–181
data collection, 122–123
e-discovery, 196–199, 205–206
global citizenship, 212–214
investigations, 161–162
networking, 175–176
security, 67–68

Internet bots, 61
Internet data, 39–41
Internet servers, 40
Internet Service Provider (ISP) records, 

164–165
Interviews and interviewers, 118,  

133, 153
Investigations

case management, 128–129
challenges, 157–166
of employees, 134–136
findings, 11–12, 124–125, 136–137, 

165–166
interviews, 118, 133, 153
mind-set of investigator, 127–128

bindex.indd   220 3/9/2013   3:45:02 PM

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



Index� 221

objectives, 11, 157–166
process, 11–12
techniques, 130–132
types of, 11
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