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Acceptance plan, 312,313

Acceptance testing, 312, 315,317

Access (Microsoft database application), 75,
294t, 352

Access administration, in spreadsheet management,

358,358t
Access controls, 2
application controls with, 11
attempted access to unauthorized functions
prevented by, 53, 56f
backups and, 7, 7t, 8
confidentiality of data and, 7
customization of, 11
data availability and, 5
IT audit deficiencies in, 390t, 396t, 397t
operations and, 7, 7t
payment card processing and, 345
payroll cycle with, 164, 182, 218, 232
read-only, 26t, 48, 115, 357, 359, 360,
366,379
reports and, 372-373, 373t, 379
physical, for computer rooms, 28:¢
spreadsheet management wi‘h, 356, 358, 358¢,
359,367
view-only, 11
Accessibility
information flow and, 283t
responsibility and accountability for, 30
spreadsheet management and, 360, 367
Access reviews
spreadsheet management with, 358¢, 359
of users, 39, 56
Access rights
accumulation of, 39, 56-57
auditor’s review of, 4
confidentiality of data and, 5
configuration of, 26t, 300t, 325-326
at document level, 48, 49
general controls for, 25, 26t
HR data and, 57, 164, 164t, 167,176, 232
human error in setting up, 39, 58
initial setup in, 38, 40, 40f, 41f, 42f
IT audit deficiencies in, 389¢

management reviews of, 39, 56, 56f 57f
password configuration in, 38-47, 45/~48f
printing reports and, 373
to prior periods, 11
removal of, 39, 57
security role design in, 28,42, 43f
segregation of dutiesin, 7, 39, 48-53, 50f
selective access by mgdales within, 53
soft control related o, 53, 54f
system admicictrator’s assignment of, 116,
182537
vendo~s<ad, 320, 321, 323
Accour tability
a0p).cation controls and, 69
control charts showing, 268
internal controls and, 291, 292¢, 306, 307
IT governance with, 29, 30
spreadsheet management with, 355
Account balances
financial statements with, 17, 66
valuation assertion on, 3
Accounting information, rights and obligations
assertion on, 3
Accounting information system (AIS), 37, 49, 337,
365,371-372, 389t
Accounting procedures
assertions with, 86t, 113t, 146t, 157, 165t
data integrity and, 5
management assertions addressed in, 4
Accounting standards, 4, 138
Accounts, completeness assertion on, 3
Accounts payable (A/P), 11, 61¢t, 65, 75, 108/, 109/,
110t, 116,156,159, 182,275, 294t, 374
Accounts receivable (A/R), 11, 19, 25, 50, 51t, 60,
61t,62,65,75,79, 82, 83f, 86t, 88,96, 251,
252,274, 294t, 374
Accruals
financial close cycle with, 271t
financial reporting of, 252, 253t
IT controls for, 71, 278,279
payroll cycle with, 160, 161f, 162,163, 165t,
233,237
spreadsheets with, 340, 342t
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Accuracy
application controls for, 13, 19, 21, 273-279,
283t,300t, 313,373,392t
of arithmetic processes, 4
change management and, 396t
data management and, 327, 328
expenditure cycle and, 131
financial closing process and, 69, 70-71, 72, 73
financial reporting and, 3-4, 19, 256, 256t,
258t,261, 271¢t, 344, 366
of financial statements, 66, 67, 68
inventory cycle and, 136, 143, 144f, 145, 145t¢,
146t,147, 149, 150, 155
payroll cycle and, 163, 164, 164t,167, 172,
176-178,193, 207,218,223
problem management and, 326
report writers and, 373t, 379, 382
resource limitations affecting, 49
responsibility and accountability for, 30
revenue cycle and, 81, 82, 85¢,92, 111¢,
112,113t
spreadsheet management and, 338t, 340, 341,
342t, 344, 345, 361, 362, 364, 365, 366,
392t
system performance and capacity and, 321
system security and, 324
third-party service and, 29, 320
transaction processing and, 77, 79
Accuracy (valuation/allocation) assertion, 3—4, 7t,
21,22f,86t,113t, 146t, 165t, 186,270, 271t,
272f
ACL, 75
Acquire and Implement section. See Program
Development and Change section of CEBIT 4.1
ActiveData, 75
Adjusting entries
auditor’s review of, 4
audit trail reports with, 374
inventory cycle with, 149
IT audit deficiencies with, 390t
valuation assertion on, 4
Adjustments
accounts payable and, 275
accounts receivable and, 19, 50, 274
applications controls for, 71, 72, 274, 275,276
audit, 251, 252-254, 253t-254t
audit trail report on, 374
general ledger and, 62, 71, 72,77, 135
to internal controls, 262
inventory cycle with, 135, 138, 143, 144f, 150,
154-155,156-157,276, 393t
payroll cycle with, 159, 160, 161f, 165t, 228,
234,237
system processing changes resulting in, 309
Administrators, health plan, 344
Administrators, system
access rights granted by, 116, 182, 379
accounts for, 37, 49, 394t

expenditure cycle limits set by, 122
failed login attempts and, 44
IDs for, 37
IT audit deficiencies and, 390t
new account setup and, 178
passwords for, 39, 40, 41f, 44, 49, 64f, 178
payroll cycle and, 182, 207, 232
report access granted by, 379
risk exposure alerts for, 136
roles and tasks assigned by, 50, 53, 56
system access monitoring by, 44, 46
Aging process, 79, 89, 90f
AICPA, 15, 31, 251, 252
Allocation (accuracy, valuation/allocation)
assertion, 3—4, 7t, 21, 22f, 86t, 113t, 146t,
165t,186,270,271t,272f
American Accounting Association, 6
American Institute of CPAs (AICPA), 6, 15, 31,
251,252
Analytical reviews
auditing theory and rroctice in the 1980s and,
251,252,253¢
financial closing precess and, 67
general ledger and subsidiary data and, 74-75,
79
report w» ‘ter audits using, 379
segre eation-of-duties issues and, 397
soreadsheet management with, 368
+ op'e Computer, 9
Application controls
auditing standards using, 31
business process specificity of, 21
COBIT 4.1 objectives for, 272-273
control objectives for, 372-379
cross-referencing COBIT to PCAOB and COSO for
evaluating, 295, 296t-301t, 302t
definition of, 23
expenditure cycle with, 111-112, 111t
framework for evaluating, 295, 302f
general ledger with, 68-75
integrated view of IT environment and, 22, 22f,
25
inventory cycle with, 11, 143-145, 145¢,
276-277
IT audit deficiencies in, 392t
management review of, 392t
payroll cycle with, 11, 159, 160, 163-164, 164t,
167,170-172,176,178, 182,185,186, 193,
207,212,214, 218,223,228, 232,235,236,
248,277-278
purchasing and, 275-276
revenue cycle with, 82, 85-87, 85¢, 273-275
spreadsheet management with, 352, 353, 369
taxes and, 278-279
types of controls coexisting with, 25
See also Controls
Application-level security. See Security,
application-level



Applications
control objectives for, 372—-379
interfaces between, 23, 59, 71, 85t, 111t, 136,
145¢t, 163, 164t, 206, 290, 311, 364, 373t,
383
Application system development and maintenance
controls, 23, 66. See also Systems development
life cycle (SDLC) methodology
Archiving, in spreadsheet management, 356,
366-367
Arithmetic processes, accuracy of, 4, 376
Assertions
accounting procedures used with, 4, 86t, 113t,
146t,157, 165t
classification and understandability assertion
and, 21, 22f
completeness assertion and, 3, 21, 22f, 86t, 87,
113t, 146t, 155, 165t, 186, 270, 271t, 272f
control objectives and, 272, 272f
COSO process and, 32f, 270-272, 271t
cut-off assertion and, 21, 22f
data integrity and, 5
errorsin, 272
existence (occurrence) assertion and, 2—3,
21, 22f,86t, 89, 113t, 146t, 165t, 270,
271t,272f
financial statements and, 66, 67, 82, 85-87, 86t,

89,108,112,113t,136-137, 145, 146t, 160,

164, 165t, 2591, 270-272, 284

integrated view of IT environment and business
processes and, 21, 22, 22f, 31, 284

IT audit plan and, 293t

responsibility for auditing, 267

rights and obligations assertion and, 3| 2.4, 22,
86t, 113t, 146t, 165¢, 272f

risk assessment and, 257, 259/, 260f

transaction errors and, 272272}

valuation (accuracy, valuation“allocation)
assertion and, 3—4, 7t, 21, 22f, 86t, 113t,
146t,165¢t,186,270,271t, 272f

Index 409

Auditing Standard (AS) No. 5 (PCAOB), 250, 251,
255,279,286
Auditing Standards Board, 31
Auditors. See IT auditors
Audits
auditing theory and practice in the 1980s and,
251
categories of, 1
causes of audit adjustments from samples (1984,
1985), 251, 252-254, 253t-254t
external. See External audits
historical perspective on, 251-257
internal. See Internal audits
risk-based approach to, 18, 251, 252
risk exposure to fraud and abuse in SMEs and,
14-15, 20
simpler approach of 1980s to, 252-254,
253t-254t
standards of the 1980s and 1990s on, 252, 254
transaction-based approach to, 251, 252
Audit tests, and spreadsheet visk, 356-357, 358t
Audit trail
cash receipts with, $2, 274
firewall with, 224
internel cavtrol evaluation of, 326, 327, 328
payroli nracessing and, 228, 244
proz ani development with, 313
rurchasing and, 274, 275
QuickBooks function for, 20, 374-375, 375f
reports for, 11, 20, 39, 374-375, 375/, 383
security, 38, 39, 56
transaction processing and, 56, 72, 73,79, 328
Authentication
application control for, 26t, 68, 74, 290
users and, 25, 26t, 27t
Authenticity checks, in financial closing process, 68,
70-71,273
Authority
application control for, 386
control environment and, 266, 267, 279

Asset misappropriation, 262, 263t-264t, 343t, 369
Assets and liabilities, rights and obligations assertion
on, 3

Authority tables, in logon process, 26t
Authorizations
in application controls, 23, 68-69, 72, 85¢t, 111t,

Association of Certified Fraud Examiners (ACFE),
10,12,13, 20, 261-262
Attendance
payroll cycle with, 160-162, 165t, 206-207,
212
policies on, 324, 325
Audit committees, 12, 266, 267, 268, 279, 283t,
291, 330, 331, 332, 333, 398
Audit firms
auditing theory and practice in the 1980s and,
251
PCAOB warnings on insufficient evidence to
support opinions of, 255-256
Auditing. See IT auditing
Auditing Standard (AS) No. 2 (PCAOB), 279, 280

145t, 164t, 265t, 268

credit memos with, 96, 107
payroll processing and, 176, 178, 228
purchase orders and, 122
returns and repairs and, 136

Availability
of data, 5, 5,7, 7t, 8, 24, 30, 37, 39, 327
IT configuration and, 300t, 325
managing capacity and, 321, 322
operations management and, 329
problem management and, 326
responsibility and accountability for, 30, 325
security practices ensuring, 325
service-level agreements (SLAs) on, 318, 319
third-party service and, 299¢, 318, 319
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Backup employees, 52, 110t, 308
Backups (files, servers, and tapes)
application controls for, 13
availability of, 8
confidentiality of data and, 7t

controls for, 23, 28t, 327, 358t, 359, 365, 366

documentation of, 19
integrity of, 7, 7t
IT audits for, 391t, 394t
planning and strategy for, 28t, 343t, 358t
restoring or recovering, 8, 28t, 343t, 366
risk assessment of, 294t
scheduling of, 23, 28t, 366, 301t
security for, 11, 26t
software for, 13
spreadsheet management with, 358¢, 359,
365,366
storage of, 7,9, 11, 28t, 315, 359, 365, 391t,
394t
testing, 8, 366
Balances
completeness assertion on, 3
existence assertion on, 2-3, 22
Balance sheet, 79
controls for, 271t
in financial reporting, 265f, 269
risk involving, 249, 250, 257, 265f, 286f
Balance sheet accounts, 31
Bank reporting, and general ledger, 59
Benford, Frank, 76
Benford’s Law, 75, 76
Bank accounts
check tampering and, 264t

employee direct deposit for, 160, 161f,162, 176,

178,185,207
lockboxes with, 82, 397
in QuickBooks, 11, 231f
Barrett Business Services Inz., 2 °3t

Benefits, in payroll cycle, 1 60,162f, 167,172,178,

193,214, 232-237, 244, 259/, 345

Best practices

COBIT 4.1 with, 5

COSO process as, 22, 31

internal controls and, 332, 343t

spreadsheet design and, 347

service-level agreements with, 319, 320

systems development life cycle and, 290
Billing

controls for, 82

erroneous invoices in, 95

fraud involving, 10, 75, 263t

general ledger system for, 60, 60f

QuickBooks functions for, 116, 131, 132, 156,

156
revenue cycle risk exposure and, 82
shipping notice and, 84t
Billing notices, printing of, 110
Billing rates, in payroll cycle, 207

Billing schemes, in fraud, 10, 75, 263t
Bill of lading (BOL), 84t
BioScrip, 258t
Blank checks, 11, 264t
Boards of directors
communication between management and, 261,
268-269
control environment and, 9, 10, 12, 13-14, 15,
20, 25, 30, 265f, 266-267, 280
information sources available to, 261, 269
internal controls and, 12, 257, 283t, 306
recruiting, 12
Bookkeeping records, and segregation of duties,
10-11
Bribery, 262
Budget
application controls with, 11, 19, 23, 24
reports on, 374
review of, as compensatory control, 397
spreadsheets and desktov waols for, 353
Business continuity plani.ing (BCP), 23, 25, 28t,
290, 318, 319.220.391t
Business controls
PCAOB guid=ines on, 280
in spreadsheet management, 356, 358¢,
367-+°8
Busitiet s niocesses
access rights and, 389t
application controls specific to, 21, 22, 22f, 23,
85,87,111, 143,163
business units supported by, 21, 22f
control environment and, 257, 259t, 266, 280,
389t
integrated view of IT environment and, 21, 22f
IT audit plan for, 293, 293f
IT’s role in, 30
I'T’s support for, 256t, 257, 258t, 291, 334
risks associated with, 259f, 260, 260f, 290-291
segregation of duties and, 389t
Business units
auditor’s risk assessment for, 255
business process support for, 21, 22f
company-level controls and, 259f, 279
IT audit plan for, 293f
IT environment separate from, 29

Calculations
application controls with, 85¢t, 111¢, 128, 133,
135, 145t, 146t, 164t
data integrity and, 5
inventory cycle and, 150, 155
as payroll cycle risk exposure, 160, 162
segregation of duties and, 49
Canargo Energy, 343t
Carmike Cinemas, Inc., 343t
Cash and cash-related accounts, fraud in, 75
Cash disbursements
expenditure cycle with, 107, 108, 109f, 110, 110t



general ledger and, 60f, 62
segregation of duties and, 11
specialized journal for, 62
Cash discounts, 274
Cash flow statement, 79, 265, 269
Cash larceny, 10, 264t
Cash on hand, misappropriation of, 264t
Cash receipts
general ledger and, 60f, 62
incorrect posting of, 92, 101-103, 101/~103f
revenue cycle and, 82, 83, 83f, 86t
Cash register controls, 11, 264t
Ceco Environmental, 343t
Cell protection, in spreadsheet management, 358t,
359, 360, 361, 362, 368
Ceridian Corp., 258t
Certified Informational Technology Professional
(CITP), 251
Certified Internal Auditor(CIA), 2
Certified Public Accountants (CPAs), 2,9, 13, 342
Challenge (security) questions, during logon, 47, 47f
Change control
application software testing with, 315, 322
change management using, 316-317
configuration management with, 326
documentation of, 317, 322, 326
IT audit deficiencies in, 394t
IT auditors’ review of forms in, 2—3
IT internal control with, 256t, 258t, 326, 394t
internal controls over, 315, 316
operations management with, 329
spreadsheet management with, 343t, 35
363,364,367
Change management
approvals in, 390t
confidentiality, integrity, and avalability (CIA) of
dataand, 5,7, 7¢t, 8
documentation on, 2, 359t
existence assertion, 2-3
finance reporting changes and, 316-317
IT audit deficiencies in, 390t, 391¢t, 393t, 394t,
396t
IT control weaknesses and, 258t
maturity model (MM) of internal controls
and, 292
reports and, 372, 379, 383
review of changes for, 391t
spreadsheet management with, 356, 358t,
361-365
testing in, 390t
version control (versioning) in, 68, 338t, 353,
362,363-364, 366,367,368
Changing passwords, 47, 48f
Chart of accounts
account number usage in, 60—62
activity by user account summary for, 78
adequate granularity needed in, 59, 79
audit trail for, 72, 73, 79
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COBIT 4.1 application controls for, 68-75
completeness assertion on, 3
deleting accounts from, 65
descriptive statistics for, 74-75
duplicate payment testing for, 77
example of, 60-62, 61f
financial reporting and, 59, 77, 79
internal controls and, 66—67
journal entry gap test in, 77
nature and purpose of organization reflected in,
60-62
overview description of, 59
payments made after period-end in, 77
QuickBooks functions for, 62-65, 63f, 64f
risks specific to, 65-66
standard and nonstandard journal entries after
year-end in, 77
subsidiary ledger accounts in, 62
vendor evaluation and, 76
weekend journal entries iri,.78
Chart of responsibilities, -!
Checks, disbursemern:ts
check numbersin, 131, 132f
expenditure <ycle and, 131, 132f
fraud inve'ving tampering with, 264t
Checks, pay -oll. See Payroll cycle
Checizsiening, 11,397
Check stock and printing, 160, 162, 228
Chicef executive officers (CEOs), 24, 25, 29, 30, 33,
267,291
Chief financial officers (CFOs), 24, 25, 29, 30, 33,
257,267,291
Chief information officers (CIOs), 29, 257, 334,
394t
CIMCON Software Inc., 356
Classification and understandability assertion,
21,22f
Closed transactions, application controls for, 11
Closing calendar, 67, 70
Closing dates
application controls for, 11, 228
exception reports on, 11
password for, 11, 228
reporton, 11
Closing process. See Financial closing process
Cloud applications, 10
COBIT 1.0, 282, 284f
COBIT 4.0, 280, 284f
COBIT 4.1
Computer Operations and Access to Programs and
Data (Delivery and Support) section of, 280,
281t, 295, 299t-300t, 317-329
cross-referencing to PCAOB with COSO and, 295,
296t-301t, 302t
evolution of COBIT with, 282-284, 284f
financial close cycle and control objectives of,
271t
four definitions used in framework of, 280
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COBIT (continued )

integrating COSO, PCAOB, and, 280-282

Monitor and Evaluate section of, 280, 282t, 295,
301¢,330-334

overlay of COSO framework against, 6, 280-282,
281t-282t, 289

Plan and Organize section of, 280, 281t-282t,
295,296t-297t,303-311

Program Development and Change (Acquire and
Implement) section of, 280, 281t, 295, 298¢,
299t-300t,311-317

Sarbanes-Oxley Section 404 weaknesses classified
by COSO and CORBIT components, 254, 282,
283t

COBIT 4.1 application controls

general ledger and, 68-75

inventory cycle and, 276-277

objectives of, 271t, 272-273, 272f

payroll cycle and human resources and,
277-278

purchasing cycle and, 275-276

revenue cycle and, 273-275

SME implementation of, 20

taxes and, 278-279

COBIT 5.0, 6, 251

distinction between governance and management
in, 285

effective IT leadership and, 334

enablers in, 284-285, 286/

end-to-end approach using a holistic framework
in, 285

evolution of COBIT with, 282-284, 284f

integration with ISACA framework, 282

IT audit and, 282-284

steps (principles) of, 285, 285f

release of, 280

need for systematic and repeatable support for
controls from, 20
organizations comprising, 6
overlay of COBIT 4.1 and, 6, 280-282,
281t-282t, 289
Sarbanes-Oxley Section 404 weaknesses classified
by COSO and CORBIT components, 254, 282,
283t
systematic examination of steps in audit plan
scope and, 293t
weak control environment and, 14, 289
See also COSO process
Communication
application controls and, 69, 70, 73, 74
change management with, 30
COSO framework for, 265
enterprise complexity and, 67
financial closing process and, 67
financial reporting and, 268-269
internal controls and, 15, 37, 250, 251, 257¢,
263t, 264t, 265, 2451, 281t-282t, 283t, 286,
292t,296t, 298(,299¢, 301t, 306
IT governance witi:;29, 34, 258¢t, 296t
of managem=at i.ims and direction, 266, 306
performanc= scatistics with, 329
security <‘andards with, 323, 324, 325
Seca so information and communication
Corapeny-level controls, 279
(on pensatory controls
audit trail in QuickBooks as example of, 16
impact of material weaknesses without, 295
IT audit deficiencies and, 388, 397, 397t, 398
IT control evaluation and, 302f
SEC definition of, 16
segregation of duties issues and, 388, 398
selective redundancy using, 25

Codes of conduct, 262, 279, 30ib
Commissions, in payroll cyc'e, 6.7, 176, 218, 234
Committee of Sponsoring Or2anizations (COSO)

Completeness,
application control for, 313, 314, 316, 373
data input and, 328, 364

background of, 6

cross-referencing to PCAOB to COBIT and, 295,
296t-301t, 302t

Enterprise Risk Management—Integrated Framework
(ERM) from, 14, 15

general controls definition of, 12, 22-23

financial reporting assertions and, 270

goal of, 6

guidance for linking accounts, risks, and
assertions from, 259/, 260f

guidelines for IT auditing from, 249

integrating COBIT, PCAOB, and, 280-282

internal control components and, 6, 262-267,
265f

Internal Control—Integrated Framework from, 6,
20, 249, 287

Internal Control over Financial Reporting: Guidance
for Smaller Public Companies from, 249, 251,
254,256, 260, 293f, 302f

data preparation and, 327, 328
report writer and, 378, 379, 382
Completeness assertion, 3, 21, 22f, 86t, 87, 113t,
146t, 155,165, 186,270, 271t, 272f
Compliance
chart of accounts and, 59, 65, 67, 71
COBIT 4.1 and COSO frameworks for, 280, 282,
281t, 285
data privacy and, 344-345
external requirement changes and, 297¢t, 308—
309, 333
financial reporting and, 265f, 269, 332
independent reviews of, 333
internal controls for, 13-14, 20, 265, 296t
IT audit and, 279, 280, 373
IT governance for, 292t, 296t, 306
maturity model for internal controls and,
292t, 292
payment cards and, 345



payroll burdens and, 159, 162, 244, 248
report access and, 373
Sarbanes-Oxley and, 14, 15, 20, 251, 257, 282,
291, 292,357f
sensitive data and password protection and, 44,
345, 346f
Social Security data and, 345
spreadsheet management and, 337, 344, 355,
357f
Compliance reporting, in general ledger, 59, 67
Computer-assisted audit techniques (CAATSs), 75
Computer logs, 26t
Computer Operations and Access to Programs and
Data (Delivery and Support) section of COBIT
4.1, 280
control objectives of, 317-329
cross-referencing COBIT to PCAOB and COSO for,
295, 296t-301t, 302t
overlay of COSO framework against, 281t
Computer systems
auditor’s check of configuration settings in, 4
availability of, 8
disaster recovery planning (DRP) for, 24, 28t,
391t
emergency power supply for, 28t
maintenance of, 19
power supplies for, 28t
preventive controls for physical environment and
security of, 25, 28t
risk mitigation by controls outside, 112, 117
segregation of duties and logical security access
within, 112,115
uninterruptible power supply for, 28t
Concurrency issues
authentication mechanisms and, 323
data availability and, 5
Confidentiality of data, 5, 5f, 7../¢
Confidentiality, integrity, and cva‘lability (CIA) of
data, 5-8, 5f, 7t
Configuration settings
auditor’s review of, 4
authorized access using, 26t
firewalls and, 324
inventory cycle and, 3, 147, 150
IT resources and, 324, 325-326
logic inspection and, 365
passwords and, 38-39, 44-47, 45f, 46f, 47/,
48f,359
payroll cycle and, 167,178, 193
revenue cycle and, 87, 87f, 88,92
rights and obligations assertion and, 3
Configuration tables, 26t
Conflicts of interest, 262
Conservatism of financial reports, 270
Consistency of financial reports, 270
Contingency planning, 319, 391t
Continuity planning, 23, 25, 28t, 290, 318, 319,
320,391t
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Control activities

Computer Operations category and, 295,
299t-300t

COSO framework for, 254, 262, 280

cross-referencing COBIT to PCAOB and COSO for,
295,296t-301t, 302t

internal controls and, 262-267, 265f

Monitor and Evaluation category and, 295, 301t

overlay of COSO framework to COBIT 4.1 for,
280-282,281t-282t

Plan and Organize category and, 295, 296t-297t

Program Development and Change category and,
295,298t

range of activities included in, 268

Sarbanes-Oxley weakness and, 283t

Control environment

board’s role in, 12, 20

business continuity planning and, 28t

business processes and, 266, 280

company-level controls #ind. 279

Computer Operations.category and, 295,
299t-300t

control procednresiit, 19

COSO framewark for, 254, 262, 280

cross-refevencing COBIT to PCAOB and COSO for,
295, 226t-301t, 302t

fram work for evaluating risks and, 16-18

internal controls and, 262-267, 265f

management’'srole in, 12-13, 15, 261

material weakness in, 16

Monitor and Evaluation category and, 295, 301t

need for systematic and repeatable support for, 20

ongoing evaluations of, 14, 15

overlay of COSO framework to COBIT 4.1 for,
280-282, 281t-282t

in payroll cycle, 159, 160, 176, 178, 248

periodic assessment of, 12

Plan and Organize category and, 295, 296t-297t

Program Development and Change category and,
295,298t

resource limitations and, 15

risk-based auditing approach to, 18

Sarbanes-Oxley weakness and, 283t

significant deficiency in, 16

system review of, 19

tests of controls in, 19

types of errors and fraud in, 18-19

Control Objectives for Information and Related

Technology (COBIT), 30. See also COBIT
headings

Controls, 21-36

applications with. See Application controls

checksand, 11

completeness assertion on, 3

confidentiality, integrity, and availability (CIA) of
data and, 5-7, 5f, 8

COSO process on, 30-33, 32f

as critical success factor, 13
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Controls (continued)
customization of, 11
existence assertion and, 2, 3
fair presentation of financial statements and, 21
general. See General controls
hard vs. soft, 8
integrated view of IT environment and, 21,
22,22f
IT audit of, 35-37
IT controls within, 10, 13, 14, 15
management’s monitoring of, 261, 262
override of, 12
risk assessment and, 15
risks associated with SMEs and, 13-15
segregation of duties and, 10-11
selective redundancy using, 25
SMEs and environment for, 10-11
software applications with, 11, 12
spreadsheet audit tests for, 356-357, 358t
spreadsheet management with, 352-353,
355-356
standards for, 19
tests of, 19
training on, 13
types of, 24-25
See also Application controls; Compensatory
controls; Corrective controls; Detective controls;
General controls; IT controls; IT general
controls (ITGCs); Preventive controls
Corrective controls
application controls and general controls
coexisting with, 25
authentication of users in access control
with, 26t
business or disaster recovery planac. 25, 28t
combination use of, 25
definition of, 24-25
hacking and network break incand, 27¢
internal controls with; 265¢
IT governance using, 25, 30
risk assessment using, 310
understanding of day-to-day operations needed
for, 29
Vasa illustration of, 35
Corruption schemes, 262
COSO. See Committee of Sponsoring Organizations
COSO process
as best practice, 22, 31
components of, 254-255
integrated view of IT environment and, 22, 22f
overview of, 30-34, 32f
Vasa illustration of, 33-35
weak IT controls and, 254
Costing methods, in inventory cycle, 135, 137,
138,139, 139¢, 144/, 146t, 147, 149-150,
151f/153f
Cost of goods manufactured (COGM), 139t,
150, 155

Cost of goods sold (COGS), 150, 155
Costs, valuation assertion on, 3—4
Credit approval
accounts receivable and, 51, 51f, 52
credit sales to customers with poor credit, 87-89,
87-89f
revenue cycle risk exposure and, 81
Credit cards
application controls for, 11, 19, 85
data breaches involving, 10
employee, 182, 183f
QuickBooks functions for, 53, 53f, 103, 103/,
116,182, 183f
revenue cycle and, 85, 103, 103f
segregation of duties for, 11
Credit memos, 11, 19, 86t, 92,95
Credit terms, and customer master file errors, 273
Cross-footing, 3, 368,377, 382, 392t
Cross-functional roles, 62
Cross-training, 308
Crystal Reports, 294t
Custody roles, 49
Customer complaints;i 1
Customer receins, . 1,107
Customizatior:
of appiic: tion controls, 11
of venorts, 353,371,372,374,377
Cucstornroles, 50, 56, 115
Cutotf assertion, 21, 22f
Catoffs
auditor’s review of, 4
controls for, 67, 71, 96
financial close cycle with, 271t
financial reporting of, 252, 253t
inventory cycle and, 154

Data access controls
application controls for, 13
documentation of, 7
security and, 7
Data availability, 5, 5/, 7, 7t, 8, 24, 30, 37, 39, 327
Database management and controls, 21, 24, 46, 72,
353,356
Data breaches, 10, 44, 58, 322
Data centers, 23, 294t, 392t
Data collection
application control for, 373
financial reporting and, 273
forensic analytics on, 75
general ledger and, 69-70
internal controls for, 314
Data entry. See Data input
Data export function
from reports to Excel, 379, 380f
internal controls for, 312
Data import function
chart of accounts into QuickBooks, 62
internal controls on, 312



in inventory cycle, 154-155
in report writers, 373t, 382, 383
risk exposure in spreadsheets with, 338t, 364
Data input (data entry)
application control for, 373
field entries with predefined valuesin, 85, 111,
145,163
field validation in, 85, 111, 143, 163
financial closing process and, 67
hard controls on, 8
internal controls for, 327, 328
spreadsheet management and controls for, 340,
358¢t, 359,362,364, 367,368
Data output, internal controls for, 328-329
Data preparation
application control for, 373
financial reporting and, 273
forensic analytics on, 75
general ledger and, 68—69
internal controls for, 327, 328
Data privacy
rights and obligations assertion on, 3
spreadsheet risk exposure and, 344-345
Data processing
application controls for, 13, 23
change management and, 390t
confidentiality, integrity, and availability (CIA) of,
5-8, 5/, 7t
error handling and, 328
general ledger and, 77
impact of weak IT controls on, 256, 256t
integrity of, 256t, 257
internal controls for, 256-257, 327, 328
recovery from interruptions in, 72
testing for gaps in, 77
Data repository, in spreadsheet mariagement, 355
Data sources, valuation assertion on, 4
Data storage, redundant, 28
Data validation

application controls for, 11, 70, 71, 85, 85¢, 111¢,

145t, 164t
completeness and accuracy of processing in, 73
costing information and, 149
entered information and, 85, 111, 143, 149,
163,327,328,362,364
financial statements and, 395t
follow-up and remediation of errors in, 69-70
management's role in, 372
payroll process with, 163, 164t, 212, 392t
periodic reviews and confirmation of, 71
reports on failures of, 71, 72, 149
risk exposure and, 39, 356
segregation of duties for, 71
time and attendance and, 206, 212
See also Validation process
Data warehouses, 373t
Deductions
expenses as, 62—65
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in payroll cycle, 161/, 167,172,176,178, 185,
193,212,214, 218, 232-237, 244
Deficiencies in IT audits
company'’s reaction to, 385, 398
compensatory controls in, 388, 397¢t, 398
framework for, 385-388, 387t
illustrative case studies of material weaknesses in,
388, 393t-396t
illustrative examples mapped to error typology in,
388, 389t-392t
management and, 385
segregation-of-duties issues in, 388, 397-398
types of, 388
Deletions
of accounts from chart of accounts, 65
application controls for, 11
audit trail report on, 20
IT audit deficiencies on, 389t
reportson, 11
of vendors, 112
Delivery and Support se<iion. See Computer
Operations and «iccess to Programs and Data
section of COBIT 4.
Delivery of goeas &1, 82,85,111,112,273
Deloitte, 25Z. 260,361, 363-364, 366, 367
Deposits ar:d segregation of duties, 10
Desclivtive statistics, 74—75
Des'gn principles, 347
Iesj:top tools. See Report writers; Spreadsheets and
desktop tools
Detective controls
application controls and general controls
coexisting with, 25
application-level security with, 37
authentication of users in access control with, 26t
combination use of, 25
definition of, 24
expenditure cycle and, 111, 122, 133
financial closing process with, 67
financial reporting with, 268
hacking and network break-ins and, 27t
internal controls with, 265f, 268
inventory control and, 81, 143, 150, 154-155,
157
IT governance using, 25, 30
payroll cycle and, 162, 163
preventive control failure and need for, 24
revenue cycle and, 84
risk assessment using, 310
security and, 7
segregation of duties and, 49, 52, 57, 388
spreadsheet management with, 368
understanding of day-to-day operations needed
for, 29
Digital (electronic) signatures, 162, 228
Digimarc Co., 258t
Direct deposit of paychecks, 160, 161f, 162, 176,
178,185,207
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Direct labor (DL) costs, 136, 138, 139, 150, 155
Directors. See Board of directors
Disaster recovery planning (DRP), 24, 28t, 391t
Disbursements

application controls for, 275-276, 277

cash, 11,107, 108, 109/, 110, 110t, 264t

expenditure cycle with, 107, 108, 109f, 110,

110t

general ledger and, 60f, 62

inventory cycle with, 137

payroll cycle with, 160, 161f, 165t, 228-232,

237-238,277

purchasing cycle and, 275-276
Disclosure

financial statements with, 66

reports used for, 371

Sarbanes-Oxley on, 6
Discounts

expenditure cycle and, 128-130, 130f, 131f

financial reporting of, 274

incorrect prices for, 92

revenue cycle with, 89, 92

unauthorized charges in revenue cycle from, 89
Discrepancy report, 11
Documentation

application controls for, 13

of data access protocols, 7

financial statement assertions with, 67

of internal controls, 13, 17

inventory cycle with, 138

IT audit and, 35

review of, in audit procedures, 19

spreadsheet management with, 368
Documents

access rights and use of, 48, 49

See also Source documents
Duplicate payments, 77, 130
Duplicate purchase orders, ! 22-%28, 128f
Duplicate sales invoice nemuer's, 92, 93f~95f
Dynamics. See Microsoft Dynamics

Eastman Kodak, 342t

Edit checks, 85t, 111t, 145¢t, 147, 164t, 167,327
Electronic (digital) signatures, 162, 228
Emergency power supply (EPS), 28t
Employee data. See Human resources (HR)
Enablers in COBIT 5.0, 284-285, 286f
Encryption, 6, 11, 24, 27t, 294t, 309, 345
Endeavor Acquisition Corp., 394t-395t
End-user databases (EUD), 337

End-user testing, for integrity of data, 8
Enron, 6, 14

Enterprise resource planning (ERP) systems, 23, 24,

254, 393t, 395t

Enterprise Risk Management—Integrated Framework
(ERM), COSO0, 6, 14, 15

Entities, controls for, 280

Error flags, as soft control, 8

Error handling
application control for, 373
financial closing process and, 68-69, 73
forensic analytics and, 75
internal controls for, 328
Errors
correction procedures for, 19
financial assertions and, 272, 272f
risk-based audit approach to, 18
spreadsheets with, 339-342, 342t-343t
Estimates, completeness assertion on, 3
Ethical business practices, 9, 266, 307
Excel. See Microsoft Excel
Exception reports
application controls for, 11, 13
closing dates on, 11
internal controls for, 307
management and, 307
Existence (occurrence) assertion, 2—3, 21, 22f, 86t,
89,113¢t, 146t,165t.270, 271t, 272f
Expenditure cycle, 107-133
application contreisin 111-112, 111¢
cash disbursementzin, 109f
check numb=i < pot generated or not accurate in,
131,12..f
discouvnts ditfer from authorized amounts in,
128-130, 130f, 1311f
cdupiicate or overpayment for goods or services
in, 130
duplicate purchase orders in, 122-128, 128f
generic cycle in, 108f
goods received but not quantity ordered or
authorized in, 132
inaccurate processing of purchase credits for
returnsin, 131, 131f
invoices not matching purchase orders or
receiving reports in, 132-133, 133/
Microsoft Dynamics functions in, 115,
118-122,118f120f, 123/~127f,132-133,
133f
processes in, 107
purchase order distribution in, 110, 110t
purchase orders altered after being issued and,
122, 126f, 127f
purchase orders not approved in, 117-118, 120f,
123f, 124f, 125f
QuickBooks functions in, 114-115, 114f, 116,
116/, 117f,128, 128/, 120, 130132, 131,
132
receiving report in, 110, 110t
risk exposures in, 107-110, 113t
subprocesses in, 108
vendor master file not restricted in, 112-114,
114f
system roles not segregated for incompatible
dutiesin, 115-117, 115/~119f
Expense reimbursements
fraud using, 263t



payroll cycle and, 218, 234
travel, 61t, 65, 218, 234, 263t
Exported data
from reports to Excel, 379, 380f
internal controls for, 312
External audits, 1
board members and, 269
electronic records supporting, 75, 379
financial close calendar for, 70
IT requirements on internal controls and, 12, 30
requirements for, 10, 267, 291
response of organization to, 330, 331, 333
risk management and, 20

Failures in IT audits. See Deficiencies in IT audits
Fair value estimates, 3
Federal National Mortgage Association, 258t
Federal taxes

rates for, 159, 193

See also Tax headings
FICA Social Security taxes, 61t, 172,377
Fidelity Investments, 341
Fields

non-input-related, 361

predefined values in, 85, 111, 145, 163
Field validation, 85,111, 143,163
File cabinets, 11

Financial Accounting Standards Board (FASB), 252,

255,256,269,270
Financial assertions. See Assertions
Financial auditing
as category of auditing, 1
decision to use IT audit as part of, 293-29 %
financial statement fraud schemes and. 22
IT Audit deficiencies’ potential impaci 011, 388,
389t-393t
IT auditing integrated with, Z, 289-335
IT environment complexity and, 1
management’s work with; 533
responsibilities of, 22-24
risk exposures and, 82, 160
risks of, 270-272
Financial closing process
calendar used in, 67, 70
control objectives and financial assertions of,
270-272,271t
financial statement assertions and, 66
general ledger and subsidiary ledgers in, 71, 78,
79
internal controls surrounding, 67
reports for, 67, 70, 71, 72, 73
Financial Executives International, 6
Financial information systems, 322, 395t
Financial reporting
application controls for, 11
audit scope and, 289
characteristics of, 269, 270
company-level controls and, 279
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competencies in, 266, 267
COSO’s Internal Control over Financial Reporting on
risks of, 260-261
fraud in, 6, 12, 14, 15, 338t, 344
general ledger and, 59, 66, 79
historical perspective on audits of, 251-257
impact of weak IT controls on, 257, 289
internal controls over, 12, 15, 16-18, 17f,
262-265, 394t
IT audit deficiencies in, 394t, 395¢t, 396t
IT controls for, 279
management’'srole in, 12, 15
objectives of, 262, 269
PCAOB warnings on audits of internal controls
in, 250
resource limitations and, 15
SEC on, 344
Statements on Auditing Standards (SAS No. 122)
on risks of, 260, 261
Financial statements
assertions and, 66, 6782, 85-87, 86t, 108, 112,
113t, 137, 145,146¢, 160, 164, 165t, 284,
289
auditing stamcards on, 30-33
auditor’sw=view of accounting procedures
inveivi~g, 4
audiisiiithe 1980s and 1990s on, 252
chaiacteristics of, 270
chart of accounts account numbering and, 62
controls and fair presentation of, 21
COSO process on, 30-33, 32f
disaster recovery plans and, 391¢t, 392t
existence assertion on, 2
completeness assertion on, 3
fraud involving, 262
general ledger and, 59, 62, 66
internal controls for assessing, 16, 17
reports used for, 371
risks of misstatement in, 16
systematic examination of stepsin, 292, 293t
tiebacks between ledgers and, 4
Finished goods (FG), 137-138, 142, 155, 276-277
Fire protection (suppression) systems, 28t, 392t
Firewalls
confidentiality of data and, 5
controls for, 309
data security and, 27t, 314, 345
file backups and, 11
properties of, 314
risk assessment of, 294t
Flowserve Corp., 258t
Footing, 85¢, 111¢t, 145t, 164t, 368,377, 382,
392t
Footnote disclosure, 59, 337, 353,371
Foreign operations, 66, 252, 256t, 260, 283t, 395t
Forensic analytics, 75
Form 941 (IRS), 244
Form 941 Schedule B (IRS), 244
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Formulas
audit deficiencies with, 396t
report writers and, 379, 382
risk exposure from, 338t, 340, 341, 342t, 373t
spreadsheet management and, 340, 348, 354,
358t, 359,361, 362,363, 365,367
401 (k) deductions, in payroll cycle, 193, 214, 233,
237,244
Fraud
above-average vendor payments and, 76
access level beyond responsibility and, 78, 112,
115,164,176,182,279,391t
approaches to assessing risk for, 262
asset misappropriation in, 262, 263t-264t
cash receipt posting errors and, 82
categories of, 262
control environment and, 280, 398
corruption schemes in, 262
COSO recommendations on, 262, 263t
expenditure cycle and, 112,115
financial reporting process and, 6, 12, 14, 15,
338t, 344
financial statements and, 262
forensic analytics and, 75
fraudulent legal entity in purchasing cycle and, 76
general ledger cycle and, 76, 78
inventory cycle and, 136
management’s role in identifying, 67, 266, 280,
398
nonstandard journal entries and, 77
payroll cycle and, 164, 165¢t, 176,178, 182, 225
279
payroll master file and, 164, 176, 277-27Q
PCAOB on prevention of, 255, 279, 286
preventive controls for, 24
return, repair, or replacement authuorizations and,
136
revenue cycle and, 101
risk assessment for povenuiai, 14, 15,261-262,
263t-264t, 263t
risk-based audit approach to, 18
Sarbanes-Oxley on, 251, 344
SEC on, 344
segregation of duties and, 48, 51, 52, 391t
SMEs’ vulnerability to, 10, 13, 20, 75, 249,
261-262
spreadsheet management and, 338t, 340, 379
types of, 18-19
vendor master file access and, 112, 115
Fraud audits, 1
Free-on-board (FOB) terms, 3, 144f, 156
Freeware, 324
FRx, 378-379, 380-381, 382-383, 382f
Functionality
acceptance testing on, 312,313
controls for ensuring, 85, 112, 145, 164
responsibility and accountability for, 30
FUTA, 172, 244. See also Unemployment insurance

Gap test, in data processing, 77
GDP. See Microsoft Dynamics
General Accountability Office (GAO), 13, 14, 15, 20
General controls
definitions of, 22-23
examples of, 25, 2628t
general ledger and, 31
integrated view of, 21, 22f, 23
ISACA focus on, 252
IT assessments of, 23-24
IT audit of, 35-36
IT general controls (ITGCs), 21-24, 295, 302f,
387-388, 387f
IT governance and, 25-30
PCAOB focus on, 279-280
types of controls coexisting with, 25
understanding of day-to-day operations needed
for, 29
See also Controls
General journal, 62
General ledger (GL), 59--/9
access rights for, 78
activity by user.acceunt summary for, 78
analytical revi2ws of, 74-76
auditing stzndards on, 31
auditor s -eview of accounting procedures with,

Wk

audit trail for, 79

chart of accounts example and, 60-62, 61f

chart of accounts structure and, 59, 62

as clearinghouse of financial information, 60-62,
61f

COBIT 4.1 application controls for, 68-75

computer-assisted audit tools (CAATs) and, 75

descriptive statistics for, 74-75

duplicate payment testing for, 77

financial reporting and, 59, 66, 79

inventory subledger not in agreement with, 156

IT audit deficiencies in, 389t, 393t

IT controls at transaction level in, 66—-68

journal entry gap test in, 77

overview description of, 59

paycheck processing and, 228

payments made after period-end in, 77

QuickBooks functions for, 62—65, 63, 64f

reportson, 371

report writers linked to, 382, 383

risks specific to, 65-66

standard and nonstandard journal entries after
year-end in, 77

subaccounts in, 62—-65

subsidiary ledger accounts and, 60, 62, 74-75,
78,79,271t

supply chain management and, 135

tiebacks between financial statements and, 4

valuation assertion on, 4

vendor evaluation and, 76

weekend journal entries in, 78



Generally accepted accounting principles (GAAP), 9,
77,255,269, 343t

GL. See General ledger

Global Immune Technologies, 342t

Google Apps for Business, 10

Great Plains Dynamics. See Microsoft Dynamics

Guide to the Assessment of IT Risk (GAIT), 5

Hacking attacks, 10, 25, 27t, 359
Hard controls, 8
Harrer, Julie, 388, 398
Health insurance, 193, 237
Health Insurance Portability and Accountability Act
(HIPAA), 344
Hewitt, Conrad, 16
Hidden accounts, in QuickBooks, 65
Historical files and data
disabling access rights for, 57
general ledger and chart of accounts and, 59, 65
performance and capacity management and, 321
spreadsheet management and, 358t, 366
Historical reports, 73
Human resources (HR)
access rights for changes to, 57, 164, 164t, 167,
176,232
application controls for, 11, 164t, 273, 277-278,
281t
control environment and practices in, 266, 267
COSO internal controls for, 265f, 266, 267
general controls for, 23
IT functions and, 23, 24, 29, 31
limited resources in, 10
management of, 307-308
Microsoft Dynamics functions for, 193
payroll cycle and, 159, 160, 161j; 162-163,
162f,164, 164t,167,170, 172,176,193,
218,232
risk assessment for, 294t 227
Hybertsson, Henrik, 33-24

IDEA, 75
Identity theft, 176, 345
Imported data
chart of accounts into QuickBooks, 62
internal controls on, 312
in inventory cycle, 154-155
in report writers, 373t, 382, 383
risk exposure in spreadsheets with, 338t, 364
Incident Investigation and Remediation Processes
Management, 262
Income statement
aggregated account data on, 377-378
chart of accounts account numbering and, 62
COBIT 4.1 control objectives and, 271t, 286
general ledger output to, 79
income and expenses for the reported period on, 269
objective of, 269
report writer formulas and, 382
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Incorrect sales posting, 92, 97f
Information and communication
asset misappropriation and, 263t—264t
Computer Operations category and, 295,
299t-300t
COSO framework for, 254, 262, 265, 265f
cross-referencing COBIT to PCAOB and COSO for,
295,296t-301t, 302t
internal controls and, 262, 265f
IT internal control weaknesses and, 257t, 258¢,
266
Monitor and Evaluation category and, 295, 301t
overlay of COSO framework to COBIT 4.1 for,
280-282, 281t-282t
Plan and Organize category and, 295, 296t-297t
Program Development and Change category and,
295,298t
Sarbanes-Oxley weakness and, 283t
Information Systems Audit and Control Association
(ISACA), 68
background to founding of, 251-252
COBIT 4.1 audit gmidlelines of, 312, 318, 330
COBIT 5.0 and. 282
general cont=cls definition of, 13
guidelinesior ([T auditing from, 249, 251, 303
inherent -isk considerations from, 290, 291t
IT A<surance Framework (ITAF) of, 23
Infcrmiation technology auditing. See IT auditing
I'afo -mation technology auditors. See IT auditors
Ir.formation technology environment. See IT
environment
Input control
revenue cycle with, 92, 95f
spreadsheet management and, 340, 358¢, 359,
362,364,367,368
Institute of Internal Auditors, 6
Institute of Management Accountants, 6
Insurance contracts, 309, 310
Insurance deductions, in payroll cycle
health, 193, 237
unemployment, 61¢t, 193, 206, 233, 234-235,
237,377
Worker’s Compensation, 172, 233, 235, 244
Integra Life-Sciences Holding Corporation, 258t
Integrity
access rights and, 389t
application controls for, 7t, 11, 23, 72, 89, 92,
273,295,314, 315,372
application-level security and, 37, 58
change management and, 7¢, 8, 362, 363
completeness assertion on, 3, 4, 87
confidentiality, integrity, and availability (CIA) of
data in, 5-8, 5f, 7t
data transfer and, 379
employee responsibilities for, 325
ethical business practices and, 9, 266, 307
financial closing process and, 68, 72, 74
of financial reporting, 2, 16, 17, 295, 395¢
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Integrity (continued )
of information architecture, 296t, 303
internal controls and, 306, 307
migration of files and, 339
outside auditor’s focus on, 30
report writers and, 373t, 376,377, 383
responsibility and accountability for, 30
restorability of, 8, 28t, 343t, 366
risk exposure and, 39, 65, 338t
Sarbanes-Oxley implementation and, 256t, 257
security practices for, 8, 325
spreadsheet management and, 4, 338t, 339, 356,
359,360-361, 362,363, 364, 368, 369
testing for, 8, 307, 328, 362
of third-party service, 299t, 319, 356
of transaction processing, 65, 68, 74, 273
Interfaces, 23, 59, 71, 85t, 111¢t, 136, 145t, 163,
164t, 206, 290, 311, 364, 373t, 383
Internal audits, 1
electronic records supporting, 75
fraud uncovered through, 10, 262
internal controls for, 279, 291, 301¢, 330, 331,
333-334
organization structure for functions of, 267
review of reports from, 268, 269
risk assessment and, 293
SMEs lacking, 9, 10, 15, 20, 268
Internal Control—Integrated Framework (COSO), 6,
20, 249, 287
Internal Control over Financial Reporting: Guidance
for Smaller Public Companies (COSO), 249, 251,
254,256, 260, 293f, 302f
Internal controls
components of, 262-267, 265f
COSO’s focus on, 6, 254, 287
definition of, 13-14
five principles of, 6
impact of ineffective, 256: 2507257t
maturity model (MM) of, 250-291, 292t
payroll cycle with, 176, 218
PCAOB warnings on audits of, 250
Sarbanes-Oxley Section 404 weaknesses classified
by COSO and CORBIT components for, 254,
282,283t
Internal Control Strategies: A Mid- to Small Business
Guide (Harrer), 388, 398
Internal Revenue Service (IRS), 62, 65, 244
International Accounting Standards Board (IASB),
256
Intrusion detection systems, 27t
Intuit QuickBooks. See QuickBooks
Inventory control, 60f, 108/, 109f, 110t, 148,
149f, 393t
Inventory cycle, 135-157
accounting issues from manufacturing iterations
and, 142-143
application controlsin, 11, 143-145, 145t,
276-277

chart of accounts and, 62
costs flow inaccurate in, 155-156
count adjustments in, 154-155
inappropriate system access to inventory master
files and item setups in, 145-149, 148/, 149f
inconsistent setup or usage of costing methods in,
149-150, 151/~153f
inventory adjustments posting in, 155
inventory and costs of sales not updated in, 154
inventory not properly identified in, 156-157
inventory subledger not in agreement with
general ledger in, 156
IT audit deficiencies in, 393t
key accounting processes in, 138, 139t
management’s overseeing of, 13
Microsoft Dynamics functions in, 147, 148f, 150,
151f-153f, 154-155
perpetual inventory records incorrect in, 154
physical flow of goodsin, 138, 139t
processes included in, 125
purchase orders and 11 O¢
QuickBooks functicris in, 147-149, 149/, 150,
154, 155-156
reports for, 274
rights an<.chligations assertion on, 3
risk exposures in, 136-137, 141, 146t
segre eation of duties and, 11
s 1ibprocesses of, 137-138
st pply chain management software and,
135-136
typical cycle in, 138-142, 140/, 141f
variances incorrectly calculated, allocated, or
recorded in, 150
WIP by stage of a completion in, 143, 144f
Invoices
customer master file errors and, 274
erroneous, in revenue cycle, 95, 98f, 99f
expenditure cycle risk exposure and, 107
purchase orders mismatch with, 132-133, 133f
revenue cycle risk exposure and, 81
IRS, 62, 65, 244
IT Assurance Framework (ITAF), 23
IT auditing
as category of auditing, 1
COBIT framework to supplement, 280
COBIT 5.0’s end-to-end approach using a holistic
framework for, 282-284
company'’s reaction to, 385, 398
confidentiality, integrity, and availability (CIA) of
data in, 5-8, 5f, 7t
COSO process in, 30-33, 32f
decision to use with financial auditing, 293-295
deficiencies in, 385-398
financial auditing integrated with, 2, 289-335
importance of, 1-2
IT risk assessment in, 280
management assertions and, 2
segregation of duties issues in, 388, 397-398



systematic examination of steps in scoping, 292,
293t

IT auditors

access rights and logon records and, 4, 7,
164-165

audit trail reports and, 383

change management and, 7, 85, 383

completeness assertion and, 3

computer configuration settings and, 4—5

COSO process and, 30-33, 32f

cross-referencing COBIT to PCAOB and COSO
and, 295

expenditure cycle controls and, 112, 130, 145

impact of IT requirements on control
environment and, 12

IT controls and, 272, 302

IT environment and, 12, 21

likelihood that problems or defects in design or
operation could lead to misstatements and, 2

operations and, 8

overlay of COSO to COBIT and, 280

payroll cycle controls and, 163, 164-165, 207,
232,248

report writers and, 382, 383

roles and tasks and, 50, 51, 52, 58

Sarbanes-Oxley on responsibilities of, 6, 251

security and, 8, 354

segregation of duties and, 52

spreadsheet design evaluation and, 4, 339, 345,
347, 348, 354, 368

variance reports and, 85, 112, 145, 164

IT Control Objectives for Sarbanes-Oxley (ITGI), 22¢,

IT controls

company-level, 279

COSO framework for, 287

cross-referencing COBIT to PCACB and COSO for
evaluating, 295, 296t-3011, 392t

failures of, 295

financial auditors ana; L

framework for evaluating, 295, 302f

impact of material weaknesses (MWs) in, 256,
256t-257t,257, 258t, 289

imperatives for effective IT organization with,
334-335

ISACA focus on, 252

IT audit deficiencies and, 388, 397t

maturity model (MM) of, 290-281, 292t, 334

PCAOB guidance on, 279-280

reports and, 379

Sarbanes-Oxley Section 404 weaknesses classified
by COSO and CORBIT components for, 254,
282,283t

spreadsheet management with, 367, 368, 369

See also IT general controls (ITGCs)

IT environment

control environment and strength of, 14
impact of weak IT controls on, 256, 256t-257t,
257
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importance of general controls for, 10, 21
integrated view of general controls and,
21,22f
IT audit deficiencies on, 396t
need for understanding of day-to-day operations
of, 29
risks in financial reporting linked to, 260, 261
upgrades and transitions in, 65-66
IT general controls (ITGCs), 21-24, 295, 302f,
387-388, 387f. See also Controls; IT
controls
IT governance
COBIT framework for, 6, 280, 281¢t, 282, 284f
COBIT 5.0 distinction between management and,
284-285
COBIT 5.0 enablers to support, 282—284, 285f
definitions of, 25, 29
general controls and, 25-30
internal control and, 265f
ISACA focus on, 252
IT audit and, 296t, 30
IT auditor and, 21
IT risk and, 290
research on..~.52
SMEs and;. 29
IT Governa: ce Institute, 290
IT secu-ity, impact of weak IT controls on, 256,
250t-257t,257

Tcb descriptions, 13, 267, 305, 306

Jobs, Steve, 8-9, 12

Journal entries
spreadsheet management and, 337, 369
valuation assertion on, 4

Key, encryption, 27t
Kickbacks, 76
Kronos, 163, 206

Landes, Charles, 31
Lapping scheme, 101, 178
Larceny, 10, 264t
Legal rights and obligations, and data integrity, 5
Licenses
for Microsoft Dynamics, 167
for servers, 7t, 8
Life-cycle planning, in spreadsheet design, 347
Local taxes
rates for, 159,178,193
summary report on, 244
See also Tax headings
Lockboxes, 82,397
Locks
computer or screen access with, 8, 39, 44, 228
doors with, 11, 24, 25
server cabinets with, 19, 26t
spreadsheet cell or template protection with, 340,
359, 360, 362, 366
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Logical security
application-level security and, 58
expenditure cycle and, 112
inventory master files and, 145, 147
IT audit deficiencies on, 394t, 395t
reports and, 372
spreadsheet management and, 341, 356, 358t,
359-360
Logic review, in spreadsheet management, 358t,
362
Login/logon histories, 7, 7t, 26t
Login/logon process
authorized access and, 26t
Microsoft Dynamics functions for, 40f, 44,
45f, 46
QuickBooks functions for, 178, 181f
security and, 7, 7t
system administrator’s control of, 178, 181f
termination after failure in, 26t
tracking, 46
user failures in, 26t, 38, 39, 44, 390t
user profiles in, 26t
Login/logon records
authorized access and, 26t
auditor’s review of, 4
Logout attempts, tracking, 44, 46
Logs
authorized access, 26t
computer room access, 28t
security, 396t
Luther Sound Exploration Inc. (LSE), 60, 61t,
62,294t, 296t-301t, 303-317, 318-31%;
330-334

Maintenance

of computer facility, 19

controls for, 23, 24, 298¢, 311,313, 314

data processing integrity an.d, 256t

development life cycle r, 364-365

employee tax data and, 193, 194/~196f

HR cycle with, 162f, 172

Microsoft Dynamics functions for, 152f, 169f,
170, 173f, 1741, 194/~196f, 199f, 222f, 243f

payroll cycle with, 159, 160, 162f, 163, 165t,
167,1691,170,172,173f,174f, 176, 177f,
182,193, 194/~196f, 199f, 222f, 234-235,
235f, 236, 243f

policies and procedures for, 314, 315, 325

purchasing cycle and, 275

QuickBooks functions for, 23 7f

reporting on, 322

risk assessment by, 261

risk exposures during, 159

subsystems for, 71

Sarbanes-Oxley implementation and, 292

testing of, 315

third-party (vendor) software and, 13, 313

user SLA for, 329

Management
access rights reviews by, 39, 56, 56f, 57f
audit deficiencies and, 385
audit trail reviews by, 397t
audit tests of spreadsheets and, 356-357, 359
COBIT framework for, 282-284, 284f
COBIT 5.0 distinction between governance and,
284-285
COBIT 5.0 enablers to support, 282-284, 285f
communication between board and, 265f, 266
compensatory controls from IT audit deficiencies
and, 398
control activities and, 268
control environment and, 12-13, 15
control reviews by, 261, 262
customer complaints and, 11
effective IT organization with, 335
ethical business practices and, 9, 266, 307
financial reporting and, 269, 344
financial statement presentation and, 270
grid for risk assessmenvwith self-assessment by,
293, 294t
internal controls and, 13, 67, 266, 267
list of venders and, 11
overlay of0<0 iframework to COBIT 4.1 for,
280
overtideoy, 9,12,15,17,18,77,178, 266,398
reporis and, 371, 372
risk assessment and, 279
roles and tasks review by, 42
Sarbanes-Oxley implementation and, 291-304
segregation of duties and, 11, 49, 388,397
spreadsheet management and, 344, 352-355,
367
spreadsheet risk and audit tests by, 356, 359, 367
Management assertions. See Assertions
Management reporting, 59, 60, 60f, 256, 371
Manual controls
inventory cycle with, 144f, 147, 154, 157
IT control issues and, 258t
payroll cycle with, 228, 237
revenue cycle with, 85, 92
spreadsheet management with, 340, 342t, 352,
369
Manufacturing
inventory cycle and, 136, 139, 142-143
work-in-process (WIP) management during, 137
Master files
customer, 274
data processing updates to, 328
expenditure cycle with, 108, 112
HR, 162f
inventory, 95, 99f, 145-150
payroll, 159, 161f, 164-186, 165t,277-278
reconciling totals in, 72
supplier, 276
vendors, 11, 85¢t, 108f, 111¢, 112, 113¢, 114,
115,116,117, 256¢t, 320, 388



Materiality of financial reports, 270
Material weakness, SEC clarification of, 16
Meals, reimbursements for, 65, 218, 234, 263t
Mechanical Technology, Inc., 393t
Maturity model (MM), for internal controls,
290-291, 292t, 293, 334
Medicare deductions, in payroll cycle, 172, 206,
232,237
Medium-sized enterprises. See Small and medium-
sized enterprises
MGP Ingredients, 258t
Microsoft, spreadsheet guidelines from, 355
Microsoft Access, 75, 294t, 352
Microsoft Dynamics (earlier Great Plains Dynamics,
GPD)
application-level security functions in, 40, 40f,
41f,42, 43f, 44-46, 45f, 52, 53f, 56, 56f, 57,
79
control environment with, 10, 12, 16
controlsin, 11
expenditure cycle functions in, 115,117,
118-122,118/~120f, 123/~127f,132-133,
133f
inventory cycle functions in, 147, 148f, 150,
151/~153f,154-155
payroll cycle functions in, 166f, 167-178,
168~171f,173f~175f, 1771, 179f, 180f,
193, 194/~201f, 208f, 212-218, 215/-217f,
219f-223f, 228, 229f, 230f, 235-244,
238/-243f, 245f-247f
periodic assessment of, 12
reportsin, 371, 372-379, 374/~-379f
revenue cycle functions in, 87, 87f, 88/, 92 95,
971,103, 104f, 109f
Microsoft Excel
auditing tool in, 348, 3493521
control environment with, 10,72,16
controls in, 12
data exported from reporuvwriters to, 379, 380f
general ledger and, 75
hard and soft controls in, 8
passwords and data privacy in, 345, 346f
periodic assessment of, 12
See also Spreadsheets and desktop tools
Microsoft FRx, 378-379, 380-381, 382-383, 382f
Misappropriation, in fraud, 262, 263t-264t
Monitoring
Computer Operations category and, 295,
299t-300t
COSO framework for, 254, 265, 265f, 266, 280
cross-referencing COBIT to PCAOB and COSO for,
295, 296t-301t
internal controls and, 262-267, 265f
overlay of COSO framework to COBIT 4.1 for,
280-282,281t-282t
Plan and Organize category and, 295, 296t-297t
Program Development and Change category and,
295,298t
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Sarbanes-Oxley weakness and, 283t
segregation-of-duties issues and, 388
Monitor and Evaluate section of COBIT 4.1, 280
control objectives of, 330-334
cross-referencing COBIT to PCAOB and COSO for,
295,301t
overlay of COSO framework against, 282t
Month-end journal entry checklist, 67, 71

Naming conventions
spreadsheet management with, 347, 358t, 363,
367
security roles and, 38,42, 115
user IDs and, 38, 45
National Commission on Fraudulent Financial
Reporting, 6
Nature Sunshine Products Inc., 396t
Neenah Paper Inc., 343t
Neogenomics Inc., 343t
Networks
controls and, 21, 24 251,268
encryption for, 11,27t
firewalls and, 2.7t, 224
hacking and.t,mez k-ins and, 25, 27t
risk assessnient of, 294t
spreadsp: et management using, 359, 360, 365
tesiing oi, 268, 360
virtval private (VPNs), 27t
Mon-input-related fields, 361
Nonrepudiation of users, 26t

Obligations (rights and obligations) assertion, 3, 21,
22f,86t, 113t, 146t, 165¢, 272f
Obsolete goods, 138, 144f, 156-157
Occurrence (existence) assertion, 2—3, 21, 22f,
86t, 89, 113t, 146t, 165t, 270, 271t,
272f
Offshoring, 23
Offsite storage
backups and data, 9, 28t¢, 185, 391t
inventory, 326
Online Resources Corporation, 258t, 342t
Operational controls, in spreadsheet management,
356, 358t, 365-366
Operations
company-level controls and, 279
confidentiality, integrity, and availability (CIA) of
dataand, 5,7, 7t, 8
IT audit on, 2, 391¢, 393t, 394t, 395t
monitoring controls and involvement in, 261
reports for, 372, 382
segregation-of-duties issues and, 397
Order entry, in revenue cycle, 81
Organizational structure, and control environment,
266,267
Output review
application control for, 373
financial closing process and, 68, 73
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Outsourcing, 23, 29, 159, 256t, 321, 397
Overhead (OH) costs, 136, 139, 139t, 150, 155
Overpayment for goods or services, 130
Override functions

controls for, 72, 87,89, 147,178, 398

customer'’s credit limit and, 87

inventory and, 144f

invoicing and, 82

journal entries and, 77

management and, 9, 12, 15,17, 18,77, 178,

266,398

order entry and, 82

password for, 87, 185

personnel roles and, 51, 69, 147

procedures for, 69, 70

programs disallowing, 327

report on, 147

risk assessment of, 12, 262

security function and, 8

spreadsheet cell formulas and, 359, 362

Overtime pay, 163,172,178, 207, 234, 236, 264t,

368

Panko, 341, 355
Passwords
activity report on, 78

application-level security and setup of, 11, 38-47,

45/-48f

audit deficiencies with, 390t, 394t

authorized access using, 26t

challenge questions with, 47, 47f

change intervals for, 38, 40, 44

change process for users with, 47, 48f

characters used in, 26t, 38, 44, 78

for closing dates, 11, 228

configuration of, 38-39, 44-47,45f, 46f, 47f,
48,359

data privacy and, 345, 340/

failed login attempts aand, 45

generic, 78

IT audit deficiencies in, 390¢t, 394t

length of, 26t, 38, 44

lost or forgotten, 8

new personnel and, 65

override function with, 87, 185

payment card processing and, 345

reports with, 373

reuse of, 44

risk exposure and, 345, 346f

security and, 7, 7t, 8

sensitive data and, 44, 345, 346/

spreadsheet management with, 338, 340, 345,
346f, 354, 355, 356, 358t, 359, 360-361,
362

system administrators and, 39, 40, 41f, 44, 49,
641,178

Patriot Scientific, 394t
Paycheck generation. See Payroll cycle

Payment Card Industry Data Security Standard (PCI

DSS), 345

Payment card processing, and privacy, 345
Payroll cycle, 159-248

application controls for, 11, 159, 160, 163-164,
164t,167,170-172,176,178, 182,185,
186,193, 207,212,214, 218,223,228, 232,
235,236,248

authorization of payroll disbursements in,
228-232

benefits included in, 214, 232-237

control environment for, 159, 160, 176, 178,
248

correct amount in, 207

data input during preparation in, 212-218

deductions included in, 185, 214, 218,
232-237

direct deposit in, 160, 161f, 162,176, 178, 185,
207

employee database chanzezin, 218

ex-employees and, 23

expense reimburseiienes in, 218, 234, 263t

fraud involving 264¢

HR cycle with, 159, 160, 161f, 162-163, 162/,
164,164t .67,170,172,176,193, 218, 232

internal < ontrols in, 176, 218

IT eudit deficiencies in, 392t

raajor outputs in, 163

manual checks in, 228

manual controls in, 162, 164, 228, 237

Microsoft Dynamics functions in, 166f, 167-178,
168f~171f, 173f~175f, 1771, 179f, 180f,
193, 194201/, 208f,212-218, 215(~217f,
219f-223f, 228, 229f, 230f, 235-244,
238f-243f, 245(-247f

outsourcing of, 159

payroll disbursements authorization in,
228-232

payroll master file changes in, 164-186

payroll preparation and processing in, 207-223

printing checks in, 182, 207, 218, 228

processes in, 159

QuickBooks functions in, 178-186, 181/~192f,
193, 202f-206f, 206, 207, 209f-214f,
218-223,224/-227f 228-232, 231/-237f

reports in, 160, 161f, 162, 164, 178, 182, 186,
207,214-218, 228,237, 244

restricted access to, 164, 182, 218, 232

review of disbursed payroll, accruals, and
adjustments in, 237-244

risk exposures in, 159-160, 162

subprocesses in, 160-162, 165t

segregation of dutiesin, 11,176

tax records in, 160, 186-206

third-party processing of, 160, 162, 163, 206,
207,248

time and attendance in, 206-207

voiding paychecks in, 218



Payroll fraud, 10, 264t
PCAOB. See Public Company Accounting Oversight
Board
Penetration testing, 7, 27t, 268, 324
Pension plans, 182, 342t
Period-end
financial reporting process and, 279, 343t
payments made after, 77
payroll cycle reports and, 237, 244
Permissions
chart of accountsrisk and, 65
confidentiality of data and, 5, 7, 7t
journal entry user accounts and, 78
payroll master file and, 167
report writers and, 383
security and, 7, 7t
Perpetual inventory records, 154
Physical environment
disaster recovery planning (DRP) for, 24, 28t,
391t
preventive controls for security of, 25, 28t
Physical security
check stock and signature stamps and, 228
door locks for, 11, 24, 25
IT audit of, 392t, 394t
preventive controls for, 25, 28t
server cabinet locks for, 19, 26t
Plan and Organize section of COBIT 4.1, 280
control objectives of, 303-311
cross-referencing COBIT to PCAOB and COSO for.
295,296t-297t
overlay of COSO framework against, 281t-2752¢
Policies and procedures
IT audit deficiencies on, 392t, 395t
IT risk and, 290
for maintenance, 314, 315, 325
for printer access, 372
for spreadsheet managerrent, 252
Porta Systems CP, 393t
Power supplies, 28t
Power 3 Medical Products Inc., 395t
Preferences
audit trail, 374
discounts, 130
employee direct deposit, 176
inventory, 147
payroll taxes and benefits, 233-234
user, 11,44
Preventive controls
application controls and general controls
coexisting with, 25
application controls as, 84, 85, 111
application-level security with, 37
authentication of users in access control with,
26t
combination use of, 25
definition of, 24
expenditure cycle and, 128
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financial closing process with, 67
financial reporting with, 268
hacking and network break-ins and, 27t
internal controls with, 265t
inventory cycle and, 143, 150
IT governance using, 25, 30
payroll cycle and, 163, 182
physical environment and business continuity
using, 28t
resource limitations and, 49
risk assessment using, 310
risk exposure and, 39, 84
understanding of day-to-day operations needed
for, 29
Vasa illustration of, 33
Preventive maintenance, 314-315
Prices
incorrect, in revenue cycle, 92
revenue cycle risk exposure and, 82
PricewaterhouseCoopers (FwC), 341, 355, 360,
361,363,364, 365,366,367, 368
Printing
access rights neededor, 11, 118, 122, 182
of billing notices 110
of checks; 16, 182,207,218, 228,232
expendifr ve cycle and, 110, 116,117,118, 122,
.S ¥
cf fcrms, 236
irventory cycle and, 150, 157
payroll cycle and, 182, 207, 218, 228, 232,
236
of purchase orders, 117,118, 122,132
of reports, 150, 157,218, 372-373
Privacy
rights and obligations assertion on, 3
spreadsheet risk exposure and, 344-345
Processing
application controls for, 2,17, 72, 73, 74, 89,92,
111,273,274
audit procedures for, 19
backups for, 28t
company-level controls and, 279, 279, 300t
data and. See Data processing
expenditure cycle and, 111, 131
general ledger with, 60, 68, 70, 72,73, 74, 78
internal controls for, 15, 309, 313, 325, 326,
329
inventory cycle and, 136, 137, 143, 145, 150
operations management and, 329
payroll cycle with, 160, 161f, 162, 163, 165t,
176,193, 206, 228, 248
QuickBooks controls over, 18
reprocessing after errors in, 328
revenue cycle with, 81, 85, 89
risk considerations concerning, 291t
segregation of dutiesin, 51, 52
standards for, 19
third-party service for, 248, 299¢t, 319
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Profit sharing plans, 233
Program Development and Change (Acquire and
Implement) section of COBIT 4.1, 280
control objectives of, 311-317
cross-referencing COBIT to PCAOB and COSO for,
295,298t
overlay of COSO framework against, 281t
Progammers and programming
IT control weaknesses and, 258t, 391t
segregation and, 7
spreadsheet design and, 347
Project management, 12, 29, 290
Promotions
HR cycle and, 162f, 176, 308
pricing and, 50, 51f, 82, 86t
Protiviti, 355
Public Company Accounting Oversight Board
(PCAOB)
Auditing Standard (AS) No. 2 of, 279, 280
Auditing Standard (AS) No. 5 of, 250, 251, 255,
279,286
creation of, 6
cross-referencing to COBIT to COSO and, 295,
296t-301t
integrating COSO, COBIT, and, 280-282
IT auditing guidelines from, 249, 280
IT control guidelines from, 279-280
warnings from, on insufficient evidence to
support opinions, 250-251
Publicly traded companies, 10, 12, 17, 35
Purchase credits for returns, 131, 131f
Purchase orders (POs)
altering of, 122, 126f, 127f
controls for, 18, 145t, 275
distribution of, 110, 110t
duplicate, 122-128, 128f
expenditure cycle with, 107109/
inventory and, 139¢t, 276
invoices not matching, 1 52, 133f
manufacturing system flow of goods and, 139t
not approved in expenditures cycle, 117-122,
124f, 123/, 124, 125f
QuickBooks functions for, 147, 155-156
revenue cycle with, 81, 83f
sales orders with, 84t, 101
segregation of duties and, 11
Purchases
application controls for, 11
expenditure cycle risk exposure and, 107
segregation of duties by, 49
Purchasing subprocess
application controls for, 275-276
in expenditure cycle, 108, 108f
reports for, 374

0B. See QuickBooks
Questions, during logon process, 47, 47f
QReportBuilder, 380, 381f

QuickBooks (QB)

application-level security functions in, 41f, 42,
42f,46f,47,47f,48f, 53, 54/-56f, 56, 57, 57,
78,394t

audit trail function in, 20, 374-375, 375f

chart of accounts in, 62-65, 63f, 64f

control environment with, 10, 12, 16, 20

controlsin, 11

credit cards in, 53, 103, 103f, 116, 182, 183f

expenditure cycle in, 114-115, 114f, 116, 116/,
117,128, 128f, 130, 130£~132f, 131, 132

hidden accounts in, 65

inventory cycle functions in, 147-149, 149/,
150, 154, 155-156

payroll cycle functions in, 178-186, 181f~192f,
193, 202f~206f, 206, 207, 209/~214f, 218—
223,224f-227f 228-232,231£-237f

periodic assessment of, 12

reportsin, 371, 374-375,375f,377-378

revenue cycle functions in, 87-89, 88f-91f, 92,
93/-95£,95,96f, 957 101-103, 101/~103f

risk-based audit anpioach to, 18

third-party report wiiter package for, 380, 381f

Raw materia!s.(RM), in inventory cycle, 137,
138-129,142,143,150,155,157,157,276
Reaa-onlvuser access, 26t,48, 115, 359, 360, 366,
379
Feceipt of goods, in inventory cycle, 137
Receipts, customer, 11, 107
Receivables, rights and obligations assertion on, 3
Receiving
expenditure cycle and, 107, 108f
purchase orders and, 110t
Receiving reports, 110, 110¢, 132-133
Reconciliation
application controls for, 13, 383
audit trails and, 328
control procedures for, 19, 265f, 268, 271t, 273,
283t, 340, 364, 369
financial closing process and, 68, 73
goods received but not authorized and, 132
inventory control and, 81, 83/, 154, 155
management’srole in, 13, 70, 307
payroll cycle and, 160, 161f, 162, 207, 218, 228,
232f-235f
purchases and, 103, 108f, 110t
QuickBooks functions for, 11, 374
reportsin, 11, 132,160, 162, 228, 234f, 235/,
307
sales orders and, 84t, 87,92
spreadsheets for, 337, 343¢t, 362
standards for, 74
Recording roles, 49
Recovery. See Restoration
Redundancy
in control environment, 25
in information and communication, 268



Redundant arrays of independent disks (RAIDs), 28t
Redundant data storage, 28t
Redundant servers, 28t
Reimbursements
fraud using, 263t
payroll cycle and, 218, 234
travel, 61¢, 65, 218, 234, 263t
Released employees, 232, 237f. See also Termination
of employees
Relevance, of financial reports, 270
Repairs, in inventory cycle, 136, 138, 139¢t, 140f,
141f, 142,145, 156-157
Reports, 371-383
access rights on, 39, 56, 57f
aggregating account data in, 377-378
analyzing and validating, 380-383
application controls with, 11
categories of, 371-372
customized, 371, 372,374, 377-378
data exported to Excel from, 379, 380f
data imported into, 373t, 382, 383
financial closing process and, 67, 70, 71, 72, 73
forensic analytics with, 75
graphical presentation of data on, 374
maintaining inventory of, 372
management review of, 12
modification of, 372, 376-377
Microsoft Dynamics functions for, 372-375,
374f-379f
payroll cycle with, 160, 161f, 162, 164, 178,
182,186,207,214-218, 228,237, 244
prebuilt and preconfigured, 371, 373t
printing, 150, 157, 218, 372-373
QuickBooks functions for, 374-375, 37%/,:277-378
risk-based auditing approach to detectii.g errors
in, 18
risk exposure with, 372, 373¢
third-party packages for,:3 /8-380, 381f
ways of using, 371-372
Reports by content or title
accounts payable, 116
audit trail, 11, 20, 374-375, 375f
benefit summary, 178, 244
calculation (payroll), 218
closing date, 11
closing date exception, 11
compliance, 65
controls, 207
customer credit limit, 87, 89, 90f
cycle count, 138
discrepancy, 11
employee summary, 186
error, 70
exception, 11, 271t, 307
expense, 263t
failed validation, 72
Form 941, 244
Form 941 Schedule B, 244
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FUTA summary, 244
goods received (expenditure cycle), 132
historical, 73
incident, 324, 326
inventory control, 109f
out-of-balance controls, 70, 72, 73
payroll, 160, 161f, 162,164, 178, 182, 184/,
186,207,228, 237,244,374
payroll check, 214-218, 217f
payroll liabilities, 228
payroll summary, 244
performance, 330
period-end payroll, 237, 244, 245f, 246f
position summary, 178
previous reconciliation, 11
purchase order approved audit, 124f
purchase orders, 132, 133
quarterly-end payroll, 24 7f
receiving (expenditure cycle), 132, 133
receiving (inventory cycle); 145
receiving (purchasing cyeie), 108f, 109f, 110,
110¢, 111¢
reconciliation, 11,232,160, 161f, 162, 228,
234f, 2354307
security, 149.323, 324
state enc 'ocal tax summary, 244
tax, 65.161f
t-ansaction history, 56
user security, 56, 56f, 571
variance, 73, 85,112, 145, 164, 271t
voided/deleted transactions, 11
wage and hour, 207
worker’s compensation summary, 244
workflow analysis, 322
Report to the Committee on Small Business and
Entrepreneurship (GAO), 14
Report writers, 337
completeness assertion on, 3
customized reportsin, 371, 372, 374, 377-378
data exported to Excel in, 379, 380f
data imported in, 373t, 382, 383
IT audit deficiencies in, 392t
modifying reports in, 372, 376-377
risk exposure with, 372, 373t
third-party packages for, 378-380
Responsibility, and control environment, 266, 267, 279
Responsiveness
of IT function, 305
responsibility and accountability for, 30
Representational faithfulness of data, 5
Restoration
applications programs and, 314
of backup files and tapes, 8, 28t, 343t, 366
business continuity planning for, 28t
corrective control for, 25
disaster recovery plan, 28t
as IT audit deficiency, 394t
integrity of operations and, 7t, 8
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Restricted access. See Access controls
Restructuring of SMEs, 66, 260, 283t
Retirement
access rights removal after, 57
HR cycle and, 162f
Retirement plans
deductions for, 237
internal control deficiencies for, 342t
payroll cycle and, 182, 237
preventive controls for tampering with, 182
Returns, 50, 51, 51f,82,113¢,131, 132,136, 138,
142, 144f, 146t, 156-157,274, 276
Revenue cycle, 81-105
application controls in, 85-87, 85t, 373-375
credit card payment in, 103, 103f
credit sales to customers with poor credit and,
87-89, 87f-90f
customer master file errors and, 274
duplicate sales invoice numbers and, 92,
93f-95f
erroneous invoices and, 95, 98f, 99f
incorrect posting of cash receipts in, 101-103,
101/-104f
incorrect prices in system and, 92
incorrect sales posting and, 92, 97f
Microsoft Dynamics functions in, 87, 87f, 881, 92,
95,971,103, 104f, 109f
no authorization for issue of credit memos in, 96
processes included in, 81
QuickBooks functions in, 8 7-89, 88/~91f, 92,
93/-95/f, 95,96/, 98f,101-103, 101/~103f
reports for, 374
revenue not recognized in proper period in,
96-101
risk exposures in, 81-82, 83f, 841 ¢t
shipping errors and, 95, 273, 274
subprocesses in, 82, 83f
unauthorized changes tc custcmer accounts and,
89,91f
Reverse logistics, 82, 138
Rights and obligations assertion, 3, 21, 22f, 86t,
113t, 146t, 165t, 272f
Rights, and confidentiality of data, 5
Risk
auditing standards on, 31-33
COSO process on, 30-33
COSO'’s Internal Control over Financial Reporting on,
260-261
framework for evaluating controls and reporting
deficiencies and, 16—18
fraud and, 261-262, 263t—264t
general ledger and chart of accounts and, 65-66
high exposure by SMEs to, 249, 250
override of controls and, 12, 16
research on SME exposure to, 13-15
self-assessment in, 293, 294t
SME responses to, 20
spreadsheet management and, 353-354

Statements on Auditing Standards (SAS No. 122)
on risks of, 260, 261
Risk acceptance process, 316, 369, 397t
Risk assessment
approaches to, 262
company-level controls and, 279
Computer Operations category and, 295,
299t-300t
control environment and, 14, 15
COSO framework for, 254, 280
cross-referencing COBIT to PCAOB and COSO for,
295,296t-301t
internal controls and, 262-267, 265f
IT audit risks integrated into, 280
IT staff competence and, 290
management and, 261, 279
Monitor and Evaluation category and, 295, 301t
overlay of COSO framework to COBIT 4.1 for,
280-282,281t-282t
PCAOB on, 255, 279-280
Plan and Organize catcgory and, 295, 296t-297t
Program Developrieat.and Change category and,
295,298t
sample grid fo: 293, 294t
spreadsheevmanagement and, 353-354, 367
systeniat = examination of stepsin, 292, 293t
trigersior reassessment in, 261
Risl~-based audit approach
description of stepsin, 18
QuickBooks example of application of, 18-20
Sarbanes-Oxley weakness and, 283t
transaction-based approach versus, 251, 252
Risk exposures
application-level security and, 39
expenditure cycle and, 107-110, 113t
foreign operations and, 66, 252, 256t, 260, 283t,
395¢
inventory cycle and, 136-137, 141/, 146t
payroll cycle and, 159-160
reports and report writers and, 372, 373t
revenue cycle and, 81-82, 83, 84t, 86t,92
spreadsheets and, 338-339, 338t
supply chain management and, 136
Risk management, and financial closing process,
67,68
Rock of Ages Corporation, 343t
Rockwell Medical Technologies, Inc., 393t
Roles
access rights related to, 38, 42
access rights removal due to change in, 38, 39,
57,394t, 397t
annual review of, 42
application-level security and, 38, 42, 43f
attempted access to unauthorized functions and,
53,56f
control environment and, 267
cross-functional, 52
custody roles in, 49



custom, 50
expenditure cycle and, 111t
general authorization and specific authorization
related to, 49-50
IT auditor’s check of, 50
management review of, 42, 56
potentially incompatible duties in, 50-52, 51f
recording roles in, 49
resource limitations affecting, 48, 49
risk assessment for fraud investigation and, 262
segregation of duties related to, 48, 49-52, 50f
selective access by modules related to, 53
soft control related to, 53, 54f
spreadsheet management and, 355, 359, 361
system administrator’s assignment of, 50, 53, 56
Rollback procedures
availability of data and, 7¢, 8
data integrity and, 314
Root cause analysis, 69, 71, 72, 250

Sales
application controls for, 11
incorrect posting of, 92, 97f
inventory cycle not updated for, 154
purchase orders and, 110t
revenue cycle risk exposure and, 81
rights and obligations assertion on, 3
Sarbanes-Oxley Act (SOx)
audit committee and board oversight under,
266-267
auditing sections of, 251

auditor and corporate responsibilities summurized

in, 6

background to, 6

external reporting sections in, 257 ;257

factors common to successful implementation of,
291-292

integrated view of IT envitcnnent and business
processes and, 21, 27f

internal controls and, 14

IT audit assessments and, 280

IT control issues and, 256t-257t, 257, 258t

IT sections in, 251

management reporting under, 267

maturity model (MM) of internal controls and,
291, 292

overlay of COSO framework to COBIT 4.1 for,
280

purpose of, 6

scope of audit and, 1

Section 404 compliance in, 15,16, 17,19, 251,
257,280, 283t, 344, 355

Section 404 Management’s Report on IT Internal
Control from, 256t-257t, 258t

Section 404 weaknesses classified by COSO and
CORBIT components, 254, 282, 283t

SME compliance with, 5, 13, 14, 15, 20

spreadsheet risk exposure and, 344
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Savings plans, 176,232 237
Schedules
auditor’s review o1,
for backups.-~3. 28t, 366, 301t
Scrap, 1381291, 140f, 141/, 142, 156-157
Section 40U~ compliance (Sarbanes-Oxley Act), 15,
16.17,19, 251, 257, 280, 283t, 344, 355
Sec ior 404 Management’s Report on IT Internal
Control (Sarbanes-Oxley Act), 256t-257t, 258t
S:cure sockets layer (SSL), 27t
Securities and Exchange Commission (SEC)
internal control over financial report and
spreadsheet risk exposure and, 344
Office of Economic Analysis of, 12
Security, application-level, 37-61
access reviews in, 39, 56, 56f, 57f
accumulation of access rights and, 39, 56-57
configuration and, 26t, 300t, 325-326
definition of, 37
expenditure cycle and, 111
financial reporting internal controls for, 322
general ledger and, 67
human error in, 39, 58
internal controls and, 283t
initial security setup in, 38, 40, 40f, 41f, 42f
inventory cycle and, 143
IT audit on, 323, 389¢, 391t, 393t
IT control weaknesses and, 258t
key considerations in, 37-39
Microsoft Dynamics functions in, 40, 40f, 41f, 42,
43f, 44-46, 45/, 52,53/, 56, 57
password configuration in, 38-47, 45/~48f
payroll cycle and, 163
preventive controls for, 24, 26t, 27t
QuickBooks functions in, 41f, 42, 42f, 46f,47,
471, 48f, 53, 54f-56f, 56, 561,57, 57f
removal of access rights in, 39, 57
reports and, 39, 372-373
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security role design in, 38, 42, 43f

segregation of duties in, 39, 48-53, 50f

spreadsheet management and, 343t, 357-358

third-party service and, 321

Security, data and files

breaches in, 322

confidentiality, integrity, and availability (CIA) of
data and, 5,7, 7t, 8

controls for, 7t, 8

expenditure cycle and, 111, 112,115,117

financial reporting internal controls for, 257,
257t, 258t, 265f, 268, 280, 281t, 283t, 286/,
287,299t,322-323

general ledger and, 59, 67, 73

human error and leaks of, 39, 58

inventory cycle and, 143, 145, 146

IT audit internal controls and, 304, 305, 306—

307,308,309, 312,313, 314, 315,317, 318,

319, 322-324, 394t, 395¢
IT environment and, 21, 23
payroll cycle and, 160, 163, 167, 167f, 168f,
172,176, 183/~184f, 185, 187f, 228
reports and, 329, 332,371, 372-373,377, 379,
379f
responsibility and accountability for, 30, 323, 324
revenue cycle and, 82, 85, 96
spreadsheet management and, 338, 343t, 345,
353,354, 356, 357-359¢, 358t, 360-361,
362,364, 366,367,369
third-party service and, 299t, 318, 319, 320,
321
training on, 324, 325
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check stock and signature stamps and; 28
data center and, 392¢
door locks for, 11, 24, 25
IT audit of, 392t, 394t
IT equipment and netwosksand, 24, 25, 27t
offsite backups and, 11/ 183, 391t
preventive controls for, 25, 28t
report storage and, 329
server cabinet locks for, 19, 26t
spreadsheet file storage and, 366
Security breaches, 44, 58, 322
Security logs, 396t
Security plan, 322
Security policies, 258t, 305, 309, 324, 325,373,
394t
Security procedures and techniques, 307, 323-324
Security questions, during logon, 47, 47f
Security standards, 315, 323, 345
Security systems, 27t, 262, 353, 379
Security testing, 315, 359
Security tokens, 26t
Segregation of duties (SOD), 2
adequate staffing and, 10-11
application-level security and, 13, 39, 48-53,
50f, 78

attempted access to unauthorized functions
prevented by, 53, 56f
cash disbursements and, 11
confidentiality of data and, 5, 7, 7t
controls and, 10, 11, 388, 397-398
fraud and, 52
general authorization and specific authorization
related to, 49-50
IT audits and issues in, 388, 397-398
IT control weaknesses and, 258t, 389¢
potentially incompatible duties in, 50-52, 51f
resource limitations and, 15, 48, 49
restructuring of SMEs and, 66
roles and tasks in, 48, 49-52, 50f
selective access by modules related to, 53
soft control related to, 53, 54f
spreadsheet management with, 354, 359, 359,
361
system roles not segregated for incompatible
duties in revenue cycle, 115-117, 116f, 117f,
118f,119f
vendor file access and. 112
Sensitive data, 11. 19,44, 72,176, 182, 184f, 304,
327,329..37, 338t, 344, 345, 346/, 359,
369
Sensitive or‘vut, 73
Servers
auditing standards for, 31
cepacity of, 7t, 8
data availability and reliability of, 5, 7t
IT audit deficiencies for, 394t
redundant, 28t
spreadsheet management using, 357f, 359, 360,
367
Service-level agreements (SLAs), 23, 318-319, 320,
329
Service Organization Control report 1 (SOC 1), 248,
392t
Service set identifier (SSID), 27t
Shareholder needs, and COBIT 5.0, 284, 285f
Shareware, 324
Shipping
bill arriving before goods in, 156
customer records and, 82, 273, 274-275
free-on-board (FOB) destination and, 156
inventory and, 136, 138, 144f, 146t
invoicing and, 82
multiple ship-to addresses in, 82
order entry data errors and, 274-275
revenue cycle and, 82, 83f, 95,273,274
Shipping notices, 84t
Sick time, in payroll cycle, 170, 178, 185
Signatures
approvals with, 122, 160
checksand, 11, 161f, 162,397
digital, 228
electronic, 162
payroll cycle and, 160, 161t, 162
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segregation of duties for, 356
Signature stamps, 162, 228
Significant deficiency, SEC clarification of, 16
Skimming, 10, 263t, 391t
Small and medium-sized enterprises (SMEs)
audit environment in, 257
chart of accounts reflecting nature and purpose
of, 62
complexity of, 67, 255
control environment for, 10-13
evolution of a business and, 8-10
financial reporting objectives and, 269
fraud risk for, 10, 261-262, 263t-264t
higher risk exposures for, 249, 250
IT governance for, 29
need for systematic and repeatable support for
COSO controls by, 20
research on risks associated with, 13-15, 20
resource limitations affecting, 15, 48, 49
restructuring of, 66, 260, 283t
Sarbanes-Oxley compliance and, 4
special challenges facing, 8—10
Small businesses
evolution of, 8-9
fraud and loss vulnerability of, 10
Smart cards, 26t
SMESs. See Small and medium-sized enterprises
Social Security numbers, 167, 176, 309, 345
Social Security taxes
employer matching contribution for, 232
payroll deductions for, 172, 206, 232, 237, 345
SOD. See Segregation of duties
Soft controls, 8
Software
controls within, 13
periodic assessment of, 12
risk-based audit approach te. 3
systems development ii’e cvcle (SDLC) for, 23, 66,

290, 303, 305,307, 511, 313, 314, 315, 316,

321-322
training in using, 13, 16
See also Microsoft Dynamics; Microsoft Excel;
QuickBooks; Spreadsheets and desktop tools
Source code
rollback procedures and location of, 8
software purchase agreement on copies of, 313
Source data
application control for, 373
financial closing process with, 67, 68-70
Source documents
IT audit deficiencies on, 389t
segregation of duties and, 49, 56
Sox. See Sarbanes-Oxley Act
SOx-XL, 356, 357f
Specialized journal, 62
Spreadsheet models, valuation assertion on, 4
Spreadsheets and desktop tools, 337-369
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accuracy of, 341

application controls with, 352, 353

audit tests for, 356-357, 358t

auditing tools overview in, 348, 349t-352f

compliance dimensions of risk exposure with,
344-345

control considerations for, 355-356

data repository for, 355

design issues in, 347

errorsin, 339-342, 342t-343t

IT audit deficiencies in, 392t, 396t

IT control weaknesses and, 258t

management of, 352-353

migration of files with, 339

moving into full-fledged IT systems from, 368—
369

non-input-related fields on, 361

periodic review of controls in, 368, 392t

risk exposures with, 338-339, 338t

risk management guidarice documents for,
355-356, 360

uses within organizaticn, 337

See also Microsoft tzzcel

Staffing. See Hx1nar, resources (HR)
Standards, fnduscry

accourttivg, 1,138,252

auditing; 1, 31-32, 250, 251, 252, 255, 280,
334

financial reporting, 255-256, 260, 287

general ledger processing, 74

human resource, 265f

internal controls and, 332

IT assessment, 23

IT delivery, 23

IT governance, 280

PCAOB, 250, 280

processing control, 19

security, 323, 324, 325, 345

user ID naming convention, 40

Standards, organizational

cryptographic key management and, 322, 323

IT policies and, 315, 323

management review of, 306, 307

performance, 329

procurement of IT-related hardware and services
and, 313

spreadsheet naming using, 367

systems development methodology and, 23, 66,
290, 311, 322, 364-365

user testing with, 314

Statement on Management'’s Report on Internal Control

over Financial Reporting (SEC), 344

Statement on Standards for Attestation

Engagements (SSAE) No. 16, 248, 392t

State taxes

rates for, 159,178,193
summary report on, 244
See also Tax headings
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Statistics, 74-75, 321, 329
Storage
backup tapes and files and, 7,9, 11, 28t, 315,
359,365, 391t, 394t
data management and, 300t, 315, 326, 327,
353,358t
inventory cycle and, 137, 139¢t, 142f, 143,
156-157
records retention and, 257t
spreadsheet management and, 359, 366-367
Stores, and purchase orders, 110t
Strategic planning, 29, 66, 281t, 295, 296t, 303,
335
Strategy council, 29
Subaccounts, 62-65, 270-272
Subledgers, 4, 7, 67, 85t, 111t, 145t, 146t,
156-157,271¢,371
Subprocesses
in expenditure cycle, 108, 108f
in inventory cycle, 137-138
in payroll cycle, 160-162, 165t
in revenue cycle, 82, 83f

Subsidiary ledger accounts, 60, 62, 74-75, 78, 271t

Subsidiary operations, 256t, 283t
Summary accounts
chart of accounts account numbering and, 62
LSE chart of accounts example of, 61t
Super-user accounts, 37, 57
Supplier master file, 276
Supply chain management (SCM), 135-136
SUTA, 172, 244. See also Unemployment insurance
Symantec, 10
Symmetric encryption, 27t
System administrators (SAs)
access rights granted by, 116, 182,279
accounts for, 37, 49, 394t
expenditure cycle limits set by, 122
failed login attempts and: 4"
IDs for, 37
IT audit deficiencies and, 394t
new account setup and, 178
passwords for, 39, 40, 41f, 44, 49, 64f, 178
payroll cycle and, 182, 207, 232
report access granted by, 379
risk exposure alerts for, 136
roles and tasks assigned by, 50, 53, 56
system access monitoring by, 44, 46
System controls. See Application controls
Systems development controls, 22, 23, 311, 313,
314, 316
System review, in audit procedures, 19
Systems, interfaces between, 23, 59, 71, 85¢, 111¢,
136, 145t, 163, 164t, 206, 290, 311, 364,
373t, 383
Systems development life cycle (SDLC) methodology,
23, 66,290,303, 305,307,311, 313, 314,
315,316, 321-322
Systems software controls, 23, 24

Tasks
access rights removal due to change in, 38, 39,
57,394t, 397t
custody roles and, 49
management review of, 56
recording roles and, 49
security role design and, 38, 42, 43f
segregation of duties and, 48-53, 50f, 51f
selective access by modules related to, 53
Taxes, application control objectives for, 278-279
Tax forms, 206
Tax rates
calculations using, 159-160
IT controls for, 71, 277-278
payroll cycle with, 159-160, 161f, 163,172,
193, 233, 234-235
report writers with, 373t
spreadsheet risk with, 338t
Tax records, in payroll cycle, 160, 165t, 186-206
Templates
for journal entries, 67498, 69-70
payroll cycle data catry using, 170
spreadsheet manageiment using, 8, 353, 362
1099 employe=s,.in payroll cycle, 185
Termination<¢ 2ccounts, 255
Termina‘ior of employees
accagsreviews and, 56
access rights removal and, 38, 39, 57, 394¢,
397t
HR cycle and, 162f, 297t, 307
internal controls for, 307-308, 316, 397t
IT auditing deficiencies and, 389¢, 394t, 397t
payroll cycle and, 159, 160, 162f, 167, 185, 232,
277
testing for, 78
Termination of service, 65
Testing signoff, in spreadsheet management, 358t,
363
Tests of controls in audit procedures, 19
Third-party report writer packages, 378-380,
381f
Third-party service providers
financial close calendar for, 70
HR recordkeeping and, 159, 160, 162
internal controls over, 23, 319-320, 332, 333
inventory and supply chain management by, 135,
139, 149, 150
outsourcing to, 23, 29, 159, 256t, 321, 397
payment processing by, 103
payroll processing by, 159, 160, 162, 206, 207,
248
report writers and, 371, 372, 378-380, 379/,
381f
software maintenance by, 313, 318, 319-320
spreadsheet management and, 356, 361, 362
Tie-back, auditor’s review of, 4
Time and attendance, in payroll cycle, 160-162,
163, 165t,206-207,212



Timelines
of financial reports, 270
in information and communication, 268
Time tracking, application controls for, 11
Tokens, 26t, 44
Tower Tech Holdings Inc., 396t
Training
of employees in using applications, 13, 16, 29,
39, 70, 250, 258t, 281t, 287, 300¢t, 316, 322,
347
HR function and, 23, 65, 267
internal controls on, 265f, 267, 281t, 283t, 305,
306, 308, 315, 324-325
IT control weaknesses and, 258t
IT function and, 252, 257t, 308, 311, 325
recommendations on, 262
risk considerations involving, 291t
Transaction-based audit approach, 251, 252
Transaction processing subsystems, general ledger
and, 60
Transactions
application controls for changing or deleting, 11
audit trail report on, 20
completeness assertion on, 3
existence assertion on, 2-3
management review of supporting documents
for, 12
segregation of duties by, 49
valuation assertion on, 4
Transparency, in information and communication,
268
Travel expenses, 61t, 65, 218, 234, 263t
TRC Companies, 258t
Trend analysis, 76, 397
2012 Report to the Nations on Occupational Fraud and
Abuse (ACFE), 10, 13, 262

Unauthorized changes to cesten.er accounts, 89,
91f

Unauthorized payments, 107, 162, 228

Understandability assertion, 21, 22f

Understandability of financial reports, 270

Unemployment insurance, 61t, 193, 206, 233,
234-235,237,377

Uninterruptible power supply (UPS), 28t

U.S. Secret Service, 10, 20

User access. See Access controls

User IDs, controls for, 26t

User management, 38, 303, 389t

User names, application-level security for, 11, 40

User preferences, 11, 44

User profiles, logon process using, 26t

Vacations, on financial close calendar, 70
Vacation time, in payroll cycle, 170, 178, 185, 329
Validation process
application controls using, 85, 85¢t, 111, 111¢,
143, 145¢t, 161f, 163, 164t, 206, 327, 328
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of application software and systems, 315
change approval and, 362, 372
periodic review of, 71
processing and, 73
reporting failures of, 72
of reports and report writers, 380-383
of spreadsheets, 337, 356, 362, 364
tables used in, 328
testing of, 328
transactions against a master list in, 327
third-party software maintenance with, 313
See also Data validation
Validity
application control for, 373
checks for, 3, 147
financial closing process and, 68, 72
Valuation (accuracy, valuation/allocation) assertion,
3-4,7t, 21, 22f, 86t, 113t, 146t, 165t, 186,
270,271t,272f
Value chain, 143, 144f
Variance reports, 73, 85112, 145, 164, 271t
Variances
inventory cycle witl, 147, 150, 154-155
managemenrt orcle in identifying, 261
material it=m setup and, 137
payroli & <le with, 160
in pe-formance and capacity, 321
Vas (Swedish warship), 33-35
Venidor master list, 11, 85¢, 108/, 111¢, 112, 113¢,
114,115,116,117, 256t, 320, 388
Vendors
above-average payments (kickbacks) to, 76, 79
access levels for, 320, 321, 323
cash disbursements to, 109/, 110,111, 114
checking accuracy of data involving, 19
check tampering and, 264t
contingency planning and, 319, 320
controls involving, 111, 111¢, 112, 113¢, 115,
116, 145t, 315, 388
evaluation of, 76, 77, 79
financial close and, 70
goods received but not ordered from, 132
HR systems from, 163
inventory cycles and, 137, 138, 144f, 326
invoices from, 133
list of approved, 11, 85¢t, 108/, 111¢, 112, 113¢,
114,115,116,117, 256t, 320, 388
managing, 319, 320, 321, 323, 335, 388
manufacturing system with, 139¢, 141f
Microsoft Dynamics functions for, 115,117, 122
payments to, 264t, 275, 353
purchase orders and, 110¢t, 122,128,132, 155
purchasing cycle and, 108, 108f, 122
QuickBooks function for, 114-115, 114f, 116,
130,131,150, 155,156-157
returns to, 131, 132,138, 156-157
risk exposure involving, 107
software development and maintenance by, 13, 50
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Verizon Communications Inc., 10, 20
Version control (versioning),

in spreadsheet management, 68, 338t, 353, 362,

363-364, 366,367,368

in systems software support, 24
View-only user access, 11
Viruses, 27t
Virtual private networks (VPNs), 27t
Visa Inc., 10
Voided paychecks, 218, 225f
Voided transactions, 11, 19, 264t, 374, 375
Vulnerability assessments, 27t

W-2 employees, in payroll cycle, 185
W-4 employees, in payroll cycle, 185
Warehouse
inventory cycle and, 136, 137
revenue cycle and, 81
Warranties, vendor, 157
Warranty goods, 138, 139¢, 140f, 141f, 142,
156-157
Weekend
journal entries during, 74, 78
working during, 162
Whistleblowers, 6

White-collar crimes, 6, 251

Wired Equivalent Privacy (WEP), 27t

Wireless networks, 11, 27t, 294t

Wireless Protected Access (WPA), 27t

Withholding data, 161f, 178, 193, 206, 207, 237,
278

Worker’'s Compensation insurance, 172, 233, 235,
244

Workflow analysis reports, 322

Workflow rules, 69, 85,92, 111, 145, 147, 150,
157,163,356

Work-in-process (WIP) management, 137, 139,
140f, 141/, 142, 142f, 143

Worms, 27t

Wozniak, Steve, 8-9, 12

Write-offs, 11, 19, 145

Year-end
financial close calendar with, 70
financial reporting and. 220
payroll cycle processing ard, 214-218, 236
spreadsheet manegement and, 367
standard and nonstandard journal entries after,
77
weekerd jacrralentries and, 78



