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Accounts payable, 50, 72, 93
aged accounts payable, review of, 

72
debit balance, charge-offs, 63

Accounts receivable, 48, 49, 72, 76, 
79, 80, 139

aged accounts receivable report, 
review of, 71–72, 96

allowance for uncollectible 
accounts, 96–97

billing adjustments, 63
charge-offs, 63, 72, 83–85, 125, 

136
collections, 79
lapping, 82–83, 91

Anti-fraud program
communication of. See Company 

fraud training program
distribution of, 114–115
documentation. See Program 

documentation
elements of  design, 3–8
framework, 4–8, 8
sample, 129–169
structure of, xiv
training. See Company fraud 

training program

Association of  Certifi ed Fraud 
Examiners (ACFE), 10, 20, 
51, 118

Audit committee, 13, 20, 25, 
90, 97

Authorized check signer(s), 65–66

Background check(s), 61, 86–87, 
146

Bank reconciliation(s), 5–6, 48, 49, 
73, 76, 78, 81, 95–96, 152

deposit(s) in transit, 71, 78, 91, 
152

outstanding checks, 71, 78, 152
review of, 71, 91

Billing schemes, 52

Cashier or teller drawers, 65
Cash in bank, 95–96
Cash on hand, theft of, 52
Cash receipts, theft of, 52
Check tampering, 53
Collusion. See corruption
Committee of  Sponsoring 

Organizations (COSO), 3. See 
also Treadway Commission

internal control framework, 3–4

Page numbers in italics refer to illustrations.
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Company fraud training program, 
4, 4, 6, 66, 105, 111–118, 
134–135

awareness, fraud, 18, 58, 60, 66, 
105, 113, 116, 131

content, 116–117
framework, 105, 114–118
structure of, 113–114

Competitive bid(s), 62, 88–90,  
125–126, 148, 160–161, 
168–169

Compliance audit(s), 66, 70, 92, 
105, 119–126, 135. See 
also Monitoring; Routine 
maintenance

annual, 93, 125–126, 136
audit program(s) and working 

paper(s), 121–122, 154–169
monthly, 121, 125, 136
schedule, 124–125, 136 
semiannual, 125, 136
structure of, 120

Conflict of  interest form, 61–62, 67, 
89, 117, 148, 160

Contract procurement, 22, 62, 88, 
125, 136, 148, 160–161

Control activity(ies):
absolute(s), 57–66
common, 81–94
critical principles, of  design, 

57–58
development team, 107–108, 

126–127, 131–133, 136
form, 133, 136, 138
foundational, 59–63
general processes, 75–94

Corruption, 22, 46, 51, 53, 106, 
130

bribery, 22, 46, 53, 106, 130

conflicts of  interest, 53, 62,  
88–89, 117

economic extortion, 53, 106, 130
illegal gratuities, 22, 46, 53, 106, 

130
kickbacks, 46, 53, 89, 106, 130

Detection controls, 58, 70–71, 75
Disbursement process, 81–82

disbursements with paper checks, 
77, 88, 121, 147, 151

Dual signatures, 6, 82, 126, 168–169

Employee dishonesty insurance, 60
Employee evaluations, 60
Environment:

anti-fraud, xiv, 1, 4, 4, 8, 8, 20, 
28, 59–60, 104

control, 3 
Expense report, 31–32, 36

form, 37, 39

Fidelity bonds. See Employee 
dishonesty insurance

Financial counseling program, 60
Financial statement fraud, 22, 46, 130

asset or revenue overstatements, 53
asset or revenue understatements, 

54
misstatement, 96

Fixed assets, 72, 98–99, 144
Fraud. See Corruption; Financial 

statement fraud; 
Misappropriation

Fraud risk assessment, 4–5, 8,  
41–54, 75–76

framework, 49, 50–51, 76, 80, 
108, 137

ground rules for, 42
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procedural steps, 44–46
requirement to perform, 60
team, 44, 107–108, 131–132

Fraud reporting mechanism, 19–
28. See also Policies: fraud 
reporting

Fraud training program. See 
Company fraud training 
program

Hotline, 27

Internal control(s). See Control 
activity(ies)

Internal fraud, xi, xiii, 22, 104, 
106–110, 129–132. See also 
Occupational fraud

Inventory(ies):
abuse of  use, 46, 98–99
control area, 97–99
merchandise, 97
noncash fraud, 46, 52–53
obsolescence, 85–86
perpetual, 98
physical count(s), 6, 63, 143
supply, 97
theft of, 46, 63
write-offs, 63, 85–86, 125, 145, 

158–159
Investments, 72, 97, 125, 142, 

156–157

Job descriptions, 59
Journal entry(ies), 32, 85, 90–92, 

96, 125, 149
fixed, 90
general, 48–49, 80
nonstandard, 62, 90, 92,  

162–163

Lapping scheme(s), 82–83, 91
Larceny, 52–53

Misappropriation, 12, 22, 46,  
52–53, 106, 130 

Monitoring, 4, 4, 7, 8, 66, 119–127
defined, 120
structure, 120

National Federation of  Independent 
Business (NFIB), xii

Noncash fraud, 46, 52–53. See also 
Inventory(ies)

Nonpublic company, xiii 

Occupational fraud, xi, 20, 22, 51. 
See also Internal fraud

Organization chart, 59

Payroll
advance program, 60
commission schemes, 52, 86
falsified wages, 52, 86
ghost employees, 52, 86–87
processing, 86–88, 146–147

Perception of  detection, 58–59, 85, 
89–90, 117

Policies
expense reimbursement, 10, 

29–40
business meal and entertainment 

expense(s), 36, 37, 40
elements, 32–40
expense report, 31–32, 36–37,  

39 
fraud, 9–18

elements, 10–18
fraud reporting, 10, 15, 19–28

elements, 19–28
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Predication, 13, 23-24
Presumption of  privacy, 14
Prevention controls, 70
Private company. See nonpublic 

company 
Program documentation, 4, 6, 66, 

103–110, 129–169
control activities, 77–79, 

138–153
Public company, xiii
Public Company Accounting 

Oversight Board, xiii

Rationalizations, 60
Reasonable cause. See Predication
Receipt process, 82–83, 153
Reference check(s), 61, 86–87, 146
Register disbursement schemes, 53
Report to the Nations on 

Occupational Fraud and 
Abuse, 20, 51

Routine maintenance. See 
Monitoring

Sales or service revenue, 72
Sarbanes-Oxley Act (SOX), xii, xiii, xiv
Segregation of  duties, 65, 69–73, 87

Shell company(ies), 52, 63–64, 92, 
125

Skimming scheme, 46, 82
Small business defined, xii

Tips, 20, 22–23
Treadway Commission, 3. See also 

Committee of  Sponsoring 
Organizations (COSO)

Types of  fraud. See Corruption; 
Financial statement fraud; 
Misappropriation

U.S. Securities and Exchange 
Commission (SEC), xiii

U.S. Small Business Administration 
(SBA), xii

Vacation time, required use of, 62
Vendor establishment:

form, 63, 68, 93, 150
master vendor file audit, 65–66, 

125, 136, 150, 164–165
new, 63, 68, 92–93, 117, 125, 

150

Whistle-blower(s), 13, 15–16, 20htt
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