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Broker-dealers, 14
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monitoring/periodic testing, 63–64
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models, impact, 27–30
transactions, surveillance, 64–66
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withdrawals, 107–108
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25–26

Capital markets
compliance, 57
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environment, 2f
functions, impact, 30–32
products, 1–5
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substitutes, 5–7

Central banks (investor type), 11–12
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Central Provident Fund, 10
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Chicago Mercantile Exchange (CME), 15
Chief compliance officer (CCO), 82–84

obligations, 84
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Committee of Sponsoring Organizations of
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Internal Control Integrated Framework,
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(CFTC), 62, 72
Communication, importance, 49
Compensation, 52–54
Competitive landscape, change, 27, 30
Compliance, 50–51, 57, 132

control room, 78–81
coordination, 77
culture, 75–76
departments

legal departments, differentiation,
58–59

roles/responsibilities, 61
ethics, 77–78
framework, cyber risk role, 129
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embedding, 76–77
reviews, 67

organizational compliance/supervision,
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registration department, 71–72
regulatory examinations, 72–73
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(CCAR), 114–115
Computer Security Incident Response Team

(CSIRT), 137–138
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Counterparty approvals, 93–94
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Credit risks, 126–128
Custodians, 15–16
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complaints, 95

suitability, 95
Customer Protection Rule (SEA Rule

15c3-3), 100, 115–122
exemptions, 121–122
possession/control, 115–117
reserve formula, 117–121

CyberArk IV, 149
Cyber-awareness, 138
Cyber risk

assessment, 136
discipline, 151
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insurance, 133
measurement/assessment frameworks,

139–144
operational risk governance, relationship,

129–136
regulation, 144–150
responsibilities, 151–152
role, 129
training instructional design, 135

Data Loss Prevention (DLP), 138
Data providers, 16–17
Death spiral, 121
Debt capital markets (DCMs), 13–14
DECIDE, 147
Defense model, 129–136
Defined contribution (DC), growth, 31
Department of Financial Services (DFS),

Requirements for Financial Services
Companies, 149–150

Depository Trust and Clearing Corporation
(DTCC), 15, 104

Derivatives, 4–5
sales departments, 80–81

Disclosure/reporting, 54
Distributed Denial of Service (DDoS),

147, 148
Dodd-Frank Act Stress Test (DFAST)

Baseline Scenario/Adverse Scenario,
147

schedules, filing, 146–147
Dodd-Frank Wall Street Reform and

Consumer Protection Act, 25–27,
46, 76–77, 146

Due diligence, 96

Early warning levels, reporting
requirements/restrictions, 106–107
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E-communications, surveillance
report/system, 65–66

Endowments/private foundations (investor
type), 12–13

Equities, 1, 3
Equity capital markets (ECMs), 13–14
European Central Bank, 11
European Union (EU), 34

Market Abuse Regulation, 46
Excess margin securities, 116
Exchanges, 15, 17–18
Exchange-traded funds (ETFs), 10, 32

Factor Analysis of Information Risk (FAIR),
143

Fails-to-receive/deliver, 120
Failure mode and effects analysis (FMEA),

141
Federal Deposit Insurance Corporation

(FDIC), 115
Federal National Mortgage Association

(FNMA), 9
Federal Reserve, 11

Board Regulation W, 34
Ferris, Baker, Watts, Inc. (FBW), 87
Finance

preparation/reporting requirements,
122–123

role, 99
Financial and Operational Combined

Uniform Single (FOCUS) Report,
122–123

Financial and Operations Principal, 91
Financial corporations, 8
Financial Crimes Enforcement Network

(FinCEN), 70
Financial Crisis (2008), 17, 45, 53

impact, 23
post-mortem, 112
regulatory reforms, 34–35

Financial Industry Regulatory Authority
(FINRA), 60–67, 72–75, 108

Central Registration Depository (CRD),
150–151

linkages, identification, 145–146
objectives, 144–145
Report on Cybersecurity Practices, 145
responsibilities, 134
trade execution, 94

Financial intermediaries, 7, 13–16

Financial Services Information Sharing and
Analysis Center (FS-ISAC), 148

Financial Services Sector Coordinating
Council (FSSCC), 147

Financial Stability Board (FSB), Principles
for Sound Compensation Practices, 53

Firm, trading strategy (understanding), 93
Fixed Income Clearing Corporation (FICC),

104
Fixed income securities, 3–4
Foreign Corrupt Practices Act (1977), 42, 77
Foreign exchange (FX), 4
Forwards, 5
Framework for Improving Critical

Infrastructure Cybersecurity Version 1.0
(NIST), 139–140

Free credits, 117–118
Freund, Jack, 143
Fully introduced agreement, 103
Funding risk, absence, 25
Futures, 5
Futures Commission Merchant (FCM), 105

Generally Accepted Accounting Standards,
101

General Securities Principal, 91
General Securities Sales Supervisor, 91
Global custodians, 16
Governance, 33, 36–48

committee approval, 96
model, cyber risk role, 129

Governments (investor type), 11
Government-sponsored entity (GSE), 9
Great Depression, government interventions,

112

Haircuts, 112–113
Haldane, Andrew, 130
Head supervisor, 89
Hedge funds, 12
Hidden leverage, 24

ICE Clear, 15
Identity and Access Management (I&AM),

145
Incident report, 70
Individuals (investor type), 10
Information providers, support, 7, 16–17
Information Risk Management (IRM), 130,

132, 135
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Information Security Departments (ISDs),
131–132

“Information Security Governance”
(ISACA), 139

Information Technology Laboratory (ITL),
139

Information technology (IT) personnel,
impact, 74

Infrastructure
project development, 9
support, 7, 16–17

Initial public offering (IPO), usage, 3
Institutional trading area, exchange,

148–149
Insurers (investor type), 10
Interest rate swaps (IRSs), 5
Internal audit, 51–52
Internal controls, system, 46
Investment leverage, 8
Investment opportunities, breadth/depth, 20
Investors

base, breadth/depth, 20
types, 9–13

Issuers, 7–9

Jones, Jack, 143

Key performance indicators (KPIs), 138
Key risk indicators (KRIs), 138

Leverage
investment leverage, 8
ratio, 6

Liquidity coverage ratio (LCR), 6, 26, 114
Liquidity crisis, anatomy, 110–111
Liquidity risk

absence, 25
Net Capital Rule, relationship, 108–115
reserve formula, relationship, 121

Loan-to-deposit ratio, 6
Long/short positions, 120
Long-term capital, 8
Loss data collection/analysis, 137

Malus/forfeiture provisions, 53–54
Market infrastructure (MI), 31
Markets

infrastructure/regulations/supervision,
strength, 20

risk, 126–128
types, 17–19

Markup/markdown, review, 95–96
Material non-public information (MNPI),

61, 75, 78–81
Mergers and acquisitions (M&As), 14

businesses, 79
MF Global, 113–114
MiFID, 14, 25–27
Moment-for-moment basis/compliance, 105
Monetary Authority of Singapore (MAS),

149
Monte Carlo simulation, 141
Municipal Securities Principal, 91
Municipal Securities Rulemaking Board

(MSRB), 63–64
Rule G-37, 78

Mutual funds, 12

NASDAQ, 73, 94
National Futures Association (NFA), 62
National Institute of Standards and

Technology (NIST) Special Publications
(SPs), 139

National Securities Clearing Corporation
(NSCC), 104

Net asset value (NAV) computation, 130
Net capital

computation, 101–102, 123
requirement, 101

computation method, 105t
Net Capital Rule (SEA Rule 15c3-1),

100–108
liquidity risk, relationship, 108–115

New York Stock Exchange (NYSE), 62, 64,
76

Non-allowable assets, 101
Non-capital expenditures, 9
Norwich University Applied Research

Institute (NUARI), 147

Off-balance-sheet (OBS), 123
Office of the Comptroller of the Currency

(OCC), 111
Omnibus agreement, 103–104
Open Web Applications Security Project

(OWASP), 146
Operational risk, 123–126, 130

broker-dealer management, 124–125
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governance, cyber risk, relationship,
129–136

processes, cyber risk integration, 136–138
Operational Risk Management, 130
Operations

cost, increase, 27, 29–30
preparation/reporting requirements,

122–123
role, 9

Operations Professional Examination, 91
Options, 5
Options Clearing Corporation (OCC), 104,

146
Order Audit Trail System (OATS), 73
Order management systems (OMSs), 64–65
Order/trade processing system providers, 16
Organizational compliance/supervision,

150–153
Oversight/control, 36–48
Over-the-counter (OTC) markets, 16, 18–19

Payment Card Industry (PCI) Data Security
Standard (DSS), 145

Pension funds (investor type), 10–11
Personally identifiable information (PII),

145, 148
Primary markets, 17–18
Private equity funds, 12–13
Product approvals, 93–94
Public

communication, 95, 96
finance, 81
public-side businesses, 79

Public Company Accounting Reform and
Investor Protection Act
(Sarbanes-Oxley), 42, 144

Qualified securities, 118
Quantitative easing (QE), 11
Quantum Dawn (QD), 147–149

Ratings agencies, 17
Ready market, usage, 102
Reasonably expected near-term demand

(RENTD), 77
Red Flags Rule, 145
Registered Options Principal Examination,

90
Registered representatives (RRs), 150–152
Regulations, overview, 24–27

Regulatory/supervisory framework, 20–21
Repurchase agreements (repos), 11–12, 28,

113
Research departments, 81
Reserve formula, 117–121

liquidity risk, relationship, 121
Restructuring groups, 81
Return on investment (ROI), 7
Revenue-earning capacity, reduction, 27–29
Reverse-repo financing, 28
Risk

appetite statement, 36
assessment frameworks

(NIST/ISO/ISACA), 142–144
assessment governance/guidance

(NIST/ISO/ISACA), 141–152
awareness, promotion, 35
governance framework, 37
identification/measurement, 46
management, role, 44–48, 132
risk-taking activities,

monitoring/surveillance, 44
Risk Control Self-Assessment (RCSA),

136–137
Risk Self-Assessment (RSA), 136–137
Risk-weighted assets (RWAs), 26, 29
Root-cause analysis (RCA), 137–138, 141
Rule making, potential, 112–114

Sales supervisor, obligations, 95–96
SANS Institute, 146
Sarbanes-Oxley Act of 2002, 42, 144
Scenario analysis, 141
Secondary markets, 17–18
Secure coding, usage, 138
Securities

borrowed/loaned, 120
licensing, 92–93, 95, 96
syndicate activities, 79–80

Securities Act of 1933, 66, 92
Securities and Exchange Commission (SEC),

62, 72, 100
SEC-regulated broker-dealers, 85

Securities Industry and Financial Markets
Association (SIFMA), 147–149

Securities Investor Protection Act, 115
Securities Investor Protection Corporation

(SIPC), 115
Segregation of duties (SoD), 130, 134
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Self-clearing, 104
Self-liquidation principle, 101
Self-regulatory organizations (SROs), 60,

100, 107, 144
Senior management

oversight, 38–39
role, 43–44

Short-term capital, 8
SIMEX, 130
Simon, Herbert, 135
Society for Worldwide Interbank Financial

Telecommunication (SWIFT), 131
Sovereigns/governments, capital market

usage, 9
Sovereign wealth funds (SWFs), 11
Standard Settlement Instruction (SSI), 152
Sub-custodians, 16
Superannuation, 10
Supervision, 89

compliance, difference, 85–87
delegation/escalation, 92
organizational compliance/supervision,

150–153
structure, 89–91

Supervisors, responsibilities, 92–96
Supervisory procedure template, 97
Suspense items, 120
Swap execution facilities (SEFs), 27
Swaps, 5
System development lifecycle (SDLC), 136

Technology risk, 130
Technology risk controllers (TRCs),

133–136, 147
Technology risk liaisons (TRLs), 133
Ted Urban, case study, 87
Tentative net capital, 101
Three Lines of Defense model, 132
TRACE, 32, 66, 94
Trade execution/pricing, review, 93
Trade reporting, 94
Trade repositories, 17
Trading

activities, transactional review, 93
limits approval, 93–94
supervisor, obligations, 92–94

Training, core compliance functions, 66

U.S. Corporate Sentencing Guidelines, 34–35
User-access reviews, 138

Venture capital (VC) funds, 13
Volcker Rule, 14, 26, 76–77
Vulnerability management (VM), 138

Watts, Duncan, 129
Wollman, Bill, 146
Workplace pensions, 10
Worldwide Threat Assessment, 131
Written supervisory procedures, 97
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