A

Adaptation (Scrum framework
component), 26
Adaptive life cycles, 17
Adaptive software development,
20
Age of Agile, The (Denning), 154
Agile, 13-18
assumptions, identification, 4
auditor, skills/usage, 38, 85-86
capabilities/efficiencies, 15
frameworks, 19-23, 78
jargon, 162-163
lite strategy, 119-122
manifesto, 18
meaning, 18
mindset, 17, 27,90, 105
passion, building. ' 07-108
philosophy, 14
principles, 17-18, 19
processes, impact, 19
projects, 17, 75
roles, 27-29

software system development, 75

strategies, 118-122, 142
techniques, inclusion, 120-121
toolbelt, 121, 231-237
transformation, impact, 89
umbrella, 20

Index

understanding, building,
5-6
views, 16t

Agile Alliance, 14, 18-19, 146
Agile audit, 32, 75, R4{

accomplishments; S2
characteristica. 108-112
communication, 7
complétion, 2
engagements, planning, 149
sxecution, 7, 169
framework, 79, 94-95
implementation, 106
iterations, teamwork, 83
methodology, 4, 144
planning, 137-141, 154-167
process, 78—84
reason, 87—89
resources, planning,
149-150
self-managing Agile audit teams,
123,231, 234-235
skills, requirement, 111
team, 27,97, 107-108
value proposition, actions, 77

Agile audit environment

0QAR, 251
workpaper
documentation, 173-175

287
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Agile auditing, 40, 75-78
adoption life cycle, 194f
advantages, 1-2, 79
benefits, 95-101
change transformation,

initiation, 93
conditions, ideals, 247-250, 249t
considerations, 7-8
continuous improvement/
supervision, 262-263
culture support, 243-247
framework, development, 24
Kanban principles,
application, 221-224
lean, relationship, 216
methodology/process, 5
naming, requirement, 112—-113
New Normal environment, 7—8
one-size-fits-all methodology,
absence, 5
organization preparation, 8, 239
pioneering, 3, 113
popularity, increase, 76
QAR, relationship, 255-2¢3
remote auditing usage,
191-194
results, communication, 183
risk-based auditing/integrated
auditing, merger, 8
strategy, development, 89
titles, handling, 122-133
tool, function, 231-232
usage, 91,102, 163,179,
186,225,229
users, identification, 91-92
waste elimination, 216-218
workpapers, definition/
expectations
(establishment), 174-175

Agile Auditing: Transforming the
Internal Audit Process
(Wright), 13

Agile auditor, skills
(requirement), 232-233

Agile audits, 275-279

success, factors, 265-266

Agile culture, creation, 130, 239

Agilefall auditing, 94

Agile internal auditing,
definition, 77

Agile Manifesto, 5, 18-19,
105-106, 242

“less documentation” motto, 85
values, 19, 255-256
values/pririciples basis, 78

Agile mindset, 6, 105-106

Agile Scrum team, interaction, 23

Agile teams

:nembers, coaching, 28-29
requirements, 150

Agile Umbrella, 20f

Agreement (Kanban value), 221

Aha moments, 5,227

American Institute of Certified
Public Accountants
(AICPA), 252, 259

Annual organization-wide risk
assessment, 229

Artificial intelligence (AI), 208-213

Assurance providers, collaboration/
teamwork, 101

Audit

external, 41
fieldwork, 73
government, 40—41
internal, 38-40
phases, 73, 166, 256
planning, 56



reporting, 73
team, 44, 59, 67, 73
universe, 2, 64, 80
Audit clients
business activities, 58
challenges, reduction, 96
collaboration/teamwork, 101
common goal, assumption, 3
engagement, increase, 100
term, usage, 42
testing process, 169-173
Auditee, term (usage), 42
Audit engagement, 256
fieldwork, 69-71
planning, 66—69
reporting, 72-73
Auditing, 37. See also
Participatory auditing
risk response, 58
understanding, building, 5-6
Audit life cycle
information, obtaining, 6
phases, 53
project life cycle, contrasi; 55
Auditor knowledge
areas, 43-51
building, 5961
growth, 100
Auditors. See External auditors;
Government auditors;
Internal auditors
buy-in, obtaining, 113
change, resistance, 134
collaboration/teamwork, 101
common goal, assumption, 3
customer service
orientation, 43-44
engagement, increase, 100

Jurassic auditor, avoidance, 87
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perception, change, 241
predictability,
preference, 134-135
replanning, avoidance, 135-136
resources, 153
self-assessments, usage,
108-112
skepticism
(characteristic), 133-134
skills, 52, 59-61. See also
Agile auditor.
workpapers, supervisory
review, 71

Audit plan

changes, CAL response, 65
establishivent, 64-65

Audit pianning, 62, 138-141,

164-167, 251
complication, 66
entity-level audit planning,

64—66
meetings, holding, 120-121
process, 2, 7,29,137
value, adding, 259-261

Audit processes, 63

efficiency/consistency,
gaining, 67-69
efficiency, increase, 98
effort/time, reduction, 99
emails, overreliance, 70
problems (solving), Agile auditing
(usage), 102-104
redundancies, reduction, 97
rework, reduction, 98
transparency, increase, 100-101

Audits, 37,42, 63. See also

Agile audit
activity, 66
approaches, problems, 3
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Audits (continued) B

audit client participation, 242

backlog, 80

brand audit, performing, 241

completion, 99, 164-167

customers, 42, 51

dissection, 120

documentation, 252,
261-262

findings, 176-178

identifiers, usage, 71

independence/obijectivity,
251,256-259

kitchen sink audits, usage
(avoidance), 226-228

leaders, expectations, 88

lessons learned meeting,
usage, 121

Product Backlog, flexibility
(importance), 81-82

programs, impact, 56-57

project backlog/life
cycle, 52-56, 81

reports, 97-98, 100, 2622063

supervision, 252, 262-263

technology, impact, 212-213

tests, completine. 70

types, 38—41

universe, 2, 64, 141, 145-146

value-added activities, 67

work, business objectives
(relationship), 95-96

workpapers, manager reviews,
82

Audit team

bug fixes, issuance, 178
defining, 67

Automation

continuum, 210f
degree, risk factor, 65

Balance (Kanban value), 221
Banasiewicz, Andrew D., 48
Big Data, 199
Blue Book. See Financial Audit Manual
Board of directors, member
expectations, 88
Bohn, Thomas M., 241
Brand audit, performing, 241
Business
continuity, risk, 47
objectives, 66
risk, 46
Business Analytics ('vans), 204

C
Certified ublic Accountants
(CrAs), 41
Certified Scrum Master (CSM)
designation, 127
Chambers, Richard, 87,
193,233,241
Change (risk factor), 65
Chartered Accountants (CA), 41
Chief audit executive (CAE)
audit committee, quarterly
meetings, 138
audit plan change response, 65
changes approval, 261
minimally acceptable
standards, 174-175
objectivity impairment
considerations, 258
Product Owner role, 124, 125
risk assessment basis, 164
risk factor selection, 64-65
Cockburn, Alistair, 245
Collaboration, 131, 192
Agile auditor skill, 85, 108
Kanban value, 221



Co-location, 85, 108
Commitment (Scrum value),
26,234-235
declaration elements, 235-236
Committee of Sponsoring
Organizations of the Treadway
Commission (COSO), 39, 225
Communication
Agile auditor skill, 85
effectiveness, 125, 127-128
Compliance, definition, 50
Compliance risk, 46
Conlflict management (Agile auditor
skill), 86
Conlflict-of-interest policy,
understanding, 258
Conflict resolution, 129
Continuous improvement, 60—61
Controls
assessment, 140
design, 69, 80
security/access controls, 275-279
Coordinating and Reliance (I1A); 239
Courage (Scrum value), 26235
COVID-19 pandemic
agile auditing changes, 7-8
remote auditing
changes, 191-194
Credit risk, 46
Criteria for Communicating (IPPF
Standard 2410), 177-178
Crossing the Chasm (Moore), 193
Crystal, 20, 21
Culture, 239-240
change, mistakes, 248
culture of gratitude, potential, 245
influencing, 243-247
Customer
collaboration, 94
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feedback, impact, 79-80
focus (Kanban value), 221
needs, Product Owner
understanding, 28
satisfaction, 19, 83
Cybersecurity issues, North American
Pulse of Internal Audit
study, 433
Cybersecurity risk, 47

D
Daily meetings, 31, 184
Daily Scrums, 30, 175,260
Data, 199, 211
3Vs, 199
analysis, S0
analyticaireviews, 68
bias, 242
‘leansing, 202-203
c.ata-based graphics/visuals,
usage, 100
data-driven risk assessments,
80, 138-139
ethics, risk, 47
format, 199
obtaining, 201-202
protection risk, 47
value, 200
variability, 200
variety, 199
velocity, 199
veracity, 199
visualization, 200
volume, 199
Data analytics (DA), 197-198
approach/methodology,
determination, 203-205
failures, 179
goals/objectives, 201
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Data analytics (DA) (continued)
initiation, 213-214
measurements,

determination, 201

model testing/deployment, 206
opportunities, increase, 98-99
process, 200-206

software tool, selection, 205-206
types, 198-199

usage, 8, 197-207

Data Analytics (Stippich/

Preber), 197-198
Davenport, Thomas, 198-199
Deadline problems, reduction,

96-97
Definition of done, 25, 28,

100, 156-157
Definition of ready, 157158
Deliverable, production, 16
Delivery risks

feedback loop, creation, 220
responses, 57—-59

Delivery team (developers), 26,1 23,

127,129-133

Delphi-method qualitative
analysis, 143

Denning, Stepher, 15i-152,
156, 248

Descriptive analytics, 198—199

Developer, Delivery Team Member
(relationship), 27

Development life cycle, 15

Diagnostic analytics, 198-199

Disruptive technologies,
embracing, 7-8

Documenting (internal auditor
skill), 52

Documenting Information (ILA
Standard 2330), 217

Document request list, providing,
68

Dodaro, Gene L., 253

Done, definition (team
agreement), 156—157

Draft findings/audit report, manager
review, 82

Duhigg, Charles, 134

Dynamic risk assessment, 80, 138

Dynamic Systems Development
Methodology (DSDM), 20, 21

E
Early Adopters (teci:inology user/
organization), 193
Early Majorivv (technology user/
crgeuization), 193
Efficacy. promotion, 109
Enipaihy, demonstration, 126
Jmployees, common goal
(assumption), 3
Energy, management, 132
Engagement
communication/reporting
problems (solving), Agile
auditing (usage), 186—188
engagement-level risk
assessment, 229
execution problems (solving), Agile
auditing (usage), 179-181
milestones, Scrum Master
monitoring, 151
planning, 56, 62, 163-167
Engagement-level risk assessment
(ELRA), 68
Engagement Supervision (IIA Standard
2340),173-174, 262
Enterprise Risk Management (ERM),
137-139, 146, 210



Enterprise Risk Management
(Lam), 46

Entity-level audit planning,
63-65

Entrance/kickoff meeting,
holding, 68

Environmental, social, and
governance (ESG) risk, 47

Epics, 145

Essential Kanban Condensed
(Anderson/Carmichael),
219

Evans, James, 204

Execution phase, time
consumption, 71

Execution Sprint, 94

Expert voting, basis, 143

External auditors, impact, 255

External audits, 38, 41

Extreme Programming (XP),
20,21

Extreme risk-based
auditing, 228-229

F
Face-to-face commuriication,
leverage, &
Face-to-face conversation, 19
Feature Driven
Development (FDD), 20
Fieldwork, 62, 71
Fieldwork Sprint, 94
Finance/accounting, internal
controls, 49
Financial Audit Manual
(Blue Book), 41
Flow (Kanban value), 221, 222
Focus (Scrum value), 235
Full Agile strategy, 118-119
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G

Generally Accepted Accounting
Principles (GAAP), 41, 255

Generally Accepted Accounting
Standards (GAAS), 41, 57

Generally Accepted Government
Audit Standards (GAGAS)
(Yellow Book), 41, 57,177,
228,253,260, 261

Generally Accepted Tax Accounting
Principles (GATAP), 252

Global Internal Audit Competency
Framework (I¥A ), 52

Go/No-Go (concept) 229

Gordon, Jon, 232,250

Governanco, 14—45

Govern-nce, risk, and control
(CRC), 122, 256

Gevernment auditors,
impact, 252-254

Government audits, 38, 40—41

Grateful Agile leader,
influence, 244-246

Grateful leadership, 123,
244-246

Grateful Leadership (Umlas), 244

Green Book. See Standards for
Internal Control in the Federal
Government

Greenleaf, Robert K., 245

Group development, stages, 152

Guide to the Project Management Body
of Knowledge, A (PMBOK),
15-17,32,53

H

Human interface layer (HIL),
usage, 208-209

Hybrid life cycle, 17
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I
Incremental project management
styles, leveraging, 79
Increment, definition, 30
Independence and Objectivity (ILA
Standard 1100), 256
Independent, Negotiable, Valuable,
Estimable, Small, and Testable
(INVEST), 146-147
Individual Objectivity (ITA
Implementation Guide
1120), 257-258
Information technology (IT), 41
general/application controls, 38
issues, North American Pulse of
Internal Audit study, 43
Initiative owner, Product Owner
(equivalence), 27-28
Innovators (technology user/
organization), 193
Inspection (Scrum framework
component), 26
Institute of Electrical and Electe<nics
Engineers (IEEE), techi:ology
perspective, 208-299
Institute of Internal :Auditors
(ITA), 252
assurance/conzulting
engagements, distinctions, 40
Global Internal Audit Competency
Framework, 52
internal audit authority, 39
risk definition, 46
Integrated auditor,
becoming, 233-234
Integrated audits (completion), Agile
auditing (usage), 229-230
Internal auditing, definitions/
descriptions, 39

Internal auditors, 254-255
considerations, 260
skills, 52

Internal audits, 38-40, 258

Internal controls, 48-49, 68

International Auditing and
Assurance Standards Board
(IAASB), 41

International Financial Reporting
Standards (IFRS), 41, 255

International Organization for
Standardization (ISO), risk
definition, 45-4¢

International Pro‘essional Practices
Framewouk (IPPF) (Red Book),
39, 52,.55,57,177-178,
206,253

Iterativeiife cycle, project scope
determination, 16

terative project management styles,
leveraging, 79

J

Jurassic auditor, avoidance, 87

K
Kaizen philosophy, 60-61
Kanban, 20, 21, 93, 217,
219-220
activity stage identification, 220
Agile auditing, 219
board, display/usage, 218, 220
principles, application, 221-224
usage, timing, 220-221
values, 221-222
Key performance indicators
(KPIs), 67
leverage, 139
review, 45



Key risk indicators (KRIs),
leverage, 139

Kitchen sink audits, usage
(avoidance), 226-228

Kotter, John P., 239-240

L
Laggards (technology user/
organization), 193
Lam, James, 46
Language, simplification, 25
Late Majority (technology user/
organization), 193
Leadership
Agile auditor skill, 85
grateful leadership, 123
Kanban value, 221, 222
skills development, ability, 100
Lean, definition/framework,
93,215-216
Legal/regulatory requirements,
auditor evaluation, 50
“Less documentation” motto (Agiie
Manifesto), 85
Liquidity risk, 46
Listening (internal anuditor skill), 52

M
Machine learning (ML), 208-213
“Manifesto for the Agile Software
Development,” 14
Market risk, 46
Materiality (risk factor), 65
Matrix structure, usage, 150
Metrics
performance metrics,
establishment, 67
review, 45
Microsoft Teams, usage, 195
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Mission, vision, goals, and values
(MVGV), 240
Moore, Geoffrey, 193-194
Mortgage Originations,
audit, 170, 178

N
Negotiation
Agile auditor skill, 86
internal auditor skill, 52
New normal environment (remote
auditing), Agile auditing
(usage), 191-194
Nontraditional avait
planning, 137-141
Non-value-2ddzd but
rcessary tasks, 90
Non-yaie-added tasks, 89-91
Nuggets, 5

0

Ohno, Taiichi, 216-217

Online task board, 132

OnRisk 2020 (ITA), 47-48

“On Risk 2021 (ITA report), 232

Openness (Scrum value), 26, 235

Operational risk, 46

Optimization analysis, usage, 204

Organizational Independence (ITA
Standard 1110), 256257

Oringel, Joe, 198

P
Participatory auditing, 94,
176,242-243
People
challenges, handling, 133-136
relationships, 246—247
Perfection, myth, 5
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Performance metrics,
establishment, 67
Pilot Agile strategy, 119
Planning (IPPF Standard 2010), 228
Planning Considerations (ITA
Implementation Guide
2201), 260
Planning documents,
preparation, 160, 162
Planning poker, 143
Poppendieck, Harry/Tom, 20
Potential audit report comments
(PARCs), 67,176-177
Power of Habit, The (Duhigg), 134
Predictive analytics, 199, 204
Prepared by client (PBC) list,
providing, 68
Prescriptive analytics, 199, 204
Preventive internal controls, 48—49
Principles-based standards,
interpretation/
negotiation, 57
Process owner, Product
Owner role, 124
Procrastination,
avoidance, 122-133
Product Backlog, 27-<50, 141-145
flexibility, impcrtance, 81-82
refinement/grooming,
achievement, 30, 32, 141
template, 273
Product Goal, 22, 25, 30
Productivity, estimation, 130
Product Owner, 27,123, 141
initiative owner,
equivalence, 27-28
leadership role, 85
responsibility, 124-126
skills, 125-126

Proficiency (ITA Standard
1210), 234
Proficiency gap, creation, 59-60, 60t
Project
building, 19
canvas, preparation,

160, 161t, 162
closeout/completion, 53, 54-56
execution, 53, 54
initiation/starting, 53
life cycle, 53, 55
management (internal auditor

skill), 52
managers, approach

(selection), 17
organizinig/'zreparing, 53-54
planring, 53-54, 128
scobe,determination, 16
caskboard, 162
time/cost, setting, 23

Project tasks
boards, creation/visibility, 121
determination, 158-159

Pull approach, 30

Push approach, 30

Q

Quality assessment review (QAR),
54,251-263

Quality Assessment Review (QAR), 8

Quality assurance and improvement
program (QA&IP)
procedures, 54

Quality assurance/quality (QA/QC)
procedures, 54

Quality of Communications (Standard
2420),177-178

Questioning (internal auditor
skill), 52



R
Rantional Unified Process (RUP),
20
Rapid application development, 20
Ready, definition (team
agreement), 157-158
Red Book. See International
Professional
Practices Framework
Refinement meetings, usage, 146
Regulatory change, risk, 47
Remote auditing, 7-8, 96
Remote auditing, Agile auditing
(usage), 191-194
Report, necessity, 185
Report writing, 57, 183-184
Respect
Kanban value, 221, 222
Scrum value, 26, 235
Risk, 45-48, 225
audit management
identification, 59
backlog, 80
business risk, 46
delivery risks, responses, 57—59
dynamic risk assessmént process,
transitioning (support), 100
factors, usage, 564—65
focus, sharpness
(increase), 99-100
identification/
assessment, 57-59, 96
Institute of Internal Auditors (ITA)
definition, 46
ISO 31000 definition, 45-46
management, 54, 81
risk-based finding, writing, 229
scoring, example, 65t
types, 46
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universe, 2, 80, 139-141,
146,166
Risk and control matrix (RCM)
documentation, 69
usage, 46
Risk-based auditing (RBA), 51, 94
definition, 228-229
extreme risk-based
auditing, 228-229
integrated auditing, merger,
8,70,225
Risk Profiling of Organizations
(Banasiewicz); 42
Robotic desktop atitomation
(RDA). 202-213
Robotic Precess Automation, The
(Yautr), 209, 210
Robo'ics’process automation
(RPA), 208-213
Sugby Scrum, concept
(application), 23-24

S
Sales practices, audit
(example), 164-165
Sarbanes-Oxley (SOX)
regulations, 41
Schwaber, Ken, 24, 25
Scope creep, 175-176, 179
Scrum, 20, 21, 33f
activities/events, 30-34
adaptability, 93
framework, 23-34, 95,176
roles, 27-29, 245
values, usage, 5, 8, 26, 234-236
versions, differences, 24-25
Scrum Artifacts, 29-30
Scrum at a Glance (Scrum
Alliance), 83
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Scrum Fieldbook (Sutherland), 198
Scrum Guide, The (Schwaber/
Sutherland), 24, 25
Scrum Master, 24, 123
leadership role, 85
review, 172
role, 28-29,126-129
skills, 127-129
Scrum of Scrums, 22
Scrum Team, 27
direction, 26
effectiveness, 28
focus, 24-25
Scrum: The Art of Doing Twice
the Work in Half the Time
(Sutherland), 143
Securities and Exchange Commission
(SEC), 252
Self-managing Agile audit teams,
123,231, 234-235
Self-managing teams
attributes, 151
interactions, 236-237
usage, 95, 150-154
Self-managing, usage, =5
Self-motivation, 110
Servant as Leader{Creenleaf), 245
Servant leader, rcle, 28, 245
Servant leadership, 123
Skype, usage, 192, 195
Software
development, 18
tool, selection, 205-206
Speed of Risk, The (Chambers), 193
Sprint
definition, 28-29
duration, 142, 146
execution Sprint, 94

fieldwork Sprint, 94
improvement, 31
work, 27
Sprint Backlog, 29, 30, 162
creation, 129, 158-159, 170
Sprint Goal, 25, 129, 175
Sprint Planning, 25, 30
meeting, 31, 80, 154-156
Sprint Retrospective, 30-31, 186
Sprint Review, 28-31, 94,
184-185
Standards for Internal Control in
the Federal Ge7esnment
(Green Book), 41
“Staying the Course
towzra2rue North”
(PricewaterhouseCoopers), 76
Story peint, 143
Stiategic risk, 46
Ntructured data, 199
Surveys, drafting, 68
Sustainability risk, 47
Sustainable development
(promotion), Agile processes
(impact), 19
Sutherland, Jeff, 24-25,
27,143,198

T
Talent models, flexibility, 97
Taskboard

creation, 158—-159

tools, 192
Taulli, Tom, 209, 210
Technology

Agile audit technologies,

207-213
auditing technologies, 194-207



implementation, issues, 211-212
internal controls, 49-50
users/organizations,
categories, 193
Terminations, user
provisioning process
(deficiencies), 275-279
Test of control effectiveness (TOE),
69
Test of design (TOD), 69
Third parties, risk, 47
This Isn’t Excel, It’s Magic!
(Umlas), 214
Three Lines of Defense Model,
assurance providers
(reliance), 95
Time blocking, 132
Time frame (timebox), Sprint
duration determination, 31
Timely, Accurate, Clear, Complete,
Concise, Constructive, and
Objective (TAC*0), 178
Time management, 128, 131132
Agile auditor skill, 86
internal auditor skill, 52
Titles
client preferences, i44
handling, 122-133
Transaction volume/complexity (risk
factor), 65
Transparency, 95, 110, 246
Kanban value, 221, 222
Scrum framework component,
26
Trust, building (Agile auditor
skill), 85
Trusted Advisors (Chambers), 241
Tuckman, Bruce, 152-153
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U
Umlas, Bob, 214
Umlas, Judith, 244-245
Uncertainty (planning), Agile
(usage), 18
Understanding (Kanban
value), 221, 222
Unstructured data, 199
User story, writing/usage,
129, 142-146
U.S. Government Accountability
Office (US GAO), 252, 253

\Y
Value (data terrn). 200
Value-addea tasks, usage
(iricrease), 91
Variabiiity (data term), 200
Veriety (data term), 199
Je.ocity, 143, 199
Veracity (data term), 199
Videoconferencing, usage,
8,192
Virtual conferencing, 194-197
ground rules, 196
techniques, 195-197
Visualization (data term), 200
Volume (data term), 199

Waste elimination, Agile auditing
(usage), 216-218

Waterfall, 14, 16, 251

approach, problems, 62

audit process, 56—57

audits, 120

methodologies, 259-260
Win-win outcome, negotiation, 126
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Workflow management, Kanban
approach, 222-224
Working software, delivery, 19
Workpaper
documentation, 173-175
templates, requirements, 71
Wright, Rick, 13

Y

Yellow Book. See Generally
Accepted Government
Audit Standards

Z
Zoom, usage, 195





















