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ERM, 790-792
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ERM, 786, 789-790
most cited articles on ERM, 787-788
performance of firms implementing
ERM, 792-794
Academic Research (learner-centered
activity), 96-97
Active Management of Largest Risks,
445-446
Adelphia, 867
ADKAR process, 728, 729
Advisory committee, 721
After-action reviews (AARs), 231-232
Agendas, workshop, 376, 378
Agent-based modeling (ABM), 313
Aguilar, Francis, 4041
Alternation bias, 331
Alternative hypotheses, developing,
333
Amazon, 291
Analysis of competing hypotheses
(ACH), 319-320
Anchoring, 217
Anchoring bias, 329
“Anonymous” voting (workshops),
383-384
Antiquity, risk management in, 23-24
Aon risk maturity index, 168
Apophenia, 331
Apple, 64, 350
Applied Risk Assessment
(learner-centered activity), 97-99
Arrow, Kenneth, 28

Arthur Andersen, 867

Artificial intelligence (Al), 174-175

Assessment data, 226-227

Association for Federal Enterprise Risk
Management (AFERM), 236238,
246, 249

Attendees, workshop, 378-379

Attentional bias, 326

Attitude, 169

Attribution error, 329

Audit committees, 69, 118, 500

Authentication, two-factor, 620-622

Availability bias, 327

B

Backfire effects, 218, 328

Balanced identification, 223

Balanced scorecard (BSC), 374, 851-853

Balance sheet exposure, 640-643

Balancing effects (decision making),
221-222

Bandwagon effect, 343

Banziger, Hugo, 153, 156

Barings Bank, 329, 515, 583

Barker, Roger, 107

Barlow, Douglas, 27

Bart, Christopher, 121

Basel II Accords, 31, 153

Base-rate neglect, 330-331

Basis risk, 522

Basket options, 524

Bear Stearns, 31, 511

Behaviors, 169

Belief perseverance, 331

Belief updating bias, 326

Benchmarking, 665-666

Bernanke, Ben, 326

Bernstein, Peter, 30
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Bias, see Cognitive bias; Unconscious
bias
Big ideas (workshops), 381
Black, Fischer, 28
Black-Scholes options pricing model,
152-153, 523
Black swans, 116, 500, 502-503
“black swan” workshops, 387-390
Bloom’s Cognitive Learning
Taxonomy, 7678, 87
Board of directors, 55-73, 103-122,
883-901. See also Directors and
officers (D&O) insurance; Senior
management
audit committee of, 69, 118
Canadian case study, 886-901
challenges facing, 106-108
compliance by, 72
composition of, 71
and corporate culture, 72-73
delegation of risk oversight to
committees of, 63-65
and ERM framework, 112
and ERM implementation strategies,
68
and ERM policy, 111-112
and external audit function, 67—68
and formalization of risk
management process, 65-66
and implementation of ERM, 493
and internal audit function, 67,
121-122
knowledge of, about risk
management process, 106-107
leadership by, in risk management,
66—67
and methodologies of risk
management, 108-111
reporting to, 71-72, 500
risk committee of, 118
and risk criteria, 113-114
risk management role of, 886
risk oversight role of, 57-63, 69-70,
103-106, 117-121
role of, in general, 884-885
training members of, 70-71
understanding of risk by, 107-108
Boeing, 292, 867
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Bohr, Niels, 750

Bowtie model, 561-563

BP, 30, 258, 867

Brief History of Risk Management
(learner-centered activity), 87

Broadened context, 341-342

Broad Focus risk workshops, 373

Brokers, insurance, 699, 710-712

Budgeting, 854

Bureau of Economic Analysis (BEA),
767

Bureau of Industry and Security (BIS),
767

Bureau of the Census, 767

Bush, George W., 333

Business objectives, summary of, 395

Business Planning Framework (BPF),
412-413

Business process improvement, 658

C
Cadbury Report, 5, 29, 492, 740
Canada Revenue Agency (CRA),
167-168, 170, 172-178, 181,
184-189
Canadian boards of directors (case
study), 886-901
discussion, 894, 896, 897, 899
methodology, 886-888
results, 888-900
Caps, 524
CARES Act, 878
Carson, Rachel, 27
Case studies, 794-800. See also
Academic research
Canadian boards of directors, see
Canadian boards of directors
corporate, see Hydro One
government, See U.S. Department of
Commerce (government case
study)
higher-education, see University of
Washington (higher-education
case study)
of risk appetite, 260-269
Center of Excellence (COE), 413-415
Chambers, John, 281
Champions, 155-156, 497
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Chang, Jean, 809
Change management, 495, 666
“Check-the-box” trap, 174
Chicago Board of Options Exchange
(CBOE), 517
Chief executive officer (CEO), 362-364,
463, 605
Chief financial officer (CFO), 66
Chief Information Officer (CIO), 613
Chief Information Security Officer
(CISO), 612-613
Chief risk officer (CRO), 47-49,
151-162. See also Hydro One
(corporate case study)
as compliance champion, 155-156
and internal audit function, 67
as modeling expert, 156-157
origins of, 152-155
roles of, 112-113, 159-161
as strategic advisor, 158-159
as strategic controller, 157-158
Chipotle, 292
Choice-supportive bias, 329
Citigroup, 326
Climate change risk, 589-598
and causes of climate changes,
589-591
disclosure of, 598
and ecosystems, 592
and effects of climate change,
591-592
and ERM, 595
existing risk criteria, amending,
596-597
and financial system, 593
global approach to, 594-595
and insurance industry, 593-594
and scenario planning, 312-313, 315
and short-term benefits from climate
change, 594
and strategic planning, 597
time horizon for, 595
treatment strategies, 597
unprecedented impacts related to,
595-596
and vulnerable populations, 593
COBIT, 614-615
Coca-Cola Company, 64, 281
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Cognitive bias, 335-344

broadened context as strategy to
overcome, 341-342

and decision risk management,
216-219, 224-226

in deep dives and KRIs, 207

defined, 335

engineered interaction as strategy to
overcome, 343-344

and growth cycle, 687-688

probability estimates as strategy to
overcome, 342-343

and quantitative risk assessment, 449

slowed-down thinking as strategy to
overcome, 336-341

workshops for overcoming, 370

Cognitive forcing strategies, 332
Collateralized debt obligations

(CDOs), 531, 542-546

Commercial insurance. See also

Directors and officers (D&O)
insurance
marketing process for, 701-702
terminology related to, 693-694
Committees, board, 63-65, 69, 496
Committee of Sponsoring
Organizations of the Treadway
Commission (COSO), 4, 5, 61-62,
109-110, 134-138, 143-147, 740,
829-832
adoption trends, 146
components of, 137-138
and decision making, 228, 229
ERM defined in, 441
and financial reporting, 866
history and development of, 135-137
implementation of ERM, 492
influence of, 146-147
and innovation, 286-287
Internal Control Framework of, 121
ISO 31000 vs., 143-145
principles of, 138
and risk appetite, 256-257, 459460,
477
risk defined in, 66, 475
and strategic risk management,
38
Commodity price risk, 510
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Common language, 497
Communication, 51-52, 184185,
313-314, 469, 497
Competitive strategy, 347-366
and ability to take risk, 349-356
and deciding which risks to keep, 360
and governance, 356
and risk appetite vs. risk tolerance,
348-349, 360-365
and willingness to take risks, 356-359
Compliance:
chief risk officer and, 155-156
risk management vs., 108
by senior management, 72
Confirmation bias, 218, 326
Conscious bias, 323-324
Consequence domain, 416422
Consequences, 443-444
Constructive confrontism, 225-226
Continuous improvement, 665-666
and resource allocation, 436437
workshops on, 370
Continuous tracking, of key risk
indicators, 208, 209
Conversations, 495
Corporate case study, see Hydro One
Corporate Risk Management Group
(Hydro One), 742
Corporate Risk Profile (CRP) (Hydro
One), 751-755
Corporate risk profiles, see Risk profiles
Cost reduction, via outsourcing,
657-658
COVID-19 pandemic, 40, 55, 65, 573,
874,876, 878
Credit default swaps (CDS), 542-544
Credit risk, 509-513, 531-547, 581-582
analysis of, 531-542
defined, 509, 531
impacts of, 510-511
mitigation of, 538-542
and philosophy of risk management,
512-513
and probability of default, 533-537
statistics-based models of, 538
and 2007-2009 credit crisis, 542-547
types of, 510
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Credit Risk (learner-centered activity),
92
CRO Role (learner-centered activity),
88
Culture, risk, see Risk culture
Currency risk, 510
Customer credit risk, 510
Cyber criminals, 604-605
Cybersecurity risks, 603-625
assessing exposure to, 614
best efforts approach to, 610-625
changes in, over time, 622
data breaches, 606—609
and goals of cyber criminals, 604605
impersonation scams, 605
insurance coverage for, 622
outages, 606
and reputational risk, 609-610
responsibility for, 611-613
technical mitigation of, 614
and third-party vendors, 623625

D
D.A.R.E. process, 855
Data, assessment, 226227
Databases, risk, 450
Data breaches, 606—-609
Data science techniques (scenario
planning), 313
Decision analysis (DA), 683-685
Decision making. See also
Organizational decision making;
Unconscious bias
assessing risk appetite for, 460462
integrating ERM into strategic,
676—688
process of, 213-216
risk culture and process of, 177-178
unconscious bias in, 328-330
Decision-making biases, 328-330
Decision-Making Discipline
workshops, 373
Decision risk management, 213-233
and after-action review, 231-232
assessment data in, 226227
and human perceptions/biases,
216-219, 224-226
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identification and analysis of
uncertainties in, 222-226
and intelligent risk taking, 232-233
modeling in, 227-229
and process of decision making,
213-216
reporting and leveraging, 229-231
“what” and “how” in, 219-222
Decision Risk Management
(learner-centered activity), 89
Declinism, 218
Deductive method of scenario
development, 310
Deep dives, 200-207
Deepwater Horizon oil spill, 258, 867
Default, probability of, 533-537
Default bias, 327-328
Defense Logistics Agency (DLA), 249
Deforestation, 590
Deloitte, 605
Delphi method, 224
Delta Airlines, 153
Denenberg, Herbert, 27
Derivatives, 5, 19, 21, 28, 70, 152-153,
350, 514-516, 520, 526-527, 531,
540-541, 575-577, 580-584,
643-644, 646-649, 740, 796,
872-873
Deutsche Bank, 153, 156, 160
Dey Report, 5, 104, 492, 740
Dickson, Gordon, 29
Directors and officers (D&O)
insurance, 691-709
and board oversight, 698, 714-716
broker responsibilities with, 699,
710-712
ensuring quality of, 696-698
and identification of risks, 695-696
inadequate coverage, potential costs
of, 691-692
management responsibilities with,
699-701
marketing process for, 701-702,
712-714
policy extension checklist for,
702-709
terminology related to, 693-694
terms and conditions of, 698
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Disclosure risk management, see
Financial reporting

Disconfirming information, biased
processing of, 326

Discounted cash flow (DCF), 682-683

Diversity, 51

Dodd-Frank Wall Street Reform and
Consumer Protection Act, 104

Dominators, workshop, 385

DoS attacks, 606

Dual process theory, 325

Dunia, 314-316

Dunnung-Kruger syndrome, 218

Dwolla, 292

E
Earnings at risk (EAR), 519-520
EBITDA, 534
Economic Development
Administration (EDA), 767
Economic risk, 510
Ecosystems, 592
Einstein, Albert, 227
Emergency Economic Stabilization Act
(EESA), 57, 58
Emerging economies, 315
Emerging risks, known vs., 199-200
Engineered interactions, 343-344
Enjoyability, of ERM implementation,
494-495
Enlightenment, risk management
during, 24-25
Enron, 31, 867
Enterprise risk management (ERM).
See also specific headings, e.g.:
Teaching ERM
defined, 3-4, 111
drivers of, 4-5
future of, 19-20
history of, 23-34
lessons learned from, 841-859
misconceptions about, 493
Enterprise Risk Management
Framework (ERMF), 412-413
Environmental Protection Agency
(EPA), 236
Environmental scan summary, 395-396
Equifax data breach, 609, 867
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Equity price risk, 510

ERM and Strategic Risk Management
(learner-centered activity), 87

ERM Introduction (learner-centered
activity), 85-86

ERM Solutions to Challenges
(learner-centered activity), 91-92

ERM Workshop (learner-centered
activity), 86-87

Event-drive approach to scenario
development, 311

Evidentiary biases, 326-328

Executive leadership team (ELT), 720

Executive risk committee, 496

“Exhibited” risk appetite, 262, 466-468

Exotic options, 524

Expected default frequency (EDF), 537

“Experts,” use of, 341. See also Subject
matter experts (SMEs)

Exploratory scenarios, 298-299,
316-317

External audit function, 67-68

External risks, 462

Extreme weather events, 592

F
Fact-based analyses, 224
Fannie Mae, 867
FASB statements, 584-585, 872873
Fast food chain (applied risk
assessment example), 97-99
Fatigue, mental, 325
Federal government, see U.S. federal
government
Federal Housing Administration
(FHA), 241-242
Financial crisis (2007-2009), 31, 153,
326, 542-547
Financial reporting, 865-879
current challenges in, 876-879
and disclosure management, 865-866
and FASB statements, 872-873
and risk identification/monitoring,
873-876
and Sarbanes-Oxley, 867-872
and U.S. firm failures, 866-867
Financial risk, 573-586
case example of, 575-577
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characteristics of, 574-575
and credit risk, 581-582
and disclosure risk, 584-585
and operational risk, 582-583
and reputation/legal risk, 583-584
and strategic risk, 583
and theoretical underpinnings of
hedging, 578-581
Financial system, climate change risk
and, 593
Fisher, David, 242-243
Flipped-classroom approach (to
teaching ERM), 78-80
Focused scenarios, 298-299, 317-318
Ford, Bill, 281
Ford Motor Company, 539
Foreign direct investment (FDI),
770
Foreign exchange risk management
(FXRM), 631-653
about, 631-633
commercial exposure, 633-640
and FX silos, 649-651
and integrated risk management,
651-652
net income and balance sheet
exposure, 640-643
responsibility for, 646-649
strategies for, 643646
Formalization:
of risk appetite, 258-260
of risk management process,
65-66
Forwards, 520-528
Fossil fuels, 590
Frameworks for ERM, 133-149
board of directors and, 112
comparison of COSO ERM and ISO
31000, 143-145
COSO ERM, 135-138
defined, 133
and implementation, 496
importance of, 133-134
influence of COSO ERM and ISO
31000, 145-147
ISO 31000, 138-143
and resource allocation, 411-413
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and strategic risk management,
42-45
Framing bias, 329
Freddie Mac, 867
Frontline employees, 187
FUD (fear, uncertainty, and doubt), 727,
728,732
Fundamental driving forces, 308
Funding risk, 510
Future of ERM, 19-20
at University of Washington, 834-835
in U.S. federal government, 250-251
Futures Contracts (learner-centered
activity), 94-95
FX silos, 649-651

G
Gallagher, Russell, 27, 152
Gambler’s fallacy, 330
Gamification, 333
GE Capital, 153
Generalized Extreme Value (GEV)
distribution, 451
Generally accepted accounting
principles (GAAP), 584
General Motors, 539, 867
Glass-Steagall Act, 27
Global Crossing, 867
Global finance, and scenario planning,
315
Globalization, 314
Goldman Sachs, 867
Go/no go criteria, 732-733
Google, 225
Governance:
and outsourcing, 667
and oversight of market risk
management, 527-528
project, 720-721
Government, U.S., see U.S. Department
of Commerce; U.S. federal
government
Grose, Vernon, 29
Groupthink, 217-218, 324
Growth (growth cycle), 671-688
defining, 671-672
ERM and, 672-674
and inflection point of ERM, 674-676
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mindset for, 677-678
ongoing business phase of, 685-688
and strategic decision making,
676688
strategic visioning phase of, 679-682
transitioning phase of, 682685
Gumbel, Emil, 451

H
Hamilton, Gustav, 28
Harper, Sallyanne, 236
Harrington, Scott, 740-741
HealthSouth, 867
Hedging, 15, 83-84, 94-95, 153,
353-354, 511, 514-517, 520-528,
578-581
Heuristics, 332
Higher education, 807-836. See also
University of Washington
adoption and implementation of
ERM in, 814-818
emergence of ERM in, 812, 814
environment of, 808-813
High/Medium/Low classification of
risks, 446447
History of ERM, 23-34
antiquity, 23-24
in last 100 years, 25-33
Renaissance and Enlightenment,
24-25
Horizon scanning, 321
Hubbard, Douglas, 217, 224
Hubris, 50
Human perceptions, 727-730
Humility, 50
Hydro One (corporate case study),
739-761
background, 741
benefits of ERM and outcomes at,
757-760
business context of, 746-748
Corporate Risk Management Group
at, 742
Corporate Risk Profile for, 751-755
identification/assessment of risks
and controls at, 748-749
implementation of ERM, 492,
501-503
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Hydro One (corporate case study)
(Continued)

monitor and review at, 750-751
pilot study at, 742-746

resource allocation at, 756-757
risk appetite at, 261-264, 358-359
tolerance for risk at, 749-750

I
Mlusory correlation effect, 331
IMDB, 867
Impact scale, 374-376
Impersonation scams, 605
Implementing ERM, 491-504. See also
Lessons learned (from ERM
implementations)
academic research on, 786, 789-794
by board of directors, 68
in higher education, 814-818,
820-824, 827
and importance of ERM, 491-492
internal challenges to, 493-495
techniques for, 495-504
top-down vs. middle-up approaches
to, 185-187
at U.S. Department of Commerce,
772
Implied volatility, 523
Incremental method of scenario
development, 311
Inductive method of scenario
development, 310-311
Inflection point (of ERM), 674-676
Information:
biased processing of disconfirming,
326
gathering, for risk profiles, 406
for resource allocation, 434-436
risk culture and effective use of,
178-181
Innovation, 281-293
business model research approach
to, 291-292
encouraging, 285-286
essentials of, 286
and identification of
risk/uncertainty, 283-285
importance of involving ERM in, 282
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importance of risk assessments in,
292
and inevitability of
change/disruption, 281-282
portfolio approach to, 286-289
processes of, 286
research and test approach to,
289-291
stage gate approach to, 288
Institute for Risk Management, 29, 169
Insurance (insurance industry). See also
Directors and officers (D&QO)
insurance
and climate change risk, 593-594
for cybersecurity risks, 622
Insurance Institute of America,
27-28
Intelligent risk taking, 232-233
Interest rate risk, 510
Internal audit function, 67, 121-122,
613, 854-855
Internal challenges, to implementing
ERM, 493-495
Internal Revenue Service (IRS),
242-243
International Organization for
Standardization (ISO), 31, 32,
138-139
International Trade Administration
(ITA), 768
Interviews, risk, 393-401, 498
Iraq War, 333
Isamail, Mohamed, 257
ISDA Master Agreement, 526
ISO 31000 (RISK MANAGEMENT—
GUIDELINES), 62,107, 109-111,
138-143
adoption trends, 146
COSO vs., 143-145
and decision making, 228, 229
framework of, 140-141
and implementation of ERM,
500-501
influence of, 146-147
principles of, 139-140
process described in, 141-142
risk defined in, 475
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J. Crew, 281

K
Kahn, Herman, 300
Kahneman, Daniel, 28, 215, 216, 325,
330-331, 336
Keynes, John Maynard, 26
Key performance indicators (KPIs), 89,
116, 198-199, 339, 415, 455, 849
Key risk indicators (KRIs), 116, 193-211
about, 193-195
continuous tracking of, 208, 209
and deep dives, 200-207
defined, 194
development of, 199-207
examples of, 195-199
and implementation of ERM, 499
and known vs. emerging risks,
199-200
main applications of, 207-208
thresholds with, 208, 210
tips for using, 211
Key Risk Indicators (learner-centered
activity), 89
KISS mindset, 493-494
Knight, Frank, 26, 347
Known risks, emerging vs., 199-200
Kunsch, David, 121
Kyoto Protocols, 594

L
Lac Megantic disaster, 692
Lam, James, 30, 153
Language, common, 497
Large workshops, 385
Leadership:
by board of directors, 66-67
and growth cycle, 685-687
and project-delivery risk, 730-731
reporting to, 500
Leadership team, risk workshops for,
498
Learner-centered activities (LCASs),
80-99
Academic Research, 96-97
Applied Risk Assessment, 97-99
applying, 83-84
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Assessment, Risk, 88-89
Challenges, ERM Solutions to, 91-92
Chief Risk Officer, role of, 88
Credit Risk, 92
Decision Risk Management, 89
Futures Contracts, 94-95
History of ERM, 87
Introducing ERM, 85-86
Key Risk Indicators, 89
Market Risk, 92
Operational Risk, 92-94
Outsourcing Risk, 95-96
Quantitative Assessment, 90-91
Risk Profile, 90
Scenario Planning, 90
Strategic Risk Management, 87
Tolerance, Risk, 90
Workshop, 86-87
Learner-centered teaching (LCT), 78-80
Learning Discipline workshops,
372-373
Lectures, traditional, 77-78
Leesen, Nick, 329
Legal risk, 583-584
Lehman Brothers, 867
Leitner, Friedrich, 26
Lemming effect, 217-218
Lessons learned (from ERM
implementations), 841-859
on acting on risks, 848
on assessing risk, 844, 847-848
on balanced scorecard tool, 851-853
on budgeting and ERM, 854
on clarifying strategies/objectives,
842
on corporate governance and ERM,
856-857
from ERM process, 842-849
on identifying risks, 843-846
from integrating ERM with ongoing
initiatives, 849-857
on internal auditing and ERM,
854-855
key value lessons, 857-859
on monitoring risks, 849
on strategic planning and ERM,
849-851
at University of Washington, 833-834
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Lessons learned (Continued)
on unknown risks and crises,

855-856

Line management, sign-off by, 499

Line staff, risk workshops for, 498

LinkedIn, 605

Liquidity risk, 510

Livestock, methane emissions from,
590

Llewellyn, Karl, 259

Loss control, 497

M
McCarran-Ferguson Act, 27
Macrocosm, 316
Madoff, Bernie, 31, 867
Maersk, 622
Market risk, 509-529
active vs non-active management of,
513-515
defined, 509
governance and oversight of
managing, 527-528
impacts of, 510-511
managing, with forward-type
products, 520-528
measuring, 516-520
natural management of, 515-516
and philosophy of risk management,
512-513
types of, 510
Market Risk (learner-centered activity),
92
Markowitz, Harry, 27, 353
Meaningfulness, 494-495
Mensah, Lisa, 238
Mental fatigue, 325
Merton Model, 537
Metallgesellschaft AG, 515, 583
Methane emissions, 590
Metrics, 498-499
Microcosm, 316
Middle-up approach to implementing
ERM, 187
Minority Business Development
Agency (MBDA), 768
Mitigants Strength scale, 376, 377, 381
Mittelstaedt, Robert, 554
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Models (modeling):
by chief risk officer, 156-157
COSO, 134-138, 143-147, 829-832
in decision risk management,
227-229
for organizational decision making,
482-488
for resource allocation, 429-434
SQERT, 726-727
statistics-based, of credit risk, 538
Moltke, Helmuth von, 441

Monte Carlo simulations, 156, 228-230,

451, 519-520
Montreal Protocol, 594
Morgenstern, Oskar, 26
Motivated reasoning, 328
Multi-sourcing, 664—665
Musk, Elon, 290

N

Nader, Ralph, 27

Narrow Focus risk workshops, 373

NASA, 550-552

National Institute of Standards and
Technology (NIST), 768, 780-781

National Oceanic and Atmospheric
Administration (NOAA), 768

National Technical Information Service

(NTIS), 768

National Telecommunications and
Information Administration
(NTIA), 768-769

Net present value (NPV), 682-683

New York Stock Exchange (NYSE), 5,
32,57, 59-60, 69

Niehaus, Greg, 740-741

Nonparticipation, workshop, 385

(0]

Observer-expectancy bias, 328

Office of Management and Budget
(OMB), 236-237, 244, 765766,
769, 771-775, 781-783

Oftfice of the Comptroller of the
Currency (OCC), 247, 248

Office of the Secretary (OS), 769

Oil crisis (1973), 300
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Ongoing business phase (of growth
cycle), 685-688
Online workshops, 386-387
Operating leverage, 355
Operational decisions, 214
Operational risk, 549-570
activities aimed at
mitigating /managing, 550-552,
559-566
alignment of, with ERM, 567-569
assessment of, 552-557
and culture, 566-567
defining tolerance for, 557-559
and financial risk, 582-583
positive side of, 552-553
and risk appetite/tolerance, 365
Operational Risk (learner-centered
activity), 92-94
Operational risk management (ORM),
550
Optimism, 217
Option-adjusted spread (OAS), 537
Options, 523-528
Order bias, 326
Organizational decision making,
473-489
and changing definitions of risk,
475-476
complexity of, 476
objective model for, 482-488
and risk appetite, 476482, 487—-489.
See also Risk appetite
and unconscious bias, 324
Outages, 606
Outcome bias, 328
Outsourcing, 657-668
defined, 657
objectives of, 657659
risk mitigation with, 664-668
risks related to, 660-664
Outsourcing Risk (learner-centered
activity), 95-96
Over-confidence, 217
Overconfidence effect, 328-329

P
Paired programming, 325-326
Paris Climate Accord, 594

915

Passwords, 620
Patria, 314-316
Pedagogic approaches (to teaching
ERM), 76
Pennsylvania State University,
807-809, 814
People risk, 365
Pessimism, 217
Pixar, 285
Planning phase, project, 718
Population growth, 591
Porter, Michael, 356
Portfolio approach to innovation,
286289
Potok, Nancy, 238, 243, 246
Power, Mike, 255-260
PreCheck program, 238-239
President’s Advisory Committee
(University of Washington),
828-829
Preventable risks, 461
Primacy bias, 326
Prioritization, 495
Prior risks rating table, 398
Probability(-ies):
of default, 533-537
in scenario planning, 318-320
Probability biases, 330-331
Probability estimates, 342-343
Probability Scale, 376, 381
Procter & Gamble, 515
Project-delivery risk, 717-735
after project delivery, 719-720
balanced perspective in managing,
725-726
and go/no go criteria, 732-733
and human perceptions, 727-730
in planning phase, 718
during the project, 719
and project governance, 720-721
project leader’s role in managing,
730-731
and reporting, 721-724
and risk after go-live, 734

SQERT model for managing, 726-727

and team risk, 723, 725
workshops for aiding in
management of, 731
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Project management office (PMO),
721-723,731

Public Company Accounting
Oversight Board (PCAOB), 868

Q
Qualil, Rob, 257, 261-266, 501
Quantification:
of risk appetite, 463—464, 481-488
of risks and their potential effects,
498-499
and scenario planning, 313
Quantitative Assessment
(learner-centered activity), 90-91
Quantitative risk assessment, 441-455
Active Management of Largest Risks
approach to, 445-446
and business planning, 454—455
and consequences, 443-444
High/Medium/Low approach to,
446-447
importance of, 292
need for, 442
Refined Classifications approach to,
447-450
Statistical Analysis approach to,
450452
and total corporate risk, 453
Quick hits (workshops), 381

R

RAID log, 719,722, 731

Rainfall patterns, 591-592

Ramsey theory, 331

RAND Corporation, 300

Ransomware attacks, 606

Raskind, Peter, 151-152

Rating agencies, 5, 60, 152, 354, 393,
492, 535-536, 740

Rationale and challenge approach to
decision making, 225

Recency bias, 326

Record keeping (workshops), 382-383

Reference materials, workshop, 379

Refined classifications of risk, 447-450

Regression to the mean, 331

Renaissance, risk management during,
24-25

Index

Reporting. See also Financial reporting
to board of directors, 71-72, 500
on decision risk management,

229-231
and implementation of ERM, 500
on project-delivery risk, 721-724
on risk workshops, 383

Representativeness bias, 330

Reputation risk, 583-584, 609-610, 661

Research and test approach to

innovation, 289-291

Resource allocation, 411-439
and Center of Excellence, 414-415
concepts and models for, 429-434
and consequence domain, 416422
and continuous improvement,

436-437
and corporate-level risk
management policy, 414
framework for, 411-413
information needed for, 434-436
organizational considerations in,
427-429
and risk-based business processes,
422-427
and strategic objectives, 415, 436
Return on risk-adjusted capital
(RORAC), 353, 357, 362
Risk-adjusted return on capital
(RAROC), 353, 357, 362

Risk appetite, 43, 255-270, 459-470

assessing, for corporate decision
making, 460-462

benefits of defining/assessing,
468-470

case studies, 260-269

as concept, 256, 459

defining “target,” 261, 464-466,
477-481

definitions of, 271-275, 476-477

exhibited level of, 262, 466468

formalizing, 258-260

and growth, 685-686

interpreting, 482

lack of standards for, 459460

myths about, 462—463

at NIST, 780-781

and operational risk, 557-559, 568
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quantifying, 463-464, 481-488
risk tolerance vs., and competitive
strategy, 348-349, 360-365
Risk appetite radar (RAR), 255, 256,
261-262, 264-269
Risk assessment, see Quantitative risk
assessment
Risk Assessment (learner-centered
activity), 88-89
Risk calendar, 396, 503-504
Risk committees, 118, 119
Risk criteria:
board of directors and, 113-114
climate change risk and amendment
of existing, 596-597
Risk culture, 167-189
and board of directors, 72-73
and decision-making process,
177-178
and effective use of risk information,
178-181
elements of, 169-171
and frontline employees, 187
and implementation of ERM, 493
importance of, 171-172
indicators of strong, 172-177
leveraging the power of, 188-189
and operational risk, 566-567
steps to creating a, 181-185
and strategic risk management,
49-52
sustaining, 188-189
top-down vs. middle-up approaches
to implementing, 185-187
unconscious bias in, 324, 333
at University of Washington, 818-820
Risk databases, 450
Risk-Focused Resource Allocation
Framework (RFRAF), 411-415,
422,423, 427-430, 432, 434-439
Risk map, two-dimensional, 446-447
Risk matrices, 179-180
Risk monitoring:
and financial reporting, 873-876
at Hydro One (corporate case study),
750-751
lessons learned from ERM
implementations, 849
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Risko, Kenneth, 740-741
Risk Profile (learner-centered activity),
90
Risk profiles, 115-116, 391-407
about, 391-393
and company culture, 173, 175, 176
defined, 391
gathering information for, 406
and implementation of ERM,
499-500
steps in preparing, 393-406
Risk reduction, 353
Risk registers, 499
Risk Retention Act, 29
Risk tolerance, see Tolerance for risk
Risk Tolerance (learner-centered
activity), 90
Risk transfer, 354, 658
Risk transformations, 353-354
Risk universe (risk universe
schematic), 374, 397-398
Risk Watcher newsletters, 175
Risk workshops, 70-71, 369-386
about, 369-370
benefits of using, 370
“black swan,” 387-390
ERM Workshop (learner-centered
activity), 86-87
execution of, 380-383
for leadership team, 498
for line employees, 498
for management of project-delivery
risk, 731
online, 386-387
preparation for, 371-379
techniques for facilitating effective,
383-385
training without, 494
Royal Bank of Scotland, 661
Royal Dutch Shell, 300-304, 309, 312,
757
Ruckelshaus, William, 29
Rumsfeld, Donald, 42, 475, 516

S
Samsung, 867
Sanford, Charles, 30
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Sarbanes-Oxley Act (SOX), 5, 31, 57, 59,
67,135, 867-872
Scenario planning, 297-321
and communication, 313-314
constructing scenarios, 309-313
defined, 298
as embedded practice, 320-321
and ERM, 299-300
exercise for developing scenarios,
304-308
with exploratory scenarios, 316-317
with focused scenarios, 317-318
and growth, 681
and implementation of ERM, 499
origins and current practices in,
300-304
outcomes, exploration of, 309
probabilities in, 318-320
and quantification, 313
and using scenarios, 298-299
Scenario Planning (learner-centered
activity), 90
Scholes, Myron, 28
Schwartz, Peter, 300, 304
Sea-level rise, 591
Securities and Exchange Commission
(SEC), 57, 104-105, 135, 812
Selection bias, 326
Self-serving, 218
Senge, Peter, 42
Senior management. See also Board of
directors
compliance by, 72
and corporate culture, 72-73
and ERM implementation strategies,
68
ERM in personal contracts of, 499
and external audit function, 67—68
and formalization of risk
management process, 65-66
Sensitivity analysis, 297
September 11, 2001 terrorist attacks, 31,
153, 387-388
Service level agreements (SLAs), 665
737 MAX jet, 292
Silicon Valley, 285
Similarity bias, 343
Slovic, Paul, 28

Index

Slowed-down thinking, 336-341
Small steps bias, 327
SMART goals, 774-778
Smith, Clifford, 30
Snider, Wayne, 27
Snyder, Betsy, 583
Social biases, 343
Social engineering scams, 605
Social media, 624-625
Southwest Airlines, 511, 583, 796797
Sovereign risk, 510
Special purpose vehicles (SPVs), 542
Spider charts, 265-267, 464—468, 478,
501, 798
Sponsors, risk workshop, 371-372
SQERT model, 726-727
Stage gate approach to innovation, 288
Starbucks, 575-577
Statistical Analysis approach to risk,
450452
Statistics-based models, of credit risk,
538
STEEP process, 282-283
Steering committee, 720
Stinchcombe, Arthur, 259-260
Strategic decisions, 214-215
Strategic risk, 40-41
Strategic risk management (SRM),
37-52. See also Competitive
strategy
and climate change, 597
and culture, 49-52
and decision making, 676-688
ERM and Strategic Risk Management
(learner-centered activity), 87
and financial risk, 583
foundation of, 39-42
framework for, 42-45
and implementation of ERM, 497
lessons learned from, 849-851
and resource allocation, 415, 436
structuring, 4649
Strategic visioning phase (of growth
cycle), 679-682
Strategy risks, 462
Subject matter experts (SMEs), 171, 217,
220, 221, 224-227
Sulzer Medica, 153
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Sunk cost fallacy, 329

Superficial reasoning, 332

Sustainability Accounting Standards
Board (SASB), 589

System 1 thinking, System 2 thinking
vs., 216, 325, 331-332, 336-337

System integrator (SI), 723, 725

T
Taleb, Nassim Nicholas, 31, 116, 502
“Target” enterprise risk appetite, 261,
464-466, 477481
Teaching ERM, 75-84
flipped-classroom approach to, 78-80
pedagogic approaches to, 76
via learner-centered activities, 80-99.
See also Learner-centered
activities (LCAs)
via traditional lecture, 77-78
Team building workshops, 370
Team risk, 723, 725
Technology, and scenario planning, 315
Templates, business plan, 499
Territoria, 314-316
Terrorism, 31, 153, 216, 387-388
Tesla, 290
Thaler, Richard, 216
Third-party vendors, 623-625
Thought experiments, 342
Time:
and decision making, 218-219
workshops on efficient use of, 370
Time horizon:
and implementation of ERM, 494
for risk profile, 392
for risk workshops, 374
Tolerance for risk:
at Hydro One (case study),
749-750
and implementation of ERM,
497-498
operational risk, 557-559
risk appetite vs., in competitive
strategy, 348-349, 360-365
Risk Tolerance (learner-centered
activity), 90
Top-down approach to implementing
ERM, 185-187
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Tornado diagram, 230, 231

Toronto Stock Exchange, 5, 104, 492,
740

Toronto Transit Commission (TTC),
260-261, 264-269

Total corporate risk, 453

Tough spots (workshops), 385

Training, 70-71, 494

Transitioning phase of (of growth
cycle), 682-685

Transportation Security
Administration (TSA), 238,
240-241

Treadway, James C., Jr., 135

Troubled Asset Relief Program (TARP),
58, 59

Tversky, Amos, 28, 325, 330-331

2020 State of Risk Oversight Report,
64-65

Two-dimensional risk map,
446-447

Two-factor authentication, 620-622

Tyco International, 867

U
Uncertainties:
in decision risk management,
222-226
innovation and identification of,
283-285
and risk appetite, 463—464
as source of corporate profits, 347
Unconscious bias, 323-334
causes of, 324-326
cognitive bias, 335-344. See also
Cognitive bias
conscious vs., 323-324
decision-making biases, 328-330
evidentiary biases, 326-328
in organizations, 324
probability biases, 330-331
reducing bias, 331-333
United Nations, 29
University of Washington
(higher-education case study),
818-836
adaptation of COSO model at,
829-832
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University of Washington (Continued)

background, 818, 819

culture at, 818-820

ERM model at, 829-833

evolution of ERM at, 824-826

future directions, 834-835

implementation history at, 820-824

implementation time line at, 827

outcomes and lessons learned,
833-834

President’s Advisory Committee on
ERM at, 828-829

structure of ERM at, 826, 828

Unknowns, known vs. unknown,

42-43, 475, 516

U.S. Department of Agriculture

(USDA), 239-240

U.S. Department of Commerce
(government case study),
765-783

context of ERM at, 773-774

ERM as best practice at, 778-783

ERM-related policy requirements at,
771-772

identification of challenges at, 773

implementation of ERM at, 772

mission of, 766-769

performance management
framework at, 771

scope of ERM program at, 766

SMART goals at, 774-778

strategic plan of, 769-771

U.S. Department of Labor, 236

U.S. federal government, 235-251

cultural acceptance of ERM in,
237-247

future of ERM in, 250-251

origins of ERM in, 236-237

private-sector ERM vs., 247-249

unique framework characteristics of,
249-250
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U.S. Federal Reserve, 30, 31, 61, 326,
329, 511

U.S. Patent and Trademark Office
(USPTO), 769

U.S. Postal Service, 247

\%
Value at risk (VAR), 519
Van der Heijden, Kees,
304, 316
Vasicek, Oldrich, 353
Vendors, third-party, 623-625
Venues, workshop, 379
Vetrano, Frank, 241-242
VIX index, 517
Volatile, uncertain, complex, and
ambiguous (VUCA), 37
Volatility, implied, 523
Volkswagen, 867
Von Neumann, John, 26
Voting software, 498

W
Wack, Pierre, 300, 304,
316
Walmart, 64, 350
Water shortages, 591-592
Webster, Douglas W., 236
Wells Fargo, 33, 867
Whitecotton, Connie, 877
Wildfires, 590
Wilkins, Carolyn A., 678
William of Ockham, 442-443
Wind tunneling, 316
Wisdom of the crowds, 225
Workshops, see Learner-centered
activities (LCAs); Risk
workshops
WorldCom, 867
World Economic Forum,
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