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i Chapter 1

ilia
Ms qu: M. (HKU)’LL' L CEDR)
sccrodited Mediato? I(::w,,d and Wales) | Affairs and Research) I R : o o
. (HKSARE . al, Globa ¢ : ntroduction
i::zonrt(:’lri‘m' Com"":“‘oncrn(er for Person ] Data, Hong Kong, China ey ER
: $$10
privacy Comm™:
office of ¢
- KWAN Kai-yu Q
Mr Bln)'(u“) LB (HKU) 1.1 The Pe@ ta (Privacy) Ordinance (Cap. 486) (“the Ordinance”) aims to
BB‘.‘. KSAR) and Criminal Investigaﬁo") protect ' e privac?' of individuals (“data subjects”) in relation to their personal
sd;amf(H ; Plamt & 3 ;
stant Privacy Commissroner (Com I Data Hong Kong, China i1s, by design, principles-based and technology neutral. It is generally
Assistant Decy Commissioner for Persona ’ *ore instrugtiye than prohibitive and remedial rather than punitive as regards
Qﬁ?ataf the O ontraveningacts. Its core instructive provisions are encapsulated in the six data
o prote inciples (“DPPs”) found in Schedule 1 of the Ordinance. These
principles are the cornerstones of the Ordinance.

ivacy of personal data at every stage (from collection, holding, processing and
use to deletion) based on international data protection standards enshrined in
the OECD Privacy Guidelines of 1980' and the EU Data Protection Directive
of 1995.° Contraventions of the DPPs by a data user do not per se constitute
criminal offences. A data user only becomes criminally liable under the
Ordinance if he fails to comply with the terms of an enforcement notice issued
by the Privacy Commissioner for Personal Data (the “Commissioner”) when
a contravention is found. A data user will also commit an offence if, having
undertaken to comply with an enforcement notice, he intentionally performs
an act or omission specified in the enforcement notice. An enforcement notice
issued by the Commissioner after an investigation will direct the non-compliant
data user to take steps to remedy and prevent recurrence of the contravention ot
the Ordinance. Contravention of DPPs can also form the basis of a civil lawsuit
by the aggrieved individual for compensation of damage suffered,” whether or

not an enforcement notice has been issued.

Q\? enactment of the six DPPs aimed to promote a culture of protecting the
r

1. OECD Pnivacy Guideines 1980 is a commonly used abbreviated title for the cnginal 1980 version of the (uoasnes on
maProtectiono!PrwacyandTrmsbordeerwso!Puwoa:a.

2 In formulating the Ordinance, the Law Reform Commission of Hong Kong also made reference 1
of Directive 95/46/EC of the European Parkament andt Council.

the 1NN Jraflt verson

3 Section 66 of the Ordinance



1.4

1.6

Personal Data (Privacy) Law in Hong Kong —

9012 (“Amendment

S
2 Ordinance 10 .
After its madg‘:( acy) (Am d .cnt) g Jlia, Part 6A regulating
a e n oL .
the Persona )¢ with the introductic’  force on 1 April 2013. In 2021,
Ordinance 201 ch came 1 « The Personal Data

«a mendment
e ZO?L(t:‘ o onal data privacys through the
iv

n the Commissioner statutory powers

the cessation OF restriction of disclosure of doxxing
demand the

e into operation on 8 Octobe.r 2921 also
——_——_ nduct a criminal investigation and

ed offences, 10 strengthen enforcement

become more valuable and ubiquitous in the digital age
ecom

As personal dat.a has e DPPs may have legal consequences, it 1s in every
and contravention Of 4 and comply with the Ordinance. However,
o 1o be construed constructively

data users interest 10 un . need
some Provisions of the Ordinance may seicdnabeedly berekit froi the

: oul

.+ literal meaning. Data users w : :

bevond their l}tc lanationgo f compliance requirements with practtcal examples
Commussioners €xp

and cases decided in the local context as illustrations.

Relatively few decisions and judgments concerning the protection of personal
tively few

tative | 1 of the provisions of Q\e
data privacy provlde au

Ordinance, including the DPPs. However, the Commissioner has handle;\

considerable number of enquiries, complaints and compliance che.

C
investigations in respect of potential or actual contraventions of the ts
¢ the Ordinance. The Commissioner’s decisions, based on interpr of th

. ourt a

n
e
:
determinat)

Against this background, it is in the public interest for the Comm@er to state
openly the criteria, principles and approaches applied in the discharge of the
Commissioner's roles as regulator, facilitator and educator, when interpreting,
administering and enforcing the provisions of the Ordinance.

relevant provisions of the Ordinance, have occasionally been te

in appeals to the Administrative Appeals Board (“AAB”)QO

carry authoritative weight and precedential value.

A Practical Guide on Compliance (Third Edition)

ed upon the passing of

)
AS

\ 4

2
o

Practicable advice to their clients

%lelp data subjects understand the Commissio

ner’s likely position on 2 particular
issue when they consider lodging a complain

t with the Commissioner:

. rovi : -
de reference material for consideration by the Court or the AAB in

relating to the Ordinance: and

Qrovide academics and ‘
other interested persons with materials for &
s for furt
study and research. e

l@macb

dly,
les on
- laid dow

t T . .
he Commissioner’s regulatory approach is consistent with common law

Statutory interpretation, in particular the principles of interpretation’

| n by the Interpretation and General Clauses Ordinance (
particularly section 2A(1), which provides as follows:

All laws previously in

Cap. 1),

e force shall be construed with such modifications. adaptations,
'mitations and exceptions as may be necessary so as not to contravene the Basic

Law and to bring them into conformity with the status of Hong Kong as a Special
Administrative Region of the People’s Republic of China.

and section 19, which provides that:
An Ordinance shall be deemed to be remedial and shall receive such far, large and

liberal construction and interpretation as will best ensure the attainment of the obect
of the Ordinance according to its true intent, meaning and spirit.

— e e—

6. ﬂ\esehcudelhe'ﬂadm.'wmmmwManotmwwm“mw;N
"goiden rule,” which is a presumption that an absurd result s not intended; and the “mischiet nJe” hat Bosaton has
targeted a particular mischief and provided a remedy for it

In how to apply the rule of air, large and kberal” construction and Nterpretation, refenenod Can Do Made 10 e Cout
of Final Appeal in the case of The Medical Counci of Hong Kong v. David Chow Su Shex 2000 2 RLRD &7
determining the proper interpretation of sectons 21(1) and 25(3) of the Medical Regstraton Cranance (o, 16 a8
to whether there is automatic restoration of the name of a Mmadical PrachiboNer WO WAS MMOVel TOM N gsier
for a specified period, the Court took the following five interpretative factors Intd acoount: () sinking a daance.
(ii) Interpretation n the context of other statutes dealing with comparable Matters; (3 QVOKINY rouRanty: (v a000raeng
mearhgmdsubslanoetoeachprovision;md(v)m»cmcemuuanmacmmm\g\aw\\m
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gnised principle of
ion,” which is explaineq

tion that produces an absurd result, Since
-
da constrix

intended by P , . «
Anlikely to have been m‘i“ ity’, using it 10 include virtually any regy,

he concept ient, anomalous or illogical, futje

. 1 b]e’ i . .
e or xm:;d;c.: of a disproportionate counter-mischief '
iy
al, or prodt!

this 18
wide meaning 10 t
<hich is unworkabl

. aniﬁd .
or pomtlcs& ot ons for applYi“S a construction that
errl reas

are OV 3 :
re cases the:; + for example where it appears that Parliament rea]ly

¢ literal meaning is 100 strong.

.t Instance of the High Court on appeal from

1.9 In the judgment of f the ordinance," Wong J (as he then was)
4 criminal conviction unb : peal in interpreting a statute, i.e,,
cited the approach taken DY

to adopt a purposive approd

(2) Innm

Ch:u

tation was adopted. The statutory language was construed, having
erpreta

Words were to be given their ordinary and natura]

rpose pointed t0 @ different meaning. Context was lQ

ly when ambiguity was thought to arise.C
be taken in its widest sense and included other statutory provisio \t o
was 10 '
general law. The purpose of a statutory

provision might be evident from ision OO
1self. the recommendation of a report such as that by the Law Refo @. ssion,
Expl;natory Memorandum to the relevant bill or a statement by t sible o

Q-
mmmam‘mm'dmmmmwmmmwmm&Wused In the

EgsEton, here 6 2 presumption that it did not truly intend 10 bring about an absurd result.
Suan Edton, LexssNexs Butterworths

- The rue wes foliowed in the case of HKSAR v Hung Chan Wa [2005) 3 HKLRD 291 concerning the proper
rrepreiaion of secton 47 of the Dangerous Drugs Ordinance (Cap. 134) in which the Court stated that “any exercise n

SEsory elerpreianon should seex an inferpretation, that does not result in absurdity, provided it is reasonably possibie
S0%0 00 (paragraph 52 of the judgment)

L ':;’i‘;;sﬂm #omg Broadband Network Limited [2018) 2 HKLRD 1049 (HCMA 624/2015, on appeal from TWS

A purposive int
regard to its context and purpose.

meaning unless their context or PU
be considered in first nstance, not on

of the Government in relation to that bill in the Legislative Co

(8 0

D w

-h
o) ‘N\

HESAR v Chiung Kanun Yin (2006) 12 HKCFAR 568
O 2 parayagh FA
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the relevant

rpose of the statutory provision is obviously relevant. mes

nly to help provide the relevant context, but ]

paid to the context and purpose
be construed in vacuum.

The Commissioner notes that the Law Reform Commission Report entitled

Reform of the Law Relating to the Protection of Personal Data published in August

.1994 has.often been referred to in Interpreting the Ordinance. The Commissiones
Is also mindful of the observation by Fok PJ" that:

The modern approach to Statutory construction is not in issue
point is to look at the relevant

purpose. .
itself or

The proper starting
words or provisions having regard to their context and

- The purpose of a statutory provision may be gleaned from the provision
from a relevant report of the Law Reform Commussion or the Explanatory

Memorandum to the bill or from a statement of a responsible offical to the Lccal.n:\c
Council in respect of a bill ...

Nevertheless, the object of the exercise is to ascertain the legislative intent of the

language of the statute and, in this regard, a court cannot attribute t© 2 STAAOTY

provision a meaning which the language, understood in the light of its context and
statutory purpose, cannot bear.

1.12  Hence, in dealing with cases that require the interpretation of a particular
DPP and/or provision of the Ordinance that, according to its language, seems

14. Town Planning Board v. Town Planning Appeal Board (2017) 20 HRCFAR 196 at paragrah .
15. T v Commissioner of Polce (2014) 17 HKCFAR 593 at paragraphs 194-183
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oo will adopt
mcrprctatlon. the Con‘m'sslor:.ecral re sult :)n “CO
ne impracti , mmiss »
e open 1o MO than © oduce an absurd or imprac s e 'ONEr” means the Office of the Pri
{0 vioR that does not P o 4 mind that the pnmary purp a, CStabhshcd under section ¢ € Frivacy Commissiones for Personal
the interPre ¢ and purpos® e rivacy in relation to their (Cap. 486) in general and " 1) of the Personal Dats (Privacy) Ordinance
to its conter viduals right 10 P includ » Where the context otherwi
lﬁg‘fd e s 10 proied indi es the Person appointed €rwise permits, slso mesns snd
of the Ordinam i by the Chief Executive under section 3¢ 3)
personal data here to the applicable legal principles under the ieans Data Protection p rinciple(s) under Schedule 1 of th
POy dhere to : " . dChedule the Ordinance
. oner will strictly @ b to interpreting the provisions GDPR” means th
A3 The Commt! ‘ istent approac - . § the General Dat : , .
1 it and will adopf a ConstPs However the Commissioner may find which took effect on 25 May 201; i rotection Regulation of the European Union.
. Ordw mcludlﬂg the : . ] adopted in light Of her :
S to re-consider a stanct e furtherance of the SRR C< ::?m“"s the Hong Kong Id
jt necessary . circumstances 1 ong ldentity Card.
| ience and changes ! . 1iduals’ personal data
regulatory experi® inance, i.e., to protect individuals P n$the Law Reform Commissi
anderlying objectves e Ordma’?ad;de mendments to the Ordinance, the ) ommission of Hong Kong.
privacy. Such circumstances may 1 dopted may later be shown to be Commission Report entitled R
e interpretation previously adop _ | eport entitled Reform of the
possbTt thaitnac::mplctc by the Court or the AAB, the Views of othefr re evarax; nal Data published in August 1994
erroneous OF , : ing of person '
udicial authorities Or evelopments 1N the handling and processing Ol p means the Personal Data (Privacy) Ordinance (Cap. 486, Laws of
. - and around the globe.
data and social values, locally an
tor Personal Data,
Disclaimer
“PICS” means Personal : :
| e o : ded for reference : onal Information Collection Stat . which is a2 fi :
114  Statements made OF VIEWS expressed 1n this publication are intende o Q R ——— e Dppalz(;nent which is a form of
only. Thev shall not give rise to any liability on the part of the Commlsswl.ler. i t(: O A '
am: o il ol T 4 proceedings involving the Commlssxoner.\ PIPL" means the Personal Information Protection Law of the Mainland which
T'l;n' chall not bind the Commissioner in the exercise of the Commission@ took effect from 1 November 2021."
o = e 3 advised to seek professional @, O A | |
statutory functions 1n any utay. .Readcrs are . P . PPS” means the Privacy Policy Statement iIncorporating the privacy pelicy and
where necessary, on the application of the Ordinance to any given si : practices adopted by the d | |
; pted Dy the data user to be made generally available under DPPS
v i Book KO $ R “Website” means the Commissioner’s website at www.pcpd.org hk.
Abbreviations mn
Q 1.16  Unless the context requires otherwise, all words in the masculine gender
115 “AAB” means the Administrative Appeals Board, established under s of appearing in this publication include the feminine and neuter gender, and all
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the Administrative Appeals Board Ordinance (Cap. 442) words in the singular include the plural, and vice versa.

“AAB Ordinance” means the Administrative Appeals Board Ordinance

(Cap. 442).

Amendment Ordinance 2012” means the Personal Data (Privacy) (Amendment) 16. The Commissionar published & bocklet enited Ercpemn Linon Genaral Ouin Fosecton "Mgusen 4/ = S1=-2
Ordinanccwlz underslanchgmdmisethaawamdswehmnmumgmmmaus;\m.v‘wz A LpCaNG
. edtﬁonwaspwlishedmlzmmwwnbemwwm\mwma

Y e Varnanre

17. The Commissioner published a booklet entitied Introgucton o the PRrsong/ Ommaton A0 Law
Qvenvew of N

“Amendment Ordinance 2021” means ,
Ordinance d . the Personsl Data (anacy) (Amendment) in November 2021 to introduce the background and majgy requIraMeNts Qf the FIFL and Drowee a D
r 2021, similarities and differences between the Ordinance and tha FIFL The DOCKIR (§ avaadie on the \Wedbsita,
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The maj ions:

. IV%onstitutes “data”?

hat co tes “personal data”?

e

Ho

‘ @ 2ach of the conditions laid down in paragraphs (a), (b) and (¢) of the
definition of personal data apply?

&
’% IP addresses, email addresses, fingerprints, examination scripts, mobile

one numbers, digital content on mobile phones and a person’s whereabouts
constitute “personal data” under the Ordinance?

Can fabricated information be regarded as an individuals personal data?

What is the distinction between an “identified” individual and an individual
capable of being “identified”?

How should the existing definition of “personal data” be construed in light of
overseas trends and rapid technological advancements?
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Meaning of the Term " Definition of «
on— . no
Introduc w3ata® js provided under coction 2(1) of the Ordinance Personal Datg”
57  Thedefinition of the term “data 15} 2.5 "Personal data” is def:
| as follows: tined under section ¢(1) of the Ord |
any representation of information (including an expression of personal data” meane oy date dinance as follows
| means )
“data 7 * and includesa personal identifier (a) relating directly or ind; %
opinion) in any documer (b) from which it i rectly to aliving individual
. . : . Practicable for the : ’
92  Theterm «3ocument” is defined in section 2(1) as follows Indirectly ascertained. ang the identity of the individual to be directly or
... (C) ina form in whid}
«document” includes. in;ddiﬁontoadocumentinwﬁhns- m“’“MﬂgofﬁndﬂnM
f visual ] | 2.6 : anin ’
@ a disc.weﬂmdm. : :in"rhicbd‘t‘m'm 'z imz:gmsemlf):.ned S ly cﬁ: a(:f;:;; term “data” as described In paragraphs 2.1-2.4 ibove
s0 s to be capable, amm‘.ﬂd ROt DS SRR = 208 on whether such. datae::te’rf‘any data constitutes personal data th:ref;r.e ;mcm;
il other device; and 6 : isties all three of the condit: . S
| et y f:‘)' (l:) i‘"t‘:l:‘it) In the definition of personal d’;t:'(;;’;i‘:j: s iamgﬁ'?hs
Ok . : , given t v
Ic tio e.rms used " thOSC ParagraphS. uncertaintv gn . ) ger,erc
O n, as discussed below INtV mav arise in their
ra:graph (@) — “Relati ;
. at .
3 It follows from the above that, for information o constitute data, such OQdividual” Ing Directly or Indirectly to a Living

information must have been recorded in a document as defined. This point may

<eem obvious, but it is worth emphasising to avoid misunderstanding.
S

54  Information not represented in any document (hence not constituting pe%
datz) may be found in situations where, for example, information 1s c%" ed

to 2 person's memory, or spoken but not recorded. The questi

verbal utterance amounts to disclosure of personal data was ¢
No. 21/1999, in which a civil servant came to know ce &

Th o, o 2 .
o~ q;i::‘::;oga:alq down .m paragrgph (3) in the definition of personal data
reaun a In question to be “relating directly or indirectiv to” a living
lnflmdual,. However, given that the concept of “relatedness” is a mai:er ot ‘cz"er
this may give rise to difficulty in the application of paragraph (a). T

er a
edin A

2.8 The question of “relatedness” was considered by the Court of Appeal of England
and Wales in detail. In Durant v. Financial Services Authority [2003] EWCA Civ
1746, it was held that in determining what constituted personal data, two relevant

information about the complainant through handling h re considerations are:
was no evidence to prove that the sensitive personal information ha xisted : -
. p p whether the information was biographical in a significant sense; and
in 2 recorded form, the AAB ruled that no personal data was i and thus
« that the information should have the individual as its focus rather than

the case fell outside the jurisdiction of the Commissioner. In AAB No. 6/2004,
the verbal replies (not recorded) given by certain employees to the employer

in relation to questions about the number of private telephone calls made by a i However, applying the arguments or principles of this English authority to Hong
particular staff member and the contents thereof did not constitute personal data | Kong cases must be undertaken with great care. As pointed out by the learned
of that staff member. Further, in AAB No. 17/2017, it was held that conversations judge in Wu Kit Ping v. Administrative Appeals Board [2007] + HKLRD 4%
bctss:cen the complainant and a property officer outside the complainant’s flat hat the substantial differences between the English
and in the management office did not amount to personal data. legislati qure. et be Whem %

some other person with whom he may have been invoived.

[ have come to the conclusion t
on and the Hong Kong legislation means that great

Chapter 2 The \Meaning of “Personal Data”
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2.9

2.11

ither arguments oF principles ased in the English cases when
. l‘w Clt .
attempting 10 apph . .

- -

he language of the legislation and to attempl to discern its
amine the la
i

an indirect relationship to an individual, it

. e whether there in fact exists 2 certain po.int (and, if so, h‘ow to
is questionable int) beyond which the relationship may be considered
determine such a pol Gails to satisfy the condition laid down in paragraph
y Uyt omihE o8 sonably obvious that in the case of an

‘hile it should be rea
(a): Fomkb’u‘;in ess owned by an individual, data about debts owed by the
uninco

¢ relates directly to the sole proprietor, whether or not a relationship
b@its& v become pr;)gressively less clear in cases where, for instance, the

. mas owned by a partnership in which the individual is one of the partners,
business 1 .

In the case of data that bears only

or where the business is owned by a company and the individual is merely one of

many shareholders.

In the case of Wu Kit Ping, the complainant made a data access r.equest to a d.ata
user asking them to supply her with written statements concerning her medical
treatment. which had been given by medical officers to the data user. The da.ta
user supplied the relevant documents to the complainant but made certain
redactions, which can be divided into three categories:

(i) the names of the writers and recipients (not being the complainant)’@

several letters and 2 statement concerning the complainant’s diagn@,
treatment and use of medications; %

(ii) a statement concerning the writer’s own conduct of the tr@ of the
complainant in his professional capacity, in a letter fro iter to a

recipient who was not the complainant; and Q

The Court considered that the names of the writers and recipi@n category
(i) were the personal data of the writers and recipients, not the complainant, and

they did not fall within the scope of personal data “relating directly or indirectly”
to the complainant. The redactions were therefore lawful. In respect of category
(ii), the Court considered that the redacted part was an opinion related directly

(iii) the writer’s general statements made in a letter.

&

to the complai
Plainant.
disclosed 0 the corannc: hence it Was her personal data, and <
: : . an -
have broad genera Pflnant. Since the general sear ould have heen
C : Al application and d “Ments in category (i)
omplainant, t, 'd not directly

ot indirect]y refate to the

2.12

S and opinions were not

| refore be seen that while the definiti
10n under the Ordinance,

living individual for them t
under the Ordinance.

such opinions must relate directly or indirectlv 1o

.

o fall within the scope of personzﬂ data protected

Fron.m a plain reading of the section, it is perhaps difficult to infer 2 Strce
requirement in paragraph (a) that the relationship in question m -
and not trivial. However, when dealing with a complaint, the Commissioner
may be inclined to avoid an absurd result if the relationship between the data
concerned in the complaint and the complainant is none but trivial, and may

exercise her discretion to refuse to investigate such a complaint on the ground of
triviality provided under section 39(2)(b) of the Ordinance.

ust be important

2.15  In AAB No. 14/2007, the AAB considered that an nvoice, which was a document
relevant to the legal proceedings to which the concerned individual was 2 party,
was not the personal data of the individual. According to the AAB, the invoice,
although addressed to a named individual, related to the trading price in a
business transaction rather than to the individual personally.

2.16  The Ordinance protects the personal data of living individuals and does not

extend to that of deceased persons. This is illustrated by the decision of AAB Ne.
| 27/2005, in which the complainant, who was the grandson-in-law and lawful
guardian of an elderly woman, complained about a social worker because she
had disclosed to the elderly residential care home the fact that the elderly woman
had died. The AAB held that for the Ordinance to apply, lh&: personal data u‘xust
relate to a living individual, and it does not include that of a deceasad person.

R U ——
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hat the complainant Was

t
g, the AAB ruled deceased father, as it did
17/201%: 7 about her 220 In applyi "
s 16€ ation 3 nance pPlying the condition 1aj .

darly, iN AAB N -ess 10 info der Ordinan¢ take int on laid down in paragraph (b), the Commuissioner will

ST equest C gl data UM 0 account all relevant data controfled by th - jon. If
notcﬂﬁ‘kd to gt person practicable for that part . by the party in question. If it is
il ithin the € . - the I d entity of the the individual, « hP ;’to ascertain from the totality of such data the identity of

cable + ©4Ch and every part of the data (including, in the example g
— Practh R o s . including, in the example given
«From 'hld‘d;t :sd]y ASCertalﬂed laizv;,o:?: l ndividual page within the personnel file) also satisfies the condition

— in pa ‘ . : .

Pﬂﬂgﬂph (b)be DireCﬂY or In h (b) to personal data, the first situation wherz tl:g:iaph '(b). _ SHONG SUOL Iigily ayianti e
Individual to | nin paragrap *- < in the Ordina € data is contained in several documents, which, when read or
o Jaid dOW = ver it appear nce, construed together, consti .

iving the condition 3 ~acticable where i cable’ when a » constitute the personal data of an individual. For example,
217 ln.apl:(; n(;te i< that the wo v “re onably prac i ::par ¢ note of address is found attached to a personnel file created for
fh:‘g under section (1 llant made complaint to the likpe e :Q oyee, although no name is specifically stated on the note. it is
i e 16/2000, the apg;y L henever he entered of of y ; n 'ed as personal data belonging to the employee when read with
218 1o e ¥ Ofbout a public transpOr Cén:pcitizcn concessionary payment card, @‘1 }uments in the file and taking into account the nature of the matter as
mmissaoﬂ‘: :hc (oll gates using his sen:: off. This would reveal to all persons '
ted throug alarm W¢ | discl ‘ .
s (or lights flashed and &' 2ccording 10 him, amounted t? olsc o.:»un? of his can illustrated by a scenario where fingerprint data is collected
indicd er 65, which, 3¢€0 ed the Commissioners view by an ver for th : 2
Hearby that he was 0 B in its decision confirm L e | ‘ € purpose of recording attendance. While it may not be
his Pe‘;sonal data. The AA ‘< closure of information regardmg The £ :) h tanhs pPr | for the ldentity of an employee to be ascertained solelv from the
that there ha been 10 d pnrchased or pOSSCSSCd by anyone. ‘ ¢ fact that the ﬁn‘grmt data, it can be linked with other data held by the emplover, for
age and the card could b':ted hen the appellant used a CO“CCSS'O’?“ zlp afym:;:t ampl.e, thf: staff number assigned to each employee, which in turn will point
light and sound were Cm‘t ]| gate did not make it reasonabl)" practul:]a l'e :r e the identity of a particular staff member. It will then become practicable for
card 10 Pass through the tz be directly or indirectly ascertained. T. e .lg t and the emp?oyer 10 ascertain the identity of an employee who swipes a fingerprint
identity of the K;P;“;”;ﬁed the type of card used, not the person using it. scanner installed for recording attendance to gain access to the office premuses.
sound signals oY
satisfies the con Where part of the personal data is an ised so that it i ablv
: . certain data held byaparfx . R onymised so that it i1s not reasonabiy
2.19 Sccoﬂd')"lpdcadmg :lgt)h:;d in particular, In considering the meani practicable for the identity of the data subject to be ascertained from it, the
laid down In ngfp < pa;agra h. the Commissioner take Commissioner will generally regard the condition laid down in paragraph (b) not
. fromd\;hf di 'l;:lual <hould be able to be construed fro to be met, hence failing to satisfy the definition of personal data.
reference to the 1ndi

2.23

- data of that
- '  available, of which the x .
1l the relevant information that 1s a oyer holdir nnel file

n Illpl
mdmdual forms part For cxample, an € | .

' ve the name OROr other 1 1yimng
of his cmployccs would not ﬂCCCSS&l’l.ly have l ’

information about the employee explicitly stated on every page. & |
should be asked whether the information contained on one such onstitutes

the personal data of the employee, it would be unreasonable and contrary to the
Compmissioner’s regulatory view for the employer to say “no” simply because that
particular page alone does not reveal the identity of the employee. Conversely,
when it is not practicable on the face of the data or from other information that
it holds for the identity of the data subject to be directly or indirectly ascertained,
the condition laid down in paragraph (b) is not satisfied.

e . 5
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The question of whether it is practicable to ascertain an individual’s identity
from the data was determined in a complaint in which an individual complained
about his name being uploaded onto the web page of a discussion forum set
up by the residents of an estate. The individual alleged that the three Chinese
characters of his name were used in a poetic expression posted on the forum.
The Commissioner opined that it was not practicable to identify the individual
from the data and decided not to investigate the complaint. On appeal, in AAB
No. 67/2005, the AAB took into account the individuals own interpretation of
some other characters and numbers displayed on the forum as his nickname
and address, and concluded that the data, taken together. was personal data, as

Chapter 2 The Meaning of “Personal Data”
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