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This chapter has se

protection law to e%
the inclusion 0*1

The thematic volumes are Supposed to be studies of specific conflict of law in Asian juris-
dictions. However, in contrast to ' '

domestic law.2 Accordingly, a |
as purely regulatory law, pro
of private international law,.

We respond to the
information or data’

arge part of this book concerns what might be characteris
mpting one to query how this book can purport to be a study

query by way of an intuitive examination of the notions of ‘personal
‘privacy) and ‘protection’ pervading this book. We suggest that, stmply

' Regulation (EU) 2016/679 of the European Parliament and of the Council of 22 April 2016 on the Protection
of Natural Persons with Regard to the Processing of Personal Data and zln the Free Movement of Such Data, and
RePealing Directive 95/46/EC (2016) O] L119/1, available at gdpr-info.e _— ‘ |

*The Asian states are China, Hong Kong, Taiwan, Japan, South Korea, Nug.\wre,.a\l:\h‘\}x«: ietnam, Camdadia,
Myanmar, the Philippines, Indonesia, Thailand, Sri Lanka, India, Uzbekistan and Kazakhstas
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) Ching Him bt { tghtawa)’ omind when ote e Sthe
R Introduction 3
jssues CON M"% |
Jevel, th : yation or data. What q1y.1. has wrongly coll
intuitive ’ nal informatic 14 qualigy, tate B who ha collected, processed. tra
hnng:n“ hted he scope of o€ Pe,::n being (that is, a data subject) as g, “ion of a data subject residing in spate A? Petted, o tored the personal inform.
The first issuch ':t is pe rsonal to @ hlld how One interacts with the worlg at largmmhﬁ There are issues of recognition and enforcement beyond a state boundari ) Suppose
ation or data { 1o ¢ oneself On this footing, the ambit of Per e 'h% that state B has a more stringent regime for the protect; g 2 R
e very detail 8% tion or data. © S0ny bject residing i - PP ection of personal data than state A,
principles &\ ersonal inform? £ fact details about a person (name, sey, Marjy Uy, can a data subjec °8 I state A invoke the protection of state B's laws against 3 dat
constitute ‘Tﬁcsgnsing from matter-o birth date, height, weight, and Jeye] edal"*u controller or processor who has wrongly explojted that individua’s pmm,’if’,;;;mi
mation is W& sion, nationality’ W habits and activities (tastes in muygjc anq liuc%h; (3) What means ,(if any) are available to a data protection superviso authority in state A
address. .oct;‘:]}:e Jescriptions of oleeis oatterns). ter%{' to enforce state As data protection Jaws against a data controfler o processor in state B who
DI mn social media, and Spen fn‘%hat personal data comprises, the Secong ; maintains no (0r no substantial presence) in state A? (4) What means (if any) are available
acm(;:f! :snosudx a wide definition foinformation about oneself constitutes One’s e to the datab;;rof:?::dsupe or} authority in state B to ensure tha state A does not make
d:‘er every datum or plec:e Od ta subject entitled to deny access to infom"ati Pﬂ\w unreasonable ee : $0 ould (or should not be done) by state B's data or} ,
- ords, to what extent 1§ 3 4 know such information if the indiyjg,.., o, regulatory regim ection of the personal information of data subjects residing
S t the world at large can oy ff-limits in the abse Vi Com% in state A? ]
oneself, sotha data are to be regarded as oft-limits in nce of congey, howt There are iss @onﬂict and harmonisation: (5) [s the f SWers
all one’s personal da : tion is (and what information js |, ' ~ i - ' s S ——— s
n’no.t e drawn between what informa P incibles § ot) Ntifleg the foregoing estions in practice, data controllers and processors will have to
the line t;) e to oneself, What are the un.derp;nmng principles for persopg inf%t: comply with the totality of dataprotection Jaws in the countries in which they operate or in
be treated s P ified as off-limits to outsiderss which the ces or $ may be accessed? (6) What if those data protection laws are
tion or data to be class from an understanding of the nature of personal dat, and inconsistent with ea g

B Shiﬁs m . : 1NCOMNS :
The thlrd ;::; of regulatory regimes for permitting or denylng access to sych l; Z‘;&q here are policyissues about where we are (or should be) heading with so many over-
:i(;: ‘F}f:lgzoums of the data protection regimes in the 17 Asian states COntaineq j, i %ﬂg data protection and privacy regimes: (7) With ever-increasing regulation, what has

book focus on the following matters:
1) When may an individual’s private information be:

ome of ng such as the ‘freedom of the internet commons’ and ‘access to informa-
tion’ that v t of the web was supposed to usher?
@ Imshort, there are an abundance of conflict of Jaw issues, which can only be approached

a) collected, th es and their interactions with one another
b) processed,

c¢) transferred to third parties, or

d) stored, III. Some Asian Trends

by data controllers and processors?

2) What conditions (if any) govern such collection, processing, t
What remedies (if any) are available to data subjects who | . R ;
wrongly collected, processed, transferred, or stored? following common characteristics can be discerned.

aration of Human Rights, the UN acknowl-

edged a human right of privacy: ‘No one shall be subjected to arbitrary interference with his

privacy, family, home or correspondence, nor to attacks upon his honour and reputation.

al persons over Everyone has the right to the protection of the law against such interference or attacks”

Even on the intuitive understanding just sketched out, it
ssues inevitably arise, especially given the ubiquity of cyb
personal data now bei.ng transmitted by individuals to corporations

thSOGale° mfdh and the mternet. at every second of every day. The tters identifiedin §ince then, many states have recognised privacy as a fundamental right, despite uncertain-
. t{:x?mpmd agx‘aph fﬁ@y gl.ve rise to a host of sub-questions which are analogous ties as tO. the preciise meaning of t?'ne co.ncept. Dat.a privacy rights have been enshrined m
e o s e e g e Ahgh o | e, o i ot i, & o
. : fPort to regulate the handlin f al infi :on within guarding the in uals right to privacy and the collection, use an sfer of an indi-
its boun : : . g oI personal information wi R SISl S . R
- n:a;:;» (l)n rila)lmljﬁ'ce the regime must pe €Xtra-territorial to be effective. Cyberspac vidual’s personal data. Among the Asian jurisdictions studied here. Japan,* Hong Kong,
tion regime mys exten:; s{(,l t,m bf- acceshsed from anywhere, so that a state’s data protec
. egulatin i - :
Everywhere in the world, 8 What Is available over the internet anywhere - *UN, Universal Declaration of Human Rights (1948), available at un.org/en/about-us/universal-declaratioo-
Ie are conseqy . e of-human-rights.
(f at al) o) thenseq ently issues of Jurisdiction and applicable law: (1) To what exten * Constitution of Japan, Art 13.

*Hong Kong Basic Law, Art 30.




’9 and 'Ihailand“’ have e)(pres

Sly |
S.t their con Stimﬁonal documentz. Othel' States (33('\
1 Singapore:' and Indonesia®) have y " hy
G od privacy as a'wan 12 Cambodid, ™ PUEL o brivacy, but have acknowledgeg ‘hl:"(ix],
"t

1 , right t
gri Lanka, mconsﬁmﬁons toa per.s;);‘: Sm %h oir legislation or court decisions,
- s n

t have enacted
in this volume, mOS a datg
ob M ::;zdand Cambodia bei}ls the exceptions, In 8‘:‘“‘«.
1 legal framework with My \s refer to protection against the unwanted d‘SClos:::s'
tion ; e gxing (that s, disclosure of others' personal data v ¥
us,

here data protectiop |
R ong Asian states W N lawsg
is typically C"mma.h;: .G?)nl:R t% a greater or lesser extent. Most states’| L
mi

a from their jurisdiction to states whiegl%
broadly prohibits.the mns{:;?:f;?giﬂ: :tsimilar standard of protection, % d°hq
. regula exist. Individual states have included special featyres in e
Nonetheless, differences for instance, the restriction on international tryy, &
-public entities. The Person?l .Data Protection A“:::
.17 exclude liability in the case of art md.mdual acting ina Persong
. or when the data concerned cOMPIise business contact informatigy
-0 has a ‘whitelist’ regulation (that is, a requirement that data only be transfen;
Hong Kong I similar level of protection). However, that has not yet come into oben
to states having Zue 1o a lack of consensus on the matter among the business communys
tion, apparen although GDPR has provided the backbone for data protection regime ,
o e ' dapting it to local circumstances and needs,
Asia, each state has modified GDPR, adapting s
An individual’s privacy and personal data may be governed by different sets of legig,

some other remedy in case of infringement. A different set of laws \.vill gover
(natural or legal persons) can do with an individual’s personal data, in parti
the collection, processing, transfer and storage of personal data. For instan
right to privacy is regulated by the Civil Code, whereas the prote
covered by the Personal Data Protection Act. In Japan, the Act on
Information specifically deals with the transfer of citizens' per

tially covers a data subject’s right to privacy. Q

o

ersonal
tection of

ta b‘gt’

* Constitution of the Republic of Korea, Art 17. $
;Const?mﬁon of the Republic of the Union of Myanmar, Art 357.
gconstfmtion of the Republic of Kazakhstan, Art 18.
wConstfmtfon of the Socialist Republic of Vietnam, Art 11.
Constitution of the Kingdom of Thailand B.E. 2560 (2017), Art 32.

! Constitution of the Democratic Socialist Republic of Sri Lanka of 1978, Art 14A.

*? Constitutional Inte i
ituti rpretation No 585 (15 December 2004) (Taiwan).
> Constitution of Cambodia, Arts 31 and 40 )

@ ferrable

tion within a state. One set of laws will deal with an individual’.s xrights as a human MQ
highlighting paradigm situations of privacy violation and providing for compgns

fng
Taiwan the with the right to privacy is legitimate, Asian jurisdictions apply legal tests of varving

Introduction 3
For practical purposes, many Asian sta

to facilitate regulation. Some jurisdictions c;f\:l::v pi::)nn:? dpcmqnal data info categories
dePending on the nature of the pieces of information invo!:tcal "(m) it c'.”m“'
data which are more closely related to an individyafs ori ’) m)]ﬂe Category f;mng
stricter regulations. For example, in Taiwan. the collcct?:ncy of ' W'%Kaw, cusdyey crvivs
prohibited unless prescribed conditions are met. Thie category ;fpe:] v :em " &t ¥
includes medical records, medical treatment data, genetic inf'orman")eﬂ C pemml e
examination, and criminal record.? These are considered more inti :‘ﬂ e b
information. On the other hand, the collection and mate types of personal

: processing of ‘general al daty
often be less stringently regulated. Thailand has a near iden%icalgdassiﬁ mnof datz ::}

: 2 g
data to Ti?;\’g"l:? this t" o d. an alsc: has 2 similar system of binary classification. but
instead of labelling catego pecific’ and ‘general’ personal data is sorted into ‘sensi-

tive personal informati ‘non-sensitive personal information’ Kazakhstan accords
individual’s health. religion, and biometric information.
n in other states, notably Singapore, does not define ‘sensitive

by appropriate means. Through processes of anonymisation
data into a form which cannot be used to identify an individ-
isation (substituting parts of personal data with madc-ué values), and

emoving certain parts of personal data through which an individual
information can cease to be ‘personal’ and become more readily trans-

onalise data.

any Asian jurisdictions, just as under GDPR, the right to privacy is not absolute.
ight is subject to interference in certain circumstances as, for instance, when national
curity or criminal investigations are concerned. In evaluating whether an interference

de-pe¢
I
r

standards of stringency. Some states, like Taiwan, allow a safe zone to public authonties
for infringement of a citizen's right to privacy, to the extent that a government’s conduct
was aimed at fulfilling a statutory duty or obligation.** Another test that may be applied is
that of proportionality. In other words, where a complaint of personal data infringement is

made against a government agency, a court or other authority considering the case might
ask itself:

1. whether the relevant agency had the power to conduct itself as it did;

2. whether the agency exercised any such power for a legitimate purpose;

3. whether the agency’s conduct was no more than what was necessary (o achieve the
identified purpose; and .

4. whether on balance the infringement of the individual's right to privacy was justified
by the need to achieve the purpose.

*Personal Data Protection Act (Taiwan), Art 6. S e
2! Personal Data Protection Act BE 2562 (Thailand), Ch A(e)iv)
2 Art 6, Personal Data Protection Act (Taiwan), Arté.



relief (notably monetary com

the continUed breach of an individuas:'::ﬂh\
Rht
te ¢

OMplac. .
ssor in state B infringes the privac.y of a data s“bjil:tx;t? Gy
‘< no one-size-fits-all solution among dnﬂ'f:refxt Asian Stateg Yay,
T sia and Thailand) OZPI:B’ thth principle of gy, &:(’"\
. int should be lodged in the court of th, Uity
. g .the resz:lt et;a(t):h ‘z‘:‘g]t:: such as Japan,™ take multiple factors i;l:tl:?cwhﬂe
the defendant is dOﬂ: . domicile, the place of performance of a relevant oblig atio%
including the defﬂ:_ bt::iness, and the place of the wrong, before reaching a conclyg 0:» the
defen‘dz?ntf Pl?:;co:: to hear an infringement complaint. i O,
court’s jurisdi <ionificant obstadle to effective data protection is the lack of i
b.k\'erthelcss» :h gf‘m ation where a data breach occurs in cyberspace anqd has PO?%
appl.lcabl‘e law. mmuleﬁmle states. To date, most jurisdictions have yet to enact local leglsf:“'l
wdﬁ lt?hi:t;ssue ol; applicable law in cases ?f multinationa.l da}ta breach. 'Iherefom,u;:
existing data protection legislation of many Asian states xl:‘:.ma.n:1i sﬂ.ent as 1o the jsgy, ot
law applicable and there may be overlapping assertions of jurisdiction.

IV. Summary of GDPR

Having identified GDPR as a backbone of data protection regulation in many Asian i

dictions, this section summarises the principles underlying GDPR for readers‘w
familiar with its terms.

GDPR comprises a Preamble and nine Chapters. The Preamble consists of
and takes up nearly half of GDPR. In effect, the 173 paragraphs set out ge

data privacy and protection which serve as a commentary on the i e@
mentation of the rights and obligations contained in GDPR’s nine :

This s
focus on the Preamble, summarising its key principles. It will @ore brie (@ the
contents of GDPRs nine chapters. -

A. Preamble §
From the outset, paragraph (1) s

: . ignals that GDPR is about ‘the protection of natural persons
In relation to the processing of personal dat2?® That is because ‘everyone has the right o

Introduction

/

the protection of personal data concerning him or hep27
right’ as affirmed by Article 8(1) of b " 15 ‘2 fundaments

. the Punctin: § of the Europesn
A consequence of this recognition 8 (as ctioning of the European Union (TFEL).

contribute to the accomplishment of an ares of freedom i -
union, to economic and social progress, to the  vecunity and justice and of

. . Strengthcmn and th an economic
mies within the internal mQ:,d to the well § and the convergence of the “CoTO-

-being of natural persons
However, the right to h
paragraph (4) which

being applied
c|onsistent and homog-

information which is ‘particularly sensitive in relation to fundamental r
Examples are personal data on race or ethnic ori

and health (especially where communicable dis
collective agreements, see also para (155).

*’ For examples of the width of what is comprised by the expression ‘personal dats " o
and 35 (health data). S personal data, see paras 34 (gemetic data)

# See further para (16) which expressly states that GDPR does not apply to ‘activities concern :

. : : . MDS BalOona: sede-
rity’ and para (19) which excludes the processing of personal data by competent authorities for the pUIpOsES of
the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal Denailves,
including the safeguarding against and the

! prevention of threats to public security and the free movement of sach
data. Note also para (20) dealing with data processing by courts and other

judicial authonties. The st of 2 & ha
GDPR applies to their activities, so that judges should be aware of their obligation under GDPR and should respond
to complaints in their handling of personal data. Individual states may '

speafy .. operations and . proceduses o
relation to the processing of personal data by courts and other judicial authorities. But any such laws bowid not coves
the p of personal data when courts are acting in their judicial capacity, in onder 1 safeguand the Bdepend
ence of the judiciary), enhance awareness among members of the judiciary of thewr obligations under thas Regwiacon
and handle complaints in relation to such data processing operations. Contrast the position @ relation 1o »/udi
authorities to which personal data are disclosed in accordance with a legal obligation for the exervise of thew i
missions’ By para (31), such public authorities ‘should not be regarded as recipients i they eveive DS R R
are necessary to carry out a particular inquiry in the general interest, in accondance with  law. Howeves, ~dun
requesting information, public authorities should always act in writing and provide redsons e gt 5«:
request 'should not concern the entirety of a system or lead to the inferionnection o Rng systes 2 .a‘-tup
event, processing of personal data by them ‘should comply with the applicable data-peotection m?:?u: ;‘:
purposes of the processing! In other words, although not treated as personal data mmu& ; s
entitled to be cavalier in the way that they handle information disclosed o them by viduals, 1he 2
under a duty to safeguard such information from wrongtul disclosure of use.

. ts and freedoms, see paras (31) 1o (34)
gin (para 51) or details relating to employment, social weifare,
¢ases are concerned) (paras (32) to (34)). On employment and



the ‘consistent m
e, It refers 10 ONitoy
a diﬂ'crent't:;;:t sanctions 111 all Member Stateg as :ng of
and oqui¥? ry authorities of differefnt Member Statesf"m‘*
rvi , o The
c00pe ercilitate accountabilit)' in :::th:;’e‘;n;gozef : g’ ?Ix;:ifi?’ busi"‘ex;
Ve 1l ta y o
offectiv es that, 10 reCOI’ds of the da )a 4ds that the recor d-keepin rds ang

paragraph (1> Boby
itored. gra o ardless of whether Iga,
On e obligation arises Icg an ente%

e D
‘hand or automatio™ of law implications. Paragraph (22) stip i
conflict ing by an establishment in the gy, l}m

takes place in the EU or elsewhere WT?;;

ch processing e
shet ; snt: bypa branch of the establishmggt zral;y :;n.subsxch;u.y Wit
hether the processing > ihe establishment. Paragraph (23) deals with the iy,
whe nality from ¢ thin the EU is processed outside the EU{,;

Jegal perso it v .
separate eg;l nal data of a data subj GDPR will apply to processing activities "elated
subjects irrespective of whether connecteq ®
for the application of GDPR has beg,, me:

examining whether the establighy, m‘
or more Member States in the Uniog

covisages o 118 7 ct that an establishment’s website may be acces

Paragraph (?3) observes :;hg;t 3; ;Teir:hf: criterion. Paragraph (24) adds that GDPR wjj) als:
:n the EU will not be E’J establishment is processing data for the purpose of ‘moniton'ng
apply where the ?‘;gb-] data subjects in so far as their behaviour t:akes place within th,
;;i’m: c:eusrt (i)s whether the relevant EU data subjects are being ‘tracked on the intef

A ‘orofiling ... particularly .. : :
net, including through Pro l%er ol: his personal preferences, behaviours and attitiides®

or for analysing Or predicting -

fo
A

» | . oxP -, small and medium entérprises) having fcmrd\a
250 Howl;\:;sp?bn(: mmks:?pmg obligations. Analogous exceptions from GDPR are found in pia (%
&mﬁﬁg ‘the processing of personal data by 2 natural person in the course of a(purely personal or househeld
activity ... with no connection to a professional or commercial activity’). \' & . ’ Q|

¥Fo n record-keeping, see the discussion on para (82) below. € _ A
. lnrdmorco a datl:“cf;:t?oller's main establishment, reference might(be made to para (36)~In short, one

needs to pinpoint the place of ‘effective and real exercise of management activities determiggﬁé't&g main flccisi?ns
25 to the purposes and means of processing. This will not necessarily be the place where data‘processing is carried
out. The presence and use of technical means and technologies for processing personal data or processing activi
ties do not, in themselves, constitute a main establishment and are therefore not determining criteria for a main
establishment. Where relevant activities are carried out by several entities, the main establishment of the controk
ling entity should be regarded as the main establishment of the group, “except where the purposes and means o
pfgzming are determined by another undertaking”

Para (80) stipulates that 2 non-EU establishment which processes the data of EU subjects must designate i
representative (within the EU?) to serve as a point of contact with relevant EU public authorities. The represent
tive In the cn:e of breaches by the non-EU establishment, enforcement proceedings will be brought against the

~On profiling, see also para (30): “Natural i i i ther

: iy ' persons may be associated with online identifiers provided by’
::;:’ :ﬁ’ fqu"m'”'z‘;‘,’l‘ and protocols, such as internet protocol addresses, cookie identifiers or o.ther iden:ilgfmf‘
and other information rm'ﬁcmby"&ug" This may leave traces which, ... when combined with unique ice e

servers, may be used to create profiles of the natural persons and id

them.” But this should be read :
of di - as subject to para (70) (individual’s ri ‘ j d, for the purpo¥
direct marketing). See further para (71) (discussed below).u s right to object to being profile

. to take decisions concerning her ofhjy,"

l><

) ,

Introduction 9

the applicati
agraph (25) concerns PPlication of GDPR to a non.E1+ |
gz:;e,gs diplomatic mission or consulate. non-EU establishment in 2 Member

paragraphs (26), (28) and (29) deal with pseudonymisation and similar processes
GDPR will not apply where it is not possible to identify a person directly or indirectlj; fro‘m.
1 data set because of pseudonymisation or similar processes.™ This principle thus facilitates
stalislica] research. Paragraph (27) adds that GDPR does not apply to the personal informa-
ion of deceased persons. |
personal data Ry only be processed by a data controller or processor with the
consent of the data subject Of pursuant to some law (paragraph 40). Consent is defined in
aragraph (32). It ,must be 3f_,f£‘f\el)' given, specific, informed and unambiguous indication
of the data subject’s agreemqnf 't,b the pr ocessing of personal data relating to him or her’”
This covers consent conve)mdby electronic means. A data subject should not be made to
indicate consent by, silenceypre-ticked boxes or inactivity. If a request for information is
made for several purposes, consent should be given for each purpose. Moreover, individuals

should be entitled €0 Jimit their consent to what is compatible with the purposes of a given

£ =
¥

research P’W‘“ﬁ(pmagmp h (33)).

When data is to be pr Oﬂemd by consent, the principle of transparency requires that ‘any
uﬁormagon and com;y‘pnigation relating to the processing of those personal data be easﬂv
accessib]eand easy t6 understand, and that clear and plain language be used’ (paragraph 41 )."1"
Details'that should be.drawn to a data subject’s subjection include (1) the data controller’s
identity, (2) thie purposes of the data processing, and (3) ‘further information to ensure fair
and transmrentagrocessing’. The latter category might comprise information on the risks,
rulesand, Safeguards involved and the data subject’s rights. Any personal data obtained
should be Timited to what is necessary for the purposes for which they are processed’ Thus,
the Period for which personal data is to be stored must be no more than what is neces-

_saryfor the relevant processes. There must be means to enable correction of inaccuracies
or errors in the personal information obtained. Further, suitable measures must be taken

for the security and confidentiality of the personal data disclosed. Under paragraph (42), a
data controller should be able to show that an individual has consented to the processing of
his or her data. Standard form consents drafted by a controller should be ‘in an intelligible
and easily accessible form, using clear and plain language and it should not contain unfair
terms. Individuals should know who the data controller is and the purposes for which the
personal data supplied are to be used are intended. Paragraph 42 warns: ‘Consent should
not be regarded as freely given if the data subject ... is unable to refuse or withdraw consent
without detriment.

In contrast, where data is to be processed by a government authority in the public
interest, it must be under a law authorising the operation and identitying its purpose

(paragraph (45)). Further, the law

could specify ... general conditions ... governing the ... data processing, [such as] specifications
for determining the controller, the type of personal data ... subject to the processing, the data

* See also para (57) on obtaining further information to enable an anonymised data subject to be wentined
» However, in consequence of para (43), consent will not be treated as freely given (and cannot be taken as the

basis for processing of personal data) where there is a clear imbalance between the data subject and the controlles

in particular where the controller is a public authority’
** On transparency, see further para (58).
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A corollary to transparency in data collection is the need for the implement ation
svstem whereby a data subject can readily obtain, correct or delete information about | i’:

or her. The requisites of such a system are covered by paragraphs (59) to (69). For sty
information need not be provided

where the data subject already possesses the information, where the recording or disdqm.&é
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the personal data is expressly laid down by law, or where the provision of information tg thedat,
subject proves to be impossible or would involve a disproportionate effort (paragmp!\: (@2 fleg
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Importantly, a data subject has the ‘right to be forgotten’ (that is, the right té haye Persondl.
information deleted) when data is ‘no longer necessary in relation to the purpdses for whid

they [were] collected or otherwise processed, when consent for collection ;ﬁ;'withdnwn, N
where there has been non-compliance with law (paragraph (65)). o\t

Given rapid developments in the use of artificial intelligené¢e (AI) in data proccssm&
paragraph (71) should be noted. It confirms an individual’s right ‘not to- e \subject to 2
decision ... evaluating personal aspects relating to him orher ... based solély'on automated
processing and which produces legal effects concerning him or her’. Exaniples are the denial
of an online credit or employment application without human involvement. But a balancing
exercise is involved. If, for instance, a question of fraud or tax-evasion is involved, profiling
may be permissible, subject to adequate protections.

Paragraph (82) returns to the theme of record-keeping. Data controllers and proces
sors must keep records of their processing and cooperate with government authorities
supervising their activities, including providing access to their records. Data controllers
and processors need to consider the risks involved in their processing activities and take
“ppropriate security measures (including encryption) to safeguard such processes and any
of :hr:n:go:nd wg:’“ed (parzfgraph (83). Measures include ‘taking into account the st
e bee costs of u’nplemcntation in relation to the risks and the nature of thé
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rights and effective administrative and judicial redress’ The Commission is supposed t
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review its determinations regularly (paragraph (106)) and : :
no longer meets the GDPR standard (Pafagril:ph (107; can decide that a non-EU state

Where a non-EU state does not meet GDPR standards, -
sors should ‘compensate for the lack of data protection ... :;mwac; 2?:;15233353;?&1
for the data subject’ (paragraph (108)). Measures would include ‘binding corporate rules,
standard data protection clauses adopted by the Commission, standard data protection
c!auses adopted by a supervisory authority, or contractual clauses authorised bv a super-
visory authority’ In limited situations (such as legal necessity™), it should also be possible
for data to be transferred to non-EU states where a data subject expressly consents
(paragraph (111)). On the extraterritorial effect of legislation in non-EU states purporting

7 Eg, this may be the situation where there is large scale data processing done on a regional, national or interaa-
tional level (see para (91)).
3’:(?0 consultation with the supervisory authority generally, see further paras (92) to (S0,

For examples of legal necessity, see paras (112) and (113).
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B. Chapters

The main body of GDPR is divided into 11 chapters, entitled: (I):.rng‘eral Provisions;
(IT) Principles; (III) Rights of Data Subject; (IV) Controller and Pracessor; (V) Transfers
of Personal Data to Third Countries or International Organisations; (VI) Independent

”Seg also paras (124) to (138) on mechanisms of cooperation among supervisory authorities, .Wbm d‘"
protection 1n more than one state is involved, including on instituting a ‘one-stop-shop mechanism’ (especialy
paras (127) and (128)) and ensuring consistency (paras (135) and (136)). On a one-stop-shop, see furthe

para (141): Every data subject should have the right to lodge 2 com laint with a single supervisory authority ... i
hM«MofhkorhcrhabiMruidm . ; . ey g i

conside ce, and the right to an effective judicial remedy ... if the data subjec
4 m:‘z;” her rights under this Regulation are infringed’
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chap'tér II (Principles)

ying data processing. Of primary interest is
ch personal data may be processed, used and

stored, to no more than what is necessary for a legally valid purpose:

a)

b)

Personal data shall be:

processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’);

a manner that is incompatible with those purposes; further processing for archiving
purposes in the public interest, scientific or historical research purposes or statisti-
cal purposes shall ... not be considered to be incompatible with the initial purposes
(‘purpose limitation’);

adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed (‘data minimisation’);

accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which
they are processed, are erased or rectified without delay (‘accuracy’);

kept in a form which permits identification of data subjects for no longer than is neces-

sary for the purposes for which the personal data are processed; personal data v

be stored for longer periods insofar as the personal data will be processed solely fot

archiving purposes in the public interest, scientific or historical research purposes
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iii. Chapter III (Rights of Data Subject)

oo ions. The first four sections deal with specific 1 :
Chapte;.legnggﬁ z?uf:::,ﬁe right to transparency. Section 2 details 3 subj Bhts of
?oa:es?n}orn;ed about processing operations relating ?o him or her c(lwhether the pergq, .
data being processed has been obtained from thg su,b]e.ct or not) an t.o have access 1, e
personal data collected. Section 3 deals witha S}lbject s right to rectification of Personal
the right to have the same erased (that is, the right to be forg9tten), ax.ud the l’.lght t0 restrig
the processing of personal data. Article 20 refers to porta.bthty, that is, the right to recie
personal data in a ‘structured, commonly used and machme-.readable,formgt and hﬂvcthg
right to transmit those data to another controller without hfndrfmce. Secuon4wm .
right to object to decisions being taken by automated processing, .mcludms b}ﬁl.mﬁﬁng.“

Section 5 implicitly acknowledges that the rights in the previous foursccnom are not
absolute. Article 23(1) authorises the EU or Member States to limit such rights bylegie
lation. But this is only provided ‘the essence of the fundamental l‘lghtsand freedoms s
respected, and the restriction is ‘a necessary and proportionate fmeasure in a democratic
society’ for safeguarding: , ,‘ Ut \

W &\

ect’s righ

a) national security;
b) defence;

¢) public security; RN
d) the prevention, investigation, detection or prosecution of criminal offences or the

execution of criminal penalties, including the safeguarding against and the prevention
of threats to public security;

¢) other important objectives of general public interest of the Union or of a Member State, in
particular an important economic or financial interest of the Union or of a Member State.

including monetary, budgetary and taxation matters, public health and social security;

o

persons performance at
location or movements’

the protection of judicial inde
f) the prevention, investigation
regulated professions;

h) @ monitoring, inspection or e
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fv. Chapter IV (Controller and Processor)

include the duty to inform supervisory authorities and data subj
personal data.* Section 3 concerns th

(1) to draw up
» and (2) to set up institutions and means for
data protection certification as a way of establishing compliance with GDPR.

v. Chapter V (Transfers of Data to Personal Data to Third Countries or
International Organisations)

Chapter V enacts rules for assessing whether data may be transferred to non-EU states or
international bodies. The general principle is in Article 44:

Any transfer of personal data which are undergoing processing or are intended for processiog
after transfer to a third country or to an international organisation shall take place only if... the
conditions laid down in this Chapter are complied with by the controller and processos, ugin&
ing for onward transfers of personal data from the third country or an international organisation

“See Arts 33 and 34





