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® Resource allocations are increased or decreased as a
the ERM activities are achieving the desired results.

Innovative Level

* ERM objectives are a driving force behind strategic planning.

® Resource allocations are increased or decreased
the costs of the different ERM activities relative

Value Creation Stage

* The ERM system evolves from enablin
competitive advantage.
Framework Design

Foundation Level

® The external and internal context is under:
lated to those involved with the ERM system.
* The structure and organizational positioning of ERM is established.
¢ A risk management policy is developed, approved, and communicated,
* ERM considerations are linked to the performance appraisal process,
Proficient Level

* Changes to the external and internal context are monit
communicated as needed,

¢ The ERM structure is assessed at least annually to ensure it is enak
ERM objectives. This assessment includes, at a minimum, the.»
responsibilities of the highest risk officer and any risk commitises

'1i‘l\g

ucted for any substantive clianges.
¢ The performance a
ERM.

Innovative Level

® The ERM structure evolves to ensur
the business; i.e, it is instilled in ever
every decision that is made.,

* The policy is streamlined to eliminate re
support value protection or creation.

Value Creation Stage
® The framework measurably drives value creation.
Risk Criteria

Foundational Level

* Governance risk criteria (risk capacity, risk attitude, risk appetite, and risk
tolerance) are defined and documented.

ppropriate tq eng

ored, updated, an:

01es an
y is periodically reviewed ard updated, and

ppraisal process drives the right behaviors related to.

e ERM is embedded into all areas of:
ything the organization does and’

quirements that do not ultimately

as appropriate to optimg
to the benefits deriveq -

g success to being recognizeq g9

stood, documented, and artiep

)
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i iteria are in-
AsS ent risk criteria are analyzed and appropriate criter
§ g i ment process.
in the risk assess P
cluded in
ficlent Leve iodi justed in re-
Mﬁuent ce risk criteria are reassessed penod1ca].ly and adju
e (Governan

i changes.
nse to business N ose that
= ment risk criteria are reevaluated penodlciﬂ}t’ todr;n(';gt:rsrﬂhat will
o Assess ; ik ssment process and to a
ing the risk asse:
are not enhanc

]n ance the PI'OCGSS.

jve Level e
mnovah\"; ppetite statements begin to increase the focus on upside risks.
e Riska

» Creation Stage : A : -
Value Cre .k attitude becomes more risk embracing, and nskt f"sppehte state
E trsjsevolv » to optimally pursue value creation opportunities.
men ‘

Risk Assessinen
ol d that captures all known risk events
« A risk universe has been developed that cap -l
. ‘ax‘1d uses terms understandable by people in the organ A y
i i era
Causes, sources, and interdependencies among risks are gen y
. a ’ r
understood. o .
The risk universe has been assessed and prioritized, based on approp
e Ther
risk assessment criteria.

Proficient Level o o o
e The risk universe is updated periodically to reflect new, errixselzgmg
changing risks, as well as increased knowledge about existing risks. »
: ization’s ris
e The results of risk events are used to enhance the organization's
analysis. o o
e The prioritized risk portfolio is updatec‘l penochca‘lly, reﬂeim%ertam
changes in the organization’s context and its success in managing
risks to a tolerable level.

Innovative Level . o . P
* The organization is more effective at 1dent1f)_zmg, analyzing, aﬁ? rilvulti 4
ing unusual, black swan-type events, particularly those wi P
interdependencies.
Value Creation Stage

i i xploitin
* The organization becomes adept at de\.fel.opx?'lg strategtf;vf:; (fv :;l e g
certain risk events to create new value, giving it a compe

Risk Treatment

Foundational Level

ches
* Risk treatment options have been evaluated} and treatment approa
determined for all key risks in the risk portfolio.

S ——
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an organization accomplish its objectives by brin
approach to evaluate and improve the effecti
control, and governance processes.

To support that definition, the IIA h
for the Professional Practice of Interna
into two categories, attribute standards
mental characteristics of any audit
following.

Attribute Standards

ging a systematic, diSCipline(i
veness of risk managemeng.
1

as developed its International Stan
| Auditing. These standards, which
and performance standards, cover f
project. The IIA standards discusg

* Purpose, authority, and responsibility
* Independence and objectivity

* Proficiency and due professional care
* Quality assurance and improvement program
Performance Standards

* Managing the internal audit activity

* Nature of work

* Engagement planning

* Performing the engagement

* Communicating results
* Monitoring progress

~\
* Communicating the acceptance of risks O

evolved over the years.

CONTROLS-BASED AUDITING

The first generation of internal au
auditing, which includes traditional
the 1980s. This type of auditing ty
external audits that organizations
evaluate and opine on the
audits primarily rely on
reasonable assurance, that

diting can be describedi.as controls-based
audit activities that were prevalent prior to
pically is an extension of the independent,
have been undergoing for many years {0
fairness of financial statements and disclosures. These
the results of substantive testing to validate, wi
account balances are fairly stated.

Controls-based internal audits evolved to serve one

of three primary
purposes:

1. To validate compliance with established laws,
ciples, etc. These audits, which are still comm
typically referred to as “compliance” audits.

2. To test and validate recorded finan
than the external audit. Or

regulations, policies, prin-
on and relevant today, are

cial balances, utilizing a lower scope
ganizations perform these audits (commonly
referred to as “financial” audits) to gain assurance that the specific

financial accounts are accurate on an interim basis, reducing the likeli-
hood of adjustments at year-end.

p——

e
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er]fy Y initi i Zation, -
“I i t]:le lnltlatlon, aut]:lorl
1 at ke COﬂtTDlS Supportlng } : T
TOCE ’
s

.
on The focus its i the underlying controls an
of these audits is on th d Is d
. : es afs opposed to the account balances t’l’lems‘etlveﬂs. They |:iare
rocedures, Ppi , reontrol its,
d to by a variety of names, such as “controls audits, “transaction
referre ¥

fl l.ld.lts, and Procedulal aud‘lts‘

VATION: The ion an ing of internal controls over finan-

OBSER . The evaluation and testing 0 r rid

ng as Irequlired by the Sarbanes-Oxley Act typically follow a controls
ing a

cial reporting

pased audit approach.

e following characteristics:

i ideli h as
i ' ith underlying guidelines, suc
. ne compliance with I
i gy olicies, establishe "
spulations, company P
laws and 1eg:

(l A ds [HI.C]P y ted acc ntmg pl‘inCI-
s \ ].es (e.g., generau aCCE‘p ou
e tal.l:l\ T ’ p

ples), eic.

Controls—based audits have th

Understand the underlying guidelines and audit for compli-
n

o lapdk formance with those guidelines.

ance and con o
Identify and correct compliance exceptions

- ; ting,
Use statistical-based predictive and s.ubstantwe testing
i e compliance testing.

errors.
e Focus

ting Appro .
; :ifhoﬁghpcontrols audits may use som

. . » .

L] cOommen ].1 S a

R I e datlo”s Relate EXCeptIOI 1S OT errors tO t]:le Ieleva]lt gulde ne [Id
(o

i errors.
recommend how to correct the exceptions or

i i compliance,
i jon is still common because
-based audit generation 1 : e O e
fin anTk"el COT‘:;I ijsntrols audits continue to support aud;lt cff(l)lllghies f0§ ey o
g anonsibi]jties. Additionally, becaus'e the metho = %\ave a5
e?an;itresge well documented, most audit departmen
of audits a

incorporate these audit approaches.

PROCESS-BASED AUDITING

" . " tmg, became more
iti d “operational audi 'd
: diting, commonly calle . _ b
PIOCE?S ]1&'1?'? ctihzli91805fglnternal audit functions were l(_)oku:tr,ci;‘lizé \glarl); tiong o
e 9;1 the value that outside consultants were togtmg.th e el Al
mor:ri(:'nenﬁng with new audit approaches to dehvter il m);f;t B rse func-
:l:gugh e olahasod augiing ee Sl the 'Coinert;;tn evaluated the design,
ects X
ions’ they also performed proje kv S e
hffon:tivg:lz;;er:r’xd eff)i[ciency gf key processes In the orgzi,r:lia::ﬁ; ' Thispshift "
er icafl used as the benchmark for this new e 2 suing
:;f;ioztayc’kpit beczme known as the second generation of intern
i istics:
Process-based audits have the following characteristic

tively and efficiently t.he process under
ss or operational objectives.

* Objective Determine l{\gw effec
review is meeting speaﬁc busine
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objectives.

® Focus Identi
entify gaps between the current process and best pract;
Clices,

® Testing Approach Typi
. ypically, use a ¢ ing-
practices and the current process suonsultmg 2 o
to evaluate the current process.

on

pplemented with compliance 3

L RLCOITIHIEHdﬂffOHS Re ate e S[ 15 ]} SS |
1 t gapS tO th i or
- : CIf]C uSiI‘lek
()b]ﬁ( thES a]'ld plOVIde pOtentlal ]IIlpaClS Of “Ot CIOSi]Ig the gap

The process-based audi i

_ udit generation all i

o and : ec allowed auditors t

n:); a Coizz\lftlii_e additional value relative to traditional conct)rc:lls*ebgreater -

o S elvpemngz;h%dolc;gy evolved to help auditors perfzrnilsflfl o
oL, 51l s-based audits di i o

ance, financial, and control requirem e ot AR e of Il e " cony

ssier i} memmeplenag rements that are a fund :
nctions” fiduciary responsibilities, audit functions tamental e

based audits to “fill out” i
: an audit plan, with ¢ -
primary focus for the majority of the audit ho:?sr,] o

Operatjg
S.

-

RISK-BASED AUDITING

l1}[1 the 199('35., a third generation of auditin
ased z‘ludmr.lg. As the major public acco
ccionmilltmg with and performing internal au
X ]

- g\;}fe:}zog?et::gslogﬁes that provided greater focus and value to § h
higher com};eumgu; ;Hfat they‘were charging. Risk-based auditing P (z\:'cliqtzifyth

. Ing point. By starti i N i
the business and its various busin);ss arritmg e thorough b oandingy

i sks, auditors were ah
that ensured the key risks were addressed i R ke S
in

dexl;?t1ng valua}ble resources to other areas that had relsi;

g:veii, a;:;ounct;ng firms, as well as forward-looking aurc&Ii: L

devel 1: an 'followed a risk-based approach, found th
nagement with greater comfort regarding ri ’k—

while typically spending fewer hours. .

Risk-based audits have the following characteristics:

g developed, commonl
unting firms became more actiya®
dits for organizations, they nee'!e;i"

_wely lower risk. The
functions that qui
at they could provi_
controls and activities

ains).
® Approach
ness risks

’

audits.

® Focus Identify controls and

2 roced i
el Sope e s rp ures that are not operating effectively

isks to an acceptable level.

y called m'@Q

N ) F
e audit, withoul

mitigating the risks to an acceptab!
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a combination of substantive and compliance
d in both controls-based and

however, testing will only

e Typically,
e gfﬁﬁd, ij{l}; test{ng approaches use
%@m _pased auditing may be appropriate;
2 R mﬂ key risks.
. ﬂgmmmendatia
vide potential

able level.

he risk-bas ed audit approach firmly positioned the audit function as a

art of the organization. Most audit functions now use risk as the
;.E.;' \dation for determining which projects should be conducted, and how the
4 will be performed. This approach makes sense to many executives and
pE wv;mades management with greater assurance that the audit resources are being
i ed in an appropriate manner. Controls-based and process-based audits are
:ﬁﬂ bZing performed, but they are scheduled and executed based on the underly-
mg risk, as oppdsea to some standard frequency or formula for conducting

audits.

Relate exceptions or errors to the key risks, and pro-

ns
each risk to an accept-

impacts of not effectively mitigating

RISK MANAGEMENT-BASED AU DITING

Enterprise Risk Management (ERM) began to evolve as an
to manage risks on a holistic, organization—wide basis.
k-based audit approach are probably already
ment focuses on as part of the ERM

In tae late 1990s,
~.,woach for companies
.":'.;dit functions employing a ris
focusing on the same key risks that manage
process. However, there are other characteristics of ERM that a risk-based audit

approach does not comprehensively address. Therefore, a fourth generation of
auditing, risk management-based auditing, is necessary to optimize audits in an
ERM environment.

Risk managemen
risk-based auditing, with an expanded focus on key
ment's tolerance of risk, key risk measurements or performance indicators,
risk management capabilities. Additionally, risk-based auditing primarily fo-
cuses on mitigating risks to an acceptable level, whereas risk management-based
auditing considers optimizing key risks where necessary to achieve business
objectives. In fact, risk management-based auditing is a key part of a successful
ERM program.

Risk management-based audits have the following characteristics:

* Objective Determine the primary business objectives, risks, measure-
ments, and tolerances, and evaluate how effectively the risk management
activities are supporting the objectives by managing the risks to an
acceptable level (i.e., management’s tolerance).

* Approach Focus on the following:

— Understanding management’s strategic, operati
objectives;

— Identifying and evaluating the key business risks that are barriers to
achieving those objectives;

— Understanding management’s tolerance relative to risk occurrence;

t-based auditing embodies many of the characteristics of
business objectives, manage-
and

onal, and value
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Chapter 1, enterprise risk management is a process . .. to provid

assurance regarding the achievement of entity objectives. The boart;[ 2
Fhrect{r.m and oversight to management regarding the guidelines

in .whlch management is expected to operate in order to achiey 1

objectives. Therefore, enterprise risk management is somewhat aime1 .
S(?und governance structure to provide those boundaries. That ise'S i
direction from the top of an organization, as would exist with a gooziwil?

structure, it would be difficult to manage risks that align wi |
with =
stakeholders of an organization. ’ e

How important is it for an organization to formally structure three
rofense? How important is it to implement a combined assurance

- "
duce “assurance fatigue?

ue Al organizations have different lines of assurance, whether they
or not. The definitions of the three lines conta_med in Cha.ptef 1,
of Enterprise Risk Management,” should. apply in any grgamzat?or}.
-egsary to formally depict such a model in an orgam..zatlon, nor is it
o classify all control activities as one o_f ‘tlr.le three_lme:s. .However,
g the type of assurance that different activities proy1de is 1mPorta'nt.
orent lines provide varying levels of assurance, \:Vlﬂ’.L the thrr.d line
thé most confidence. A growing number of orgarjnzahons are finding
bined assurance model is the only way to determine whether they are
the right level of assurance. Such a model helps to assure there are no
assurance, and also helps identify the more common occurrence of
in assurarice, which typically result in spending more on assurance than

Question: Can an organization have good co :
rporate gov <
plementing ERM? 8 governance wighg

‘ A_nswer: Yes. Governance principles require a governing body tg
direction, authority, and oversight to an organization. A board cag o
governance responsibilities without the existence of a defined or r: ;
program. However, one of the board’s responsibilities is to oversee th .
to evaluate whether management is operating within the boundaries 'e ]
by the board. This oversight requires some structure for communica
tween management and the board. More specifically, there must be :
that :.artlculate what information is appropriate to provide the board: tcr;o
too h?tle information may make it more difficult for the board to s’zval
effectively management is carrying out the direction and whether mana
operating within the established boundaries. Although these comm .'
can certamly be structured in a manner that supports effective corporate.
ance, organizations will find that utilizing ERM concepts makes this e
more efficient and effective. Therefore, although full ERM implementatics
necessary to obtain good corporate governance, applying ERM p?'*.g‘w:
enhance the effectiveness of corporate governance. ¥

. nMast an organization apply a recognized framework to implement

er: As with most projects and initiatives, there can be diff.erent ways
ing success. In the long run, ERM is more of an operatir.'tg ‘mmdset than
process T project; nevertheless, certain fundamental prmmPle?‘ must be
to make ERM sustainable. Frameworks outline those principles and
e a road map for full implementation of ERM. Without such tjrameworks,
o0od of success is greatly diminished. Just as companies typically do not
on a significant systems implementation without a 501‘md systems devel-
at methodology, it is not prudent to begin the ERM journey w1_th0ut a
framework as the guide. Full ERM implementation achieved without a
ed framework as a basis will likely take longer, cost more, and be less
inable.
Many organizations with more advanced ERM programs have found that, as
ERM programs continue to evolve, the existing frameworks may not be
sate. This is not surprising considering that the frameworks are bas?d on
ental principles and do not outline the more advanced EBM techmqu.es.
ations should look to these frameworks as a starting point for effective
efficient ERM implementation and be flexible and dynamic enough to
ize and expand the chosen framework to meet their particular needs as
ERM programs evolve.
stion: Two frameworks were discussed in this book; the COSO ERM
ework and ISO 31000. Which is better?

~ Answer: As one might expect, the answer to this question depends on the
direumstances, COSO ERM is widely embraced in the United States, while ISO
0is quickly becoming a global standard that’s embraced throughout much of
test of the world. For organizations just beginning or in the early stages of the
L journey, the author believes 1SO 31000 is probably a better placze tp start.
primary reason is that it is a broader standard that includes principles, a

Question: Can an organization have an effective ERM pregram withoutg
corporate governance? 3

. Answer: Using the COSO ERM Framework as an‘illustration of ER
no_hce's that the first two components of ERM are the internal environme
objecnye setting, both of which have elements that are heavily depend
‘t?oard input and oversight. That is, if these two components provide the foul
tion for feffective ERM, corporate governance provides key building blocks
founc%ahon. An organization cannot have an effective ERM program withou
effectn_/e internal environment (e.g., tone at the top, integrity and ethical
comm1tme.nt to competence) and an effective objective setting that aligns
the orgz'imzation’s mission. Therefore, inadequate corporate governanc
undermine the implementation of an effective ERM program. Enterprise

management is somewhat aimless without a sound governance struc
provide those boundaries.
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framework, and a risk management process. It is likely that th
experience will find ISO 31000 more intuitive and easy to grasp
providing the essential first steps toward embarking on the ERpg
addition, there are a growing number of tools and aids aligned with
so its use is becoming better defined. COSO ERM, on the other hanc
more detailed and prescriptive, making it a useful tool as organiza
more advanced with ERM (particularly since COSO ERM includes
volume with examples of application techniques). The selection of a

will be influenced by the organization’s culture, ERM capabilities, an While a key focus on GRC is to integrate governance, risk man-
examples from other successful organizations. 2

d compliance activities, that does not mean that they are necessarily
-nd discreet. Thinking back to the COSO ERM framework, one of the
‘al'lve types is compliance. Following that framework c.lown t.hrough the
mponents of ERM, one can understand how compliance risks, strate-
cﬂfslphﬂormation, and monitoring activities would be developed. These
e up acompliance program. Despite its separa’te recognition in th.e
avm, compliance is really a subset of ERM. More unpolrtantly, organi-

aTSuing CRC initiatives are finding th‘at there are synergies betwegn the
Smpooenis, most noticeably between risk manage.m‘ent and comph;.mce.
) alt’m'f all three, organizations are able to more efficiently and effectively
t-;‘e rtisks facing the organization while also prov‘rldmg reasonable a?.s‘ur—
: t they remain in compliance with laws, regulations, contracts, policies,

o institutions that failed probably did not believe those scenarios
e mh to prompt actions to manage the risks. Thus, governance z.md
|en0u% techniques can certainly be strengthened in many organiza-
&,g;nexistence helps organizations improve 'fhEi_r chan.ces of being
@d peing able to weather the challenges that arise in cyclical markets.

Considering the growing attention to GRC programs, does this
liance programs typically operate outside of ERM?

Question: Why, typically, do organizations decide to implement ERyy

Answer: There are probably as many answers to this question
organizations; however, the primary reason tends to be one of the fo]j

¢ The organization experienced a negative risk outcome and my
way to better avoid, anticipate, or mitigate similar future rigk g
That is, it is reacting to an event, the recurrence of which woul
tolerated by the board, management, or stakeholders.

* An organization recognizes that it has opportunities in its in
create value by managing risks or exploiting opportunities be
competition. It takes a proactive approach because it believes
concepts will help it leverage its internal knowledge to create su;

* Organizations that have been subject to the Sarbanes-Oxley Ac
governance-type regulations in other countries recognize that
already made a significant investment in ERM-type activities,
additional investment to reap the benefits of full ERM are ir.cr

manageable. Therefore, they view ERM as a continuance of initia
are already in place.

on: There seems to be a proliferation of GRC technology solutions in
rket. Is it necessary to purchase one of these packages?

er: Like so many aspects of business, at some point the amount‘ of
ected and used becomes unmanageable without the }:}e_lp of an enabling
ogy. Such technology solutions can help ensure decision m.al;ers ha\ie
to the proper data, and messages and alerts are se‘nt to the right people
an action or a decision is needed. GRC products continue to evolve and are
ing more customized to the needs of a holistic GRC environment. How-
some organizations may find that existing software al'.ld tools will effec-
serve their automation needs. The author believes outside _tools should be
ted to avoid “recreating the wheel;” however, organizations may l?am
evaluations that their internal technology resources can be customized
veraged for less money, which may also help avoid the change manage-
enges of moving to a new package.

¢ Board members have seen the benefits of ERM at ather companies wi
whom they have worked, either as an employee oi-board memb
recommend it to management. This reason is becaming increasi
common as the board's responsibilities for risk oversight are rei

Question: In light of the 2008 crisis among financial institutions and
zations in other industries, many of which were believed to have had
vanced risk management practices, does ERM really work?

Answer: There are many lessons learned from this crisis, two of wi
particularly relevant to ERM. First of all, some of the new financial ins
created (e.g., collateralized securities) were probably overly complex. They ¥
designed to take advantage of financial accounting and reporting standa
the underlying economics of the instruments tended to obscure the emb
risks. As a result, some purchasers (and perhaps the rating agencies)
have fully understood what they were buying. Second, one must rememb
both governance and ERM are dependent on people making sound judg
and decisions. The risk management activities deployed by many of
institutions were sound and, in fact, did identify some of the scenari
ended up occurring, such as the subprime mortgage problems. However, i

n: From a payback, or return on investment, perspective, are the costs
lementing a robust ERM program justified?

Answer: Determining a return on investment is challenging when evaluat-
ERM program. Most aspects of ERM focus on preventing something bad
! happening, thus successful ERM is typified by _relatwe few. bad 'thmgs
ing. However, it’s tough to determine return on investment if the impact
didn’t happen is one of the variables. Therefore, tl.‘le focus of an ERM
is to balance the costs and efforts against the potential impact of various
' Scenarios. Typically, preventing just one catastrophic risk event, or being
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BACKGROUND INFORMATION
The following provides relevant info
ance activities, which is necessa

defects
+ Quality control inspections discover 98% of all structural
b

casing, straps, viewable screens) in finished products.
rmation about AfterMath’g (e.g

ry for effectively conductjng this

_ Auality Mindset . ; ; ontrol
:‘ulllynew employees on the production line receive quality ¢
a.

ithin one i y ent.
trairu'ng wi i eek of commencing emplo m
iIECtO O Qua i y i

on internal
Production. ' p. The department receives atd lei'-::ast 2;;2 tﬁ\efe;ii?it;cc:)rfe sctrmsional
* Reporting to the Director of Quality Assurance are twoq Quali customer 5111“’2)’? s:ngfl;giis. i
Auditors, one focusing on internally produced parts ang n training, and advisory 1s with the Director of Quality
other focusing on the assembled components received from g, dit team next discussed tolerance lfeve VE established KPIs would
ing vendors. 4 ho believed that any results out51de.z of e  _ Productiof.
‘:; unacceptable to both her and the Vice Presiden

Assurance reports directly to the Vice&r"

'
® The company’s . | |
= o dit team discussed organizational considerations :le;t]lli at:;
b o y.2 rance. The Quality Assurance department is s g
A Quaht‘y‘: ﬁ;.:sel si,lpervises the activities of the departmen fn Lan
g o <6 SS{)f the department is dependent on effective co e
- ,The Suflcection line. She was not aware of any other organ.lzz; S
| ?f&ifdzigtigns that would impact the audit and the audit te

urs

« ont of risk management effectiveness.
.

PROCESS RISK ASSESSMENT

i rimar
d in Chapter 8, process risk assessment 15 cornposedtof two p y
’ initi i nt.
(1) rsiik identification and definition and (2) risk assessme

philosophy is that quality should be byilt in at
in the production process, rather than inspected and detecteq
fore, the Quality Control Auditors spend a portion of their tin
i ing production line employees on techniques
g the Quality Control
he production line for

takes on quality inj
these other initiatives Al

* The Quality Assurance department also
other parts of the company (however,
within the scope of this audit)

KEY OBJECTIVES

The Director of Quality Assurance emphasized that the area has form.s
defined strategic and operational objectives. She believes her depart:nont
a very focused and vital role in supporting the company’s strateglc object;
fact, having a name in the marketplace for consistently high-quality p
gives AfterMath a competitive advantage. She also believes Hat, throug_h
course of the audit, it will become evident to the audit texm that her two |
Control Auditors clearly understand and embrace thesé abjectives.

Following are the key quality assurance objectives:

1. Zero Defects Ensure that pro

defects (supports AfterMath’
utation objectives).

Identification and Definition

E OSuCC€SS Ih.e 011() m ke bal riers were 1dellt‘fled (8)1 eaCll ()h (s th

Zero Defects | " %
Personnel on the production line are not properly trained to preven
® Pers _
" detect defects in products being assembled. R
| The technology used in the quality control process does no
e | he tec
- operate effectively. S
. OP tsourcing vendors who build assembled componeln;s S;) Hz:oonei e the
uafict’y con%rol necessary to ensure that the assemble P
R . ‘
[- ;lree of defects prior to supplying them to the cm.'npany N
* Parts and supplies purchased for the production .prtzicess
ﬂzrwi that are not detected when the goods are received.

ined or they do not
i nnel are not adequately trained o; o
l l?uahgeili?ﬁg erl:: t};f)izio perform their quality control duties effectlveljt(
“ i loyees to
* There are an inadequate number of Qu.ahty Assurance employ
check all finished products on a timely basis.

i i uild in or ig-
s Production or Quality Assurance personnel mtentloriialilgu'(s) g
nore defects, either for personal gain or because of malic

ducts being shipped to customers
s Earnings Growth, Market Share, an

2. Quality Mindset Provide education, training,

company to promote a mindset of high qual
ports AfterMath’s Earnings Growth, Mark
People objectives).

The Director of Quality Assurance also stated that she had deve
specific key performance indicators (KPIs) to measure and monitor how

tively the department was achieving its objectives. The KPIs for each
objectives are as follows:

1. Zero Defects

and advice through
ity in all employees
et Share, Reputation,

a. No logic, wiring, display,

or memory defects are subsequently
covered in products shippe

d to customers.

—
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¢ Policies and procedures do not effectively guide Quality Aggy,
sonnel regarding how to accurately and efficiently execute qy,
activities.

Third-Party Risk Failure to manage outsourcing vendors and supplie'ars,
and appropriately inspect incoming assembled components and supplies,
may result in unexpected defects in the company’s finished products.

¢ Performance incentives do not effectively motivate employees tq
their tasks in the desired manner.

Quality Mind-Set

exec \fter identifying and defining the risks, the final step in this area is to show
: : age between objectives and risks. This helps demonstrate the co{rlplete—
f the risks identified and can be used as guidance when ana_\lyz_mg the
of current controls to ensure aspects related to all relevant ob]ectlve_s are
ored. The matrix discussed in Chapter 5, “Risk Assessment: Business
»is used to document this linkage.

® Quality Assurance personnel are not adequately trained or dg ;
the skills and tools needed to effectively educate, train, and 3
ployees on quality concepts.

* Employees do not understand how high-quality products give Af

a competitive advantage. [llustration 24-1: Link between Objectives and Risks

* Employees have neither the desire nor incentive to learn quality c'.
due to the lack of support by management. '

.

Objectives
® Performance incentives do not effectively motivate Quality
employees to educate, train, and advise employees on quality conc

Based on this list of potential barriers to success, the audit team id
the following as the primary risks relating to this area (note that risks spe
| related to the production process are not considered a part of this audit):

Risks

Cultural Risk

e Cultural Risk Failure to educate employees on the value and mes
ensure quality in processes, and to create a quality-focused cul
cause employees to act in a manner that is inconsistent with r
ment’s criteria (i.e., does not promote quality in all activities).

Human Resources Risk

Integrity Risk

Performance Incentive Risk

e Human Resources Risk Failure to attract, train, develop; Jepls
empower competent Quality Assurance personnel may, mhibit .
Math’s ability to execute, manage, and monitor Key.'quality
activities.

Performance Measurement Risk

> | x| x|x|x|x QualilyMindsetJ

Policies and Procedures Risk

Quality Control Risk

¢ Integrity Risk Dishonest or misdirected employees may carry out

Technology Risk
ties that are not in accordance with management’s criteria or expecta

se | 3¢ |3 || |x|x|x|x|Zero Defects

Third Party Risk

® Performance Incentive Risk Lack of appropriate performance in
may result in behavior that is misaligned with management’s obje

* Performance Measurement Risk Lack of defined metrics and the i
to gather relevant information for measurement purposes may i
management’s ability to monitor individual, team, and overall bu
performance.

dent that all key quality assurance risks have been identiﬁe:d af'td appropri-
defined, the next step is to assess the significance and hkeh.hoo‘d of the
tified risks. The audit team determined the significance and likelihood of
risk, based on their discussions with management and their own judgments.
er to Exhibit 24-1 where the significance and likelihood of each risk are
ntified and discussed.)

® Policies and Procedures Risk Policies and procedures that are ineff
insufficient, unclear, or outdated may result in poorly executed qua
control activities, and, as a result, defects in shipped products.

¢ Quality Control Risk Failure to consistently and effectively execute
ity control procedures may result in defects in shipped products.

e Technology Risk Inadequate or inconsistent technology to support
ity control testing may result in defects being undetected.

Based on the risk assessment, the audit team prepared the follox..vmg nine-
risk matrix to illustrate the judgments regarding significance and likelihood.




