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CHAPTER1 OVERVIEW
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Auditor attestation .........cecevveereeieereerereeecsereeseeeesseeeeereeseenens. §1-060

€1-010 Introduction

A central goal of the Sarbanes-Oxley Act is to enhance the quality of reporting
and increase investor confidence in the financial markets. Market events had shown a
need to provi vestors with a clearer understanding of the processes that surround
the p and presentation of financial information. To that end, Sarbanes-Oxley
Act Seci@y 404 of the Act requires that annual reports filed with the SEC be
acco] ied by a statement by company management that management is
le for creating and maintaining adequate internal controls. In the report,

gement must also present its assessment of the effectiveness of those controls.

\F In addition, Section 404(b) requires the company’s auditor to report on and attest

to management’s assessment of the company’s internal controls. In requiring the
registered public accounting firm preparing the audit report to attest to and report on
management’s assessment of internal controls, Congress does not intend for the
auditor’s evaluation to be the subject of a separate engagement or the basis for
increased charges or fees.

According to Michael Oxley, then Chair of the House Financial Services
Committee, internal controls are important checks and balances in accounting and
auditing system and are considered by many to the acid test for reliable financial
statements. On a broad level, a key aspect of management’s responsibility for the
preparation of financial information has been its responsibility to establish and
maintain an internal control system over financial reporting. Effective internal control
over financial reporting is a process designed to provide reasonable assurance
regarding the reliability of financial reporting. But, since we do not live in a perfect
world, effective internal control over financial reporting cannot, and does not, provide
absolute assurance of achieving financial reporting objectives. (PCAOB staff
interpretation of June 23, 2004.)

Increasingly, the cost of complying with the mandates of Section 404 began to
burden public companies. The SEC initially estimated that implementation of Section
404 would cost an average of $91,000 per company, for a total of $1.25 billion dollars
(Release No. 33-8238 (June 5, 2003), see Section V). But later estimates have put
actual average costs at more than 20 times that amount.

SEC Chairman Cox has noted that Section 404 has posed the single biggest
challenge to companies under the entire Act. Without question, it has imposed the
greatest costs, he noted, but it has also contributed significantly to more reliable

Guide to Internal Controls 11-010




18 Chapter 1 Overview

financial reporting as companies improved their internal controls to meet the statutory
requirements.

Ultimately the concerns reached Congress, and the SEC and the PCAOB
undertook a major reform. With Congress closely watching, the SEC and PCAOB
worked together to create a new risk-based, principles-based regime for reporting on
the effectiveness of internal control over financial reporting. Section 404 remains
unchanged, but the rules, guidance, and standards promulgated pursuant to the statute
have been reformed in response to concemns that internal controls compliance was
overly costly and harmful to the competitiveness of U.S. financial markets. The
reforms build on the guidance issued by the SEC and PCAOB in May of 2005.

The SEC issued management guidance (see Release No. 33-8810 (SEC 2007),
FED. SEC. L. REP. %87,913) and amended a number of internal controls rule
(reproduced in Appendix A, at 420-020 et seq.). For its part, the PCAOB adopted a
new Auditing Standard No. 5 on the audit of internal control over financial reporting
(reproduced in Appendix B, at §21-010), to replace Auditing Standard No. 2, and
adopted a rule requiring audit committee pre-approval of non-audit internal control
services.

Chairman Cox has pledged to analyze real-world information to determine that
the costs and benefits of implementing Section 404 are in line with SEC expectations.
In addition, through SEC oversight of the PCAOB’s inspection program, the
Commission will monitor whether audit firms are implementing Auditing Standard
No. 5 in a manner designed to achieve the intended results of audit efficiency and cost
reduction and whether the PCAOB is inspecting audit firms in a manner consistent
with expectations.

New AS5 will become effective for audits of fiscal years ended on or afier
November 15, 2007. However, it is important to note that the SEC allows early
adoption of the new standard. In fact, the SEC staff encourages early adoption by
auditors so that issuers and investors can begin to benefit from the improZiements that
have been made relative to effectiveness and efficiency in the conduct,of internal
control audits.

The Commission’s recent amendments to Regulation S5-X become effective on
August, 2007 and the Commission will begin accepting the single auditor’s attestation
report on the effectiveness of internal control over financial reporting prescribed in
Auditing Standard No. 5 in timely filings received starting on that date.

91-020 SEC rulemaking and guidance

The SEC adopted rules intended to accomplish the Act’s goals by improving
public company disclosure to investors about the extent of management’s
responsibility for the company’s financial statements and internal control over
financial reporting and the means by which management discharges its responsibility.
(See rules reproduced in Appendix A, at §20-020 et seq.; see also Release No.
34-47986 (SEC 2003), 2003 CCH Dec. 186,923.)

The policy underlying the rules implementing Section 404 centers on the belief
that the establishment and maintenance of internal control over financial reporting has
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always been an important responsibility of management. Moreover, an effective
system of internal control over financial reporting is seen as a necessary ingredient of
reliable financial statements. By requiring a report of management stating
management’s responsibility for the company’s financial statements and internal
control over financial reporting and management’s assessment regarding the
effectiveness of such control, investors will be able to better evaluate management’s
performance of its stewardship and the reliability of a company’s financial statements.

The required annual evaluation of internal control over financial reporting will
also encourage companies to devote adequate resources and attention to the
maintenance of such control. Additionally, the required evaluation should help to
identify potential weaknesses and deficiencies in advance of a system breakdown,
thereby facilitating the continuous, orderly and timely flow of information within the
company and, ultimately, to investors and the marketplace.

According_to the SEC, the improved disclosure is also designed to help
companies deiect fraudulent financial reporting earlier and perhaps thereby deter
financial fi@d® or minimize its adverse effects. All of these benefits will increase
market eifigiency by improving investor confidence in the reliability of a company’s
finangial disclosure and system of internal control over financial reporting.

The SEC rules related to Section 404 require companies, other than registered
ifiyestment companies, to include in their annual reports a report of management on
the company’s internal control over financial reporting. The preparation of the
management report on internal control over financial reporting will likely involve
multiple parties, including senior management, internal auditors, inhouse counsel,
outside counsel and audit committee members.

Management guidance

The SEC management guidance (see Release No. 33-8810 (SEC 2007), FED.
SEC. L. REP. 487.913), along with the PCAOB’s new standard (see Appendix B),
reform the internal control reporting system by:

e  Focusing the audit on the matters most important to internal control by directing
the auditor to test the most important controls;

* Adopting a flexible principles-based system reliant on professional judgment;
e Eliminating the requirement that the auditor evaluate management’s process;
* Scaling the audit for smaller companies;

*  Aligning SEC regulations with the PCAOB standard;

e Eliminating the principal evidence provision to allow more reliance on the work
of others;

* Redefining material weakness upward;

®  Requiring audit committee pre-approval of non-audit internal control services;
*  Placing the main testing focus on entity or company level controls;

*  Requiring auditors to assess the risk of fraud when planning the audit;
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* Reducing the number of walkthroughs while preserving quality;
= [Integrating internal control and financial statement audits;
* Requiring risk assessment at each of the decision points in a top-down approach;

o Testing controls important to assessing the risk of financial statement
misstatement;

»  Allowing a risk-based approach for auditing multiple corporate locations;
* Allowing auditors to use knowledge obtained during past audits; and

e Refocusing internal controls to prevent material misstatements in financial
statements.

See Chapter 2 for a more complete discussion of the SEC’s management
guidance of internal control reporting.

91-030 Impact on audit committees

Audit committees will be impacted by the new internal controls regime.
Although internal auditors are not specifically mentioned in Section 404, they have
within their purview of internal control the responsibility to examine and evaluate all
of a company’s systems, processes, operations, functions, and activities. Thus, they
are subject to a number of challenges in the Sarbanes-Oxley era.

The audit committee has a role to play in ensuring that the company has robust
internal and reporting controls. The new regulatory regime helps the committee in this
regard by requiring that officers assess the company’s controls, and certify that they,
have disclosed any significant deficiencies to the audit committee. To fostér
additional support for internal auditors and to help meet the Act’s requirements.for
handling complaints relating to internal controls, the head of internal audit. shculd
have a direct line of communication to the audit committee. (See remarks“of SEC
Commissioner Cynthia Glassman to the American Society of Corporate’ Secretaries,
Sept. 22, 2002.)

The Sarbanes-Oxley Act requires the audit committee to be directly responsible
for the appointment, compensation, and oversight of the work of the external
independent auditors. The Act also requires the auditor to report on and attest to
management’s assessment of the company’s internal controls.

Thus, internal auditors must help corporate risk officers and managers
reinvigorate the risk assessment and control process over financial reporting and now,
under Sarbanes-Oxley, other public disclosures. In turn, in order to be effective,
internal auditors should report directly to the audit committee, in the view of some
regulators, who reason that the company’s entire quality assurance and monitoring
program will be tainted if the internal auditors are not accountable to the audit
committee. (Remarks by Federal Reserve Board Governor Susan Schmidt Bies,
Institute of Internal Auditors Conference, May 7, 2003.)

In addition, the COSO Report states that the composition of a company’s board
and audit committee, and how the directors fulfill their duties related to the financial
reporting process, are key aspects of the company’s control environment. An
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important element of the company’s internal control over financial reporting is the
involvement of the board or audit committee in overseeing the financial reporting
process, including assessing the reasonableness of management’s accounting
judgments and estimates and reviewing key filings with regulatory agencies.

Best Practice: The audit committee should actively engage the internal auditor to
ensure that risk assessment and control process over financial reporting are vigorous.

Audit committee oversight

The question of how granular audit committee oversight over the internal control
process should be is inherently difficult. Beyond the strict regulatory requirements,
the clear thrust of the rules is that audit committee members need to be inquisitive,
which means they should put their financial literacy to good use. SEC senior officials
believe that it is important for the audit committees to play a more active role with
particular attention paid to the management guidance implementation and the scope of
the externgi™uditor’s vear-end audits on an integrated basis in accordance with
Auditing (Stindard No. 5. (See remarks of Chief Accountant Conrad Hewitt, July 25,
2007}

Tnis does not mean, however, that audit committee members must re-audit the
fijancial statements or redesign internal controls. It does mean that they should have a
tiealthy skepticism and pursue issues until they are satisfied they have received
adequate information to make an informed judgment. This is especially true with
respect to instances that involve real or potential conflicts of interest for management
or auditors. (See remarks of SEC Commissioner Cynthia Glassman to the American
Society of Corporate Secretaries, Sept. 22, 2002.)

Best Practice: Risk-focused audit programs should be reviewed regularly to
ensure audit resources are focused on the higher-risk areas as the company grows and
produces and processes change. As lower-risk areas come up for review, auditors
should do enough transaction testing to be confident in their risk rating. Audit
committees should receive reports on all breaks in internal controls to determine
where the auditing process can be strengthened. (See remarks of Federal Reserve
Board Governor Susan Schmidt Bies, Institute of Internal Auditors Conference, May
7,2003.)

In a broad sense, there is the belief that audit committees must pave the way for
quality assurance over the internal audit and provide for the utmost independence,
objectivity, and professionalism of the internal audit process. The audit committee
sets the tone for the internal audit. (See remarks of Federal Reserve Board Governor
Susan Schmidt Bies at the Conference of State Bank Supervisors, May 30, 2003.)

Line managers

Audit committees are responsible for ensuring that their organizations have
effective internal controls that are adequate to the nature and scope of their businesses
and are subject to an effective audit process. According to Federal Reserve Board
Governor Susan Schmidt Bies, effective internal control is the responsibility of line
management. Line managers must determine the acceptable level of risk in their line
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of business and must assure themselves that they are getting an appropriate return for
this risk and that adequate capital is being maintained.

As a best practice, Governor Bies recommends adopting a program for
independently assessing the effectiveness of internal controls at least annually.
Supporting functions such as accounting, internal audit, risk management, credit
review, compliance, and legal should independently monitor and test the control
processes to ensure that they are effective. The audit committee sets the tone for the
internal audit. (See remarks of Federal Reserve Board Governor Susan Schmidt Bies
at the Accounting Forum for Financial Institutions, June 22, 2004.)

In this sense, independent may mean that internal audit is brought in to perform
something similar to an external auditor’s attestation. While the details of such an
approach would need to be worked out, the important point is that the audit committee
should have some reasonably independent assessment of management’s report. Audit
committee members could use these reports to set the audit plan for the next year, to
track how risks have changed and are changing within the organization, and to
facilitate discussion of which controls should be added. (See remarks of Federal
Reserve Board Governor Susan Schmidt Bies at the Accounting Forum for Financial
Institutions, June 22, 2004.)

Independence of internal auditor

The issue of internal auditor independence directly involves the audit committee.
The internal auditor should demonstrate independence from management and loyalty
to the audit committee, and not just the appearance of independence. In turn, the audit
committee should require the highest possible level of independence for the internal
audit process and eliminate any threats to this independence, such as the tendency{or
some internal auditors to act as management consultants within the organization,

Internal auditors add value by being effective independent assessossof the
quality of the internal control framework and processes. Auditors\ lose their
independence when they perform management consulting roles for whigh they later
will have to render an opinion. (Remarks by Federal Reserve Board Governor Susan
Schmidt Bies, Institute of Internal Auditors Conference, May 7, 20Q3?)

Internal auditors can play a valuable role as the independent eyes and ears of the audit
committee around the organization. As they work throughout the organization, they
know which managers and which projects are likely to entail greater weaknesses in
controls. Prompt reporting to the audit committee and timely resolution of audit
findings will build credibility with the committee.

If an audit committee asks an internal auditor for recommendations on how to
improve independence, the typical response should be that the test for any
recommended change is whether it makes management more accountable for the
ongoing effectiveness of internal controls and makes the internal audit function more
effective in monitoring and process validation. (Remarks by Federal Reserve Board
Governor Susan Schmidt Bies, Institute of Internal Auditors Conference, May 7,
2003.)
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Pre-approval of non-audit services

The PCAOB also adopted a rule requiring the auditor to obtain pre-approval
from the audit committee for the performance of any non-audit internal control
services. The Sarbanes-Oxley Act requires audit commitiee pre-approval of all non-
audit services that the auditor proposes to perform for the client company. Rule 3525
was approved by the SEC on July 27, 2007 (see Release No. 34-56152).

Rule 3525 implements this pre-approval requirement by requiring auditors to
take certain steps as part of seeking audit committee pre-approval of internal control
related non-audit services. These steps are intended to ensure that audit committees
are provided the information they need to make an informed decision on how the
performance of internal control-related services may affect the auditor’s independence.
Specifically, the auditor seeking pre-approval to perform non-audit internal control
services must:

o  Describ, in writing, to the audit committee the scope of the proposed service:

e Digeuss with the audit committee the potential effects of the proposed service
on the firm’s independence; and

o (\Eocument the substance of the firm’s discussion with the audit committee.

These requirements parallel the auditor’s responsibility in seeking audit
fommittee pre-approval to perform tax services for an audit client under PCAOB Rule
3524 and are codified, like that rule, as part of the Board’s rules on ethics and
independence. Consistent with the tax service pre-approval rule, Rule 3525 does not
specify that the pre-approval must be specific. Instead, the rule is neutral as to
whether an audit committee pre-approves a non-audit service on an ad hoc basis or on
the basis of policies and procedures.

Many companies have adopted policies providing for pre-approval in annual
audit committee meetings. And the Board understands that such an annual planning
process can include as robust a presentation to the audit committee as a case-by-case
pre-approval process. Thus, Rule 3525 is flexible enough to accommodate either
system and encourages auditors and audit committees to develop systems tailored to
the needs and attributes of the company.

A Note to Rule 3525 explains the general standard of auditor independence, and
that application of this standard is guided by several principles, including whether
auditors assume a management role or audit their own work. The Note further
specifies, as an example of the standard’s application, that an auditor would not be
independent if management had delegated its duty for internal control to the auditor or
if the auditor had designed or implemented the audit client’s internal controls.

§1-040 Foreign private issuers

Sarbanes-Oxley Act Section 404 makes no distinction between domestic and
foreign issuers and, by its terms, clearly applies to foreign private issuers. The SEC,
therefore, applies the management report on internal control over financial reporting
requirement to foreign private issuers that are Exchange Act reporting companies,

Guide to Internal Controls 11-040
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CHAPTER 12 AUDITOR’S DUTIES REGARDING
SECTION 302 CERTIFICATIONS
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112_010 Introduction
 Sarbanes-Oxley Section 302 and the SEC rules implementing it require the
. y’s principal executive and financial officers to make the following quarterly
and annual certifications with respect to the company’s internal control over financial
reporting:

e A statement that the certifying officers are responsible for establishing and
internal control over financial reporting;

t that the certifying officers have designed such internal control over
reporting, or caused such internal controls to be designed under their
rvision, to provide reasonable assurance regarding the reliability of

cial reporting and the preparation of financial statements for external
- & purposes in accordance with generally accepted accounting principles; and

s A statement that the report discloses any changes in the company’s internal
controls that occurred during the most recent fiscal quarter (the company’s
fourth fiscal quarter in the case of an annual report) that have materially affected,
or are reasonably likely to materially affect, the company’s internal control over
financial reporting.

Under Auditing Standard No. 5, auditors should modify their report on the
‘company’s internal controls if management’s annual certification pursuant to Section
302 is misstated (ASS, paragraph CI, reproduced at §21-010). Thus, if matters come
 to the auditors’ attention as a result of the audit of internal controls over financial
reporting that lead them to believe that modifications to the disclosures about changes
in internal controls over financial reporting are necessary for the annual certifications
 to be accurate and to comply with the requirements of Section 302, they should follow
the communication responsibilities as described in AU §722 Interim Financial
Information, for any interim period.

This would mean communicating up the ladder to the audit committee. If
management and the audit committee do not respond appropriately, in addition to the
- responsibilities described in AU sec. 722, auditors should modify their report on the
audit of internal controls to include an explanatory paragraph describing the reasons
they believe that management’s disclosures should be modified. (ASS, paragraph C15,
- Ieproduced at §21-010.)

§12-020 Quarterly certifications *
The auditor’s responsibility as it relates to management’s quarterly certifications
on internal controls is different from the auditor’s responsibility as it relates to

112-020 © 2009 CCH E&EMAA de to Internal Controls f112-020
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management’s annual assessment of internal controls. Auditors should pe
limited procedures quarterly to provide a basis for determining whether they
become aware of any material modifications that, in their judgment, should be n
to the disclosures about changes in internal control over financial reporting in ¢
for the certifications to be accurate and to comply with the requirements of Sectig
302 of the Act. (Added to the auditing standard on interim financial information

No. 100 (AU 722).)

Note that the Form 10-Q must disclose any change in the company’s inte
controls identified in management’s evaluation of any change in the internal con|
that occurred during the company’s last quarter that has materially affected

reasonably likely to materially affect the company’s internal control over financial

reporting. (Item 308 of Regulation S-K, reproduced at 20-040.)
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