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avoid undesirable outcomes. However, although management by
instinct has proven to be generally effective throughout the ages,
in today’s competitive environment companies cannot afford to
rely solely on instincts for success. The Sarbanes-Oxley Act of
2002 (“Sarbanes-Oxley”) necessitates that management have a
more structured, focused understanding of the key risks facing a
company, particularly relating to financial reporting. In 2004, the
Committee of Sponsoring Organizations (COSO) issued its Enter-
prise Risk Management Integrated Framework (“COSO ERM Frame-
work”). This framework is helping to provide the impetus for more
companies to implement enterprise risk management (ERM).

This chapter focuses on understanding of risk and how risk man-
agement concepts have evolved. It discusses risk, enterprise risk man-
agement, and corporate governance. This overview serves as a basis
for concepts used throughout the entire book. It provides the founda-
tion for understanding enterprise risk management, and how auditors
can effectively add value when auditing in an ERM environment.

RISK DEFINED

Businesses must deal with risks, many of which have the same char-
acteristics as those encountered elsewhere in life. To put risk in the
proper business context, the COSO ERM Framework defines risk as
follows:

Risk is the possibility that an event will occur and adversely
affect the achievement of an objective.

A few key, fundamental points are embedded in this definition:

* Risk begins with strategy. A company is in business, to
achieve particular strategies and objectives, and risks sepre-
sent the barriers to successfully achieving those. Therefore,
companies with different strategies will face different sets of
risks.

* Risk does not represent a single point estimate (i.e., the most
likely outcome). Rather it represents a range of possible out-
comes. Because many different outcomes are possible, the
concept of a range is what creates uncertainty when
understanding and evaluating risks.

* Risk encompasses both opportunities and threats. Most
people focus only on the downside of risk, that is, a hazard
or negative outcome that needs to be mitigated or eliminated.
While many risks do in fact present a threat, failure to exploit
an opportunity or competitive advantage can be considered a
significant risk as well.
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Using this definition of risk, one begins to comprehend the exten-
sive number of risks that businesses face as they try to execute their
strategies. This extensiveness can be somewhat overwhelming, which
brings greater appreciation for the need to have a process to effec-
tively understand and manage the risks across an organization. This
need can be addressed through enterprise risk management.

PRACTICE POINTER: There are also definitions describing
the nature of risks (i.e., the reasons risks exist). These typically
fall into three categories: inherent risk, control risk, and detec-
tion risk. Statement on Auditing Standards No. 107 (SAS-107),
Audit Risk and Materiality in Conducting an Audit, defines
these three categories as follows:

1. Inherent risk is the susceptibility of a relevant assertion to a
misstatement that could be material, either individually or
when aggregated with other misstatements, assuming there
are no related controls. The risk of such misstatement is
greater for some assertions and related account balances,
classes of transactions, and disclosures than for others. For
example, complex calculations are more likely than
simple calculations to be misstated. Cash is more suscep-
tible to theft than is an inventory of coal. Accounts con-
sisting of amounts derived from accounting estimates that
are subject to a significant measurement of uncertainty
pose greater risk than do accounts consisting of relatively
routine, factual data. External circumstances giving rise to
business risks also influence inherent risk. For example,
technological developments might make a particular prod-
uct obsolete, thereby causing inventory to be more suscep-
tible to overstatement. In addition to those circumstances
that are peculiar to a specific relevant assertion, factors in
the entity and its environment that relate to several or all of
the classes of transaction, account balances, or disclosures
may influence the inherent risk related to a specific relevant
assertion. These latter factors include a lack of sufficient
working capital to continue operations or a declining indus-
try characterized by a large number of business failures.

2. Control riskis the risk that a misstatement that could occur
in a relevant assertion and that could be material, either
individually or when aggregated with other misstatements,
will not be prevented or detected on a timely basis by the
entity’s internal control. That risk is a function of the effec-
tiveness of the design and operation of internal control in
achieving the entity’s objectives relevant to preparation of
the entity’s financial statements. Some control risk will always
exist because of the inherent limitations of internal control.

3. Detection risk is the risk that the auditor will not detect a
misstatement that exists in a relevant assertion that could
be material, either individually or when aggregated with
other misstatements. Detection risk is a function of the




2.08 Part I: Risk Management-Based Auditing

which risks are most likely to significantly affect their ability to
achieve their strategies (i.e., present the greatest exposure).

OBSERVATION: The COSO ERM Framework makes reference
to both inherent and residual risks. Although organizations
must ultimately understand the inherent likelihood of a risk
occurring at a given impact level in order to ensure optimal
risk management, organizations with less risk experience tend
to find residual risk, which evaluates likelihood after giving
consideration to existing risk management activities, intuitively
easier to understand.

Finally, it is necessary to understand the organization’s tolerance
for each risk. This assessment leverages off of the risk tolerance
input discussed in the previous section. Because tolerance levels
will vary from risk to risk, this assessment will help define how
much tolerance management has for the specific risk scenarios.
Risks with exposure beyond management's tolerance are prime can-
didates for focused risk management actions.

Filtering Risks

After completing the risk assessment stage, it is time to filter the
risks. The spectrum of risk will include many more risks than an
organization can focus on at a given point in time. Therefore, it is
necessary to filter the risks down to a small, manageable number of
key risks before proceeding to the risk analysis stage. The focus is on
assuring that risks with a tolerable likelihood of significant impack
are filtered out at this time, and that only those risks with an, iniral-
erable likelihood of significant impact are analyzed in the nexi stage.

RISK ANALYSIS STAGE

In the risk analysis stage management learns more about the key
risks that filtered down from the risk assessment stage. The risk
analysis stage covers the deeper analysis of risks alluded to in the
Risk Assessment component of the COSO ERM Framework. In the

risk analysis stage, the following primary questions need to be
answered for each risk:

*  Where does the risk occur (i.e., external to the organization, or
internally within one of the business units, locations, func-
tions, or processes)?

* What causes the risk to occur and why; that is, what are the
key risk drivers?
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¢ How can the risk be measured; that is, how will the
organization know the risk is occurring and to what extent?

i i i ed, therefore
Answering these questions may be somewhat involved, th
itis i.mportangt to focus on only the key risks in the risk analysis stage.

Sources of Risk

Understanding the source of each risk helps to manage the risk at its
source instead of some other point. If the source of a nsk is not
identified, the risk may not be managed as effectively and efficiently
as desired by management. For example:

o  External risks, those arising outside the organization, may not
be fully manageable by the organization. Although there may
be ways to influence and prepare for external risks (e.g., lob-
bying for legal and regulatory change, or cont:.‘nua]..ly scan-
ning the market for competitor or other emerging industry
changes), failure to recognize the external source of these
risks may result in the organization devoting unnecessary
resources toward attempting to manage these risks internally.

* Internal risks that are not managed at the source may result in
ineffective deployment of valuable resources. For example, if
an organization’s products are not selling as expected due to
a perception that the price is too high, there may be increased
focus on managing price risk within the sales and marketing
areas. However, if the real source of the risk is in the !nabl.hty
to effectively allocate costs among products, the risk may
need to be managed in the accounting area.

Drivers of Risk

Once the source of a risk is understood (the “where”), the next step is
to understand the cause of the risk (the “why”). Freq_umtly, there are
multiple reasons a risk might occur, ranging from inherent vulner-
abilities to specific control deficiencies. These reasons are referred to
as risk drivers. Drivers may be as follows:

* Specific events or incidents; examples ix}clude a natural disas-
ter causing business continuity risk to increase, or a produ;—
tion problem causing defects, which, in tumn, result in
customer satisfaction risk increasing.

* Pervasive problems that accumulate to cause a risk; ex:amples
include inadequate screening of new hires causing an
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Whether stated or not, management has varying tolerance
levels for each of the risks. Even if the tolerance is not clearly
articulated, it is important to understand what management
considers acceptable, relative to exceptions and errors.

Audits are historical in nature; that is, they evaluate the
effectiveness of activities based on how they operated in
the past. However, understanding how performance and
risks are measured, and how management monitors those
measures, gives the auditor greater assurance regarding
risk management effectiveness in the future as well.

Not all activities focus on controlling or mitigating risks.
Some activities allow an organization to exploit a competitive
advantage and achieve key strategic objectives. Failure to do
so may have more significant ramifications than failing to
mitigate a risk. Therefore, considering risk optimization as
part of an overall audit plan is extremely beneficial.

Applying a risk management-based audit approach does not pre-
clude the auditor from performing earlier generation-type audits.
The following examples describe situations when a risk manage-
ment-based audit approach may dictate that specific audit projects
follow one of the more traditional approaches:

Compliance Audit Companies subject to regulation (e.g.,
banks, utilities) must comply with certain regulations.
These companies typically have a stated or unstated objective
to comply with applicable regulations. Therefore, because the
potential impact of non-compliance can be significant, Jivis
important to ensure that the risk management aciivities
related to regulatory compliance risk are operating ‘effect-
ively. A compliance-focused, control-based audid may be
the most appropriate way to provide that assuzante: Manage-
ment probably has little or no tolerance for non-compliance
with such regulations.

Financial Audit A consumer products company is heavily
dependent on effective marketing campaigns to achieve its
market share objectives. Because these marketing programs
run for periods of time that do not necessarily correspond
with the company’s fiscal year, the accounting for marketing
costs can have a material financial effect on an interim basis.
Therefore, a financial audit at the completion of a key
marketing program may be appropriate to ensure that the
risk management activities relative to managing the financial
aspects of marketing risk are operating as designed. Esti-
mates and judgments may be required, therefore manage-
ment may tolerate variability up to a certain percentage of
the account balance.
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Control Audit The same consumer products company may
have several marketing programs at any point in time.
Because no single program is individually significant,
yet, in the aggregate, programs operating during a given
quarter are material, a control audit can provide assur-
ance that the financially focused risk management activ-
ities are designed and operating effectively to manage
marketing risk to an acceptable level for each of the mar-
keting programs. Management probably has little or no
tolerance for errors or inconsistent operation of the pro-
cess and controls.

Pracess-Based Audit A manufacturing company operates in a
very competitive market where the quality of products is the
primary difference between companies. Although warranty
claims do not present a material financial risk, any perceived
degradation in quality may adversely impact the company’s
maarket share. Because the company’s success is highly
dependent on optimizing its current capability to produce
high-quality products, an operational audit, focusing on the
efficiency and effectiveness of its quality control risk manage-
ment activities, can help determine if the company is mana-
ging its quality assurance risk to an acceptable level. Similar
to the control audit example, management probably has little
or no tolerance to errors or inconsistent operation of the qual-
ity control process.

Risk-Based Audit A consulting company inherently has a
high degree of legal risk. Litigation relating to the services
it provides could significantly erode the capital of its part-
ners, therefore it is critical to mitigate legal risk to a relatively
low level (e.g., the value of fees paid for the services). A risk-
based audit can help provide assurance that the contracting
process effectively limits the company’s exposure in the event
of a dispute with a customer. Management would probably
have no tolerance to exceptions, due to the potential exposure
of not effectively mitigating the risk.

Each of these examples illustrates how risk management-based
audit needs can be met by performing an audit following the
approach from one of the previous audit generations. While the
approaches vary among them, they all have the following risk
management-based audit characteristics:

All audits are based on the need to achieve a business object-
ive, whether formally stated or not.

All are performed to determine whether the underlying
risks are effectively mitigated or optimized to an acceptable
level.
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Define Risks The following is an example illustrating how the strategic and value

objectives defined in Chapter 4 can be linked to three specific risks,

Risks may be defined in a variety of formats, based on the source
from which each risk was derived. However, these definitions may
not be clear to all parties involved in the risk assessment. Therefore,
the next key step is to define the risks in a consistent manner, and
create a common risk language for the organization. The following
tips have proven effective when preparing a concise, customized
risk universe:

Define the risks in a cause-and-effect format. That is, begin each
definition with a brief description of the risk and end it with
the consequence. For example, a definition of human resources
risk might be “Failure to attract, develop, and retain competent
individuals inhibits the organization’s ability to execute,
manage, and monitor key business activities.”

Keep the definitions brief (preferably one sentence). The initial
assessment of risks is a very involved process, and preparing
detailed definitions may “put people in a box” in terms of
how they think of a risk. Having brief, high-level definitions
allows participants to think broadly about a variety of causes
and effects. The discussion and analysis during risk assess-
ment will provide the needed input to make the definitions
more specific, if necessary.

which are defined below:

AfterMath Example
Strategic Objective A—Enhance shareholder value by
consistently delivering operating earnings growth (cur-
rently 25%).
Strategic Objective B—Penetrate 60% of the top 1,000
school districts, and 40% of the next tier of 1,500 school
districts.
Strategic Objective C—Be recognized by educators, insti-
tutions, and associations as a significant contributor to the
advancement of education objectives in the United States.
Strategic Objective D—Achieve a ranking in the top 50 of
Business Today Magazine’s “Best Companies to Work For”.
Value A—Always act with integrity when dealing with
ow employees, customers, vendors, or other parties to
Q whom you are representing the company.
Q Risk A—Competitor Risk: Failure to effectively monitor
and understand competitor actions may result in dimin-

OQ‘ ished market share and, ultimately, questions about the

viability of AfterMath’s business model.

Risk B—Policies and Procedures Risk: Lack of compliance
with established policies and procedures may result in
unacceptable performance by employees, which, in
turn, may cause an inability to achieve financial, opera-
tional, or customer objectives.

Risk C—Health and Safety Risk: Failure to protect the
health and safety of employees and third parties on
company property may result in claims, fines, low
morale, or reduced productivity.

name, everyone knows what that individual is referri !
Customizing generic risks to incorporate the o tion
“lingo” helps ensure this common language is cr ed and
understood. N

N

Each organization’s business model is unique and, therefore, its
risk universe is unique. Linking all of the identified business risks to
strategies will help validate the inclusion of each risk in the uni-
verse. If a risk cannot be linked to a strategic objective, operational
objective, financial objective, or value, it may not be properly
defined or even relevant for the organization. That is why it is
important to link risks to strategies before proceeding with the
formal business risk assessment.

When first working through this exercise, many of the risks may
appear to affect more than one objective, indicating these risks are
somewhat pervasive. For example, Policies and Procedures risk may
have a direct effect on several objectives, because lack of well-
defined and consistently followed policies and procedures will
have an effect on one or more of the direct drivers.

However, some of the other risks may appear to affect several
objectives, but with further analysis comes a realization that the
correlation is not as strong, so these risks are not shown as linked.

PRACTICE POINTER: Don’t underestimate the ih%ﬁance of
consistent risk definitions. One of the greatest barriers to
successful risk assessment is lack of a common
understanding of what each risk means. Failure to utilize a
consistent definition format will result in different interpreta-
tions of risk and, ultimately, more confusion when trying to
assess the risks.

Link Risks to Strategies

Risks are uncertainties that an organization faces as it executes
its strategies. Therefore, each risk must be put in a context of how
it can affect the strategies. Chapter 4, “Strategy: The Beginning of
The Journey,” discussed the importance of linking risks to strategies.




610 Part I Risk Management-Based Auditing

Scales such as those in Illustration 6-4 can be used for a single vote
on significance and likelihood.

for
Illustration 6-4: Examples of Scales
a Single Vote on Significance and Likelihood
Simple Scale o
1 Low Threat Not likely to be a significant threat to the organization.

5 Moderate Threat May occasionally prove to be a significant threat

organization. o
9 ﬁig;'le'l'hr?aat Likely to be a significant threat to the organization.

Enhanced Scale

1 Very Low Threat Virtually no chance of significantly threatening the
ization. o
I.irg:qlt'iar;at Not very likely to significantly threaten the q(ganlzahon.
Moderate Threat May occasionally prove to be a significant threat
to the organization. o ———
i Likely to be a significant threat to the org

EE?eTmILIr;aI}ligh T!;'Ireat Is, or certainly will be, a significant threat to
the organization.

w~ oW

Specific Scale

Refer to the significance criterion section for examples of specific threats
(strategic or financial).

-

ComputationfCombination

ikeli afshave been com-
te significance and likelihood assessmens\xav 1
letee?da,rihese two assessments may be co_mbmed to dﬁew& the
level of risk. Examples of these combinations are as follows:

e Simple Average The significance aﬂd.hkehhom_d v?ie:, ;-ffl
averaged to determine level of n_sk. This is t't-le SyE:r!E es !
most common method of computing level of risk. When us E
this method, it is advisable to eliminate risks with an avecll*agce
below a predetermined level (e.g., 5 on a scale of 9) to redu
the number of assessments going forward.

i erage Some people believe the significance cri-
’ grﬁ:)gnhst:lgu?dv car%y more vge_igliﬂ than the hkt_ehl'l_o-_od cntgnot;ll._
This can be accomplished by weighting the ﬁgmﬁcanfg ?c_
more heavily in the computation. For example, mul dfn yn]:';g
significance by 1.2, adding the likelihood, and d1v1ha g Og
2 determines a weighted average with greater emphasis
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the significance criterion. When using this method, it is ad-
visable to eliminate risks with an average below a predeter-

mined level (e.g., 6 on a scale of 9) to reduce the number of
assessments going forward.

OBSERVATION: Other techniques (such as multiplying signif-
icance by likelihood and dividing by the top scale value) may
be applicable, but caution is encouraged because the mathe-
matical relationships become less intuitive and may cause con-
fusion among the participants.

Separate Assessment

Another approach is to perform a separate assessment through a
combirsd, vote on significance and likelihood as depicted in the
follgwing nine-box map. The definitions of significance and likeli-
hood may be similar to the ones previously discussed.

Each participant votes one box for every risk (e.g., if the
participant believes the risk has high significance and moderate
likelihood, they would vote an “8”). The average for each risk deter-
mines the group’s consensus for level of risk, and is represented by
that risk’s placement in one of the nine boxes.

6 8 9
High Significance/ High Significance/ High Significance/
Low Likelihood Moderate Likelihood High Likelihood
3 5 7
Moderate Significance/ | Moderate Significance/ | Moderate Significance/
Low Likelihood Moderate Likelihood High Likelihood
1 2 4
Low Significance/ Low Significance/ Low Significance/

Low Likelihood Maoderate Likelihood High Likelihood

OBSERVATION: Although this can be a very efficient means of
determining level of risk, facilitators must help the participants
identify and understand divergence in votes caused by differ-
ences in opinion on either significance or likelihood. For
example, if one group believes a risk is high significance and
low likelihood (box 6), and another group believes it is low
significance and high likelihood (box 4), the average
(box 5—moderate significance and moderate likelihood) may
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Combine similar barriers into groups that may reflect a single

risk.

Create risk definitions for each group and other individual

barriers.

Link all of the risks to the objectives to ensure comprehen-
siveness of the risk listing. (This can be completed using a

matrix similar to the example provided in Chapter 5.)

Validate the risks with appropriate process management to

ensure:

a. The definitions make sense and “speak their language.”

b. All risks that can be combined have been.
c. The list is complete.

PRACTICE POINTER: Although the audit team typically com-
pletes this exercise, it is preferable to involve process man-
agement in the brainstorming of risks. Even if management is
unwilling to participate in a formal brainstorming session, a
survey of key process individuals can assist in the identifi-
cation of events, scenarios, issues, or circumstances that
might cause objectives to fail. At a minimum, the resultant
list of risks should be shared with and agreed to by process
management.

PRACTICE POINTER: It is important to have a consistent format
for defining risks. Because process-level people are typically
less experienced with risk concepts, they tend to perceive sta-
ted risks as current issues. Care should be taken to utilize
definition format that makes it clear that each risk is an inhem&
risk in the process, and not the audit team'’s judgment of 63‘
potential issues will arise from the audit.

O
Ilustration 8-1 is an example of this approach.

Chapter 8: Risk Assessment: Process Level 8.09

s Systems security is inadequate to prevent journal entries from being
inappropriately modified.

e Accounting personnel are not adequately trained and supervised in how
to execute the journal entry process.

e There is no management review of journal entries to validate the appro-
priateness of journal entries.

e There are no performance measures to motivate the timely and accurate
processing of journal entries.

Risks—The potential barriers can be summarized and defined as the
following risks.

s Policies and Procedures Risk Polices and procedures that are ineffective,
insufficient, unclear, or outdated may result in poorly executed processes.

¢ Human Resources Risk Inadequate training, development, and super-
visi rsonnel may result in the inability of employees to effectively
nsistently perform key processes.

Systems Risk Outdated, inadequate, or non-interfacing systems may
inhibit the ability of personnel to execute key processes.

L]
é\Q Performance Measurement Risk Lack of defined metrics, and inability
to gather relevant information for measurement purposes, may impair
‘b management’s ability to monitor individual and team performance.

Although there may be additional risks inherent in achieving the
above accounting objective, this illustration demonstrates how to
perform the process of identifying and defining process-level
risks. Additional examples can be found in the audit project case
studies, beginning in Chapter 19, “Case Study: Close the Books.”

Risk Assessment

The approach to assessing and prioritizing risks at the process level is

Accounting Objective—Post all journal entries accurately and timely.
Barriers—The following represent potential barriers to achieving this

llustration 8-1: AfterMath Example

objective.

Accounting processes are not formally designed and documented to
provide direction on how to process journal entries.

The general ledger system does not provide edit checks and
other systematic checks to flag journal entries that are not input
accurately.

similar to, but simpler than, the assessment at the business level. This
step aligns with the Risk Assessment component of the COSO ERM
Framework. The focus is on impact and likelihood for each process-
level risk. Since there are typically fewer risks at the process level than
the business level and precision is less important (the actual impact
and likelihood can be validated as part of the audit process), the
simple scales discussed in Chapter 6 can be used effectively.

Evaluating impact and likelihood at the process level must be
both consistent and focused. The following provides guidance for
evaluating these criteria:

*  Impact should focus on the potential exposure over a specific
period of time, typically one year. Because risks may occur
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As with the process design evaluation, it is important to have 3 _ b“;:ﬁ‘;“eg questions that arise after completing the process

1. What tests should be performed to validate that the process is
operating as designed? Typically, attribute tests are most
appropriate to corroborate that the process is operating as
designed as such tests determine that relevant attributes of
key controls are being consistently executed. The attribute
tests to be performed are documented in the audit matrix.

2. What tests should be performed to determine the impact
when portions of the process are not adequately designed?
Typically, quantitative tests provide the information
necessary to compute or extrapolate the impact of a process
that is not effectively designed or is not consistently operating
as designed. The quantitative tests to be performed are

ented in the audit matrix.
. sed on the results of testing, how effectively is the process

' operating? After testing is completed, the evaluation of the
 testing results is documented in the audit matrix. This docu-
mentation includes conclusions about how effectively the
process is operating.

+ Strong Operation The key controls are operating effectivel r
to ensure all key risks are managed to an acceptable le el
While there may be some opporturufies to improve the effi-
ciency and effectiveness of the process operation, there are o
significant shortcomings relative to the management of the
key risks. .

e Moderate Operation The key Fontrc-ls are operating effect-
ively to ensure most of the key risks are managed to an acce;
able level, but there are gaps for certain key risks. These
probably will not cause the overall process to fall significan
short of achieving the desired result,‘l_:lut there may be impa
(e.g., financial, customer, reputation) that process-le
management would consider unacceptable.

o Weak Operation Several of the key risks have gaps in oper
ation that will likely result in the process not achieving
Jesired result on a consistent basis. There are typ
actions that must be pursued immediately to improve
operation of the process to ensure those risks can be manages
to an acceptable level.

4. If the process is not consistently operating as designed, why
isn’t it and what opportunities for improvement exist? The
auditor must identify the root causes of inadequate operation
and possible solutions to improve the operation of the process
to a level that will assure the risks are managed to an accept-
able level. This is documented as audit findings in the work-
papers (refer to Chapter 12 for additional discussion).

These terms can be used in audit reports to fﬂﬁcuiate the a
judgment regarding control effectiveness or nsk manageriies
tiveness. Refer to Chapter 12, “Action Pli-in.l'l;ll'lg.P \.:. d
Value,” where reporting the results of audits is 1ssed.

*

OBSERVATION: “Acceptable level” and “desi d results” are
judgments that vary from company to any, andlet\;e:
process to process. However, if the process 15 mtegf!'a 4
company’s evaluation of its internal contlrc-is o\rler. :na:oncthe
reporting, the acceptable level may be defined relative 2
guidance in professional standards as to what constitutes

material weakness or significant deficiency.

‘A well-designed and well-operating process provides assurance
t the key risks are managed to an acceptable level. When the process
not consistently operating effectively, the auditor must determine
impact of the operational shortcomings and possible solutions.

EXHIBIT 10-1
TESTING PHASE @
WORK PROGRAM

SUMMARY Comple- Com-
Target tion pleted
Program Step Date Date By

at is the overall focus of audit
"

To validate that a well-designed
process is operating as intended.

The testing phase of an audit is conducted to (1) validate
the process is operating as designed to ensure the des :
are achieved or (2) determine the impact if the p:-ﬁcess
designed or operating adequately. In this phase the auditor ans
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¢ The auditor must ensure that findings are discussed with
appropriate management. Typically, findings should be

i with both the individual(s) responsible for imple-
menting solutions and the process owner.

* Managementmay havea differentidea on how tobestaddress
the finding. The auditor should be open to such ideas as man-
agement’s solution maybe more effective and viable than the
auditor’s original recommendation.

e If management disagrees with the auditor on the finding or
recommendations, the auditor may not fully understand
management’s risk tolerance. The auditor should thus revisit
with management their tolerance level to reach an a i
on the validity of the finding, the need to address it, and the
appropriate recommendations.

OBSERVATION: When an “agreed-upon solutions” approach
is utilized for reporting audit results (versus the “recommenda-
tions and management’s response” approach), the cycle time
for issuing the final report is typically reduced. This is due
to it being easier for management to edit the agreed-upon
solutions as compared to creating specific responses to the

Ea

recommendations.
Disposition (
Up until this point in the audit, all findings were considered & A 4
3

dates for the final audit report. Now that the auditor has 2
the finding, determined the potential impacts, identified\the root
causes, developed recommendations, and received ;“1 agement’s
comments, it is time to decide whether the finding Will be

1. Included in the final audit report; a’\&:Q

2. Modified or combined with other findings to better state the
issues and provide more actionable solutions;
3. Discussed with management and delivered informally as an
opportunity for improvement, but not included in the final
audit report due to its relative low risk; or

4. Removed from consideration for the audit report, due to sub-
sequent facts or considerations from management that re:
it inappropriate or unnecessary.

« The judgments applied in determining the disposition of an
audit finding are some of the most important judgments ait
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auditor makes; therefore, these judgments should be docu-
mented in the workpapers.

Decisions on which findings to include in the final audit
report are influenced by the audit department’s reporting
protocol and objectives—that is, some audit departments
include all valid findings in a detailed audit report, while
others filter out and exclude the less important findings.
When valid, but less significant, findings are excluded from a
formal audit report, management may still appreciate a sum-
mary of those excluded findings as a reminder of other
opportunities identified in the audit.

Owner

it finding must have an owner who is ultimately respon-
or ensuring that the corresponding recommendations are
emented. This assignment of authority and accountability is

__necessary to avoid confusion over responsibility for the actions
and provide a point of contact for monitoring implementation pro-
gress. (Refer to Chapter 13 for a discussion of follow-up and mon-
itoring procedures.)

Helpful Hints

The owner should be an individual with both the knowledge
and ability to implement the required actions.

While other individuals may help with implementing the
solutions, identifying a single point person makes it easier
for both the process owner and auditor to follow up on the
recommendations.

The owner must acknowledge and accept the responsibility
and accountability that has been granted him or her. There-
fore, the auditor should not simply work with the process
owner to assign ownership, but should also talk directly
with the action owner about the finding and recommended
actions to ensure they understand what needs to be done
and why.

Target Date

\eportable audit findings must be acted upon in a timely manner to
imit the period during which the key risks are not being managed to
an acceptable level. Therefore, target dates should be agreed to with
e owners to ensure timely implementation.
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* Lack of formally articulated risk tolerance levels mg
result in:

— Risks that are managed to levels that are not consistepy
with the organization’s overall risk appetite risk ta
philosophy; or

— Confusion among individuals regarding what the bound
aries and limits are for key risk-related activities and
decisions.

* An inadequately defined or positioned risk managen
function may impair the abilities of the individ
involved in the function to carry out their responsibi
effectively.

RISK ASSESSMENT 1

Once the foundation is established with the inputs into the g’
risk assessment is the starting point for specific ERM activi o
There are several key attributes that are necessary to effectively

execute the risk assessment process. 1

Key Questions ¢

*

The following questions will help to address the key risk assefsinent
attributes:

» Has arisk universe been developed that capt

l(EY risks
the organization faces?

* L\
— Have risk events or scenarios beens ified?

— Have areas and categories been c&e& to establish a foi
mal risk model that is customized for the orgamzatmn? '

— Are each of the risks defined using words and thoughts
that are consistent with how the organization speaks (i.e.,
has a common risk language been created)?

— Have the risks been linked to the organization’s strategy?

* Has the impact of each risk been formally assessed?

— Have both financial and nonfinancial impacts been con-
sidered (e.g., strategic, reputational, legal, health and
safety)?

— Have realistic worst-case scenarios been identified and
considered?

— Is there a consensus on the risk impact?
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Has the likelihood of that impact been determined for
each risk?

— Is the likelihood inherent or managed (residual)?

— Is there a consensus on the risk likelihood?

Has management’s tolerance relative to their acceptance of
each risk’s exposure been determined?

— Does the tolerance correspond with the likelihood assess-
ment, allowing for a meaningful assessment of the gap
between current and tolerable likelihood?

— [Is there a consensus on the risk tolerance?

Are there other assessment criteria (e.g., manageability,

efficiency) utilized by management to assess risks?

— Is the assessment of these criteria appropriately related to
e other criteria utilized in the assessment?

ve the key or primary risks been identified for the
company?

Potential Exposures

Failure to adequately address the key risk assessment attributes
-might create the following exposures:

Inadequate identification, categorization, and definition of all

key business risks into a comprehensive risk universe may

result in

— Lack of recognition and management of certain key risks;

— Confusion and misunderstanding when discussing risks
among individuals within the company; or

— An overly cumbersome, unorganized risk listing that
cannot be effectively understood and managed.

Ineffective assessment of risk impact may result in

— Lack of recognition regarding how significantly risk
occurrences will impact the organization, causing
under-management of key risks; or

— Over-allocation of resources toward risks with less poten-
tial impact.

Ineffective assessment of risk likelihood may result in

— Lack of recognition regarding how likely significant risk
occurrences will be, causing under-management of key
risks; or
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Question:

Answer:

such methods perceive each of the attributes being
rated at that particular point in time. However, such
perceptions may vary from one individual to the
based on the scenarios they choose to think about when
making their judgments as well as their own biases and
tolerances to risk. As a result, the information gathered,
while valuable, may not be as comprehensive or reliable
when compared to the information gathered in a
facilitated risk assessment session. Such sessions offer
the following advantages:

¢ The results of initial judgments (typically gathereg
by some form of voting method) can be compiled
and discussed among the entire group involved in
the session. This discussion helps to bring align- -
ment among the group; not so much in terms of
agreeing on ratings but ensuring consistency
about what scenarios are being considered that
support the judgments used when rating the
individual risks. This discussion is frequently
more valuable to management than the actual
ings themselves.

If the discussion indicates that the participants did
in fact view the risks from different and incong
ous perspectives, it is easy to re-vote the rati
that time. Once again, this will not ensure co nsen
sus, but it will increase the validity of the resultant
average.

*  Once all of the risks are rated, the gr
the ranking or order of the risks and
such rankings make sense. Tit
because, throughout the co facilitated
sion, some bias, or vote ., may subtly oc
without it being recognized. By taking a step ba
and looking at the resultant rankings, the group may
be able to detect anomalies in the rankings that
require re-voting.

di-

look at
s whe
is impo

What factors or outcomes should be considered when
devising risk scales?
The most common and obvious factor—finan
impact—typically is the easiest to measure and ge
ally is the most quantifiable. However, other facto
risk outcomes may prove to have a greater impact
thus, should also be considered. Examples of

Question:

Answer:

~ Question:
Answer:
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occurrences whose impact may exceed the financial
impact are as follows:

* A threat to the health or safety of employees or cus-
tomers may be more significant than the fine result-
ing from the occurrence.

* Damage to the reputation of the organization may
have a more adverse effect on share price or future
sales than the financial impact of the event.

* An event that results in the downgrading of an
0 ization’s credit rating may cause severe
liquidity problems in the future that far exceed
the financial impact of the event.

* A fraud or some other action by management may
diminish the trust employees have in management,
causing profound changes in the culture and dimin-
ished reliance on entity-level controls (e.g., tone at

the top).

The assessment of risks should not be limited by the
financial impact. Doing so may result in a failure to
identify other key risks or underassessing the impact
of such risks, resulting in the misallocation of risk
management efforts.

When using voting equipment or surveys, should the
averages be used as the final assessment results or
should additional judgment be applied?

Risk assessment is, by nature, a very judgmental
process and, as such, quantitative information must
always be balanced against qualitative judgments.
The quantitative information can be very valuable in
helping management prioritize risks. However, one
should be careful to avoid relying solely on these
quantitative results. The quantitative ratings still
involve a great deal of judgment, and defaulting to
the ratings may result in management inadvertently
ignoring bias that may have existed when ranking the
risks. Therefore, it is important to look at the relative
placement of the risks and evaluate whether this
placement may result in a misallocation of risk
management resources.

How do organizations assess strategic risks that may
put the company out of business?

This is one of the most difficult aspects of risk
assessment; however, it should not be ignored as the
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Desired Stage

The average score for the Desired Stage was 7.8, reflecting the
executive team’s view that, as a technology company, they needed
to be at or above the managed stage for this capability. Failure to
effectively execute its technology capabilities might diminish the
company’s competitive advantage. Specifically, this assessment
was due to the following factors:

e  AfterMath must continue to maintain a competitive advan-
tage with the technology embedded in its products. The
financial and supporting systems were considered to already
be at an acceptable stage.

o The company should take a more proactive approach to
enhancing financial and other supporting systems. This
was deemed necessary to ensure the quality and costs of its
products remained acceptable.

e The current security infrastructure is considered to be accept-
ableasis;noen}mnoﬂnmisweresmasnecessar}fatﬁ\isﬁme.

Gap Analysis

Because the technology capability is currently approaching the
managed stage, with a relatively small gap of 1.2, opportunities fo
close the gap are somewhat limited. However, the executive

did agree to the following action.

e The CIO agreed to establish a more consisten\ ch

to identifying potential options for enhancem

assemble a steering team to ensure system s are dis-

cussed on a regular basis, and to suppo
of systems enhancement initiatives.

INFORMATION

Overall, the consensus was strong that information is available
when needed from the company systems; however, information
from external sources was not as consistent. This feeling was stron-
ger in areas that deal with some outsiders more than others.

Current Stage

The average score for the current stage was 6.2, reflecting the belief
that the company currently had characteristics from both the defined
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stage and the managed stage. This assessment was due to the
following factors:

» Information within the company’s systems is accurate, rele-
vant, and generally easy to obtain. However, AfterMath does
not have good sources of market and competitor intelligence;
therefore, external information is not as timely and accurate.

» Reports are generally timely, relevant, and accurate. The
design of key reports has not been reviewed in some time,
but most participants indicated that the reports were proba-
bly still appropriate.

e Access to critical and confidential data is well protected, with
an appropriate level of access restrictions in place. Monitoring
of access violations is generally a manually intensive process.

Desh@ge

%erage score for the desired stage was 7.5, reflecting the

utive team'’s view that information needed to be at or above

e managed stage for this capability. There was little tolerance to

information shortcomings with internal systems, but greater accep-

tance of the challenges in obtaining reliable external information.
Specifically, this assessment was due to the following factors:

* Information from the company’s systems must remain accu-
rate, relevant, and accessible. Improved availability of relevant
information on the market and competitors was perceived to
be valuable to maintain the company’s competitive advantage.

¢  While reports are considered timely, relevant, and accurate
the design of certain key reports could be enhanced to
improve their usability.

e  Access to critical and confidential data should be maintained

at the current level, although greater use of on-line monitor-
ing techniques would be desirable.

Gap Analysis

Since the information capability is currently between the defined and
managed stages, and the gap is relatively small at 1.3, opportunities
to close the gap are somewhat limited. However, the executive team
did identify some opportunities worth pursuing.

* An individual reporting to the Vice President—Strategic
Planning will be assigned the responsibility of establish-
ing formal information sources of market and competitor
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Risk Name

Chapter 20: Case Study: Inventory  20.21

Desi Testing Approach Test Results Conclusion
Risk Name Risk P
and Definition Box Key Control Gap Analysis end to validate 2. The 4th quarter  be sufficient to
- Sl ) ) that Inventrix inventory count  manage this risk to
Systems Risk— 9 « Since the In??ﬁ:]m:‘ ﬁﬁ;m deséand balances agree was conducted  an acceptable
Qutdated, inadequate, system 'SF"" 0 sysbe d on & with the general in accordance level.
or non-interfacing sys- Afterilatlis succsss, 0 e 2Rl E L ledger. with company
tems (e.g., inventory anlT project leader is  manage ) hg procedures, and
management and ac- ass;grha_d full-time to  acceptable level. 2. Observe the resulting adjust-
counting) may inhibit work with users on 4th quarter ments were less
AfterMath’s ability to ongoing enhance- inventory count than 5.
manage and monitor ments and updates. and test to
inventory levels, result- « Inventrix automati- S:;'ﬂne ﬁ:ﬁﬂ“ )
ing in excessive carry- cally interfaces with agree with
ing costs or production the general ledger as Inventrix
delays. part of nightly batch ’
processing. Budgeting and 1. Review end-of- 1. While the ending While Inventrix is
) Forecasting Risk month unit bal- balance was flagging excessive
Vendor Performance 6 s There isnot a f?t:?al Tixspmtlmappeardwg' ances for fin- never lower than  inventory balances,
Risk—Inadequate as- process to menifor - docs not appes ,{Q ished units, the computed  AfterMath is not
sembly of component wmu';;:tenmmpiy' this risk to an a O motherboards, acceptable level, effectively manag-
parts by outsourcing Coas™ b ance able level since ! () viewable unit levels were  ing and outsourc-
vendors, untimely or ing with perzom are no forinal i N screens, plastic excessive for ing vendors to
misleading communi- expectations. s 1 oA Q outer casings, motherboards  ensure their pro-
cations from vendors « There have been address vendor p o and protective (two months), duction and ship-
relative to parts on incidents where ven- oo iccues ( carrying cases viewable ment of assembled
hand or delivery dates, dors were late in Finding #4) to ensure the screens (six components is
and insufficient means delivering assembled unit quantities months), and consistent with the
of measuring and mon- units or such units were consistently plastic outer Company’s stan-
itoring vendor perfor- were of substandard within accept- casings (five dards (Audit Find-
mance, may zas;::;n quality. In such able ranges. months). ing #2).
substandard quality or cases, AfterMath
delays in receiving typically works $ - Contract Risk 1. Considering N/A The design and
necessary component around the problem the aﬂeciive{ oparatiop of the
parts. with in-house re- pracess design, contracting proc-
sources instead of qate_astmgqfﬂus assa_ppeartobe
communicating and .\ risk is consid- sufficient to man-
rectifying the problem . ered necessary. age this risk to an
with the vendors. \’& acceptable level.
—_—— ;:gm and Safety N/A N/A N/A
! Human 1. Considering the  N/A The design and
——— e ‘Resources Risk effective operation of the
process design, Human Resources
EXHIBIT 20-3 NAGEMENT no testing of this process appear to
= ION OF RISK MA ' risk is consid- be sufficient to
AUDIT MATRIX: OP%;;LBIL"'IES ered necessary. manage this risk to
an acceptable
; : i Inventory audit docume level.
The section of the audit matrix relating to the Inventory at o
testing approach and test results, wh|$1_prov1d&s the basis for asse grity Risk N/A N/A NA
isk management capabilities.
operation of risk ¢ il Test Results Conclusl olescence 1. Discuss with 1. The only change The design and
Risk Name Testing Approach ~ Test Resufis sl personnel in Research & operation of
. Test monthl 1. All balances per design Research & Development Obsolescence risk
Rocamitig Pt ) rauonnilisliurns Inventrix agreed operation of Development was concemed  management
as of the most with the general Accounting
recent month- ledger. process
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As described in Chapter 17, Exhibit 17-3, inventory managen
is a key process to manage supply chain risk. The procurem
process is an integral part of the inventory management p
and, thus, is a key to manage supply chain risk. Therefore, a pro-
curement audit was scheduled in the upcoming year. ;

The objective of this audit was to “Deternine AfterMath’s capa
ities to manage the procurement process to the desired Ieae_i (includ
supplier selection, bidding, contracting, and product or service receip
Since more than just inventory items are procured by the procure-
ment function, this audit will cover all procurement activities for
AfterMath. This chapter outlines the background, process, and
results of the audit.

BACKGROUND INFORMATION

The following provides relevant information about AfterMath’s pro-
curement activities, which information is necessary for effectively
conducting this procurement audit.

e The Director of Procurement has overall responsibility for
running the Procurement department. Two Purchasing
Agents assist him in carrying out procurement activities.
The Director of Procurement reports to AfterMath’s General.
Counsel.

e The Director of Procurement and two Purchasing A
the only authorized agents of the company; that is,
the only individuals with the authority to bind
for purchases over $10,000. Purchases under
executed through the use of a purchase order)
and above.

e AfterMath utilizes company-authori
curement cards) for small purchases (under $1,000).
the last 12 months, approximately $1.6 million has been
chased with procurement cards.

«  The Procurement department processed approximately $125
million of purchases over the last year.

o  AfterMath currently has almost 1,000 vendors, of which
approximately 450 have recurring activity throughout the
year. The Procurement department is responsible for vendor
selection, and setup and maintenance within the system.

o+ The general ledger system contains a purchase order module
that is utilized to process all purchase orders and contract
information. This module directly interfaces with the:
accounts payable module in the general ledger.

R
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KEY OBJECTIVES

After discussion with the Director of Procurement, it was clear
that the area has formal, well-defined strategic and operational
objectives. The Director took great pride in the annual exercise he
executes with the Purchasing Agents to update the objectives and
ensure alignment with AfterMath’s overall strategic objectives.
Through discussions with key internal customers during the annual
pudgeting process, the Director believes his function will continue
to meet the needs of the Company over the upcoming year.

Following are the key procurement objectives that have just been
finalized for the next year.

1. Best Purchase Ensure purchases meet the needs of the
company; that is, the right goods or services are at the right
ce, at the right time, and at the best price (supports After-

‘s Earnings Growth and Market Share objectives).

6Qegal Ensure all purchases appropriately protect the

company’s legal interests and do not create potential legal
exposures (supports AfterMath’s Earnings Growth, Market
Share and Reputation objectives).

3. Vendor Relations Create and foster positive relationships,
which will help ensure vendors cherish their relationship
with AfterMath and will offer the company the best available
terms (supports AfterMath’s Earnings Growth and Integrity
objectives).

4. People Make the Procurement department a positive and
rewarding place to work by providing development and
advancement opportunities, either within the area or in other
areas of the company (supports AfterMath’s People objective).

The Director of Procurement also indicated that he had developed
specific key performance indicators (KPIs) to measure and monitor
how effectively the department was achieving its objectives. The
KPIs for each of the objectives are as follows:

1. Best Purchase

a. Costs of recurring purchases grow at less than the CPI
(Consumer Price Index) for all major procurement cate-
gories (e.g., inventory, office supplies, services).

b. Costs of new purchases represent the lowest of qualifying
bids.

c. Internal customer surveys, which cover quality and time-
liness of procurement services, average more than 4.0 on a
1-5 scale.
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However, in order to validate that these risk management capabil-
ities are designed properly and operate e:ffectweiy, management
agreed that a risk management-based audit would be appropriate
for key processes surrounding cash flow /liquidity and supply chain
ivities.
amln addition to the inventory management (Chapter 20, “Case
Study: Inventory”) and procurement (Chapter 21, “Case Study:
Procurement”) processes, as indicated in Chapter 17, Exhibit 17-3, :
the accounts payable and disbursements processes are key processes
utilized to manage the cash flow/ liquidity and supply chain risks.
Therefore, an accounts payable and disbursements audit was sched-
in the upcoming year. )
ulF:'?l'te objech'I:fe of tl?jsyaudit was to “Determine AfterMath’s capabil-
ities to manage the disbursements and accounts payable processes to the
desired level.” This chapter outlines the background, process, and
results of the audit.

KEY OBJECTIVES

After discussion with the Accounts Payable Manager, it was clear
that the area does not have formally stated strategic or operational
objectives. The Manager had little interest in working with the audit
team on developing such objectives because she believes, “Every-
body knows what we are here to do.” Therefore, the audit team had
to determine what they believed the objectives were to provide the
foundation for this audit.

The audit team brainstormed potential operational objectives
related to the accounts payable and disbursements processes. In
addition, the audit team considered AfterMath's strategic and
value objectives to identify other relevant objectives. After clarifying
and combining the ideas, the team agreed that the following are the
key strategic and operational objectives for the area.

1(“Accuracy Ensure payments to vendors are accurate and
amounts recorded in the general ledger accurately reflect

Q0 the obligations of the company (supports AfterMath’s Earn-

» ings Growth objective).

2. Timeliness Pay all invoices timely to take advantage of dis-
counts where available, and avoid penalties or interest on late
payments (supports AfterMath’s Earnings Growth objective).

3. Vendor Relations Respond to vendor inquiries and deal with
vendors in a respectful manner to foster positive relation-
ships, which will help ensure vendors cherish their relation-
ship with AfterMath and will offer the company the best
available terms (supports AfterMath’s Earnings Growth
and Integrity objectives).

BACKGROUND INFORMATION

i i i ion about AfterMath’s
The following provides relevant information a h's
disbursement activities and accounts payable department, w}udj
is necessary for effectively conducting this accounts payable ané;
disbursements audit.

disbursements transactions over the last year.

e The average month-end accounts payable b
$11 million, with month-end balances ranging

to $17 million fnver the last 12 months. ) - } B ol e
’ h:fh‘:th i 'tD tafECE_ ?d}'mté}ge gine e ment opportunities, either within the area or in other areas
?3‘ersuul'll"xﬁ;l gﬁcnggie;e{lmgg; E;picall 2% %umcomﬁ if paid ﬁilﬂ'le iloi;;tclgea;lg;l a:;d aﬂ;ﬂm?te ;z.-:tinrg3 with uﬁigﬂl;l'tj']l:‘l all1 inter&
‘ an €, supports After e an
within 10 days of the billing date (i.e., 2%, net 10). Rttty bagctives) gs (supp s Peop
¢ The objective is to pay bills not subject to discount when due
(typically 30 days after the billing date). There is a strong
desire to avoid being charged penalties or interest on 1%
payments.
« The Accounts Payable department is led by the Acco uris
Payable Manager, with two supervisors and four ene
reporting up to the Manager. The Accounts Payable Manage!
reports to the Controller.

e The Accounts Payable department processed $127 mﬂ@ Nh

While information is available to measure some of these objec-
tives, the Accounts Payable Manager indicated that she has not
‘established and does not currently monitor any key performance
“indicators (KPIs). She agreed that KPIs might be helpful, but
~would like more information about what would be measured and
-monitored before agreeing to formalizing KPIs (Audit Finding #1).
X The audit team next discussed tolerance levels with the Accounts
Payable Manager, who believed that, generally, any errors or dela

*  The accounts payable module in the compan)"sa%ﬂlelﬂuﬂl : rpgmems weregex:nacceptable in her m;;neg; hm-{eveg she would "defyﬁecll'
ger system is ﬁﬁﬁﬂﬁeﬂmt:ﬂ:gsﬂ“‘ﬂiﬁfﬁ Accountin - to the experts” (ie., the auditors) on what would be considered a
:lgcrli:ds'l'gllsﬂln; on eeral ledggr and the purchase —der syst significant risk management issue. The audit team decided that it
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management agreed that a risk managemenfe—based audit would be
appmgpe;‘ia’re for key processes surrounding quality assurance
acT;tﬁsd.jcated in Chapter 17, Exhibit 17-3, the production cycle and
quality assurance processes are key to managing qua];iy assurance
risk. The sub-processes relating to quality assurance for %tgmmglkly

roduced and outsourced parts are integral to manaﬁlneg b
Therefore, a quality assurance audit was scheduled in the upc g

YealTl.iua objective of this audit was to “Validate the effectiveness of Afﬂer-
Math's quality assurance capabilities to help manage product failures g;g
acceptable level.” This chapter outlines the background, process,
results of the audit.

BACKGROUND INFORMATION

i i i ion about AfterMath’s
following provides relevant information a :
'gﬂslit; :ssuragnge activities, which is necessary for effectively con-
ducting this procurement audit:

e The Director of Quality Assurance reports directly to the Vice
President—Production. ’

rting to the Director of Quality Assurance are two Quali

) E‘;Elgrﬂl Eudjtors, one focusing on internally produced parts Q
and units and the other focusing on the assembled componﬁ \
received from the outsourcing vendors. ‘

+  The company’s philosophy is that quality should be b at
all stages in the production process, rather
and detected later. Therefore, the Quahty Contxi
spend a portion of their time working with
duction line employees on techniques to b ;
Any defects or problems identified du

' Cogtrol Auditor’s inspections are immediately sent back to
the production line for rework.

The Quality Assurance department also takes on q

) irﬁ:iatives ?rn other parts of the company (however, these

other initiatives are not within the scope of this audit).

KEY OBJECTIVES

The Director of Quality Assurance emphasi?:ed that ‘the‘ area E;:
formal, well-defined strategic and operational ob}ec_':l:;e; e
believes her department serves a very _foc.used a“‘f[,l ;;1 s
supporting the company’s strategic objectives. In fact,
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name in the marketplace for consistently high-quality products
gives AfterMath a competitive advantage. She also believes that,
throughout the course of the audit, it will become evident to the
audit team that her two Quality Control Auditors clearly under-
stand and embrace these objectives.

Following are the key quality assurance objectives:

1. Zero Defects Ensure that products being shipped to custo-
mers have no defects (supports AfterMath's Earnings
Growth, Market Share, and Reputation objectives).

2. Quality Mindset Provide education, training, and advice
throughout the company to promote a mindset of high
quality in all employees (supports AfterMath’s Earnings
Growth, Market Share, Reputation, and People objectives).

irector of Quality Assurance also stated that she had devel-
op ific key performance indicators (KPIs) to measure and
r how effectively the department was achieving its objec-

ives. The KPIs for each of the objectives are as follows:

&0 1. Zero Defects

a. No logic, wiring, display, or memory defects are subse-
quently discovered in products shipped to customers.

b. Quality control inspections discover 98% of all structural
defects (e.g., casing, straps, viewable screens) in finished
products.

2. Quality Mindset

a. All new employees on the production line receive
quality control training within one week of commencing
employment.

b. The department receives at least a 4.2 average score on

internal customer surveys conducted to assess the quality
of educational, training, and advisory efforts.

The audit team next discussed tolerance levels with the Director
of Quality Assurance, who believed that any results outside of the
established KPIs would be considered unacceptable to both her and
the Vice President—Production.

Finally, the audit team discussed organizational considerations
with the Director of Quality Assurance. The Quality Assurance
department is small and centralized, and she closely supervises
the activities of the department on an ongoing basis. The success
of the department is dependent on effective communications with
the production line. She was not aware of any other organizational
or cultural considerations that would impact the audit and the audit
team’s assessment of risk management effectiveness.




