CAP 553; Electromic Transactions Ordinance

formats or methads. The UK Act aims to be technology-neutral and covers all types of
electronic signature, from those based on e-mail exchanges to those using public key
cryptography or biometric techniques. The Ordinance is similar to the Singaporean
Electronic Transactions Act 1998, which likewise defines digital signatures by
reference to the public key-private key signature based on PKI and thereby limits its
general application.

In March 2002, the Information Technology and Broadcastng Bureau issued a
“Consultaton Paper on the Review of the Electronic Transactons Ordinance”.
The Ordinance was then amended by the Electronic Transactions (Amendment)
Ordinance which became effective on 30 June 2004. The main amendments
are to:

» revise the definitions in s.2;

» allow for the service of documents to a designated informaton system (5.3A);

» alter 5.6 concerning the use of electronic and digital signatures to accept all types
of electronic signatures except in the case of transactions with the Government,
where only a technology-specific digital signature is accepted;

* alter certain provisions regarding the consent required from the intended recipient
for the service of documents by electronic means; and

» confirm the legal effect of an electronically formed contract under 5.17.

Long title

An Ordinance to facilitate the use of electronic transactions for commercial and
other purposes, to provide for matters arising from and related to such use,
to enable the Postmaster General to provide the services of a certificatic:
authority and to provide for connected purposes.

[Part I, ss.4 and 9, Part V (other than }
in relation to the matters referred to in
Sch.1) and Part VI, ss.31 and 33 and }
Parts IX, X, XI and XII

H

7 January 2000
Part VII and 5.32 18 February 2000 L.N. 7 of 2000
Sections 3, 5, 6, 7, 8 and 10, Part IV, }
Part V (in relation to the matters
referred to in Sch.1) and Schs.1 and 2 }
} . 7 April 2000 L.N. 60 of 2000]
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CAP 5353+ Electronic Transactions Ordinance

Section: 1 Short title 1 of 2000 07/01/2000

PART 1
PRELIMINARY

(1) This Ordinance may be cited as the Electronic Transactions Ordinance.
(21+3) (Omitted as spent)

Commencement

Part L ss.4 and 9, Part V (other than in reladon to the matters referred to in Sch.1)
and Part VI, s5.31 and 33 and Parts [X, X, XI and XII of the Ordinance came into
operation on 7 January 2000,

Part VII and s.22 of the Ordinance came into operation on 18 February 2000.

Sections 3.(5,Y5, 7, 8 and 10; Part IV; Part V (in relation to the matters referred to in
Sch.1) and.Schs.1 and 2 came into operation on 7 April 2000.

Cornparative Legislation

‘The provisions of the Ordinance on electronic records and digital signatures reflect
many of the provisions of the United Nations Commission on International Trade
Law (UNCITRAL)-Model Law on Electronic Commerce (the “Model Law™). The
following provisions and suitable safeguards for these provisions to apply are included:

(1) where a rule of law requires or permits information to be given or presented in
wating, the use of electronic records will satsfy the rule of law;

(2) where a rule of law requires information to be retained, or to be presented or
retained in the original form, that requirement is met by retaining or presenting
the information in the form of electronic records;

(3) where a rule of law requires a signature of a person, that requirement is met by
a digital signature;

{(4) contracts shall not be denied legal effect solely on the ground that electronic
records are used in their formation; and

(5) electronic records shall not be denied admissibility as evidence in court on the
sole ground that they are electronic records.

The Ordinance is also influenced by Singapore’s Electronic Transactions Act 1998.

Section: 2 Interpretation L.N. 130 of 2007 01/07/2007

Remarks:
For the saving and transitional provisions relating to the amendments made
by the Resolution of the Legislative Council (L.N. 130 of 2007), see para (12)
of that Resolution.
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(1) In this Ordinance, unless the context otherwise requires:
accept (557 ), in relation to a certificate:
(a) in the case of a person named or identified in the certificate as the
person to whom the certificate is issued, means to:
(i) confirm the accuracy of the information on the person as
contained in the certificate;
(ii) authorise the publication of the certificate to any other person
or in a repository;
(iii) use the certificate; or
(iv) otherwise demonstrate the approval of the certificate; or
{b) in the case of a person to be named or identified in the certificate
as the person to whom the certificate is issued, means to:
(i) confirm the accuracy of the information on the person that is
to be contained in the certificate;
(ii) authorise the publication of the certificate to any other person
or in a repository; or
(iii) otherwise demonstrate the approval of the certificate; (Added
14 of 2004 5.2)
addressee (Yi(FH# ), in relation to an electronic record sent by an originator,
means the person who is specified by the originator to receive the electronic
record but does not include an intermediary;
asymmetric cryptosystem (JEE[FEZEERLE) means a system capable of
generating a secure key pair, consisting of a private key for generating a
digital signature and a public key to verify the digital signature;
certificate (3% & ) means a record which:
(a) 1sissued by a certification authority for the purpose of supporting
a digital signature which purports to confirm the identity or ather
significant characteristics of the person who holds a particuiarkey
pair;
(b) identifies the certification authority issuing it;
(c) names or identifies the person to whom it is issu2<:
(d) contains the public key of the person to whom it'is issued; and
(e) is signed by the certification authority issuing it; (Amended 14 of
2004 s.2)
certification authority (¥ %R ) means a person who issues a certificate to a
person (who may be another certification authority);
certification authority disclosure record (H4:¥BEE PB4 ). in relation to a
recognised certification authority, means the record maintained under s.31
for that certification authority;
certification practice statement (#ZS{E¥#EH|) means a statement issued
by a certification authority to specify the practices and standards that the
certification authority employs in issuing certificates;
code of practice (#5578l ) means the code of practice published under s.33;
(Amended 14 of 2004 5.2)
consent ([ ), in relation to a person, includes consent that can be reasonably
inferred from the conduct of the person; (Added 14 of 2004 s.2)
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correspond (¥1/#), in relation to private or public keys, means to belong to the
same key pair;
digital signature (B(E5FH ¥ ), in relation to an electronic record, means an
electronic signature of the signer generated by the transformation of the
electronic record using an asymmetric cryptosystem and a hash function
such that a person having the initial untransformed electronic record and the
signer's public key can determine:
(a) whether the transformation was generated using the private key
that corresponds to the signer's public key: and
(b) whether the initial electronic record has been altered since the
transformation was generated;
electronic record (78 T4C$%) means a record generated in digital form by an
information system. which can be:
(a) transmitted within an information system or from one information
system to another; and
(ki “stored in an information system or other medium;
electronip-Sighature (£ T %3 ) means any letters, characters, numbers or other
symuols in digital form attached to or logically associated with an electronic
tecord, and executed or adopted for the purpose of authenticating or
approving the electronic record;
government entity (BUFf 514 ) means a public officer or a public body; (Added
14 of 2004 5.2)
hash function (¥£i%EK#() means an algorithm mapping or transforming one
sequence of bits into another, generally smaller, set as the hash result, such that:
(a) arecord yields the same hash result every time the algorithm is
executed using the same record as input;
{b) it is computationally not feasible for a record to be derived or
reconstituted from the hash result produced by the algorithm; and
(c) it is computationally not feasible that two records can be found to
produce the same hash result using the algorithm;
information (¥l) includes data, text, images, sound codes, computer
programmes, software and databases;
information system (¥ 7\ 5247 ) means a system which:
(a) processes information;
{b) records information;
(c) canbe used to cause information to be recorded, stored or otherwise
processed in other information systems (wherever situated); and
(d) can be used to retrieve information, whether the information is
recorded or stored in the system itself or in other information
systems (wherever situated );
intermediary (7774 A ), in relation to a particular electronic record, means a person
who on behalf of a person, sends, receives or stores that electronic record or
provides other incidental services with respect to that electronic record:
issue (! ), in relation to a certificate, means to:
{a) create the certificate, and then notify the person named or identified
in the certificate as the person to
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(i) whom the certificate is issued of the information on the person
as contained in the certificate; or
(b) notify the person to be named or identified in the certificate as
the person to whom the certificate is issued of the information on
the person that is to be contained in the certificate, and then create
the certificate, and then make the certificate available for use by
the person; ( Replaced 14 of 2004 5.2)
key pair (BCH % /ERL), in an asymmetric cryptosystem, means a private key
and its mathematically related public key, where the public key can verify a
digital signature that the private key generates;
originator (%3 # ), in relation to an electronic record, means a person, by whom,
or on whose behalf, the electronic record is sent or generated but does not
include an intermediary;
Permanent Secretary (# {£#4 & & ) means the Permanent Secretary for Commerce
and Economic Development (Communications and Technology): (Added 14
of 2004 5.2. Amended L.N. 130 of 2007)
Postmaster General ( (¥ &) means the Postmaster General within the
~ meaning of the Post Office Ordinance (Cap.98);
private key (4 A H52L ) means the key of a key pair used to generate a digital
signature;
public key (%2 # #%&L ) means the key of a key pair used to verify a digital signature;
recognised certificate ( 32 1] 5 # ) means:
(a) a certificate recognised under s.22:
(b) a certificate of a type, class or description of certificate recognised
under s.22: or
(¢) a certificate designated as a recognised certificate issued byqthe
certification authority referred to in s.34;
recognised certification authority ( 52 7] % 55#2 4 ) means a certification Athority
recognised under s.21 or the certification authority referred to in's 34
record ( #28% ) means information that is inscribed on, stored in or dtherwise fixed
ona tangible medium or that is stored in an electronic or.%ther medium and
1s retrievable in a perceivable form:
reliance limit (fi{#2%8 ) means the monetary limit specified for reliance on a
recognised certificate;
repository ({#7F /i) means an information system for storing and retrieving
certificates and other information relevant to certificates;
responsible officer (£1# A £ ), in relation to a certification authority, means a
person occupying a position of responsibility in relation to the activities of
the certification authority relevant to this Ordinance:
rule of law ({EHH H ) means:
(a) an Ordinance;
(b) a rule of common law or a rule of equity; or
(c) customary law:
Secretary (Ja % ) means the Secretary for Commerce and Economic Development;
(Amended L.N. 106 of 2002; L.N. 130 of 2007) '
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sign and signature (#. %+# ) include any symbol executed or adopted, or
any methodology or procedure employed or adopted, by a person with the
intention of authenticating or approving a record;

subscriber (&5 A\ ) means a person (who may be a certification authority) who:

(a) is named or identified in a certificate as the person to whom the
certificate is issued;

(b) has accepted that certificate; and

(c) holds a private key which corresponds to a public key listed in that
certificate;

trustworthy system (f8%5 H%i) means computer hardware, software and
procedures that:

(a) are reasonably secure from intrusion and misuse:

(b) are at a reasonable level in respect of availability, reliability and
ensuring a correct mode of operations for a reasonable period of
time;

(¢l “are reasonably suitable for performing their intended function: and

(d)) adhere to generally accepted security principles;

verify-a digital signature ( % B %(H535 8 ), in relation to a given digital signature,
siectronic record and public key. means to determine that:

(a) the digital signature was generated using the private key
corresponding to the public key listed in a certificate; and

(b) the electronic record has not been altered since its digital signature
was generated, and any reference to a digital signature being
verifiable is to be construed accordingly.

(2) For the purposes of this Ordinance, a digital signature is taken to be
supported by a certificate if the digital signature is verifiable with reference to the
public key listed in a certificate the subscriber of which is the signer. (Amended
14 of 2004 s.2; LN. 131 of 2004)

Enactment History

The following definitions contained in s.2(1) have been amended by virtue of the
Electronic Transactions (Amendment} Ordinance (effective 30 June 2004):

(1)  *accept a certificate’” was replaced with *““accept” in relaton to a certificate.
This expanded definition has the effect that a person who has used a certificate
is deemed to have accepted the certficate.

(2) “issue” was repealed and substituted by a more detailed definition.

(3) “consent”, “government entity” and “Permanent Secretary” were added.

As the position of Secretary for Commerce, Industry and Technology was abolished
in 2007 when the Commerce, Industry and Technology Bureau was abolished and
its responsibiliies merged into that of the Commerce and Economic Development
Bureau. Therefore the definitons of “Secretary” and “Permanent Secretary” were
amended by substituting “Secretary for Commerce and Economic Development™ and
“Permanent Secretary for Commerce and Economic Development (Communications
and Technology)” respectively, pursuant to L.N. 130 of 2007.
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Addressee, originator and intermediary

Following art.2 of the Model Law, the definitions of “addressee” and “originator”
exclude “intermediary”. This is necessary in order to establish a distinction between
aperson sending electronic data (originator), someone receiving the data (addressee)
and a third party in the middle sending and receiving the data on behalf of the other
two (intermediary). An example of an intermediary is an internet service provider.
Note that the originator and the addressee of an electronic data could be the same

person, for example in the case where the dara was intended for storage by its
author. -

Section: 3 Matters to which §8.5, 54,6, 7,

8 and 17 are not applicable

14 0f 2004  30/06/2004

PART II
APPLICATION

Sections 5, 55, 6,7, 8 and 17 do not apply to any (Amended 14 of 2004 s.3):
(a) requirement or permission for information to be or given in writing;
(aa) requirement or permission for a document to be served by personai
service or by post; (Added 14 of 2004 5.3)
(b) requirement for the signature of a person:
(c) ;;equirement for information to be presented or retained in its original
orm;
(d) requirement for information to be retained,
under a rule of law in a matter or for an act set out in Sch. 1, unless that rule-af taw
expressly provides otherwise, '

Enactment History

This section was amended by inserting “5A” after “sections 5™ arid para (aa) after
para (a) pursuant to 5.3 of the Electronic Transactions (Amendment) Ordinance
which came into operation on 30 June 2004. ’

Explanatory Note

’I"hh secu’c‘:rn excludes the use of electronic signatures for all documents where a
signature 1s required by law and to those documents specified in Sch.l of the
Ordinance (seess.3, 5A, 6,7, 8and 17 of the Ordinance}.

Section: 4 Ordinance to bind
Government

1 of 2000 07/01/2000

This Ordinance binds the Government.
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Explanatory Note

In the Legislative Council Brief on the Bill, itis stated that the proposed Bill applies to a
rule of law irrespective of whether the rule of law is applicable to an individual, public
body, public authority, private body, organ or any other person or to a transaction
executed by means of electronic records to which any such person is a party.

Section: 5 Requirement for writing L.N. 60 of 2000 07/04/2000

PART III
ELECTRONIC RECORDS AND DIGITAL SIGNATURES

(1) Ifarule of law requires information to be or given in writing or provides
for certain consequences if it is not, an electronic record satisfies the requirement
if the informaiian contained in the electronic record is accessible so as to be usable
for subsegusnt reference.

(2)( I d rule of law permits information to be or given in writing, an electronic
record atisfies that rule of law if the information contained in the electronic record
is acgessible so as to be usable for subsequent reference.

Explanatory Note
This section follows art.6 of the Model Law and s.7 of the Singapore Electronic
Transactions Act 1998.

The Ordinance does not define “in writing”. Pursuant to s.3 of the Interpretation
and General Clauses Ordinance (Cap.1), “writing” and “printing” include writing,
printing, lithography, photography, typewriting and any other mode of representing
words in a visible form.

Exclusion

This section does not apply to documents where a signature is required by law and
to those documents specified in Sch.1 of the Ordinance (see 5.3 of the Ordinance).

Section: 5A Service of documents 14 of 2004 30/06/2004

(1) Without limiting the generality of s.5, if a rule of law under a provision
set out in Sch.3 requires a document to be served on a person by personal service
or by post (whether or not there is any further specification as to the address or
place at which such service is to be effected), the provision shall be construed as
also providing that service of the document in the form of an electronic record to
an information system designated by the person satisfies the requirement under
the provision if the information contained in the electronic record is accessible so
as to be usable for subsequent reference.

(2) Without limiting the generality of s.5, if a rule of law under a provision
set out in Sch.3 permits a document to be served on a person by personal service

[4.01]
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or by post (whether or not there is any further specification as to the address or
place at which such service is to be effected), the provision shall be construed as
also providing that service of the document in the form of an electronic record to
an information system designated by the person is permitted under the provision if
the information contained in the electronic record is accessible so as to be usable for
subsequent reference.

(Added 14 of 2004 s.4)

Enactment History

This section was added as a result of the Electronic Transactions (Amendment)
Ordinance and ook effect from 30 June 2004.

Explanatory Note

This section provides that the service of a document in the form of an electronic
record has the same effect as service by post or in person for the purposes of the
provisions set out in Sch.3, which are:

(1) Landlord and Tenant (Consolidation) Ordinance (Cap.7) s.119Y(1)(a) and (b);

(2) Rating Ordinance (Cap.116) s.50(1);

(3) Government Rent (Assessment and Collection) Ordinance (Cap.515) s.45(1);

(4) Mass Transit Railway (Land Resumption and Related Provisions) Ordinance
(Cap.276) (Added LN. 151 of 2006) s.21(1);

(5) Roads (Works, Use and Compensation) Ordinance (Cap.370) (Added L.N. 151
of 2006) ss.10(1) and (3) and 29(1);

(6) Railways Ordinance (Cap.519) (Added L.N. 151 of 2006) ss.10(1) and (4), 27(5)
and (7) and 34(1);

(7) Electricity Ordinance (Cap.406) (Added L.N. 214 of 2007) s.52;

(8) Inland Revenue Ordinance (Cap.112) (Added L.N. 214 of 2007) s:582);

(9) Waterworks Regulatons (Cap.102 sub. leg. A) (Added L.N. 249 bf 2008)
regulation 49(1)(a) and (b); and

(10) Census and Statistics Ordinance (Cap.316) (Added L.N. 85 %i+2009) 5.12(3)(a)

and (b).

(Sch.3 added 14 of 2004 5.28)

The service of the document must be to an information system designated by the
intended recipient. Where neither party is a government entity, s.5A will apply only
if the person on whom the information or document is to be served consents to it
being served in the form of an electronic record.

The definition of “informaton system” covers systems which process, record
and store informaton. The Guide to Enactment of the Model Law suggests
that an “information system” could indicate a range of technical means from a
communications network to an electronic mailbox or even a telecopier. The Model
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Law does not address the question of whether the information system is located on
the premises of the addressee or on other premises, since the location of information
systemns is not under the Model Law.

Exclusion

This section does not apply to documents where a signature is required by law and
to those documents specified in Sch.1 of the Ordinance (see 5.3 of the Ordinance),

Section: 6 Electronic signatures, L.N. 131 of 2004 01/07/2004
digital signatures, etc.
(1) Where:

(a) arule of law requires the signature of a person (the first mentioned
person) on a document or provides for certain consequences if the
document is not signed by the first mentioned person; and

) “neither the first mentioned person nor the person to whom the
signature is to be given (the second mentioned person) is or is
acting on behalf of a government entity,

an Glectronic signature of the first mentioned person satisfies the requirement if:

(c) the first mentioned person uses a method to attach the
electronic signature to or logically associate the electronic
signature with an electronic record for the purpose of
identifying himself and indicating his authentication or
approval of the information contained in the document in the
form of the electronic record;

(d) having regard to all the relevant circumstances, the method used
is reliable, and is appropriate, for the purpose for which the
information contained in the document is communicated; and

(e) the second mentioned person consents to the use of the method by
the first mentioned person. (Replaced 14 of 2004 s.5)

(1A) Where:

(a) a rule of law requires the signature of a person on a document or
provides for certain consequences if the document is not signed by
the person; and

(b) either or both of the person mentioned in para (a) and the person
to whom the signature is to be given is or are or is or are acting on
behalf of a government entity or government entities,

a digital signature of the person mentioned in para (a) satisfies the requirement if
the digital signature is:
(i) supported by a recognised certificate;
(ii) generated within the validity of that certificate; and
(iii) used in accordance with the terms of that certificate. (Added
14 of 2004 s.5)
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Section: 18  Attribution of electronic record 1 of 2000 07/01/2000

PART VI

ATTRIBUTION OF SENDING AND RECEIVING
ELECTRONIC RECORDS

(1) Unless otherwise agreed between the originator and the addressee of an
electronic record, an electronic record is that of the originator if it was:
(a) sent by the originator;
(b) sent with the authority of the originator; or
(c) sent by an information system programmed by or on behalf of the
originator to operate and to send the electronic record automatically.
(2) Nothing in subs.(1) is to affect the law of agency or the law on the
formation of contracts.

Explanatory Note

This section specifies that, unless otherwise agreed, the electronic record is considered

that of the originator if it was sent by the originator or with his or her authority or

by an information system programmed by or on behalf of the originator to send
LR {3

the electronic record automatically. The definidons of “originator”, “addressee” and
“electronic record” are defined in 5.2 of the Ordinance.

The relationship berween the originator and the authorised person or an information
system is still governed by the law of agency and this secdon does nort affect the rule
of common law on the formation of contracts between parties. For instance, wiien
a user clicks on a website hyperlink, he sends a message through the Internet(e\the
web server hosting the relevant page; this triggers the sending of the elecivenuc data
constituting the desired website back to the user’s personal computer. Althbugh the
browser electronically solicits the sending of the page, the web seryur tesponds to
the request and performs the task of sending. Under s.18(1)(e)@f\she Ordinance,
the response of the web server is deemed to be that of the operator of the website,
and the electronic record is deemed to have been sent from the operator’s place of
business and received at the address the browser’s place of business or residence.

Section: 19  Sending and receiving electronic 10f2000  07/01/2000

records

(1) Unless otherwise agreed between the originator and the addressee of an
electronic record, an electronic record is sent when it is accepted by an information
system outside the control of the originator or of the person who sent the electronic
record on behalf of the originator. ,

(2) Unless otherwise agreed between the originator and the addressee of
an electronic record, the time of receipt of an electronic record is determined as
follows:

22
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{a) if the addressee has designated an information system for the
purpose of receiving electronic records, receipt occurs:

(i) at the time when the electronic record is accepted by the
designated information system; or

(if) if the electronic record is sent to an information system of the
addressee that is not the designated information system, at
the time when the electronic record comes to the knowledge
of the addressee;

(b) if the addressee has not designated an information system, receipt
occurs when the electronic record comes to the knowledge of the
addressee.

(3) Subsections (1) and (2) apply notwithstanding that the place where the
information system is located is different from the place where the electronic
record is taken to have been sent or received under subs.(4).

(4) Unless, otherwise agreed between the originator and the addressee, an
electronic re¢ord is taken to have been:

fa).sent at the place of business of the originator; and

() received at the place of business of the addressee.

(3¢ For the purposes of subs.(4):

(a) ifthe originator or the addressee has more than one place of business,
the place of business is that which has the closest relationship to the
underlying transaction, or where there is no underlying transaction,
the principal place of business of the originator or the addressee, as
the case may be;

(b) if the originator or the addressee does not have a place of business,
the place of business is the place where the originator or the
addressee ordinarily resides.

(6) Where the originator and the addressee are in different time zones, time
refers to Universal Standard Time.

Explanatory Note

Section 19 adopts art.15 of the Model Law and sets out circumstances which
constitute sending and receiving an electronic record and when and where it is
regarded as sent or received. The location of the information system itself is not
relevant to this section.

Subsection (2)

Unless otherwise agreed berween the parties, an electronic record is considered
received:

()  Atthe time when the electronic record is accepted by the addressee’s information
system designated for the purpose of receiving electronic records.
At the ime when the electronic record comes to the knowledge of the addressee

if:
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{a) the addressee does not have a designated information system for the
purpose of receiving electronic records, or

{(b) the electronic record is sent to an information system of the addressee
that is not the designated informartion system.

“Comes to the knowledge of the addressee” in s.19(2)(a) of the Ordinance is intended
to be construed as the point when the addressee becomes aware that information
intended for him is available on the system. However, there is no further clarification
on whether the addressee comes to the knowledge of the electronic records when
the message is received by his server or when he reads the message.

Subsections (4) and (5)

The place of sending and receiving an electronic record is primarily the place of
business of the originator and the addressee respectively. In situations where there
is more than one place of business, it will be the place with the closest connection
to the underlying transacdon; if there is no underlying transacton, it will be the
principal place of business of the orginator or the addressee. In the absence of
a place of business, the place of sending and receiving will be the place where the
originaror or the addressee ordinarily resides.

Section: 20  Certification authority may apply  L.N. 131 01/07/2004
to Government Chief Information of 2004
Officer for recognition
PART VII

RECOGNITION OF CERTIFICATION AUTHORITIES AND CERTIFICATES
BY GOVERNMENT CHIEF INFORMATION OFFICER
(Amended DANL31 of 2004)

(1) Acertificationauthority may apply to the GovernmenChief Information
Officer to become a recognised certification authority for the purposes of this
Ordinance.

(2) Subject to subs.(4) and s.21(3), an application under subs.(1) must be
made in the prescribed manner and in a form specified by the Government Chief
Information Officer and the applicant must pay the prescribed fee in respect of
the application.

(3) Anapplicant must furnish to the Government Chief Information Officer
(Amended L.N. 131 of 2004):

(a) the relevant particulars and documents specified under s.30;
(Amended 14 of 2004 5.12)
(b) areport which:
(i} contains an assessment as to whether the applicant is capable
of complying with such provisions of this Ordinance and of
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the code of practice as are specified in the code of practice for
the purposes of this subparagraph; and

(i1) is made by a person approved by the Government Chief
Information Officer as being qualified to make such a report;
and (Replaced 14 of 2004 5.12)

(c) a statutory declaration which:

(i) states whether the applicant is capable of complying with
such provisions of this Ordinance and of the code of practice
as are specified in the code of practice for the purposes of this
subparagraph; and

(ii) 1s made by a responsible officer of the applicant. (Added 14 of
2004 5.12)

(3A) Any report or statutory declaration required to be furnished under subs.
(3) must be made at the expense of the applicant. (Added 14 of 2004 5.12)
(4) The Government Chief Information Officer may waive (Amended
L.N. 131 of 2004):

(a) " the requirements as to manner and form of making the application
in subs.(2); or

(b) the requirement of a report or statutory declaration under subs.(3),
(Amended 14 of 2004 s.12) in relation to a certification authority,
in the circumstances specified in subs.(5).

(5) The Government Chief Information Officer may waive the requirements
referred to in subs.(4) only 1f (Amended L.N. 131 of 2004):

(a) the applicant is a certification authority with a status in a place
outside Hong Kong comparable to that of a recognised certification
authority (comparable status); and

(b) the competent authority of that place accords to a recognised
certification authority a comparable status on the basis of it being
a recognised certification authority.

(Amended L.N. 131 of 2004)

Overview

This section deals with the procedures that need to be complied with when applying to
the Government Chief Information Officer (GCIO) for recognition as a certification
authority. For the definition of a certification authority, see 5.2 of this Ordinance.

Form and fee

The form specified by the GCIO can be downloaded from the Office of the GCIO
website.

The current applicaton fee for an application for recognition or an application for
renewal of the same is HK$15,000. For a particular certificate or a type, class or
description, the fee is HK$1,500 if an application for renewal of recognition was
made simultaneously, HKS$3,400 otherwise. Pursuant to s.21(3), the whole or part
of this fee may be waived upon the certification authority being recognised at the
discretion of the GCIO.
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Scope of assessment

The objective of the assessment is to determine whether the certification authority is
capable of, or has been complying with, the requirements under relevant provisions
of this Ordinance and the Code of Practice for Recognised Certificaion Authorities
published by the GCIO (the “Code of Practice™) (as the case may be) and whether
the certification authority has complied with the policies and business practices
specified in its certification practce statermnent(s).

The assessor may cover the following areas in the assessment:

(1) obtain an understanding of the certification authority’s policies and business
practices and assess whether such information has been properly disclosed;

(2) assess the certification authority’s compliance with the requirements concerning
the use of a trustworthy system to support its operations;

(3) assess the certificaton authority’s compliance with the requirements regarding
the recognition of certificates in accordance with the certification authority’s
certification practice statement(s) and the Code of Practice; and

(4) review specific information relating to the certificatdon authority’s financial
projection and ascertain and review specific information relating to cover against
potendal liabilities arising from the issue of certificates by the certification
authority.

Assessment report

Pursuant to 5.20(3)(b), a certification authority must submit an assessment report to
the GCIO when applving for recognition. According to paragraph 12.2 of the Code
of Practice, the qualified person referred to in s.20(3)(b)(ii) shall be:
(1}  independent of the recognised certification authority under assessment;
(2} accredited by a recognised professional organisation or association; and
(3) proficient in the following:

(a) the assessment of public key infrastructure and related techndlogies;

(b) applying information security tools and techniques;

(c) performing financial reviews;

(d) performing security reviews; and

(e) performing third-party review.

Such qualified person can be an individual, a partnership or an organisation
comprising individuals that collectively possess all of the above requirements.

Section: 21  Government Chief Information L.N. 131 of 01/07/2004
Officer may on application 2004
recognise certification authorities

(1) The Government Chief Information Officer may (Amended L.N. 131 of

2004):
(a) recognise an applicant under s.20 as a recognised certification
authority if the Government Chief Information Officer is satisfied
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that the applicant is suitable for such recognition; or (Amended
L.N. 131 of 2004)

(b) refuse the application for recognition.

(2) The Government Chief Information Officer must give reasons in writing
to the applicant for refusing an application under subs.(1)(b). (Amended L.N. 131
of 2004)

(3) The Government Chief Information Officer may, in recognising a
certification authority referred to in s.20(4), waive the whole or part of the
prescribed fee as the Government Chief Information Officer may decide in relation
to a particular case. (Amended L.N. 131 of 2004)

(4) In determining whether an applicant is suitable for recognition under
subs.(1), the Government Chief Information Officer shall, in addition to any other
matter the Government Chief Information Officer considers relevant. take into
account the following (Amended L.N. 131 of 2004)

(a) whether the applicant has the appropriate financial status for
operating as a recognised certification authority in accordance with
this Ordinance and the code of practice;

{u) the arrangements put in place or proposed to be put in place by
the applicant to cover any liability that may arise from its activities
relevant for the purposes of this Ordinance;

(c) the system, procedure, security arrangements and standards used
or proposed to be used by the applicant to issue certificates to
subscribers;

(d) any report or statutory declaration furnished by the applicant under
5.20(3): (Replaced 14 of 2004 s.13)

(e) whether the applicant and the responsible officers are fit and proper
persons; and

(f) the reliance limits set or proposed to be set by the applicant for its
certificates.

(5) In determining whether a person referred to in subs.(4)(e) is a fit and
proper person, the Government Chief Information Officer shall, in addition to any
other matter the Government Chief Information Officer considers relevant, have
regard to the following (Amended L.N. 131 of 2004):

(a) the fact that the person has a conviction in Hong Kong or elsewhere
for an offence for which it was necessary to find that the person had
acted fraudulently, corruptly or dishonestly;

(b) the fact that the person has been convicted of an offence against this
Ordinance;

(c) if the person is an individual, the fact that the person is an
undischarged bankrupt or has entered into a composition or a scheme
of arrangement or a voluntary arrangement within the meaning of
the Bankruptcy Ordinance (Cap.6) within the five years preceding
the date of the application; and

{(d) if the person is a body corporate, the fact that the person is in
liquidation, is the subject of a windingup order or there is a receiver
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appointed in relation to it or it has entered into a composition or
a scheme of arrangement or a voluntary arrangement within the
meaning of the Bankruptcy Ordinance (Cap.6) within the five years
preceding the date of the application.
(6) In recognising a certification authority under subs.(1), the Government
Chief [nformation Officer may (Amended L.N. 131 of 2004):
(a) attach conditions to the recognition; or
(b) specify a period of validity for the recognition.

Overview

This section sets out different aspects that the GCIO will take into account when
deciding whether to recognise a certification authority.

Application Criteria

The GCIO will consider the following in deciding whether a certification authority
is to be recognised:

(1)  the financial status of the certification authority for operating as a recognised
certification authority in accordance with the Ordinance and the Code of
Pracuce;

(2)  thearrangements putin place or proposed to be put in place to cover the liability
that may arise from its activities relevant for the purposes of the Ordinance;

(3) the system, procedure, security arrangements and standards used or proposed
to be used to issue certificates to subscribers;

(4)  the report prepared pursuant to s.20(3)(b);

(5)  whether the applicant and the responsible officers are fit and proper pegsans;
and

(6) the reliance limits ser or proposed to be set on the certificates issubd-br to be
issued by the certification authority.

The application form for seeking recognition of the certificatiolt duthority can be
obtained from the Certification Authority Recognition Office (oxany other place as
it specifies) and is also available on the web site of the Office of the GCIO.

When the completed application form is submitted to the GCIO, the applicant
should ensure that the completed application form is supported by the assessment
report, the statutory declaration, the application fee(s) and any relevant documents
or information.

For more on the application fee, see paragraph [20.02].

Appeal

In the circumstances where the GCIO. refuses an application, the certification
authority concerned may appeal to the Secretary for Commerce and Economic
Development against the decision within seven days from the date of the decision
made by the GCIQ. This is dealt with in .28 below:
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L.N. 131
of 2004

Government Chief Information 01/07/2004

Section: 22
Officer may recognise certificates

(1) The Government Chief Information Officer may recognise certificates
issued by a recognised certification authority as recognised certificates, upon
application by that authority. - _

(2) An applicant under subs.(1) must make the a;_:plzcanon in the prescribed
manner and in a form specified by the Government Chief Information Qfﬁcer and
furnish to the Government Chief Information Officer the relevant particulars and
documents specified under s.30.

(3) A recognition under subs.(1) may relate to: - ‘

(a) all certificates issued by the recognised certification authority;
(b) certificates of a type, class or description; or
(c) particular certificates. _

(4) An applicant must pay the prescribed fee (if any) in respect of an
applicationunder subs.(1) unless the Government Chief Information Officer
waives jtin whole or in part. .

(5)In recognizing certificates under this section, the Government Ch!ef'
Infermation Officer shall in addition to any other matter the Govemment Chief
[nurmation Officer considers relevant take into account the following (Amended
LL.N. 131 of 2004): . o

(a) whetherthe certificates are issued in accordance with the certification

' practice statement; _

(b) whether the certificates are issued in accordance with the code of
practice;

(c) the reliance limit set or proposed to be set for that type, c_:[ass or
description or the particular certificate, as the case may require; and

(d) the arrangements put in place or proposed to be put in place by the
certification authority to cover any liability that may arise from the
issue of that type, class or description or the particular certificate, as
the case may be. o

(6) The Government Chief Information Officer may refuse an application
under subs.(1). . _ B

(7) The Government Chief Information Officer must give reasons in writing
to the applicant for refusing an application under subs.(6). ‘ '

(8) The Government Chief Information Officer may specify a period of
\m]idity for a recognition under this section. o

(9) The Government Chief Information Officer may upon application renew
a recognition under this section.
(10) Subsections (2), (3), (4), (5), (6), (7) and (8) apply lo. a renewal under
subs.(9) as they apply to an application for recognition, subject to necessary
modifications. (Amended 14 of 2004 5.14) (Amended L.N. 131 of 2004)

Overview

This section sets out different aspects that the GC_IO will take into account when
deciding whether to recognisea certificate issued by a recognised certfication authority.
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Overview
This section provides that the GCIO may require further particulars or documents
to be supplied in addition to the statutory requirements when a certification authority

applies for or renews its recognition. The GCIO should publish these requirements
by notice in the Gazette.

Section: 31 Government Chief Information L.N.131
Officer to maintain certification of 2004

authority disclosure record

01/07/2004

PART VIII

CERTIFICATION AUTHORITY DISCLOSURE RECORDS
AND CODE OF PRACTICE

(1) The Government Chief Information Officer must maintain for each
recognised certification authority an online and publicly accessible record.

(2) The Government Chief Information Officer must publish in the
certification authority disclosure record information regarding that certification
authority relevant for the purposes of this Ordinance (in addition to the information
required to be given in it under other provisions of this Ordinance).

(Amended L.N. 131 of 2004)

Overview

This section stipulates that the GCIO has the responsibility to maintain a disciosure
record for each recognised certification authority. The GCIO is also_regiired to
publish immediately certain information in accordance to s.32, once such lhformation
has come to its attendon.

Disclosure record

A disclosure record is a record maintained by the GCIO for a certification authority.
This record allows the public to verify the validity of the recognised certificates issued
by a particular certification authority up to least seven years after the concerned
certification has terminated its service.

Section: 32 Government Chief Information L.N.131 of 01/07/2004
Officer to notify revocations, 2004
suspensions and non-renewals

of recognition, etc.

(1) The Government Chief Information Officer must give notice in the

relevant certification authority disclosure record, immediately (Amended L.N. 131
of 2004):
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(a) when the Government Chief Information Officer makes a decision

to revoke a recognition under s.23(4);

{b) when a revocation has taken effect under s.23(6) or (7).

{¢) when the Government Chief Information Officer makes a decision

to suspend a recognition under s.24(2);

{d) when a suspension has taken effect under s.24(4) or (5);

{e) when the recognition of a suspended recognition is reinstated;

(f) when the Government Chief Information Officer receives a notice of

appeal under 5.28(3); or

(g) on becoming aware that the Secretary has confirmed, varied or

reversed the decision of the Government Chief Information Officer

to revoke or suspend a recognition.
(2) Where the revocation or suspension of a recognition has taken effect,
the Government Chief Information Officer must, as soon as practicable, give
notice of the rexocation or suspension for at least three consecutive days in one
English langtage daily newspaper and one Chinese language daily newspaper in
circulatiomrindong Kong.

(35~ Ii"a recognised certification authority does not apply for renewal before
the ¢naof the period during which an application for renewal can be made under
5.27¢2), the Government Chief Information Officer must, at least 21 days before the
expiry of the period of validity ofthe recognition, give notice (Amended L.N. 131 of
2004):

(a) for at least three consecutive days in one English language daily
newspaper and one Chinese language daily newspaper in circulation
in Hong Kong; and

(b) in the certification authority disclosure record maintained for the
certification authority,

of the date of the expiry of the validity and that the certification authority has not
applied for renewal.

(Amended L.N. 131 of 2004)

Overview

This section sets out the informaton the GCIO is required to publish immediately
once such information has come to its attention. Thus far, recognitions have been
revoked because the recognised certification authorities decided to terminate the
service themselves while the reason for revocation of a recognised certficate is
usually unspecified.

Revocation, suspension or non-renewal of a recognition

In the circumstances of revocation, suspension or a non-renewal of a recognition,
the GCIO is further required to publish a notice in one English language daily
newspaper and one Chinese langnage daily newspaper in circulation in Hong Kong
for ar least three consecutive days.
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Section: 33 Government Chief Information L.N. 131 01/07/2004
Officer may publish code of of 2004
practice

(1) The Government Chief Information Officer may publish in the Gazette a
code of practice (Amended L.N. 131 of 2004):

(a) specifying standards and procedures for carrying out the functions
of recognised certification authorities;

(b) specifying the provisions of this Ordinance and of the code of
practice for the purposes of:
(i) section 20(3)(b)(1) and (c)(i);
(1) section 27(5A)b)(1) and (c)(1);
(iii) section 43(1)(a)(i) and (b)(i); and
(iv) section 43A(1)(c)(i) and (d )(i).

(2) The code of practice published under subs.( 1) may make different provisions
for different circumstances and provide for different cases or classes of cases.

(3) The Government Chief Information Officer may from time to time amend
the whole or any part of the code of practice published under subs.(1) in a manner
consistent with the power to publish the code under subs.(1), and any reference
in this Ordinance to the code shall, unless the context otherwise requires, be
construed as a reference to the code as so amended. (Amended L.N. 131 of 2004)

(4) Any code of practice published under subs.(1) is not subsidiary legislation.

(Replaced 14 of 2004 s.18)

Explanatory Note

This section provides for the GCIO to publish or amend the Code of Practice\ The
Code of Practice can be accessed on the website of the Office of the GCI®. The
latest version was published in December 2004.

The Code of Practice specifies standards and procedures to be adopfet! by recognised
certificadon authorities when discharging their funcdon. The\ Code of Practice
however does not form part of the legislation and should besread in conjunction
with the Ordinance. In the circumstances where the Code of Practce is inconsistent
with any provision in the Ordinance, the Ordinance shall prevail.

Section: 34 The Postmaster General as
recognised certification authority

1of 2000 07/01/2000

PART IX

POSTMASTER GENERAL TO BE RECOGNISED
CERTIFICATION AUTHORITY

(1) The Postmaster General is a recognised certification authority for the
purposes of this Ordinance.
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(2) Part VII does not apply to the Postmaster General as a certification
authority-

Enactment history
This section was enacted in January 2000.

gubsection (1): Definition of “Postmaster General”

According to 5.2 of this Ordinance, the definition of the Postmaster General
can be found in the Post Office Ordinance (Cap.98). Postmaster General means
the Postmaster General of Hong Kong and includes the deputy postmaster

neral and every assistant postmaster general: s.2 of the Post Office Ordinance

(Cap.98).

Subsection (2){ Part VII does not apply

Pact VII sefs our the Government’s recognition scheme for certificate authorities
including the application, renewal and appeal mechanism but the scheme does not
appli-ishe Postmaster General as a certification authority.

Postmaster General may perform 10f2000 07/01/2000
functions and provide services of

certification authority

Section: 35

(1) For the purposes of s.34, the Postmaster General may by himself or by
the officers of the Post Office: . ‘
(a) perform the functions and provide the services of a cemﬁcatmn
authority and services incidental or related to the functions or
services of a certification authority; and
(b) do anything that is necessary or expedient for the purposes of para
(a) and for complying with any provision of this Ordinance relating
to a recognised certification authority.

(2) The Postmaster General may determine and charge fees for providing
the services of a certification authority or services incidental or related to the
functions or services of a certification authority.

(3) The fees determined and charged under subs.(2) shall not be limited by
reference to the administrative or other costs incurred or likely to be incurred or
recovery of expenditure in the provision of the services of a certification authcﬁry
or services incidental or related to the functions or services of a certification
authority. ‘

(4) The Postmaster General may give particulars of any fees determined
under subs.(2) in such manner as the Postmaster General thinks fit.

Enactment history

This secdon was enacted in January 2000.
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Subsection (1): Definition of the “officers of the Post Office”

According to 5.2 of the Post Office Ordinance (Cap.98), officers of the Post Office
include the Postmaster General and every other person employed in any business of

the Postal Department or on behalf of the Postal Department.

Fees

This section empowers the Postmaster General functioning as a recognised
certification authority to charge fees for the services of a recognised certification
authority and related and incidental services, on a commercial basis. Subsection (3)

empowers the Postmaster General to charge service fees which can be above cost.

Subsection (4): Particulars of fees

The Postmaster General has the discretion to determine the giving of particulars of
the fees for providing services of a certification authority,

Section: 36 Publication of issued and
accepted certificates

14 of 2004 30/06/2004

PART X

GENERAL PROVISIONS AS TO RECOGNISED
CERTIFICATION AUTHORITIES

Where a person named or identified, or to be named or identified, in a recotmized
certificate as the person to whom the certificate is issued:

(1) accepts the certificate, the recognised certification authofity ‘concerned
must publish the certificate in a repository as sean ds' reasonably
practicable after it issues the certificate;

(2) does not accept the certificate, the recognised certification authority
concerned must not publish the certificate.

(Replaced 14 of 2004 5.19)

Enactment history

This section was substituted pursuant to s.19 of the Electronic Transactions
(Amendment) Ordinance 2004 (14 of 2004), commencing on 30 June 2004.

The original word “subscriber” in the 2000 version of the Ordinance was substirured
by “person named or identified, or to be named or identified in a recognised certificate
as the person to whom the certificate is issued”. The sentence “as soon as reasonably
practicable after it issues the certificate” was added to subs.(a) in 2004 version which
emphasises the importance of efficiency.
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Geneﬂl MNote o )

. section requires a recognised certification authority to publish in a recognised
s Ll

g sitory the certficate issued to the person named o identified, or to be named or

epositor}

identified, in a recognised certificate.

Definition of a “recognised certificate”

; : ; . o
As set out in 5.2, a “recognised certificate” 1s a certificate recognised under s.22 or a
certificate designated as one issued by the certification authority.

Definition of a “recognised certification authority”

As set out in s.2, a “recognised certification authority” is a certification authority
recognised under s.21 or one referred to in s.34.

Pecognized certification authority 14 of 2004 30/06/2004
to use trustworthy system

Section: 37

A “\recognised certification authority must use a trustworthy system in
merforming its services: ' - -
; (a) to issue, revoke or suspend a recognised certificate; or _

(b) to publish in a repository or give notice of the issue, revocation or

ion of a recognised certificate.
e * (Amended 14 of 2004 5.20)

Enactment history

This section was amended pursuant to s.20 of the Electronic Transactions
(Amendment) Ordinance 2004 (14 of 2004), commencing on 30 ]unel2()04. The
original words “or withdraw” and “or withdrawal” in the 2.CI[.)U version of : th:a:
Ordinance were substituted by “revoke or suspend” and “revocation or suspension
in 2004 for a broader coverage.

General Note

This section requires a recognised certification authority to use a trustworthy system 1o
issue, revoke, suspend or give notice of the issue, revocation or suspension of a certificate.
Section: 38 Presumption as to correctness 1 of 2000 07/01/2000
of information

It shall be presumed unless there is evidence to the contrary, L'nat_the
information contained in a recognised certificate issued by a .recogms_ed
certification authority (except information identified as subscribajr's 1‘nfnmatm‘z1
which has not been verified by the recognised certification authority) is correct if
the certificate was published in a repository.
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Enactment history

This section was enacted in January 2000.

General Note

This section sets out a rebuttable presumption as to the correctness of information
contained in a certificate published in a recognised repository.

No presumption
The exception stated in the brackets is to the effect that there is no presumption
as to correctness of information if such information was identified as subscriber’s
information which has not been verified by the recognised certification authority in
the recognised cerdficate.

Section: 39 1 of 2000

Representations upon issuance 07/01/2000

of recognised certificate

By issuing a recognised certificate, a recognised certification authority
represents to any person who reasonably relies on the information contained in the
certificate or a digital signature verifiable by the public key listed in the certificate,
that the recognised certification authority has issued the certificate in accordance
with any applicable certification practice statement incorporated by reference in
the certificate, or of which the relying person has notice.

Enactment history

This section was enacted in January 2000,

Overview

This section provides that upon issuance of a recognised certificate the rzcognised
certification authority represents to a person (who reasonably relies onhy information
contained in it or a digital signature verifiable with reference to aYublic key listed in
that certificate) that the certification authority has issued the certificate in accordance
with the applicable certification practice statement.

Definition of “certification practice staternent”

Section 2(1) defines “certification practice statement” as a statement issued by a
certification authority to specify the practices and standards that the certification
authority employs in issuing certificates. The relevant standards and procedures can be
found in the Code of Practice published by the GCIO under 5.33 of the Ordinance.
Section: 40  Representations upon publication 10f2000 07/01/2000
of recognised certificate

By publishing a recognised certificate, a recognised certification authority
represents to any person who reasonably relies on the information contained in the
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certificate, that the recognised certification authority has issued the certificate to
the subscriber concerned.

Enactment history
This section was enacted in January 2000.

Overview

This section states that publication of a certificate in a repository by a rccogniscd
certification authority amounts to a representation that the certification authority has
issued a certificate to the subscriber concerned.

Reliance limit 1 of 2000 07/01/2000

Section: 41

(1) A recognised certification authority may, in issuing a recognised
certificate, specify a reliance limit in the certificate.

(2) Théretognised certification authority may specify different linﬁ{s indifferent
recognised bertificates or in different types, classes or description of certificates.

Frdlaciaent history

“Phis section was enacted in January 2000.

Overview
This section permits a recognised certification authority to set a reliance limit on
certificates issued by it

Meaning of Reliance Limit

Reliance Limit means the monetary limit specified for reliance on a recognised
certification. The recognised certification authority can set the reliance limit; it is
however required to maintain suitable insurance or other form of coverage to cover
its liability of the Code of Practice. According to para 8.2 of the Code of Practice,
the minimum coverage for each claim should be the higher of:

(1) 10 times the reliance limit specified by the recognised CA in its certification
practice statement(s) in relation to its recognised certificates (where different
reliance limits are specified for different recognised certificates that are
covered under an insurance policy, the largest of the reliance limits shall be
used); or

(2)  $200,000,

Section: 42 Liability limits for recognised 1 of 2000 07/01/2000

certification authorities

(I) Unless a recognised certification authority waives the application of this
subsection, the recognised certification authority is not liable for any loss caused

[40.01]

[40.02]

[41.01]

[41.02]

[41.03]



Appendix 3: UNCITRAL Model law on Electronic Commerce

Guide to Enactment
of the
UNCITRAL Model Law on
Electronic Commerce (1996)

PURPOSE OF THIS GUIDE

I. In preparing and adopting the UNCITRAL Model Law on Electronic
Commerce (hereinafter referred to as “the Model Law™), the United Nations
Commission on International Trade Law (UNCITRAL) was mindful that the
Model Law would be a more effective tool for States modernizing their legislation
if background and explanatory information would be provided to executive
branches of Governments and legislators to assist them in using the Model Law.
The Commission was also aware of the likelihood that the Model Law would be
used in a number of States with limited familiarity with the type of communication
techniques considered in the Model Law. This Guide, much of which is drawn
from the travaux préparatoires of the Model Law, is also intended to be helpful
to users of electronic means of communication as well as to scholars in that area.
In the preparation of the Model Law, it was assumed that the draft Model Law
would be accompanied by such a guide. For example, it was decided in respect of
a number of issues not to settle them in the draft Model Law but to address them
in the Guide so as to provide guidance to States enacting the draft Model Law. The
information presented in this Guide is intended to explain why the provisions i
the Model Law have been included as essential basic features of a statutory device
designed to achieve the objectives of the Model Law. Such information Hight
assist States also in considering which, if any, of the provisions of the Model Law
might have to be varied to take into account particular national circufmsténces.

I. INTRODUCTION TO THE MODEL LAW
A.  Objectives

2. The use of modern means of communication such as electronic mail and
electronic data interchange (EDI) for the conduct of international trade transactions
has been increasing rapidly and is expected to develop further as technical
supports such as information highways and the INTERNET become more widely
accessible. However, the communication of legally significant information in the
form of paperless messages may be hindered by legal obstacles to the use of such
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messages. or by uncertainty as to their legal effect or validii:!'. The purpose of
the Model Law is to offer national legislators a set of internationally acceptable
qules as to how a number of such legal obstacles may be removed, and how a
more secure legal environment may be created for what has become known as
salectronic commerce”. The principles expressed iFI the ModelALaw are a_]so
intended to be of use to individual users of electronic commerce in the drafting
of some of the contractual solutions that might be needed to overcome the legal
obstacles to the increased use of electronic commerce.

3. The decision by UNCITRAL to formulate model legislation on elc:_.:tronic
.;;,mmerce was taken in response to the fact that in a number of countries thc
existing legislation governing communication and storage of information is
inadequate or outdated because it does not contemplate th{? use of eletftrgnic
commerce. In certain cases, existing legislation imposes or implies I‘CFII_ICHD]'IS
on the use of modern means of communication, for example by prescni.nng the
use of “writteni,**signed” or “original” documents. While a few countries have
adopted spécific provisions to deal with certain aspects of electronic commerce,
there exisis/no legislation dealing with electronic commerce as a \!vholc. This may
respit in‘uncertainty as to the legal nature and validity of information presented in
o(tevin other than a traditional paper document. Moreover, while sound }aws 'fm_d
practices are necessary in all countries where the use of EDI and_ electronic mail is
%)ecoming widespread, this need is also felt in many countries with respect to such
communication techniques as telecopy and telex.

4. The Model Law may also help to remedy disadvantages that stem fron."x the
fact that inadequate legislation at the national level creates obstacles to intem‘fmo_nal
trade, a significant amount of which is linked to the use of mot?em oommumca.tlon
techniques. Disparities among, and uncertainty about, nau-::ma_l legal regimes
governing the use of such communication techniques may contribute to limiting
the extent to which businesses may access international markets.

5. Furthermore, at an international level, the Model Law may be useful in
certain cases as a tool for interpreting existing international conventions ar}d
other international instruments that create legal obstacles to the use of electronic
commerce, for example by prescribing that certain documents or contractual
clauses be made in written form. As between those States parties to sqch
international instruments, the adoption of the Model Law as a rule of interpretatﬁmn
might provide the means to recognize the use of electronic commerce and obviate
the need to negotiate a protocol to the international instrument involved.

6. The objectives of the Model Law, which include enabling or facilitating
the use of electronic commerce and providing equal treatment to users of paper-
based documentation and to users of computer-based information, are essenFla]
for fostering economy and efficiency in international trade. !_Sy ipcorporatmg
the procedures prescribed in the Model Law in its national ]e-gls!atlc-n for th?se
situations where parties opt to use electronic means of communication, an enacting
State would create a media-neutral environment.
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B. Scape

7. The title of the Model Law refers to “electronic commerce”. While 3
definition of “electronic data interchange (EDI)” is provided in article 2, the
Model Law does not specify the meaning of “electronic commerce™. In preparing
the Model Law, the Commission decided that, in addressing the subject matter
before it, it would have in mind a broad notion of EDI, covering a variety of trade-
related uses of EDI that might be referred to broadly under the rubric of “electronic
commerce” (see A/CN.9/360, paras. 28-29), although other descriptive terms could
also be used. Among the means of communication encompassed in the notion of
“electronic commerce” are the following modes of transmission based on the use
of electronic techniques: communication by means of EDI defined narrowly as the
computer-to-computer transmission of data in a standardized format; transmission
of electronic messages involving the use of either publicly available standards or
proprietary standards; transmission of free-formatted text by electronic means, for
example through the INTERNET. It was also noted that, in certain circumstances,
the notion of “electronic commerce™ might cover the use of techniques such as
telex and telecopy.

8. It should be noted that, while the Model Law was drafted with constant
reference to the more modern communication techniques, e.g., EDI and electronic
mail, the principles on which the Model Law is based, as well as its provisions, are
intended to apply also in the context of less advanced communication techniques,
such as telecopy. There may exist situations where digitalized information initially
dispatched in the form of a standardized EDI message might, at some point in the
communication chain between the sender and the recipient, be forwarded in the
form of a computer-generated telex or in the form of a telecopy of a computer
print-out. A data message may be initiated as an oral communication and erd\up in
the form of a telecopy, or it may start as a telecopy and end up as an EDI imessage.
A characteristic of electronic commerce is that it covers programmabis ressages,
the computer programming of which is the essential differens¢\between such
messages and traditional paper-based documents. Such situatitns are intended to
be covered by the Model Law, based on a consideration of the users’ need for
a consistent set of rules to govern a variety of communication techniques that
might be used interchangeably. More generally, it may be noted that, as a matter of
principle, no communication technique is excluded from the scope of the Model
Law since future technical developments need to be accommodated.

9.  The objectives of the Model Law are best served by the widest possible
application of the Model Law. Thus, although there is provision made in the Model
Law for exclusion of certain situations from the scope of articles 6, 7, 8, 11, 12, 15
and 17, an enacting State may well decide not to enact in its legislation substantial
restrictions on the scope of application of the Model Law.

10. The Model Law should be regarded as a balanced and discrete set of rules,
which are recommended to be enacted as a single statute. Depending on the
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situation in each enacting State, however, the Model Law could be implemented
in various ways, either as a single statute or in several pieces of legislation (see
below, para. 143).

C. Structure

11. The Model Law is divided into two parts, one dealing with electronic
commerce in general and the other one dealing with electronic commerce in
specific areas. [t should be noted that part two of the Model Law, which deals with
electronic commerce in specific areas, is composed of a chapter 1 only, dealing
with electronic commerce as it applies to the carriage of goods. Other aspects of
electronic commerce might need to be dealt with in the future, and the Model
Law can be regarded as an open-ended instrument, to be complemented by future
work.

12. UNCHRAL intends to continue monitoring the technical, legal and
commercialdevelopments that underline the Model Law. [t might, should it regard
it adw{sabie, decide to add new model provisions to the Model Law or modify the
exi{tivg ones.

D. A “framework” law to be supplemented by
fechnical regulations

13. The Model Law is intended to provide essential procedures and principles
for facilitating the use of modern techniques for recording and communicating
information in various types of circumstances. However, it is a “framework™ law
that does not itself set forth all the rules and regulations that may be necessary to
implement those techniques in an enacting State. Moreover, the Model Law is not
intended to cover every aspect of the use of electronic commerce. Accordingly,
an enacting State may wish to issue regulations to fill in the procedural details for
procedures authorized by the Model Law and to take account of the specific, possibly
changing, circumstances at play in the enacting State, without compromising the
objectives of the Model Law. It is recommended that, should it decide to issue
such regulation, an enacting State should give particular attention to the need to
maintain the beneficial flexibility of the provisions in the Model Law.

14. It should be noted that the techniques for recording and communicating
information considered in the Model Law, beyond raising matters of procedure
tﬁflt may need to be addressed in the implementing technical regulations, may
raise certain legal questions the answers to which will not necessarily be found
in the Model Law, but rather in other bodies of law. Such other bodies of law
may include, for example. the applicable administrative, contract, criminal and
Judicial-procedure law, which the Model Law is not intended to deal with.
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E. The “functional-equivalent” approach

15.  TheModel Law isbased on the recognition that legal requirements prescribing
the use of traditional paper-based documentation constitute the main obstacle to the
development of modern means of communication. In the preparation of the Mode]
Law, consideration was given to the possibility of dealing with impediments to the

use of electronic commerce posed by such requirements in national laws by way of

hEI

an extension of the scope of such notions as “writing”, “signature” and “original”,
with a view to encompassing computer-based techniques. Such an approach is used
in a number of existing legal instruments, e.g., article 7 of the UNCITRAL Mode]
Law on International Commercial Arbitration and article 13 of the United Nations
Convention on Contracts for the International Sale of Goods. It was observed
that the Model Law should permit States to adapt their domestic legislation to
developments in communications technology applicable to trade law without
necessitating the wholesale removal of the paper-based requirements themselves
or disturbing the legal concepts and approaches underlying those requirements. At
the same time, it was said that the electronic fulfilment of writing requirements
might in some cases necessitate the development of new rules. This was due to
one of many distinctions between EDI messages and paper-based documents,
namely, that the latter were readable by the human eye, while the former were not
so readable unless reduced to paper or displayed on a screen.

16. The Model Law thus relies on a new approach, sometimes referred to as the
“functional equivalent approach™, which is based on an analysis of the purposes
and functions of the traditional paper-based requirement with a view to determining
how those purposes or functions could be fulfilled through electronic-commerce
techniques. For example, among the functions served by a paper document are
the following: to provide that a document would be legible by all; to provide tnat
a document would remain unaltered over time; to allow for the reproduction of a
document so that each party would held a copy of the same data; to-allow for the
authentication of data by means of a signature; and to provide:ttiata document
would be in a form acceptable to public authorities and courts: It should be noted
that in respect of all of the above-mentioned functions of paper, electronic records
can provide the same level of security as paper and, in most cases, a much higher
degree of reliability and speed, especially with respect to the identification of
the source and content of the data, provided that a number of technical and legal
requirements are met. However, the adoption of the functional-equivalent approach
should not result in imposing on users of electronic commerce more stringent
standards of security (and the related costs) than in a paper-based environment.

17. A data message, in and of itself, cannot be regarded as an equivalent of a
paper document in that it is of'a different nature and does not necessarily performall
conceivable functions of a paper document. That is why the Model Law adopted a
flexible standard, taking into account the various layers of existing requirements in
a paper-based environment: when adopting the “functional-equivalent™ approach,
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attention was given to the existing hierarchy of form requirements, which provides
distinct levels of reliability, traceability and unalterability with respect to paper-
pased documents. For example, the requirement that data be presented in written
form (which constitutes a “threshold requirement”) is not to be confused with

more stringent requirements such as “signed writing”, “signed original” or
«authenticated legal act™.

18. The Model Law does not attempt to define a computer-based equivalent
to any kind of paper document. Instead, it singles out basic functions of paper-
based form requirements, with a view to providing criteria which, once they are
met by data messages, enable such data messages to enjoy the same level of legal
recognition as corresponding paper documents performing the same function. [t
should be noted that the functional-equivalent approach has been taken in articles
6 to 8 of the Model Law with respect to the concepts of “writing”, “signature”
and “original” but not with respect to other legal concepts dealt with in the Model
Law. For example, article 10 does not attempt to create a functional equivalent of

existing stgioge requirements.

E  Default rules and mandatory law

19. The decision to undertake the preparation of the Model Law was based on
the recognition that, in practice, solutions to most of the legal difficulties raised
by the use of modern means of communication are sought within contracts. The
Model Law embodies the principle of party autonomy in article 4 with respect to
the provisions contained in chapter [II of part one. Chapter III of part one contains
a set of rules of the kind that would typically be found in agreements between
parties, e.g., interchange agreements or “system rules”. It should be noted
that the notion of “system rules™ might cover two different categories of rules,
namely, general terms provided by communication networks and specific rules
that might be included in those general terms to deal with bilateral relationships
between originators and addressees of data messages. Article 4 (and the notion of
“agreement” therein) is intended to encompass both categories of “system rules”.

20. The rules contained in chapter 111 of part one may be used by parties as a
basis for concluding such agreements. They may also be used to supplement the
terms of agreements in cases of gaps or omissions in contractual stipulations. In
addition, they may be regarded as setting a basic standard for situations where data
messages are exchanged without a previous agreement being entered into by the
communicating parties, €.g., in the context of open-networks communications.

21. The provisions contained in chapter II of part one are of a different nature.
One of the main purposes of the Model Law is to facilitate the use of modern
communication techniques and to provide certainty with the use of such techniques
where obstacles or uncertainty resulting from statutory provisions could not be
avoided by contractual stipulations. The provisions contained in chapter [I may,
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to some extent, be regarded as a collection of exceptions to well-established
rules regarding the form of legal transactions. Such well-established rules are
normally of a mandatory nature since they generally reflect decisions of public
policy. The provisions contained in chapter II should be regarded as stating the
minimum acceptable form requirement and are, for that reason, of a mandatory
nature, unless expressly stated otherwise in those provisions. The indication that
such form requirements are to be regarded as the “minimum acceptable™ should
not, however, be construed as inviting States to establish requirements stricter than
those contained in the Model Law.

G. Assistance from UNCITRAL secretariat

22. In line with its training and assistance activities, the UNCITRAL secretariat
may provide technical consultations for Governments preparing legislation
based on the UNCITRAL Model Law on Electronic Commerce, as it may for
Governments considering legislation based on other UNCITRAL model laws, or
considering adhesion to one of the international trade law conventions prepared by
UNCITRAL.

23. Further information concerning the Model Law as well as the Guide and
other model laws and conventions developed by UNCITRAL. may be obtained
from the secretariat at the address below. The secretariat welcomes comments
concerning the Model Law and the Guide, as well as information concerning
enactment of legislation based on the Model Law.

International Trade Law Branch, Office of Legal Affairs,
United Nations

Vienna International Centre P.O. Box 500

A-1400, Vienna, Austria

Telephone: (43-1) 26060-4060 or 4061

Telefax: (43-1) 26060-5813 or (43-1) 263 3389

Telex: 135612 uno a

E-mail: uncitral@unov.un.or.at

Internet Home Page: http://www.un.or.at/uncitral
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1. ARTICLE-BY-ARTICLE REMARKS

Part one. Electronic commerce in general

CHAPTER 1. GENERAL PROVISIONS
Article 1. Sphere of application

24. The purpose of article 1, which is to be read in conjunction with the
definition of “data message” in article 2(a), is to delineate the scope of application
of the Model Law. The approach used in the Model Law is to provide in principle
for the coverage of all factual situations where information is generated, stored
or communicated, irrespective of the medium on which such information may be
affixed. It was felt during the preparation of the Model Law that exclusion of any
form or mediunt by way of a limitation in the scope of the Model Law might result
in practi¢al;difficulties and would run counter to the purpose of providing truly
“mediasneutral” rules. However, the focus of the Model Law is on “paperless”
meany of communication and, except to the extent expressly provided by the
imodel Law, the Model Law is not intended to alter traditional rules on paper-based
fommunications.

25. Moreover, it was felt that the Model Law should contain an indication
that its focus was on the types of situations encountered in the commercial area
and that it had been prepared against the background of trade relationships.
For that reason, article 1 refers to “commercial activities” and provides, in
footnote ****_ indications as to what is meant thereby. Such indications, which
may be particularly useful for those countries where there does not exist a
discrete body of commercial law, are modelled, for reasons of consistency, on the
footnote to article 1 of the UNCITRAL Model Law on International Commercial
Arbitration. In certain countries, the use of footnotes in a statutory text would not
be regarded as acceptable legislative practice. National authorities enacting the
Model Law might thus consider the possible inclusion of the text of footnotes in
the body of the Law itself.

26. The Model Law applies to all kinds of data messages that might be
generated, stored or communicated, and nothing in the Model Law should prevent
an enacting State from extending the scope of the Model Law to cover uses of
electronic commerce outside the commercial sphere. For example, while the focus
of the Model Law is not on the relationships between users of electronic commerce
and public authorities, the Model Law is not intended to be inapplicable to such
relationships. Footnote *** provides for alternative wordings. for possible use by
enacting States that would consider it appropriate to extend the scope of the Model
Law beyond the commercial sphere.
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