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CHAPTER ONE

Introduction to Occupational
Fraud and Corruption and
Recent Trends

HEN | STARTED WRITING THIS BOOK, I considered jumping in at

the deep end and cemnienced rapidly making notes of the vari-

ous approaches tc 1rofiling by compiling a list, based on my 20 or
so years of experience in 2« iraud investigation field, of exactly what, when
profiled, would be of use to the fraud investigator. Yes, there is the behavior
of the convicted frariaster to understand as well as his modus operandi, but
what about whic!iindustry type or department he is likely to work in, his likely
position within the organization, the likely geographical location, economic
environment, and personal circumstances? We also need to understand the
profile of higher risk victim organizations and their characteristics. Anyway,
I quickly realized that to fully understand the subject of profiling we first need
to have a fairly good grounding in or understanding of the subject of fraud
and corruption—what it is and how it affects organizations and all of us who
are associated with those organizations. It is also, possibly even more so, very
important to understand the types of controls that are designed, put in place,
and often bypassed to enable us to manage fraud risk in organizations. After all,
fraud is perpetrated by human beings as a reaction to opportunities created by
weak safeguarding processes. Profiling is a further antifraud methodology to
add to the stable, and it does require an understanding of how and where in the
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corporate environment it would best sit. After all, you would not bring in a new
team member without first ensuring a good fit or put a new thoroughbred into
a stable to share with other horses without first having an understanding of
those neighbors and what makes them kick. So, let’s have a look at the world of
fraud and corruption and how, since time immemorial, we appear to be failing
in our attempts to manage fraud risk in the organizational environment.

DECEPTION THROUGH BREACHING TRUST

The term fraud has come to encompass many forms of misconduct. Although
the legal definition of fraud is very specific, for most people like you and me,
antifraud professionals, regulators, the media, and the general public alike,
the common use of the word is much broader and gerierally covers any
attempt to deceive another party to gain a benefit. Exponse fraud, forgery,
counterfeiting, identity theft, theft of inventory by employees, manipulated
financial statements, insider trading, Ponzi schemes, mortgage fraud—the
range of possible fraud schemes is actually enciess but at their core all involve
a violation of trust. It is this violation thai;-perhaps even more than the
resulting financial loss, makes such crivies so harmful. For businesses to
operate and for commerce to flow iceely, organizations must entrust their
employees with resources and resporsibilities. So when an employee defrauds
his or her employer, the falloutis oiten especially harsh. The focus of this book
is occupational fraud schemes 1. which an employee abuses the trust placed
upon him or her by an enployer for personal gain. The formal definition of
occupational fraud, taken from the Association of Certified Fraud Examiners
(ACFE) website, ht*p://www.acfe.com/fraud-101.aspx is

the use of @ne’s occupation for personal enrichment through the
deliberate misuse or misapplication of the employing organization’s
resources or assets.

While this occupational fraud category is but one facet of the vast overall
fraud universe, fraud in the workplace is huge and covers a wide range of
employee misconduct. It is, without doubt, a material threat faced by all
organizations and their employees worldwide.

GLOBAL TRENDS IN OCCUPATIONAL FRAUD

The Association of Certified Fraud Examiners (ACFE), a leading professional
body of fraud examiners, has undertaken extensive research into the costs and
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trends relating to occupational fraud schemes. The findings of the ACFE’s ini-
tial research efforts were released in 1996 in the first Report to the Nations on
Occupational Fraud and Abuse, with subsequent reports released in 2002, 2004,
2006, 2008, and 2010. The ACFE’s 2012 Report to the Nations on Occupational
Fraud and Abuse, now carried out every two years, provides an analysis of 1,388
fraud cases investigated worldwide by qualified fraud examiners and contin-
ues a tradition of shedding light on trends in the characteristics of fraudsters,
the schemes they perpetrate, and the organizations being victimized. The ACFE
findings truly reflect global trends in occupational fraud and abuse and are
invaluable in keeping us abreast of the fraud disease.
The goals of these reports have been to

= Summarize the opinions of experts on the percentage ci organizational
revenue lost to all forms of occupational fraud and abus<.

= Categorize the ways in which occupational fraud and ebuse occur.

= Examine the characteristics of the employees who commit occupational
fraud and abuse.

= Determine what kinds of organizations arc-victims of occupational fraud
and abuse.

Each version of the report has becn based on detailed information about
fraud cases investigated by certified tr2ad examiners (CFEs). Each new edition
expands and modifies the analvsis contained in the previous reports to reflect
current issues and enhance the quality of the data that is reported. This evo-
lution has allowed the réelease of increasingly meaningful information from the
experiences of CFEs and the frauds that they encounter.

Fraud, like many other crimes, can be explained by the existence of the
following four ey drivers:

1. A supply of motivated, pressurized, or incentivized offenders.

2. The absence of capable guardians and policing, or weaknesses in control
systems, opening up an opportunity.

3. Rationalization in the fraudster’s mind bringing about justification for his
actions in exploiting the opportunity to satisfy the motivation.

4. The availability of suitable victim organizations.

The motivation, pressure, or incentive to defraud may be as simple as finan-
cialneed or greed or anything from unrealistic deadlines and performance goals
to personal vices such as gambling or drugs.

The opportunity to commit and conceal fraud is really the only element
over which an organization has significant control. The opportunity is an



’Trim Size: 6in x 9in ‘@‘ Corp-FA-Ser cO1.tex V3 - 11/25/2014 10:45am Page 6

6 Occupational Fraud and Corruption and Recent Trends

open door to solving a nonshareable problem by violating a position of trust
and is generally provided through weaknesses in the internal controls. Some
examples of weak internal controls include but are by no means limited to
absent or inadequate procedures surrounding the following:

= Supervision and review.

= Segregation of duties.

= Management approval and delegation of authority.
= System controls.

Rationalization is a crucial component because most people need to recon-
cile their behavior with the commonly accepted notions of decency and trust.
Some examples of justifications for their actions given by fraudsters I have met
include the following:

= “Ireally need this money, and I'll put it back when I ge: my salary at the
month’s end.”

= “I'd rather have the company on my back thari tixc tax people.”

= “Everyone else is doing it.”

= “Ijust can't afford to lose everything 1 h:ave worked for—my home, car,
everything.”

The availability of a suitable victin:organization is an easy one. It is more
often than not the fraudster’s emplover, with whom he has built up a relation-
ship of trust, quite often over maxry years.

The ACFE 2012 Report to the Nations on Occupational Fraud and Abuse
analyzes statistics from {raud cases investigated worldwide to gain an under-
standing of the characteristics of fraudsters, their schemes, and the types of
organizations being targeted. Throughout the report, the statistics include
comparison cherts showing several years of data, which highlight the consis-
tency of findings over time. This uniformity is among the most notable of obser-
vations from the ongoing research and indicates that the findings truly reflect
global trends in occupational fraud and abuse and that the ACFE statistics
represent an important core base for profiling in any organization.

THE COST OF OCCUPATIONAL FRAUD
AND CORRUPTION

Determining the full cost of occupational fraud is an important part of
understanding the depth of and motivation for the fraud problem. News
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reports provide visibility to the largest cases, and most of us have heard sto-
ries of employees who have brazenly stolen from their employers. Even so,
fraud is all too often treated as an anomaly in the business process rather
than a common example of the risk faced by all organizations. Unfortu-
nately, obtaining a comprehensive or exact measure of the financial impact
of fraud and corruption on organizations is challenging, if not impossible.
Because fraud inherently involves efforts of concealment, many fraud cases
will never be detected, and of those that are, the full amount of losses might
never be determined or reported. Consequently, any attempt to quantify the
extent of all occupational fraud losses will be, at best, an estimate. As part
of the ACFE'’s research in its Report to the Nations, each CFE who partici-
pated in the survey was asked to provide his or her best assessment of the
percentage of annual revenues that the typical organization.loses to fraud.
The median response indicates that organizations lose an estimated 5 per-
cent of their revenues to fraud each year. To illustraic the magnitude of this
estimate, applying the percentage to the 2011 ettitnated gross world prod-
uct of $70.28 trillion results in a projected gichal total fraud loss of more
than $3.5 trillion. It is imperative to note-ti:at this estimate is based on the
collective opinion of antifraud experts rati:er than on specific data or factual
observations, and should thus not k<.inuterpreted as a literal calculation or
extrapolation of the exact and total worldwide cost of fraud against organiza-
tions. Even with that caveat, hcwever, the approximation provided by more
than 1,000 CFEs from all aver the world with a median 11 years of expe-
rience as professionals wiic have a firsthand view of the fight against fraud
may well be the mostreliable measure of the cost of occupational fraud avail-
able and certainiy eniphasizes the undeniable and extensive threat posed by
these crimes.

Of the 1,388 individual fraud cases reported in the ACFE survey, 1,379
included information about the total dollar amount lost to fraud, as shown in
Figure 1.1.

Individuals commit occupational fraud costing businesses consider-
able sums of money, worldwide a potential global fraud loss of more than
$3.5 trillion, according to the ACFE report. The median loss, the report states,
was $140,000. More than one-fifth of the frauds involved losses of at least
$1 million and the frauds lasted a median of 18 months before being detected.
It can be seen that any methodology that can be used to improve fraud risk
management must be seriously considered.
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TYPES OF OCCUPATIONAL ERAUD

The top three classifications or means of committing occupational fraud are
corruption, asset misappropriation, and fraudulent financial statements, as depicted
in Figure 1.2.

Within each classification is a myriad of types and schemes that need
to be understood when considering methodology profiling. As indicated in
Figure 1.3, asset micappropriation is by far the most frequent form of occupa-
tional fraud, cornprising 87 percent of the cases reported; it was also the least
costly form of fraud, with a median loss of $120,000.

At the lower end of the frequency spectrum are cases involving financial
statement fraud. Financial statement fraud was, however, by far the most
costly form of occupational fraud. Financial statement fraud schemes made up
just 8 percent of the cases in the ACFE study, but caused the greatest median
loss, at $1 million. Corruption schemes fell in the middle, occurring in just
over one-third of reported cases and causing a median loss of $250,000,
with asset misappropriation having the lowest median loss, as depicted
in Figure 1.4.
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FIGURE 1.2 Classificatioint Occupational Fraud and Abuse. Source: ACFE,
Report to the Nations.'2012.

High-level or owner/executive perpetrators cause the greatest fraud loss
to their organizations, in terms of monetary value rather than quantities of
frauds. This is particularly shocking considering that the “tone at the top” is
considered to be a fundamental constituent part of a sound antifraud program.
In actual fact frauds committed by owners/executives were more than three
times as costly as frauds committed by managers and more than nine times as
costly as other employee fraud, according to the ACFE. Executive-level fraud
also took much longer to detect.

The most common executive-level fraud, according to the survey, is
corruption (54 percent of cases), followed by fraudulent invoicing schemes
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(33 percent), expense reimbursement fraud (21 percent), and fraudulent

financial statements (21 percent). Other schemes include payroll fraud, check
tampering, and cash theft.

EARLY FRAUD

Business has been around for thousands of years, and the way it is run and
sometimes abused can be embedded deep in the culture. Occupational fraud
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was defined by American criminologist Edwin H. Sutherland (1883-1950) as
“a crime that involves a betrayal of trust implied in the holding of an office or
other position of trust.” Sutherland used the term white-collar crime, casting
doubt on the idea that poverty breeds crime. Sutherland argued in White Collar
Crime that members of society occupying positions of privilege and status were
just as likely to commit crime as those from lower classes. Sutherland’s work, it
could be argued, reflects some of the earliest studies on profiling criminals.

It can be contended that rationalization of occupational crime comes from
its low visibility, occurring under cover of employment, with victims often
suffering without meeting perpetrators, resulting in the indirect nature of the
act giving the appearance that it is victimless. Research shows, however, that
occupational fraudsters display criminal thinking that parallels street-level
offenders with similar behavioral traits that serve as risk factzrs:

Generally, fraudsters live well-ordered lives and are weli respected in their
communities and at work. They commit fraud in their workplace to fulfill a
financial need when there is an opportunity to do ss-=nd when then can ratio-
nalize their deed (Cressey’s fraud triangle, 1953, 1 custed, well-paid employees
risk their careers by stealing from their emplcyers due to financial difficulties,
lifestyle maintenance, anger, low loyalt”. revenge, and boredom (KPMG,
2011). Occupational fraud is costlier-than other crimes and affects more
people (ACFE, Report to the Nations, 201 2). It relies on deceit and concealment
and often employs sophisticated technology.

Further to motive and opuortunity, techniques of neutralization enable
individuals to violate normaiive and ethical standards (Coleman, 2002).
For example, by justifyir.g theft as “borrowing,” criminal activities may be
deemed to be a nornral way of stealing or achieving business targets. Trying to
prove that a fravdster intends to permanently deprive an organization can be
difficult when tlie fraudster has claimed that he intends to repay the amount
or has already done so. Offenders may justify their behavior by claiming that
they are not really hurting anyone, that everyone else is doing it, or that the
activities may have been carried out that way for many years. This may be a
reflection on their culture or background.

The ACFE estimates that some $3.5 trillion of fraud is happening world-
wide. The National Fraud Authority in the United Kingdom publishes its
Annual Fraud Indicator every year, which estimates that fraud in 2011 was
costing the UK economy over £38 billion a year, equating to a shocking
£.765 per adult per year. This figure includes estimated undetected losses.

In the Compliance Reporter article “UK Fraud at Record Level” (2012),
KPMG reported the actual 2011 UK fraud to be £3.5 billion. The 2011
FraudTrack Report, released by accountancy firm BDO, revealed a significant
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increase in both the number and value of reported frauds in the United King-
dom in the previous year to the highest level of fraud since the report began in
2003. In 2010, there were 372 cases of reported fraud with an average value
of £3.7 million each. This had risen to 413 cases with an average value of
£5 million each.

THE FIGHT AGAINST FRAUD

The nature and threat of occupational fraud is universal, according to
the ACFE. Although the research in its 2012 Report to the Nations noted
some regional differences in the methods used to commit fraud, as well as
organizational approaches to preventing and detecting it, snany trends and
characteristics are similar regardless of where the fraud occurred. Whereas
this may make writing a textbook on how to deal with faud a little easier in
that much of the approach may take a standardized ~pproach, this is certainly
not the case when we start to consider profilir.z. “rofiling the human being
cannot be a standard process with a one-size-fits-all solution. Each human
being has unique characteristics and behavioral attributes, thereby giving a
unique angle to what may be describea ¢cuniversal fraud.

Providing individuals with a meansto report suspicious activity is a critical
part of any antifraud program. Fraud reporting mechanisms, such as commu-
nication channels and whistlehlowing hotlines, should be set up to receive tips
from both internal and external sources and should ideally be externally man-
aged, should offer anonymity and toll-free calling, and should allow confiden-
tiality. Management sihould actively encourage employees to report suspicious
activity, offering o 1cporting process free of reprisals and with the maximum
protection for trie whistleblower. In many jurisdictions this protection comes
through the legal system with whistleblower protection embedded in local law.
Interestingly, where I have worked on introducing whistleblowing mechanisms
in organizations in jurisdictions where there is no legal protection for whistle-
blowers, I strongly advise that the organization’s CEO or chairman state in his
launch address as well as in his preamble in the whistleblowing policy that he
personally guarantees the protection of whistleblowers and that their actions
will not be detrimental to them in any way, irrespective of legal protection or its
absence.

External audits should not be relied on as an organization’s primary
fraud detection method, says the ACFE. Such audits were the most commonly
implemented control in the study; however, they detected only 3 percent of the
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frauds reported and they ranked poorly in limiting fraud losses. While external
audits serve an important purpose and can have a strong preventive effect on
potential fraud, their usefulness as a means of uncovering fraud is limited.
Both internal and external auditors, however, have access to and are therefore
crucial to the collection and analysis of the information and data required to
set up a profiling mechanism in the organization.

Targeted fraud awareness and sensitization training for employees and
managers is a critical component of an effective antifraud program and is
a proven method of preventing and detecting fraud. Not only are employee
tips the most common way occupational fraud is detected, but the research
shows that organizations that have antifraud training programs for employees,
managers, and executives experience lower losses and shorter fraud durations
than organizations that do not have such programs in place. At a minimum,
staff members should be sensitized as to what fraud actuali7is, what actions
constitute fraud, how fraud harms everyone in the organization, and how to
report suspected fraudulent activity.

Research continues to show that small businesses are particularly vulner-
able to fraud. These organizations typically have fewer resources than their
larger counterparts, which often translates to tewer and less-effective antifraud
controls. In addition, because small=r-!.11sinesses have fewer resources, the
losses they experience tend to have a greater impact than they would in
larger organizations. Managers and‘owners of small businesses should focus
their antifraud efforts on the most cost-effective control mechanisms, such as
hotlines, employee training, and setting a proper ethical tone at the top and
within the organization. Additionally, assessing the specific fraud schemes that
pose the greatest threat to the business can help identify those areas that merit
additional investreent in targeted antifraud controls. The fraud risk assessment
process is invaluable in determining fraud risk exposure and is a fundamental
element of fraud profiling.

PROFILING AS A SOLUTION

In terms of profiling, most fraudsters exhibit behavioral traits that can serve
as warning signs of their actions. These red flags, such as living beyond one’s
means or exhibiting excessive territorial control issues, generally will not be
identified by traditional internal controls that are designed to focus on the orga-
nization’s processes rather than human behavior. Managers, employees, and
auditors should be educated through the training and sensitization programs
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on these common behavioral patterns and encouraged to consider them, par-
ticularly when noted in tandem with other anomalies, to help identify patterns
that might indicate fraudulent activity.

The cost of occupational fraud, both financially and, possibly more impor-
tant, to an organization’s reputation, can be acutely damaging. With nearly
half of victim organizations unable to recover their losses, proactive measures to
prevent fraud are critical. Management should continually assess the organiza-
tion’s specific fraud risks and evaluate its fraud prevention programs in light of
those risks. Profiling of the fraudster and his modus operandi will be a valuable
addition to the fraud fighter’s toolkit.

The fact that the level of reported fraud is up is worrying, but not at all
surprising. When the economic climate is difficult there is even more focus on
the bottom line and driving out unnecessary costs, so frauad issmore likely to
be uncovered. Companies should have a proactive approach to fraud protec-
tion to avoid increases in the level of fraud. Organizations need to be taking a
profit-and-loss approach to fraud risk. If companies-centinue to take a reactive
approach to preventing fraud, it will continue to:isc year after year. You cannot
design all fraud risk out of a business, but yeu caz put tripwires in place.



