3. Al Qaeda’s call to jihad

[J]ihad is an individual duty when an enemy attacks Muslim countries . . . To kil]
the Americans and their allies — civilians and military — is an individual duty
incumbent upon every Muslim in all countries . . . so that their armies leave all
the territory of Islam, defeated, broken, and unable to threaten any Muslim.
Osama bin Laden!

The global fight against al Qaeda has been characterized as ‘the defining
conflict of the early 21st century.””> Some observers describe al Qaeda’s
‘holy war” against America and its allies as representing an ‘existential
struggle’ against non-Islamic societies and values;* others, including
Osama bin Laden himself, have said it reflects a ‘clash of civilizations.
Whatever description is most appropriate, it is clear that al Qaeda is
waging a global campaign of terror unfettered by nationality, ethnicity,
age, race, or gender. Its operations have targeted thousands of people, mil-
itary and civilian, in deadly attacks around the world. ‘Killing and dying
for Allah are viewed as the highest form of sacrifice.’> All targets are
considered legitimate if seen to be in opposition to al Qaeda’s fundamen-
talist interpretation of Islam. This ideology further rejects compromise,
embraces martyrdom and demands complete victory.® Effectively, bin
Laden’s message is this: you are either a believer or a non-believer, a mioiit-
eous Muslim or an infidel.” With this message, bin Laden has inspired a
movement that is intent on targeting the ‘non-believing’ world in. the name
of Islam.?

Al Qaeda is not simply a politically motivated terrorist 2rganization with
operational cells scattered throughout worldwide Muslin: populations.® At
its core, it is the standard bearer of a movement designed to ignite a global
Islamic uprising. ‘[Blin Laden is promoting (and at times directing) a
“worldwide, religiously inspired, and professionally guided Islamist insur-
gency.”’1 The network advancing this global insurgency has the will,
financial resources, history of violence and access to lethal weapons that
causes it to be a serious threat not only to the United States, but the inter-
national community. According to one source,

[wlhat makes [bin Laden] and the Apecalyptic Global Jihad Groups a lethal
threat to the Free World’s national security is the combination of wealth; fanat-
ical motivational religious ideology; and the command over radical Islamic
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highly ambitious militants, bound up with deep belief in the cause and hidecus
patred of the West, of modernity and of all democratic liberal values.!!

Understanding the motivation and ultimate objectives of this radic_:al
Jslamist movement is essential to developing and implementing_ an effi ectlye
strategy to defeat it, including a comprehensive plan to dismantle its
financial infrastructure.

AL QAEDA'S IDEOLOGY: THE RISE OF MODERN
JIHADIST-SALAFISM

The ideology of al Qaeda has been described as jihadist-salafism, a move-
ment based on ‘a profound “respect for the sacred texts in their most literal
form [combin£d.with] an absolute commitment to jihad.”’!? Salafists
believe in using violence as a means of establishing a global Islamic state
under the control of Muslims and governed by the teachings of the Prophet
Muhaminad.!3 Osama bin Laden has been the chief spokesperson for the
idcolouy that drives al Qaeda and its network of terror. Al Qaeda’s version
of jihadist-salafism demands strict adherence to a literal interpretation o.f
wne Qur'an and rejects reliance on any other sources for guidance on reli-
gious, social, and political issues.!* This ideology also demands complete
dedication to warfare against its enemies, with only victory or martyrdom
as acceptable results. Al Qaeda preaches that ‘[jlihad is every Muslim’s
obligation.”’® For those jihadists inspired by the al Qaeda ideology, any
means necessary for accomplishing its ends in the name of Islam are
justified. Thus, suicide bombings, torture, beheadings, and the killing of
civilians and fellow Muslims are acceptable methods of defending the
Islamic faith.'® And although al Qaeda is a relatively new entity to militant
Islamism, its ideology reflects strains of TIslamic religious, social and polit-
ical thought that have been espoused by extreme elements of the Muslim
community for centuries.

Taqi al-Din ibn Taymiyya (1262-1328)

The most important theoretical predecessor of the contemporary Islamism
that informs al Qaeda’s ideology is Tagi al-Din ibn Taymiyya, whom bin
Laden frequently references and quotes in his public statements and media
interviews.!” Ibn Taymiyya, the spiritual father of modern radical, revolu-
tionary Islam, was based mainly in Damascus.!8 He lived and wrote during
the period of the Mongol invasions and European—Crusader presence in
the late 13th and early 14th centuries.!® The arrival of the Mongols ended
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the unifying influence of the caliph in Baghdad and ushered in a period of
change in the Muslim world.?0 Ibn Taymiyya believed that the ‘“weakness
that had allowed the defeat was a result of the failure of the Muslim com-
munity, or umma, to properly follow the injunctions of the early Holy
texts.”?! The Mongols, though converts to Islam, terrorized much of the
region and practiced a form of Islam heavily influenced by traditional
Mongol customs and religious practices. These practices disgusted ibn
Taymiyya, who practiced a rigorous form of Muslim devotion that favored
a strictly literal interpretation of the Qur’an.?> His ideology did not sepa-
rate religious practice from political and social life. Rather, ‘church and
state were inextricably linked in ibn Taymiyya’s world view, with religion
dominating and guiding the state through force and authority to the glory
of God and the betterment of the individual believer.’?

Ibn Taymiyya had no tolerance for Arab leaders and clerics who he
believed had abandoned the true practice of the faith. By forsaking strict
adherence to the Qur’an and hadith, Arab regimes lacked the ability to
defend the Islamic ummah?* and restore it to its past glory under a unified
caliphate.25 Instead, their deviation from Islamic religious law, known as
Sharia, made them apostates.?® Ibn Taymiyya maintained that a professing
Muslim who did not live by a strict interpretation of the Qur’an and hadith
was a kufr or non-believer opposed to God and the ummah. He believed
that it was the responsibility of all Muslims to resist invaders and also
apostate rulers by violent means in the name of jihad or ‘holy war.”” For
him, ‘[an] apostate has to be killed in all circumstances.’?® By portraying
unorthodox Muslims as apostates, ibn Taymiyya was able to skirt the
Sharia prohibition against internal warfare among Muslims in order o
justify his call for jihad.?®

For ibn Taymiyya, jihad was as important to the devotion of each
believer as the five pillars of Islam.*® Traditionally, Islamic {utists under-
stood jihad as an obligation of the community rather tha« tie individual.
In the event that Muslim rule was under physical attack, Islamic law
required that the ummah wage ‘defensive’ jihad. This requirement con-
cerned the community and the individual Muslim did not have to fight as
long as others carried the banner of jihad.*! Ibn Taymiyya, however, con-
sidered jihad an individual duty; failure to participate was a sin that indi-
cated failure to live by the faith. ‘Jihad against the unbelievers (kufr) is
compulsory, since they are the enemies of Allah and his messenger.’3
Failure to wage jihad forfeited the ruler’s right to govern and demanded he
be overthrown by the ummah.33

Some commentators maintain that by asserting that ‘jihad against apos-
tates within the realm of Islam is justified, by turning jihad inward . . ., [ibn
Taymiyya] plant[ed] the seed of revolutionary violence in the heart of
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[slamic thought.”** It is certainly true that ibn Taymiyya’s teachings heavily
influence al Qaeda’s ideology. Bin Laden frequently draws upon ibn
Taymiyya in his calls for jihad, as he did in his 1996 manifesto Declaration
of War Against the Americans Occupying the Land of the Two Holy Places.
There, bin Laden quoted ibn Taymiyya in support of his call to all
Muslims to conduct jihad against the West and ‘corrupt’ Middle Eastern
governments:

As Ibn Taymiya stated, fighting in defense of Belief is a collective duty; and there
is no duty after Belief other than fighting the enemy who is corrupting life and
The Religion. . . . Ibn Taymiya then stated that the ultimate aim is to please God,
raise His Word, institute His Religion, obey His Messenger and fight the enemy
in every respect.®

The messags advanced by ibn Taymiyya and echoed today by bin Laden is
one mofivated by religious belief. Essentially, it is the sacred duty of all
Muslims o wage war against their secular leaders and non-Muslim enemies
around the world.3¢

Muhammad ibn Abd al-Wahhab (1703-92)

Muhammad ibn Abd al-Wahhab, a militant Islamic preacher and founder
of Wahhabism, revived ibn Taymiyya’s teachings. Al-Wahhab embraced a
radical, fundamentalist interpretation of Islam. He believed that Allah’s
message as transmitted to Muhammad had become obscured over time and
called for a strict interpretation of Islam that returned to its sources.’” He
preached that ‘all Muslims must rigorously observe all the laws of Islam if
a true and just Islamic society was to become a reality.”3® Al-Wahhab was
particularly incensed by intercessionary practices such as the use of shrines
and prayer addressed to God by means of the Prophet or saints, which he
believed constituted shirk, or polytheism.?® Al-Wahhab denounced the tra-
ditional praise and celebration of the Prophet Muhammad, comparing it
to the Christian worship of Jesus. Christian belief in the divinity of Jesus,
rejected by Muslims, was viewed by al-Wahhab as denying monotheism and
returning to the belief in many gods.?® Al-Wahhab also condemned
dancing, wearing jewelry and playing music, because such practices dis-
tracted from religious prayer and worship.! He burmed many books,
arguing that the Qur’an was the ultimate source of knowledge and salva-
tion. Muslims unwilling to accept his views were branded idolaters and
apostates, who had fallen into unbelief, and if they did not change their
ways they should be killed.*? Shi’as and Sufis that al-Wahhab judged
unorthodox were to be exterminated and their property confiscated, and all
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other faiths were to be destroyed.*® Like ibn Taymiyya, al-Wahhab empha-
sized the importance of jihad in Islam. He ‘extolled the need for armed
jihad against all infidels and classified not only Jews and Christians as
infidels, but also those Muslims who did not subscribe to Wahhabi
beliefs.’** He believed that fighting in God’s cause should be elevated to a
sixth pillar of Islam.** Al-Wahhab preached that jihad was the duty of
every Muslim, and any Muslim who evaded this duty was a hypocrite and
should be killed.*6 To the Wahhabis, death in the cause of jihad would gain
them entry to heaven as martyrs.*’

Al-Wahhab’s campaign to reform Islam evoked strong opposition in his
birthplace of Najd. In 1744, al-Wahhab took refuge in the village of
Dariyah, in a district ruled by Muhammad ibn Saud, leader of the al-Saud
clan.®® In 1747, al-Wahhab and al-Saud formed an alliance based on a
power-sharing agreement with the former serving as religious leader and
the latter as political ruler.*® They contracted marriage to cement their
alliance and agreed that power should be inherited exclusively by their
descendants.5? The Wahhab—Saud alliance extended its influence into other
parts of the Middle East, launching raids into Syria, Iraq, and Kuwait. By
1788, the Wahhabis had managed to control much of the Saudi Arabian
Peninsula.’! However, their domination of the Middle East was short-lived.
In 1818, the Ottoman army invaded and destroyed the Wahhabi capital of
Dariyah, defeating the Wahhabis.?> Over the next century, the Wahhabis
made repeated attempts to regain control of the Arabian Peninsula, but
were repelled by the Ottomans. >

When the House of Saud assumed the leadership of Arabia in 1920,
Wahhabism was declared to be the dominant creed of the rernamnad
Kingdom of Saudi Arabia.®* To this day, a quid pro quo exists beiween
Wahhabis and the House of Saud in Saudi Arabia; [TThe Sauas take care
of the politics and the Wahhabi clerics take care of the religion.”*

The Muslim Brotherhood

Hassan al-Banna (1906249)

Ibn Taymiyya’s and Abd al-Wahhab'’s ideas were an important component
of the jihadist resurgence that began in the early 20th century, as Ottoman
hegemony in the Middle East faded and Western influence increased. Out
of this resurgence of revolutionary sentiment and jihadist ideology came
the Muslim Brotherhood, a radical social and religious reform organization
founded by Hassan al-Banna in Egypt in 1928.%¢ The Muslim Brotherhood
grew in influence at the same time that secular nationalist and socialist
movements began to call for reform in Egypt. These reformers all shared a
dislike for British colonial rule and were angered by the poverty and
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stagnant growth that plagued the country. However, unlike the other
reform-minded groups, the Brotherhood proposed a religious solution to
the social and economic malaise confronting the country. Their credo
reflected the organization’s religious focus: ‘The Prophet is our leader;
Qur'an is our law; jihad is our way; dying in the way of Allah is our highest
hope.”” According to al-Banna, the inequity and social injustice faced by
the Muslim community were the result of the failure of Muslims to follow
the ‘straight path’ of Islam.>®

Al-Banna’s political and ideological objectives can be summarized as
follows:

(a) to oppose the ascendancy of secular and Western ideas in the Middle East in
general and Egypt in particular; . . . (b) the rejection of Western influences
means the return to pure Islam (salgf), to the precepts revealed by Muhammad
during his life and deeds at Mecca and Medina, as the only solution to all the ills
that had afallen Muslim societies; (c) rejection of extreme Islamic mysticism
(Sufisri),aad all other tendencies and traditions that exist in the Muslim’s daily
life and are against Islamic teaching and tenets; (d) the moral reform of the indi-
vignzl as a precondition to the Islamization of society, by establishing a gov-
vrmment that ruled on the basis of Muslim values and norms.

Al-Banna hoped that the Muslim Brotherhood would inspire a political
movement among the Muslim community that would culminate in a newly
formed state true to orthodox Islam.

By 1948, the Muslim Brotherhood had dramatically grown in size in
Egypt and had branches in 70 countries throughout the Middle East and
beyond.®® At the same time, the organization had become increasingly more
violent, establishing a military wing. The Brotherhood began attacking
British and Jewish businesses in an effort to accelerate Britain’s withdrawal
from Egypt and to protest Jewish settlement in Palestine. The group also
targeted the Egyptian government, assassinating several government
officials, including Egyptian Prime Minister Mahmud Fahmi Nukrashi on
December 28, 1948.51 In 1949, the Egyptian secret police responded to the
Brotherhood’s violent tactics through a tough crackdown that culminated
in the assassination of al-Banna when he was only 43 years old.52

Sayyid Qutb (1906-66)

Though the suppression of the Muslim Brotherhood and the death of al-
Banna frustrated some of the plans of the organization, the spirit and ide-
ology of the movement had already become entrenched among some
Muslim intellectual circles. One of the most important and influential
scholars to adopt and advance the Brotherhood’s cause was Sayyid Qutb.
Qutb is regarded as ‘the religious father of the Apocalyptic Global Jihad
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Groups, the figure who has most influenced al-Qa’idah leadership’s
ideology, and the homicide bombings.”®> While al-Banna was a ‘political
Islamist’ who looked to appropriate the apparatus of the state to implement
his political and social goals, Qutb, a radical Sunni Islamist, preferred a
more violent and radical course. After having spent three years studying in
America, Qutb joined the Muslim Brotherhood in 1951.5% He returned
from the United States convinced that Western society was decadent, sexu-
ally depraved and materialistic.5° Qutb was appalled by what he considered
a society infused with immorality and excessive materialism. He called
American life “primitive’ and believed its values represented the antithesis
of the moral code of virtue available through adherence to Islam.%®

In 1954, the Muslim Brotherhood was banned in Egypt and Qutb, who
had become one of the group’s most outspoken members, was imprisoned
for his anti-government activities.®” While incarcerated, he authored his
most influential work, Milestones, which has been characterized as ‘politi-
cal Islam’s Communist Manifesto.”®® Qutb believed that the Muslim world
had become plagued by the problems of poverty, tyranny, immorality, and
ignorance, a condition he called jahiliyya, the religious term for the period
of ignorance prior to the revelations given to the Prophet Mohammed.® In
Milestones, he wrote:

[TThe Muslim community must be restored to its original form . . . [It is] buried
under the debris of the man-made traditions of several generations, and . . . is
crushed under the weight of those false laws and customs that arenot . . . related
to Islamic teachings.”®

According to Qutb, the reason for Islam’s decline was corruption of the
Quran by the secular governments in the Middle East. His wweitings
advanced certain core principles concerning governance: that ‘the oneness
and sovereignty of God preclude human rule, which should be violently over-
turned if necessary; [and] that the only legitimate form of @evernment over
Muslims is an Islamic state headed by a caliph.””' Muck like ibn Taymiyya
before him, Qutb maintained that Muslim political leaders who did not strive
to live according to the®teachings of Islam were kufr, unbelievers and hyp-
ocrites, and should be deposed. Arab governments, whether democratic,
monarchical, or socialist, were based on man-made law and thus incompat-
ible with and contrary to Islam. Because of their apostasy, such governments
were the legitimate targets of jihad. Assassination of political leaders was
justified as ‘one stage in the destruction of the political regimes,” and he
declared that ‘a society whose legislation does not rest on divine law (Shari’at
Allah) is not Muslim.’”> Qutb called for a “full revolt against human ruler-
ship in all its shapes and forms, systems and arrangements.’”® There was no
middle ground in what Qutb conceived as a struggle between God and Satan.
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This was a sweeping call for all Muslims to take up arms in the fight. The
righteous purpose of all true Muslims was to destroy the kingdom of man
and establish one ruled by Allah. Any Muslim who failed to heed the call to
jihad was just one more non-believer worthy of destruction.”

In 1954, the Muslim Brotherhood was banned and Qutb was arrested for
an attempt to assassinate President Gamal Abdul Nasser.”> He was released
from prison in 1964, and re-arrested in 1965 for plotting to overthrow the
government and assassinate public figures.” The trial of Qutb and 42 of his
followers lasted approximately three months.”” Qutb was subsequently
found guilty of attempting to overthrow the Egyptian government and
sentenced to death. He was hanged on August 29, 1966.7

Bin Laden’s Jihadist Ideology

The Muslim Zrotherhood has been extremely influential on bin Laden and
the developiiznt of al Qaeda’s ideology. Prior to joining the anti-Soviet
jihad in Afzhanistan, bin Laden attended the Management and Economics
Schaolat King Abdul Aziz University in Jeddah. He took courses in
Istamic studies taught by conservative Islamic scholars Abdullah Azzam
a :d Muhhamed Qutb, the brother of Sayyid Qutb, which deeply influenced
bin Laden’s religious thinking and political views.” These views were
further reinforced by his interaction with jihadists in Afghanistan. It was
there that bin Laden solidified his dangerous ideology and created the
network through which that ideology could be put into action.

It is important to recognize that bin Laden’s world-view is set within a
theological framework. God comes before all things, and men are called to
order their lives according to God’s law. This law demands strict adherence
to a literalist interpretation of the Qur’an and the hadith. God reveals his
truth through Sharia law, and any deviation from it makes the offender an
enemy of God and the ummah. According to bin Laden, Sharia must
control all aspects of life, including government and politics. Faithful
Muslims must not tolerate governments, including democratic regimes, that
deviate from Sharia law. Instead, righteous Muslims must overthrow mod-
erate Arab governments in favor of protecting the ummah from the cor-
ruption, immorality and ignorance that comes with apostasy. These
apostate governments are nothing less than enemies of Islam whose duplic-
ity has fostered a decline in the greatness of Islam. For bin Laden, both the
problem and solution are clear:

[T]he rulers are incapable and treacherous, and . . . they have not followed the
right path of Islam but followed their wishes and lusts — this is the reason for the
setbacks in the [Islamic] nation’s march during the past decades. Therefore, it is
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clear to us that the solution . . . lies in adhering to the religion of God, by which
God granted us pride in the past centuries, and installing a strong and faithfu]
leadership that applies the Quran among us and raises the true banner of jihad 8

Bin Laden’s jihadist movement sees itself as the defender of the true
Islamic faith and way of life. All aspects of life must conform to the jihadist
view of Sharia. Compromise between Sharia and human systems such as
democracy and socialism (and the laws and rights they create) is forbidden,
for that would be compromising God’s absolute truth. Instead, all Muslims
must follow Sharia, and non-Muslims must not impede the dominance of
Sharia law wherever Islam exists or spreads. Likewise, because the jihadist
cause is the cause of God’s truth, the righteousness of their cause justifies
whatever actions jihadists take to advance God’s law and defeat their enemies.

For bin Laden, there is an enemy even greater than the apostate Muslim
governments. That enemy is the United States and the ‘Zionist-Crusader’
alliance it leads.8! In bin Laden’s view, the United States seeks the destruc-
tion of Islam and is responsible for all warfare involving Muslims around
the world. Even in conflicts to which the United States is not an active party,
such as those between Israel and Palestine, Russia and Chechen rebels, and
India and Kashmiri Muslims, bin Laden accuses America of instigating the
bloodshed as part of its campaign to destroy the Muslim ummah.3? He
further points to Kosovo and Bosnia-Herzegovina, where he claims that
thousands of Muslims were murdered before the U.S. and Western powers
intervened to stop the killing.$3 Bin Laden further condemns the United
States for supporting Arab apostate governments that are derided b biu
Laden as its agents.3* To combat the Zionist—Crusader attack on the faith,
bin Laden calls for a global defensive jihad against America and its allies.33

Bin Laden believes that only by eliminating the influences of ‘American
infidels throughout the Muslim world can a true Islamic state b established,
restoring the greatness of Islam’s golden age. Thus, ail Viuslims have a
sacred duty to wage jihad against the United States by killing Americans,
including civilians, anywhere in the world.8¢ Moreover, the killing of
American civilians may be perpetrated by any means, including by the use
of weapons of mass destruction. In fact, bin Laden has declared: ‘There is
a duty on Muslims to acquire [weapons of mass destruction], and America
knows today that Muslims are in possession of such a weapon, by the grace
of God Almighty.’¥’

Despite bin Laden’s rhetoric against the United States, al Qaeda’s fight
is not with specific countries or political systems. The United States is
merely a figurehead of what bin Laden defines as a global conflict between
the righteous Islamic community (which subscribes to his form of jihadist-
salafism) and the world’s unbelievers and apostates:
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The conflictis partly regional, butitisalso a greater struggle b_etween two camps:
one camp is America, representing the global Kufr [non-believers] agd accom-

anied by all of the apostates. The other camp is the Ummah [Islamic nation],
headed by its Mujahideen [Islamic warriors] brigades.5®

Any who 0ppose al Qaeda’s interpretation .of Islam and supp_ort the unb-e-
fievers are themselves apostates and enemies of God. In thf::g minds, bin
Laden and his followers are ultimately waging a war of religion that can
only end with the triumph of the true faith.

AL QAEDA’S STRATEGIC OBJECTIVES

Al Qaeda represents a deadly threat not only to the United States bu.t tolthe
entire internativnal community. In 1998, when asked about the ob]ecm}fes
to which bit, Laden and al Qaeda aspire, he provided the fol.lowmg
response” " Fiiis is our goal, to liberate the lands of lslar_n from unl:_»ehef and
to apvly the law of God Almighty in it until we meet Him and He is pleased
with 11578 For bin Laden, the ‘lands of Islam’ are not confined to the
s iadle East. The leader of al Qaeda seeks ‘to bring back all the historical
iands conquered by Muslim dynasties, from the seventh century to the sev-
enteenth century — from India to Spain.’®® After having liberated all Arab-
Muslim lands from the infidels and apostate rulers, bin Laden would
impose strict Sharia law to bring about Allah’s supreme reign.”! Bin Laden’s
mission statement succinctly captures the jihadist-salafism ideology and
suggests the ‘strategic view of terror’ held by the al Qaeda leader z-md‘ his
associates.?2 The tactical measures to achieve al Qaeda’s strategic objectives
include the infliction of ‘inhuman terrorism against the Free World, headed
by the United States and Israel, so as to move its public opinion and to
bring the retreat of their military forces and civil presence from the Arab-
Muslim lands®® Through the use of violence and extreme rhetoric, bin
Laden provokes aggressive responses from his enemies that can then bei
used to ignite passions throughout the restive Muslim world in support of
an extremist Islamist insurgency.®* This insurgency will provide the power
to ‘liberate’ Muslims from global unbelief and establish an Islamic state
that will properly apply the law of God (as bin Laden interprets it) and
restore the faith to its proper place of superiority.

Creating a Strict Islamic State
Al Qaeda’s ultimate goal is to unify the world’s 1.3 billion Muslims under a

theocratic state governed by strict Sharia law.>> Many jihadists regard the
period of the ancient caliphates as the golden age of Islam, and they seek to
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restore the Muslim world to its former greatness by installing a ney
caliphate. Such a system would also ensure orthodox practice of the faith_
In bin Laden’s view, secular governments are incompatible with and evep
contrary to Islamic faith because they empower man-made legal systems
rather than the ‘Taw of God.”® Democracies are equally unacceptable to a]
Qaeda and considered an assault on God’s right to rule. In January 2005, in
an apparent effort to intimidate voters from participating in a nationwide
election, terrorist leader Abu Musab al-Zarqawi released an audio-recorded
statement declaring war on democracy in Iraq. He stated: ‘We have declared
a bitter war against the principle of democracy and all those who seek to
enactit. ... Those who vote . . . are infidels. And with God as my witness,
T'have informed them [of our intentions].”®” Bin Laden has specifically char-
acterized democracy as a rival ‘religion’ to Islam, and democratic principles
such as freedom of speech and freedom of religion have been criticized as
“un-Islamic and tantamount to apostasy punishable by death.’%8

Al Qaeda intends to establish a strict Islamic state in the ‘heart of the
Islamic world,” which, according to bin Laden’s deputy Ayman al-Zawahiri,
is located in Egypt, Iraq, Syria, and Palestine.® Al-Zawahiri has stated:

It has always been my belief that the victory of Islam will never take place until
a Muslim state is established in the manner of the Prophet in the heart of the
Islamic world, specifically in the Levant, E gypt and the neighboring states of the
Peninsula and Iraq; however, the center would be in the Levant and Egypt. . ..
It is like a bird whose wings are Egypt and Syria and whose heart is Palestine, 100

While the exact political contours of this type of strict Islamic goverT:
ment have not been well defined by bin Laden or other senior al (azda
leaders, they have provided some clues. The only developed exampic of this
type of system in modern times with which al Qaeda has been airectly asso-
ciated was the Taliban regime in Afghanistan from 1996 t52001.19 Like
Afghanistan under the Taliban, al Qaeda’s Islamic stai¢ vould be moti-
vated by the clear banner of Islam. This Islamic state would be governed
by a shura council, or Sharia-based judiciary comprised of religious clerics
that would be responstble for ensuring obedience to Sharia law.102 Only
laws and edicts consistent with Islamic law would be enforced, and conduct
considered inconsistent with Islamic principles would be prohibited and
punished.

Under the Taliban, Afghanistan welcomed jihadists from around the
world and provided them sanctuary, training and support as the militants
prepared to pursue their objectives elsewhere. A caliphate state envisioned
by the likes of al Qaeda would provide similar support for jihad waged
beyond its borders. As noted in the 9/77 Commission Report, according to
bin Laden, unless the United States and all other non-Muslim nations
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abandon the Middle East, convert to Islam, anq end the immorality and
lessness of their society and culture, they will _ﬁnd themselves at war
c-)d esh Islamic nation.'”® Enemies of non-Muslim governments would
gqn?a:;\ aelly in the new caliphate. In essence, bin Laden’s Islamist state would
imate state sponsor of terrorism.
belt}]];iasut];lpn:i)f Islami](: state may be on the rise in S_‘;oma]ja. In Jl_me 2006,
ic forces, unified under the title of the Islamic _Courts Union, took
Islamllr in Mogadishu and quickly established a strict system based on
gﬁ::ia law.19* International observers are concerned that under‘ the leader.-
ship of the Islamists, who now call themselves the_Conservatlve Cq}mcﬂ.
of Islamic Courts, Somalia will become a breed}ng_ ground for ]l_hfldl
terrorists. [0 These fears were intensified whcn,‘ within weeks of seizing
Mogadishu, the Council of Tslamic Courts appointed known terrorist sup-
porter Hassan Dahir Aweys as its new le:adel_“.106 Althpugh the Islamic
Courts claim-that there is no al Qaeda presence in Somalia, Fhe \jvorld com-
munity reria;ns on guard for the pro]jf.eration of al Q.?leda-msp_lred terror-
ist activicv there. As one Islamist militia comma_mder in Somalia declared,
‘Al Qoeda’s concept is right and one day they will rule.”!”

2 apelling the American ‘Crusaders’ from the Lands of Islam

The first step in al Qaeda’s plan of achieving a unit_ed caliphate state is to
expel Americans and their ‘Zionist—Crusader a]llance’.frm‘n the _lands
of Islam. This goal was first articulated by bin Laden in his mgmfesto
published in August 1996, entitled A Declaration of Jihad Aga_mst tl.ie
Americans Occupying the Land of the Two Holy Places. At that time, b11:!
Laden’s focus was on expelling U.S. military forces stationed in Saudi
Arabia following Irag’s invasion of Kuwait. Bin Laden believed that the
occupation of Saudi Arabia by American forces was ‘the greatest dlsastf_:r
to befall Muslims since the death of the Prophet Mohammed.”1® In his
view, the presence of the ‘American Crusaders’ desecrated the ]}o]y lands
and brought shame to an Islamic nation that could not defend itself from
the secular regime of Saddam Hussein.

Bin Laden has since revised and expanded this goal, mandating the
expulsion of American influence not from Saudi Arabia alone but from the
entire Islamic world.1% Bin Laden has stated, ‘[I]n our religion it is our du_ty
to make jihad . . . so that we drive the Americans away from all Mus‘hm
countries.”11® He further vows that ‘neither America nor anyone who lives
there will enjoy safety until . . . all the infidel armies leave the land of_
Muhammad.”'!! Bin Laden’s broad vision of the ‘land of Muhammad’
includes Saudi Arabia and every other Middle East country, as well
as states conquered by Muslim dynasties located in Central Asia, the




7 Engaging the financial sector to
prevent the financing of terrorism

-
By requiring financial institutions to concentrate enhanced due diligence and
suspicious activity monitoring on terrorist financing and money laundering
schemes ... [anti-money laundering/terrorist financing provisions] enable
financial institutions to provide a much more effective first line of defense
against money laundering, terrorist financing, and other financial crime.!

U.S. Department of the Treasury,
2003 National Money Laundering Strategy

USE OF THE TRADITIONAL BANKING SYSTEM TO
TRANSFER TERRORIST FUNDS
|

i Terrorist financiers use various methods to collect and transfer funds to
support jihadist activities throughout the world. The major methods used
‘to move terror money include the traditional banking system, alternative
|fmmittance systems such as hawala, and bulk cash couriers.? Contrary to
popular belief, terrorists use banks and other financial institutions to trans-
fer funds. Deposit-taking institutions are particularly attractive because
they provide an extensive range of financial services. For example, wire
transfers offer terrorists many advantages: ‘Speed, distance, minimal audit
trail, and increased anonymity amid the enormous daily volume of elec-
 tronic fund transfers are all major benefits.”3 Additionally, monetary wire
* transfers are much safer than attempting to smuggle bulk cash across inter-
national borders. Physically transporting large quantities of cash by courier
~muns the risk of border and customs officials confiscating the funds, or
having the money stolen by criminals. Also, banks provide wide geographic
availability either through their foreign branch offices or through corre-
spondent accounts with foreign banks.* Finally, large sums of money can
be transferred instantaneously from a bank located in the United States,
through bank accounts in the Middle East, to an offshore account in some
other foreign country with the push of a button.

Following the 9/11 terror attacks, an investigation by the Federal Bureau
of Investigation revealed that many of the al Qaeda hijackers had opened
bank accounts at four United States banks.5 The terrorists were able to
Open these accounts even though they lacked social security numbers, used
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addresses that frequently changed, and had minimal ties to the Uniteg
States.® Money to finance the terrorist plot was transferred from b
accounts in Dubai, United Arab Emirates (U.A.E.) to accounts Maintaineq
at Sun Trust Bank, in Venice, Florida. Between J uly and September 2000
over $100,000 was transferred from terrorist operatives in Dubai, UA | t(;
the joint bank account of 9/11 hijackers Mohamed Atta and Marwan 4
Shehhi at SunTrust Bank.” Mohamed Atta was the ‘emir’ of the terrorig
group and flew a commercial aircraft (American Airlines Flight no.11) ingg
the North Tower of the World Trade Center, while al Shehhi piloted the air-
craft (United Airlines Flight no.175) that crashed into the adjacent Sough
Tower.® According to the FBI, one transaction involved a funds transfer of
$70,000 from Ali Abdul Aziz Ali in Dubai, UA.E., to Atta and al Shehhj.
which apparently did not raise any suspicions with bank officials at Sup
Trust Bank.® Aziz Aliis being held at the detention facility at the U.S. Naya]
Base at Guantanamo Bay, Cuba, and has been charged by the U.S. Military
Commission with complicity in the 9/11 terrorist attacks.1
The use of the traditional banking system by the 9/11 hijackers to movye
terrorist funds is not unique. Corrupt Islamic charitable organizations use
the formal banking system to transfer funds to their network of foreign
offices located around the world for disbursement to terrorist associates,
Some of these charities maintain branch offices in as many as 40 countries
globally.!! A federal indictment filed against the Islamic American Relief
Agency (IARA) and several of its former officers and associates revealed
that approximately $1,375,000 was transferred from IARA’s bank account
in the Western District of Missouri to accounts belonging to the Istaraie
Relief Agency (ISRA)in Amman, Jordan, and Peshawar, Pakistaz '2 The
funds transfers to Pakistan were intended for the benefit of. a Specially
Designated Global Terrorist (SDGT), Gulbuddin Hekmatyay, an Afghan
mujahedeen leader, who allegedly participated in and supocrted terrorist
acts by al Qaeda and the Taliban.!? The funds transferizd-to the charity’s
accounts in Amman, Jordan, were then transferred to accounts in Iraq, in
violation of economic sanctions imposed against Irag.!4
Other Islamic ch#ritable organizations such as the Benevolence
International Foundation (BIF) and the Global Relief Foundation (GRF)
have used the formal banking system to transfer funds solicited in the United
States to their foreign branch offices to support jihadist-related activities.!®
In 2003, Enaam Arnaout, the executive director of BIF, pleaded guilty to
racketeering conspiracy, admitting that he fraudulently obtained charitable
donations and diverted some of the funds to support fighters in Chechnya
and Bosnia-Herzegovina.'® Another example involves Bank al Tagwa, which
was designated an SDGT for providing financial services to members of al
Qaeda.!” According to the U.S. government, al Tagwa is ‘an association of
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: panks and financial management firms that have helped al-Qaeda
) __..hore around the world.”1® Further, the U.S. government has declareq
' Illonezrcial Bank of Syria (CBS) a “primary money laundering concern.’
F C.orlnlm financial institutions from establishing, maintaining, or admin-
¥ h-lbltm%respondent accounts in the United States for the CBS.!? The CBS
gtermg lcz?red a primary money laundering concern because it was useq to
e 'dei(::e and promote money laundering and terrorist financing by terrorists
fwéht:rsons associated with terrorist organizations.?’ _ .
R 1ly, at least three foreign banks, Arab Bank, National We?stmms‘te.r
Fila(l\ﬁtWest) and Credit Lyonnais, have been sued in private f:ml
Ba:t_l s for knowingly providing financial services to fror}t organizations
a;non lled by HAMAS.?! In 2004, American and Israeli victims of terror-
Fomfrifed an $875 million lawsuit in federal court in the Eastern District of
A York accusing Arab Bank—New York of providing material support
-E,e:;rmrists by transferring millions of dollars fro_m_ a government-backeg
gaudi con'mittee to HAMAS and other Palestmlfm terrorist groups. ]
gimilar ciil causes of action have been brought against NatWest Banl_( (o)
Gr,-c: Lritain and Crédit Lyonnais of .France on behalf of Amer.lcan
sictuns of HAMAS attacks.?® The lawsuits allege that the baI_lks _prov1ded
faancial services to two European non-governmental organizations a_:)ut-
Jawed by Israel and designated by the Treasury Department as Specially
Designated Global Terrorists’ (SDGTS)_.24 N ‘ "
Arab Bank was assessed a $24 million civil penalty by the Financia
Crimes Enforcement Network (FinCEN), an agency of the US Department
of the Treasury, for violating the anti-money lgundermg (AML) and
counter-terrorist financing (CTF) program requirements 'of the Bank
Secrecy Act (BSA).Z Action taken by the FinCEN wals'motlvate.d_ by con-
cerns that Arab Bank was used by HAMAS front enffmes to'facﬂltate ter-
rorist financing. According to FinCEN, Arab Ban.k’s failure to mplemﬁent an
adequate system of internal controls to comply W}th BSA r.egug[mns posed
heightened risks of money laundering and terrorist financing.

REGULATORY MEASURES TO PREVENT
TERRORISTS FROM ABUSING THE
INTERNATIONAL FINANCIAL SYSTEM

International Convention for the Suppression of the Financing of Terrorism
(1999)

The international community has adopted various measures to prex.rent the
abuse of the international financial system by terrorists and their front
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entities. The International Convention for the Suppression of the Finang;
of Terrorism (1999) (Terrorist Financing Convention) constitutes Tec
tion by the international community that financial institutions play a orir
cal role in preventing the financing of terrorism.?” Over 130 States pgy
ratified the Convention, including the United States 28 :
Financing Convention imposes important legal obligation
States to prevent banks and other financial institutions from be
finance terrorism. These international legal duties include adop
tic measures to criminalize and punish terrorist financing,
all money transmitting businesses, detect and control
border transportation of currency and bearer negotiab
develop and implement internal controls to prevent financial institutiong
from being used to transfer funds to terrorists.? For example, article 18_(1}
imposes a legal duty on State Parties to adopt domestic measures requiring
financial institutions to ‘know your customer.’30 Financial institutiong are
required to develop and utilize efficient measures to identify their customers,
as well as ‘customers in whose interest accounts are opened.”! I other
words, banks have a duty to know their customers, as well as the beneficia]
or real owners of accounts they maintain. For this purpose, article
18(1)(b)(i) of the Convention provides that States Parties shall consider;

ting domeg.
license or Tegister
the physical erogg.
le instruments, anq

(i) Adopting regulations prohibiting the opening of accounts the holders or
beneficiaries of which are unidentified or unidentifiable, and measures to ensure
that such institutions verify the identity of the real owners of such transactions 3

A similar obligation extends to States Parties to enact domestic legisistion
requiring financial institutions to verify the legal existence of cor > rations
and other legal entities.33 The objective of the ‘know your customer’ prin-
ciple is to ensure that banks are not doing business with ¢ Lminals, terror-
ists, and front or fictitious entities controlled by such in-iviguals,

The Terrorist Financing Convention also imposes & duty on States
Parties to enact domestic legislation requiring financial institutions to
report to the competent authorities ‘suspicious transactions’ suspected of
being involved in criminal activity, including terrorist financing. Under
article 18(1)(b)(iii), States Parties shall consider

Adopting regulations imposing on financial institutions the obligation to report
promptly to the competent authorities all complex, unusual large transactions

and unusual patterns of transactions, which have no apparent economic or obvi-
ously lawful purpose 3

Subsection (iii) imposes an obligation on States to require financial institu-
tions to monitor transactions handled by the bank and report all complex,
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e transactions and those that lack an apparentilegnnnate

unusuz! Iarg uirement is intended to prevent banks from ‘t?emg used.. as
_:se_.Thjslf eqnder criminal proceeds and facilitate terrorist ﬁnan(:l_ng
P tl? i}i'ely these provisions recognize that banks are the first ll_ne
- eCinst l;nouey laundering and terrorist financing. The Qutles
f deferce aia Terrorist Financing Convention are obligatory, not d.lS‘CI'G-
g l?ore States Parties are mandated to enact domestl_c _1eglsla—
- .thlriie bz:mks to enhance their internal operating policies a_bnd
‘ W :fl)uxreg to protect the financial services sector from abuse by terrorists

g;d other criminals.

14

FATF Nine Special Recommendations on Terrorist Financing

se to-the 9/11 terrorist attacks, the Financial Action Task. FD}'CE:
B Money Laundering, an inter-governmental organization
{FATF)" Fm‘b‘rAdevelol:n'lne:nt and promotion of international standards to
rcspo’ll L )fmv-ent and suppress money laundering, held an extra-plenary
et jjHe;?\fash,ington D.C. to consider expanding its mandate to add_ress
smlo'j‘nﬁ ancing.? (3n Qctober 31, 2001, the FATF issued thq Eight
t.“m'n?t&:[;0mmexlldations on Terrorist Financing.3® A ninth specu;l rec-
opec}:ndation on terrorist financing was adopted bif FATF m 2004._ The
¢ ;?.fe] Special Recommendations on Terrorist Financing, combined with the

> Forty Recommendations on Money Laundering, represent the interna-

tional standard for preventing and suppressing the ﬁnanf:mg c?f terrcl)lrtlis;ril.;’:
| Implementation of the Nine Spemal_ Recomn_lendatx.ons 1;']:ss;ermrist
establishing an effective counter-terrorist ﬁr_lan(fmg regune.[ . :t :
Financing Recommendations impose an obligation on countries to:

1. Ratify the UN International Convention for the Suppression Of. the

: Financing of Terrorism and implement relevant UN Resolutions

| against terrorist financing. _
II. Criminalize the financing of terrorism.
S i ts.
| 1. Freeze and confiscate terrorist asse N _
IV. Require financial institutions to report suspicious transactions
linked to terrorism. . -

V. Provide the widest possible assistance to oth'er count_nes_ law
enforcement and regulatory authorities for terrorist financing inves-
tigations. _ . .

VI. Extend anti-money laundering requirements to alternative remit
tance systems. _ _

VII. Require financial institutions to include accurate and meaningful
originator information in money transfers.
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VIII. Ensure that non-profit organizations cannot be misused tq g Nan:
terrorism.

IX. Take measures to detect and prevent bulk cash smuggling 39

Two of the special recommendations have particular relevance to figanaiy

institutions. Special Recommendation TV
report to the competent authorities transa
to terrorists or terrorist activities.*® Additi
VII requires financial institutions to incl
tion on funds transfers and ensure th
enhanced scrutiny of suspicious activity for funds transfers
contain complete originator information 4!

requires financial Institutiong
ctions suspected of being [ink
onally, Special Recommenda

that do 1o|

Bank Secrecy Act and USA PATRIOT Act

On October 26, 2001, 45 days after the tragic events

Congress enacted the Uniting and Strengthening Ame
Appropriate Tools Required to Intercept and Obstru.
known as the USA PATRIOT Act (Patriot Act).
Money Laundering Abatement and Anti-Terrorist F
(IMLAA) is contained within Title III of the broader anti-terrorism legis-
lation.** Title ITI makes a number of amendments to the anti-money layg-
dering provisions of the Bank Secrecy Act (BSA) intended to promote the

prevention, detection, and prosecution of international mone
and terrorist financing 4 The IMLAA

money laundering legislation for finan
of the BSA of 1970.

The drafters of the IMLAA were guided by several important principles:
(1) enhancing transparency in financial institutions, (2) pro‘ec ting the inter-
national gateways to the U.S, financial system, and (3) “woveimg the playing
field’ by increasing the vigilance of all financijal institutions that serve as the
gatekeepers of the financial system.*> Congress further adopted a risk-based
approach, requiring fmancial institutions to structure internal controls to
address high-risk Jurisdictions, financial institutions, transactions, and
accounts vulnerable to money laundering and terrorist financing 46

rica by Providing
ct Terrorism Act,

inancing Act of 2001

represents the most significan{ as f-
cial institutions since the eractment

Anti-money laundering/counter-terrorist financing program
The anti-money laundering (AML) and counter-terrorist financing (CTF)
provisions of the USA PATRIOT Act are applicable to all *financial insti-

tutions,’ a legal term of art under the BSA. The definition of ‘financial insti-
tution’ found in 31 U.S.C. $§5312(a)(2) and (c)(1), as amended by the Act,
ancial institutions such as

is extremely broad. Tt includes traditional fin

ude accurate originator informg,
at financial institutions condugg

of September 17

4 The Intemahonﬂz

y laundering-
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: ociations, credit unions, registerf:d broker-dea!ers, an(i
e erchants.#’7 Moreover, a foreign bank qualifies asb
 commission f[;,nd the duties imposed by the BSA, as amended g
. iJ]Sunmonforeign banks with branches or oﬂicesc in the_ Uplte.
. - to’t'on further extends to non-traditional “financial insti-
e deﬁﬂl : aﬁce companies, travel agencies, persons engaged in
e . msurrld settlements, sellers of vehicles, including _autom;;—

Elgg;ats, and dealers in preci0u§ metals, stones of ];w%ss. H

B i f the federal regulatory regime established by. t e BSA,
- wﬂtemlecilie Patriot Act, is the requirement that financial institu-
mend_ed b'y lement, and maintain a program to pre\'fen-t money laun-
e il ﬁnanc’in g. The BSA requires all financial mst;tutmns_to

e terrl(\)/;i;CTF program designed to (1) enable (?ompllanoe Wllﬂ'l
- A‘ ~ments and (2) prevent financial institutions frm_n l?em_g
e 1.eqwr»‘n:mderir.lg and terrorist financing.> Every financial msti-
w fqr moﬁ‘uf’ (fto establish an AML/CTF program that. includes the_: fp -
e Ju::n requirements: ‘(A) the development of internal pol_lmes,
S gi]le:n;lr?d internal controls, (B) the designatlonDof a;g:;);;ﬂzr;;&t:
8 %‘EC) an ongoing employzeagammg program, and (D) an

estate clos

w“lcﬁr:
“udit function to test program

; | policies, procedures and controls The internal pohmeg and 55(1:_
g!tem‘;hguld be based upon an assessment of moneg lauéjii?;%n a; nd ter
B i i i i ed an
" ﬁnf_mcing o azs;m;gide;;ilp?zwtilczsiﬁelf/CTF program should
;geograph}llc ﬂf‘:asltsf(l)"’ \ffhich the bank cus’tomer conducts financial transac-
-a.-naly.ze t ; ec)liic:i:ions that have been identified as vulnerable to‘terrorlsmhor
. Jurlsd ing. The risk-based program should also consider whether
n'lone'y lﬂlHtl z:ersg -and accounts, such as correspondent acgounts, pos<13 a
Oéftalﬂ Cuci iisk of money laundering and terrorist ﬁ_nancmg. The p! a]i
hﬂlghtﬂfl_l » her establish written procedures to comply with the_ B_SA require
E Ulgliﬁr currency transaction reports (CTRs) and suspicious activity
mm::rst: {SAR%) The BSA requires banks to monitor all accou'x;ts fors f;isel;
E;E money laundering and terrorist ﬁngncmg, an: ﬁleﬁf{:}pg&t)sgc ]EE lg‘;lJ tomer
engages in currency transactions t.otal]mg more_ t .anl ;ivit (SAR)_S3 T

transaction is suspected of being mvolvefi in criminal ac .alymstitmions e

SAR filing requirements impose an obltgauon on ﬁnaltlc1 3 St

ort transactions that the institution_ knows, suspects, 0 i

;fl]:pect’ are connected to criminal activity.>* A transaction is susp

1viti i isguise
(i) involves funds derived from illegal activities or is conducted to disgu
funds derived from illegal activities;
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(i) s designed to evade the reporting or record-kee
BSA (e.g, structuring transactions to avoi
reporting); or

(iii)  has no business or apparent lawful purpose or is not the sort in Which the
particular customer would normally be expected to engage, and the ban
knows of no reasonable explanation for the transaction after eXaminjp

the available facts, including the background and possible purpose of ﬂm
transaction.’®

ping requiremenis of ¢
d currency transactign

Some financial institutions are further required to file a SAR if there jg
reason o suspect that the transaction was intended to facilitate crimipg
activity, including acts of terrorism.% Banks must file SARs involving or
aggregating at least $5,000.57

A bank must file 2 SAR no later than 30 calendar days after the date of
the initial detection of facts that may constitute a basis for filing a SAR 5
If no suspect is identified on the date of the detection of the incident requir-
ing the filing, a bank may delay filing a SAR for an additional 30 days to
identify a suspect. However, under no circumstances is reporting to he
delayed more than 60 calendar days after the date of initial detection of 4
reportable transaction. When submitting a SAR, bank employees must
provide a detailed description of why the transaction was unusual, irregy-
lar or suspicious in the narrative section of the form filed with FinCEN %

The AML/CTF plan should include written procedures for filing suspi-
cious activity reports with FinCEN. For example, if an employee identifie;
indicators that a transaction may involve money laundering or terrcrist
fimancing, procedures should outline what steps should be taken to attempt
to verify the suspicions. If concerns remain, written procedures sould
detail what action should be taken by the bank employee, includiag refus-
ing to enter into or complete a transaction that appears designed to further
illegal activity.

The SAR filing requirement is particularly relevant ¢o pieventin g banks
and other financial institutions from being used to facilitate terrorist
financing. The Bank Secrecy Act Anti-Money Laundering Examination
Manual has identified several ‘red flags’ of potentially suspicious activity
that may indicate terrorist financing.® For example, regarding charitable
organizations, financial transactions for which there is no logical economic
purpose, or no link between the stated activity of the charity and the other
parties in the transaction, may indicate terrorist financing %! Likewise, funds
sent to or received via international transfers involvin g high-risk countries
for terrorism, as well as funds transfers in amounts indicating an intention
to avoid triggering BSA reporting requirements, may constitute evidence of
terrorist financing activity.5? Financial transactions that are consistent with
‘red flags’ of terrorist financing should be closely monitored by bank
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loyees, and SARs should be filed with FinCEN as -we]l.. In 200’.;,1 depos-
.Fmp 'ystitjutions filed approximately 325,000 SARs with Em(_:EN. N
ilt‘:,115.153151;,1ntial to any effective AML/CTF program is the pnngple of llmow
ur customer’ (KYC), which ‘has been the backbone of antl-n?oney aun
- and counter terrorist financing measures’ by 1.inanc:1a'l services
dmv?gers.ﬁ“ Under the BSA, financial institutions, including forelcgln bzsu_}l;i
ith U.S. branches, are required to implement reas_onable proce ureA
g;ntiﬁ;:ation and verification of customers opening an account. ft a
ﬁ]jnimum, financial institutions are required to implement procedures for

i tent

(A) verifying the identity of any person seeking tn(a1 opfg n?(r)l rz:ﬂcx;toigltllt utsoe ébf(:) evi o

i ;(B) maintaining records of 1 ation u Hify

| e praCthﬂble_, : her identifying information;
51 ity, including name, address, and ot er ying i .

A (0) o ldeﬂtl_ty, st ted terrorists or terrorist organiza-

d (C) consulting lists of known or suspec g
?itclms( pr)oviderl to the financial institution by any government agen;y;;)t dﬁgterm

whether a r.>rson seeking to open an account appears on any such list.

Sectinn 5318(1)(2) imposes the minimum requirements for 1de.n;11ﬁcat1:§
anc( vaofication of customers opening an account. However, witl .rzigent
».j high-risk customers and accounts, the KYC _pohpy a_.nd_the rc-t:qu;ll;1 ment
<y file SARs impose an obligation on financial institutions to e an
understanding of the customer’s businqss and normal bank a;:cguno IR[ v
terns. More specifically, financial institutions should have knowle gt; L
volume and amount of transactions expected to flow tmoug}; ﬁne =
tomer’s account during a specific time peﬁoq. Once a baseline o lzlmtclzl -
transaction activity is determined, bank officials can ‘pf?tter decide w fd ©
transactions inconsistent with that pattern are suspicious and s?.houb E
reported to FinCEN. For example, if an Isla.rmc. charity opens af al ‘
account representing itself as a charitable orgamzatl_on for.Mushm rﬁ uge :
in Africa, but funds are being dispersed to accounts in Pakistan, such trans
actions would be inconsistent with the charity’s stated purpose. Mor?vi:lr,
Pakistan is a high-risk country for terrorism a:nd both al Qaeda an :hz
Taliban operate along the Pakistan—Afghal‘nstz}n bor.der. Bcc;ause e
purpose of the charity is to provide humamt.ar]an relief to re ugee:
Africa, funds transfers to Pakistan, a high-nsk' country for terrquixllll,
would be suspicious and should be reported to FinCEN. However, 1Itl_ nz
absence of adequate KYC policies and procedures, thesxf: transactio
would never be identified and reported to FinCEN as Pgsmbly mdwa_tmg
terrorist financing activity. Effective monitoring of suspicious transactions
15 dependent on effective K'YC policies and procedures.

Designation of a BSA compliance officer Financial insqmtlpns ar:;‘i
equired to designate an individual responsible for coordinating an

|
"m“““m“m"“mﬂﬂlﬂﬂlﬂ[ﬂnmﬂlnﬁmnn i e S
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monitoring daily compliance with the BSA. The compliance o
responsible for ensuring that (1) the program is being impl]
effectively, (2) the program is updated as necessary to reflect the changeg in
the risk assessment, as well as further guidance by the Treasury Depa _
and (3) appropriate personnel are trained in accordance with the B A roal
ulations and requirements 6 These responsibilities are substantig] and
appointing someone to the position on a part-time basis or assigning Sucﬂ

individual other significant duties unrelated to BSA compliance could
violate the BSA requirement .67

fhicer
“Menteg.

Education and training The AML/CTE program must ensure thy
employees are trained in the BSA requirements, including KYC ang Teg-
ognizing ‘red flags’ of money laundering and terrorist financing,
Employees should be trained to detect these and other types of suspicioyg
transactions. Bank employees should also receive periodic training
updates and refresher training on money laundering and terrorist
financing patterns and trends. Employees should be adequately trained op
steps to be taken if a suspicious transaction is detected, inclucling who
should be contacted and whether the transaction should be temporarily
blocked pending further examination.

Independent audit function A financial institution is required to conduct
periodic independent testing of its AML/CTF program to ensure that it is
functioning effectively. According to FinCEN, the testing may be accom-
plished by employees or the financial institution or unaffiliated ser fice
providers so long as those same individuals are not mvolved in the upera-
tion or oversight of the program. Finally, the AML/CTF picgram is
required to be approved by senior bank management.

Due diligence and enhanced due diligence for U.S. ‘private hanking
accounts’ and ‘correspondent accounts’ involving foreign persons

Title TII of the USA PATRIOT Act requires all covered financial institu-
tions to apply due diligence standards, and, in some cases, enhanced due
diligence standards, with regard to ‘private banking accounts’ and ‘corre-
spondent accounts,” established, maintained, administered, or managed in
the United States for foreign persons, to detect and report money launder-
ing and terrorist financing through those accounts.® The term ‘private
banking account’ means an account that (i) requires a minimum aggregate
deposits of funds or other assets of not less than $1million; (i) is established
on behalf of one or more individuals who have a direct or beneficial own-
ership interest in the account; and (ii) is assigned to, administered or
managed by, an officer, employee, or agent of a financial institution acting

N T T ——
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a liaison between the financial institution and the direct or beneficial
i 70
e a 'th:t: c‘:)c;)r?lgilg account is maintained for a non-U.S. person, the
i a';)lni\j;stituﬁon is required to take reasonable steps ‘to ascertain the
L f the nominal and beneficial owners of, and the source of funds
e 3 into, such account” and to report any suspicious transac'tlons to
3 OSﬁ](:I It ;;he private banking account is requested or mair_ltamed py,
FlﬂCE]:. iJa]f of ‘a senior foreign political figure, or any immediate fam.ﬂy
E onbe: or close associate of a senior foreign political figure,” the fmancla]
mmi tion must conduct enhanced due diligence reasonably designed to
isttelclt] and report suspicious transactions that may involve the proceeds of
- o 72
fore%gn;:;)i;uiitslt(i)&tions must conduct ‘enhanced due diligence’ on corre-
:iiznt accounts requested or maintained by, or on be_ha]f of, a forelﬁn
:,I:mk designated a ‘high risk’ under the statt_1te.73_ ngh-_;lslt{. ba.,nks urélcl.u e
those (i) Operating under an offshore 1?anku'1g 1¥cense, ‘ (i1) lhcer:;s,e ]:11:
arisdiction found to be non-cooperative with international an Lml(l) thy
J}ar:dexing standards by an inter-governmental orgar}lzatlor_l of whic _ s
U::i‘,ed States is a member, such as the FATF, ané! with which the Unite
»jtates coneurs, or (iii) licensed in a jurisdlctlor} designated })y the Secrte a;if
of the Treasury as a ‘primary money laundering concern,” pursuant to
75
U-'%t(n:e- §e5r?hljr$ed due diligence policies, pr(?cedures _and controls, at a
minimum, require that financial institutions in the United States take rea-

sonable steps

(i) to ascertain for any such foreign bank, the sha{es of whlfzh are not puléhtc]g
traded, the identity of each of the owners of the foreign bagk, an
nature and extent of the ownership interest of each such owner, .

(ii) toconductenhanced scrutiny of such aocnt)‘unts to gua;;l (zla,gamst money

ing and report any suspicious transac ions . . . ;

(iii) ?c? I::L:S{;gertajn “?hether 3s(uclzl foreign bank proyldes correspondent a];:c;)E:t; I‘:g
other foreign banks and, if so, the identity of those foreign ba
related due diligence information.”®

The last requirement imposes a duty on financial insEitutions not onlyhto
‘know your customet,’ but also to know your customer’s customer. In ot_ er
words, financial institutions are required to ascertain whether thf_:lr foreign
bank customers provide correspondent accounts ‘Fo ot'her flore1gn baﬂks
and whether those banks are shell banks or othermse_ hlgh—r_lsk _banlfs.
Title IIT of the Act also prohibits ‘covered ﬁnanc1_al institutions’ from
establishing, maintaining, administering, or managmf__} ;1 corresponde-t'tt
account in the United States for a foreign ‘shell bank.”’® A shell bank is

siisinaliiil |
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‘a foreign bank that does not have a physical presence in an
The lack of transparency makes shell banks ideal vehicles for Money
laundering, terrorist financing, and other illicit financial activity,80 The
financial institutions prohibited from maintaining a correg
account with a foreign shell bank include: an insured bank; a Commergiy)
bank or trust company; private banker; an agency or branch of g foreigy
bank in the United States; any credit union; a thrift institution; and
broker or dealer registered with the Securities and Exchange Commissi-oﬂ
under the Securities Exchange Act of 1934.81 A covered financial instity.
tion is also prohibited from providing indirect services to foreign shel]
banks. Such institutions are required to take reasonable steps to verify
that any correspondent account they maintain for a foreign bank is yoy

being used by that foreign bank to provide banking services to a foreign
shell bank 82

Foreign bank records

Section 319(b) of the Patriot Act, codified at 31 US.C. §5318(k)(3), permits
federal law enforcement authorities access to foreign bank records that may
show whether the foreign bank is being used to transfer money overseas to
facilitate terrorist activities.3 Section S318(k)(3)(A)({) authorizes the
Secretary of the Treasury and the Attorney General to issue a summons or
subpoena to any foreign bank that maintains a correspondent account in
the United States, and to request records related to such correspondent
account, including records maintained outside of the United States relating
to funds deposited into the foreign bank.8* The financial institution that
maintains a correspondent account for a foreign bank is required t<nain-
tain records identifying the owners of such foreign bank and the names and
addresses of a person who resides in the United States who is authorized to
accept service of legal process for records regarding the'correspondent
account.®> Additionally, foreign banks must designate » registered agent in
the U.S. to accept service of such subpoenas.6
Failure to comply with a summons or subpoena for foreign bank records
could result in termination of the correspondent relationship. Under the
statute, a covered financial institution is required to terminate any corre-
spondent relationship with a foreign bank not later than ten business days
after receipt of written notice from the Secretary of the Treasury or the
Attorney General that the forej gn bank has failed either to comply with the
written request for documents or to initiate federal court proceedings to
contest the summons or subpoena.?” Finally, failure to terminate a corre-
spondent relationship could result in the financial institution being held

liable for a civil penalty of up to $10,000 per day until such banking
relationship is terminated. 8

Y country 7

Pondent

Engaging the financial sector 163

: he enactment of the Patriot Act, obtaining foreign ban].g records
. It task. Foreign banks would resist subpoenas for foreign ban_k
B rd T]Zilmin g t.hey were maintained abroad and the‘U.S. subpoena c_;hd
e traterritorial application. Pursuant to section 319(b), fOTBlg‘Fl
. miow required to produce the requested records or suffer termi-
bank‘; ?)r; tlhe correspondent relationship with the U.S. bank.

was a dl

patio

g Shaf(;lfa;‘;;l]‘lﬂf :rch nit;formation sharing between federal law
E i‘;?ll;j financial institutions are essential to succes§fuﬂy combat-
enforcem?I:: financing. The USA Patriot Act provides authority to enhan_ce
B < f information relevant to money laundering a_nd_ terrorist
E ﬂ?w b the Federal government and financial institutions, z::md
R bﬂt(:’i\’ :f;stitutions themselves.®? Section 314 of the Act requires
o ﬁniﬂ_ Sc-cretary to adopt regulations encouraging ﬁnancm} institu-
t?le Treas‘?‘ s:ve i‘nformation with law enforcement officials regarding 1n_d1-
. nsv‘t"O ; ;ti;cies and organizations ‘reasonably suspected fe of engaging
Yldu(ilf 'ris:t acts’ or money laundering activities.”* Accordmg_to FinCEN,
b Ee“ ’ 314(a) ‘enable[s] federal law enforcement agencies, through
:‘G‘:‘CLE)EN to reach out to more than 45,000 points of contact at more than
;‘;DOOO ﬁ;lancial institutions to locate accounts and t?ansac'uons of persons
thé,lt may be involved in terrorism or money laundering.”! The streﬁnu; talig
rmits financial institutions, upon notice to the TTEE.lSUl"y.DEIia p Or, 0
Egluntarﬂy share information with each _other lal')out 1nd1v1dui1 § a:il o g E
nizations reasonably suspected of terrorist activity or money a,ug1 enrogc.e_
In September 2002, FinCEN adopted a final ru\le specifying esiafmm
dures for sharing information under section 314(a). Upop a retziue £
federal law enforcement, FinCEN sends requests to d651gnth czuCh :
within financial institutions across the COuntI’.y. Upon rcct:ilvlng uch ¢
request, the financial institutions must query their I‘G‘COI'dS fo_r at }allem recedj
including ‘accounts maintained by the named _sul_aject duﬂng6 pthS d
ing 12 months and transactions cond;mtedt l\lmgn? t}}et;aéstéecéxolinnd:( 5
i ial institutions have two weeks from the date o :
ilcrlls:s?{::) 1Il'lesspond.94 However, it should be n_oted that section 31 4(;3_.)();;@;
vides lead information only and is not a substitute f_or a su‘t.)p()'eHa tohat o
legal process. To obtain documents from a financial mstlltu‘u(.)trlll rat has
reported a match, the law enforcement agency must comply with r
595 _ .
legl‘;i 1'1115;33:1 \?r;l?le established prior to the enactment of the Patr;oic) Alct, ;?v?rrk
mation sharing is further facilitated by the Egmont Group, a glo ]a ne kit
of financial intelligence units (FIUs).?6 There are currently 10 cm; v
whose FIUs comprise the Egmont Group.?” The common purpose of every
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s or entities. If so, the financial institution is required to freeze
held in those accounts.*® Furthermore, all transactions involving
. which any of the listed individuals and entities has any interest
ited without specific authorization from OFAC. Simply stated,
the United States are forbidden from doing any business with the
em from the U.S. financial system.

Secretary of the Treasury also may block the property and interests
rty of persons or entities during the pendency of an investigation.
A PATRIOT Act amended IEEPA, 50 U.S.C. §1702, to explicitly
e blocking actions ‘during the pendency of an investigation.”
rules and regulations governing the blocking actions have been

lgated by OFAC.??

inthe |
jsolating th

an SDGT are banned or are criminal. E.O. 13224

ot all tratisactions with
y to promulgate

2 oo, 018 on the Secretary of the Treasury the authorit
(o5 oo regulations to carry out the purposes of the Order.’ However, the
_delegate this authority to other officers and agencies of
us. government.37 Pursuant to a delegation of authority from the
tary of the Treasury, OFAC has promulgated general regulations gov-
ing the global terrorism sanctions program. These regulations authorize
JAC to issue both ‘general’ and “specific’ licenses permitting certain types
transactions otherwise subject to the prohibitions contained in E.O.
13224.38 The purpose of issuing a license is to ameliorate the harsh effects

‘of OFAC blocking actions, which freeze funds and prohibit transactions

with designated persons.
OFAC has issued several general licenses authorizing transactions in

property in which HAMAS has an interest.¥ In October 2001, HAMAS
was designated an SDGT, resulting in the blocking of any property and
interests in property of HAMAS. These restrictions prohibit U.S. persons
from engaging in any transactions in property or interests in property of
HAMAS. After parliamentary elections in the West Bank and Gaza,
HAMAS members formed the majority party within the Palestinian
Legislative Council. As a result of these elections, OFAC determined that
HAMAS has a property interest in the transactions of the Palestinian
Authority. Accordingly, pursuant to E.O. 13324 and relevant regulations,
U.S. persons are prohibited from engaging m transactions with the
Palestinian Authority unless authorized by OFAC. Consistent with U.S.
foreign policy, OFAC issued seven general licenses authorizing U.S.
persons to engage in certain transactions in which the Palestinian Authority
may have an interest. One of those general licenses authorized in-kind
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donations of medicine by U.S. non-governmental o
Palestinian Authority Ministry of Health, provided
were strictly for distribution in the West Bank o :

res:.a.le. OFAC expanded this license to all U.S.rncj)zzs\r,l;s;?itendﬁd;
zations to make donations to the Ministry of Health of med'n E;I b
fmd medical devices, which include medical supplies. 40 OFAlcCa
issued general licenses for the provision of legal services 4!
emergency medical services,” transactions related to t
tions,*® and transactions incident to the Teceipt or trans
between U.S. persons and persons whose property or inte
are blocked.*

QFAC regulations also permit a designated or blocked individ
entity to seek a ‘specific license’ to engage in any transactionlyl u"’l.ﬂf
blocked property_‘ﬁ A person Scekiﬂg a Speciﬁc ]icense to enga ell_']VOIVmg
actions otherwise prohibited by the Order must file an applicgatiln trans.
hce.nse with the OFAC authorizing such transaction 46 Grani aOn for‘a
cation for a specific license is discretionary with OFAC. In oni e
case, OFAC exercised its discretion quite liberally, granting there(];?rted
Relief Foundation, Inc., a U.S.-based Islamic charity, licenses t "
blocked funds to pay for legal fees, establishment of 3 ‘legal defeno a}ocess
salaries, payroll taxes, health insurance, rent, utilities, and payment f;‘ b
continuing expenses.*’ At the same time, the denial of a license is n to’f?:l x
and a party may refile an application with OFAC at a later date T

Iganization $ to

De-Listing Process

‘ Pursuant to a delegation of authority by the Secretary of the fleas

| QFAC has promulgated regulations to allow g person to seek ‘aidn;inislsry‘
tive reconsideration’ of a designation or blocking action 4 f} 4

| seek a review of his designation or blocking on twe

| blc.)cked person may submit evidence establishing that .
exists for the designation.*’ Second, a person may seek
tion rescinded, asserting that the circumstances resultin
no longer apply.® In determining whether to remove the petitioner’s na

| from the OFAC list on these latter grounds, the basic considerationu}e
whether the petitioner has made a demonstrable break with the desi namlg
eptity. To that end, the designated person might offer proof of his regsi é-
tion from any position with the designated firm or organization or fmmg::n
agency relationship with the listed entity, which would negate the basis fi :

| the designation.” For example, if a person was designated an S DGO'[{
because he served on the board of directors of an Islamic charity suspected
of funneling money to terrorists, the designee might petitibn for de-lljisting

\'person may
grounds. First, a
an insufficient basis
to have his designa-
g in the designation

[ml“][[[lllllllllﬂil TG

thﬂt such d()nat'i :

Services.
has gy
non‘schedu]éﬁr
elecommum-@i
mission of mﬁ
Tests in Property

e wa
:"p';;der the E.0.52 An exchange of correspondence, additional fact-finding,

and meetings usually occur before OFAC decides whether there is a basis
ﬁr removal. Finally, after conducting its review of the request for recon-
;Zp-i_deration. regulations require OFAC to submit a written decision to the

plocked person.”?
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- ming that he lacked knowledge that charitable donations were being
"4 to finance terrorist activities and, upon learning of such activity, he
ed his position on the board of directors and severed all ties with the

ignated charity.

After receiving a removal petition, OFAC may seek clarifying, corrobo-
L. g, of additional information from the petitioner and engage in other

sarch and investigation to establish, or refute, petitioner’s claim.
ovals have nearly always been cases where the petitioner claimed that
s no longer engaged in the activity that qualified him for designation

One problan: that banks face in following blocking orders is that many
times those designated have common names that belong to multiple
accovst hulders. To resolve this problem, E.O. 13224 allows a party to chal-
lenge tiocked funds on the basis of mistaken identity. When funds at a
Lmancial institution are blocked pursuant to E.O. 13224 and a party to the
:cansaction believes the funds have been blocked due to mistaken identity,
that party may request the release of the funds.>* The party must submit a
written request to OFAC to release the funds. > After a review of all applic-
able submissions, the Director of OFAC determines whether to release the

funds. 5

LEGAL CHALLENGES

Persons designated as SDGTs under E.O. 13224 have challenged their des-
ignations in federal court, seeking to ‘unfreeze’ any blocked assets, by
alleging violations of the First, Fourth and Fifth Amendments of the
Constitution, the Religious Freedom Restoration Act (RFRA), and the
Administrative Procedure Act (APA). However, the courts have been
extremely deferential to the U.S. Government, rejecting the legal arguments
advanced by the plaintiffs and upholding the OFAC designations in almost
every case. In short, the courts have not erected any serious legal hurdles to
the designations and blocking orders issued pursuant to E.O, 13224.

The APA ‘Arbitrary and Capricious’ Standard

A person designated an SDGT bears a heavy burden to overturn his
designation on the grounds of insufficient evidence. Under the APA, an
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agency’s actions may be set aside only if deemed ‘arbitrary,
abuse of discretion, or otherwise not in accordance with law.’57 The o
does not undertake its own fact-finding. Instead
administrative record as assembled by the agency to determi
agency’s decision was supported by a rational basis.>® The Teview is hjgl
deferential to the agency. Therefore, if OFAC’s blocking actions Were not
arbitrary and capricious and were supported by a rational basis, the desig.
nations must be affirmed.
In Holy Land Foundation for Relief and Development v. Asheroft, the Dc
| Circuit Court of Appeals affirmed the district court’s ruling that QFACY
determination that the Holy Land Foundation for Relief and Developmeng
| (HLF), a purported Islamic charity which acts for or on behalf of H AMAS,
was supported by substantial evidence in the administrative record and wag
not arbitrary and capricious.® In December 2001, OFAC designated HLF
as a specially designated terrorist (SDT)! and SDGT and blocked all of its
assets pursuant to E.O. 12947, E.O. 13224 and the IEEPA %2 The Treasury
Department contended that HLF, a non-profit corporation organized in
1989, with headquarters in Richardson, Texas, was the principal fund-raiser
for HAMAS in the United States. 53 Specifically, the government alleged tha
between 1992 and 1999 HLF contributed approximately $1.4 million to
eight HAMAS-controlled charity committees, and between 1992 and 2001
HLF gave approximately $5 million to seven other HAMAS-controlled
charitable organizations 5 Further, Treasury maintained that HLF funds
were used by HAMAS to support schools that encourage children tc
become suicide bombers and to recruit suicide bombers by offering finar.cial
support to their surviving family members.® HLF denied the allegaons
and argued that the blocking order violates the APA, as well as-the First,
Fourth and Fifth Amendments of the Constitution, and the RERA 66

The district court found that the administrative record sontained evi-
dence that

(1) HLF has had financial connections to Hamas since its creation in 1989; (2)
HLF leaders have been actively involved in various meetings with Hamas
leaders; (3) HLF funds Hamas-controlled charitable organizations; (4) HLF
provides financial support to the orphans and families of H amas martyrs and
prisoners; (5) HLF’s Jerusalem office acted on behalf of Hamas; and (6) FBI
informants reliably reported that HLF funds Hamas.®7

The D.C. Circuit Court of Appeals affirmed, stating that the “Treasury’s
decision to designate HLF as an SDGT was based on ample evidence in a
massive administrative record.’s8

In Islamic American Relief Agency v. Unidentified FBI Agents, the U.S.
District Court for the District of Columbia rejected a similar legal

MI]]limﬂmmmmnmmm:mm.mnunn
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6 The Islamic American Relief Agency (IARA)_ challenged
@haﬂc%gi-icsignation of it as an SDGT and the blocking of its accounts,
: C:nd assets in the United States. OFAC maintained that IAR_A was
o |y affiliated with the precursor to al Qaeda, Maktab A'I-Khldamﬁ;g
e which was co-founded and financed by Osama bin Laden.

MAK);;tion available to Treasury revealed that the overseas brs_mches qffl‘
. rovided hundreds of thousands of dollars to bin Laden in 1999. |
lil-u{alf;‘ypas early as 2003, information to the U.S. S-hOV\f’ed that IA_&RA was
FI:pon:;ible for moving funds to the Palestinian territories for use in terror-
:t P i i ini i ked idence demon-
JARA claimed that the a,dnum.stram'fe .rf_:cord lac ed any ev : -
ine that it had funded terrorist activities or that_ it kno.wmgly_ interacte
St'ratllgrgxovm terrorists or terrorist organizations prior to its designation as
:;ﬂleGT.“ The court observed that the arbitrary and capriciou§ stand_ard
ishighly deferencai to the agency. ‘If the agency’s }'easo_ns’?,nd policy ch_o-mes
conform to “certain minimal standards of ratlf)j.aallty .. .the [lde(lzlsmn]
:ls.r;aasonabic and must be upheld.””* While-recogmzmg that the pl;_lmtggas
disacventaged because it was unable to review and analyzcle the entire a n;
jer -atve tecord, but rather was limited to tho.se portions thgt are ng
c;;.ssiﬁed, the court held that upon careful review gf the entire record,
OFAC’s decision to block IARA’s assets was not al’bltl'a71‘5y and capr}cmus
but was supported by substantial eVidf:]f.lCG in the record. Such a deferen-
tial standard makes it difficult for plaintiffs to challenge designations.

Fifth Amendment Due Process Concerns

Pre-deprivation procedures . _ - _
The Executive Order specifically provides for d_f:Slgnatlon and blockfng of
assets in the absence of prior notice and a hearing. The Order states:

[Blecause of the ability to transter funds or assets instantgneously, pnlodr nogci
to such persons of measures to be taken pursuant to this order woudd 1131;i ]f
these measures ineffectual . . . [Flor these measures to be effective in addres fg
the national emergency declared in this order, there nggd be no prior notice o
listing or determination made pursuant to this order.

OFAC blocking orders have been challenged on the grounds j[hat, in th(?
absence of pre-designation notice and a heanlng, the b.lockmg a.(:tlfl)ﬁlilb,
violate due process. However, the courts have uniformly rejected plaintiffs
laims. ’
du’i‘l?:ﬁ?: E’rocess Clause of the Fifth Amendment gufflrantees that ‘[n]o
person shall . . . be deprived of life, liberty, or prope-rty, without due process
of law.” 77 The due process clause generally requires the government to

e T T o
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afford notice and a meanin i
: gful opportunity to be heard b
person of his property.” The requirement of notice ;11"1defore 5

e . y !
g i i :

determining, und,
d er the standards of a p

nde : arrowly drawn s i
necessary and justified in the particular instance.’83 e

In Holy Land Foundation Jor Relief and Development v, Asheroft, HLE

argued that its designation as an SDT and SDGT resulting in the b kin
: ocking

of i i i
Its assets, violated itg procedural due process rights.# The court dj
; is-

missed plaintiffs d_ue process challenge, findin g that the Calero-Toled, N

ment interest Ly com-

85 S
ey econd, prompt actio -
ment was necessary to prevent transfer of the fu]:ldls:j s:bje:cl‘: ?g :ﬂ:

blocki
ocking order. The cou_rt prope_rly observed that ‘[mJoney s fungible, and

and a hearing prior to OFAC issuing a blocki i

f;g I;izt (j:;lji\]{nciz_lted in Calero-T oledi. 88 Thelz( g(l)%l‘l?tr?j;tg)é: gliﬁzsge?glﬁ;

P :izho:cg .Coz.mczl of Resistafnce of Iran (NCRI) v. Department of

: hea,rin istrict of Cglumbla Circuit Court held that notice and
g must be afforded prior to designating an entity as a “foreign
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rrorist organization’ under the Anti-Terrorism and Effective Death

aalty Act (AEDPA). The I4RA court distinguished NCRI, finding that it
not control cases where the designation was pursuant to IEEPA and
.'on under the statute flows from a Presidentially declared national emer-

?ﬂcylgo The court reasoned that NCRI did ‘not foreclose the possibility
at the government], in an appropriate case, [could] demonstrat[e] the
—cessity of withholding all notice and all opportunity to present evidence

until the designation [was] already made.”! Ultimately, the JARA court

i-faﬂﬂd that protecting the public from a terrorist attack and preventing the

gransfer of assets subject to the blocking order constituted extraordinary

circumstances, implicating important national security and foreign policy

soals, and justifying immediate blocking of plaintiff's property.*>

" In Global Relief Foundation, Inc. v. O’Neill, the court reached the same

result, dismissing plaintiff’s due process challenge.?® The Global Relief

Foundation-i GRF) began operating in 1992 as a non-profit corporation

chartere¢ and headquartered in Illinois. According to the Treasury

Deparunent, GRF is the largest U.S.-based Islamic charitable organiza-
tio, 1aising over $3 million annually.”* OFAC maintained that GRF acted
“ar or on behalf of” terrorist organizations, including al Qaeda. In reject-
g GRF’s constitutional challenge, the court reasoned that, due to the
exigencies of national security and foreign policy considerations, the
Executive Branch historically has not provided pre-deprivation notice
under the IEEPA sanctions programs.®® ‘Because of the Executive’s need
for speed in these matters, and the need to prevent the flight of assets and
destruction of records, the President and his designees cannot provide pre-
deprivation notice under these circumstances.”®® According to the court,
pre-deprivation notice would afford GRF an opportunity to remove assets
out of the United States, which would be antithetical to the objectives of

the IEEPA sanctions programs.”’

Denial of access to classified information

The IEEPA expressly authorizes ex parte and in camera review of classified
information in ‘any judicial review of a determination made under this
section [that] . . . was based on classified information.””® Plaintiffs have
challenged OFAC designations and blocking orders claiming that disclo-
sure of classified information only to the court ex parte and in camera
violates due process. The courts have been uniformly unsympathetic to
plaintiffs’ plight, dismissing their due process claims. In Holy Land
Foundation for Relief and Development v. Ashcroft, the D.C. Circuit held
that denying HLF access to classified evidence did not violate due process.”
A designation, the court stated, may be based on a broad range of evidence,
including classified information to which the plaintiff has not had access.!%
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may be considered exw parte and in camera by the reviewing court. It iSt',H? Tht? (]ijtdr:;ignated global terrorist’ lacked merit. Tl;:j z;)ahichthe
further noted that ex parte and in camera review of classified information term SpslACY t overlooked the limited circumstances und B
18 not unprecedented and has been upheld by the courts, For example, that HLP ; arrc%:?:;]ixecutive the power to impose ec;ior;;co: i,
€X parte consideration is common in criminal cases where the identity of IEEPA. affo i e &y Action undsr the IEE A, o,
the informant might otherwise be revealed,'%” and ex parte judicial review Before the Exe:a:utiomLl emergency. Furthermore, any action ta £ by e
of classified information under the Foreign Intelligence Surveillance first declare a :laelate o bt T Eiet gent_:y.m T'he (.:O,?lrt :l e et
Act is constitutionally proper. 108 Finally, the court declared that ‘[t]he Executive mu_SdT adequate criteria for designating an_mdm u]tation o
Constitution would indeed be a suicide pact if the only way to curtail the E.O. pro"llzze;or e?(ample the Secretary of State, in consu
enemies’ access to assets were to reveal information that might cost as an SDGT. 2
lives,*109
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person as an SDGT if that person has committed, or poses 3 significan; 3
of committing, acts of terrorism that ‘threaten the security of Uniteq St
nationals or national security, foreign policy, or [the] economy op
United States,’123 Additionally, the Secretary of the Treasury may desigﬁ&
a person as an SDGT if that person is ‘owned or controlled by, or . . -ac -r'
for or on behalf of” other SDGTs.'* Finally, a PErson may be deg;j |
asan SDGTif the Secretary of the Treasury determines that the person pac
assisted in, has sponsored, or ‘has provided “financial, material, or tﬂéhs
nological support for, or financial or other services to Or in support of 2 gt
of terrorism or other SDGTs.’125 The criteria set forth in the E.O. ang
Regulations ensures that the designating authorities are not affordeq
‘unfettered discretion’ in designating individuals or groups as SDGT 1%
Therefore, the court rejected HLP’s constitutional challenge to the tﬂl‘m
‘specially designated global terrorist * '
HLP, however, was successful in challenging one other
E.O. The E.O. authorizes the Secretary of the Treas
vidual or group if the secretary finds the given person to be ‘otherwige
associated with’ an SDGT.127 HLp argued that this provision was uncop-
contains no identifiable criteria for designat.
for being ‘otherwise associated with’ ap
SDGT."? The court concurred, finding that the term ‘otherwise associated
with’is not susceptible to a clear meaning.'? Moreover, the provision is not
defined in the E.O. and contains no definable criteria for designating indj-
viduals and groups as SDGTs. The term is therefore vulnerable to sup.
jective Interpretation, giving the Government unfettered discretion in
enforcing it. Thus, the court held the ‘otherwise associated with’ pie sision
is unconstitutionally vague on its face 130
The court also found that the ‘otherwise associated with’ Drovision is
unconstitutionally overbroad because it punishes mere association with an
SDGT. The court posited: [Tlhe First Amendment proieets a citizen’s right
to associate with a political organization; even if that association includes
ties with groups that advocate illegal conduct or engage in illegal acts, the
power of the Goverfiment to penalize association is narrowly circum-
scribed.”3! Guilt by association is an impermissible basis upon which to
limit or deny a person’s First Amendment rights. The court was particularly
concerned by the absence of any language in the provision purporting to
limit its application to those instances of association involving activity that
furthers or advances an organization’s illegal goals,!32 Thus, the court
barred the Government from enforcing E.O. 13224, §1(d)(ii), against any
person or entity by blocking its assets or subjecting it to designation as

an SDGT for being ‘otherwise associated with’ a terrorist or terrorist
organization.!33
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e to the ruling in Humanitarian Law Prf)ject, OFAC amende(cii
In res o plementing E.O. 13224. A new section 594316 was adde
latléﬂ;:gll:ing a person ‘otherwise associated with.” Under the new
, erm ‘to be otherwise associated with’ means:

or control; or i
% ¥O gg:mpt or to conspire with one or more persons, to act for or on be
(b) To ’

i i i ical support, or financial or
F financial, material, or technological st
el t:r‘ﬂlc-;:l(:ce) pegons whose property and mte_are]sjis in property are blocked
Gﬁﬁm to section 594.201(a)(1), (a)(2) or (a)(4)(i).
P

. : . ; iy
i the term ‘otherwise associated wi
- the new regulation defining :
Whe]t;l:rithstand a constitutional challenge on void for vagueness grounds
woul :

i decided by the court. o
E qmckgnir wvian Law Project v. U.S. Department of T reasury, thf:‘ district

- Hlmi\wi the Government’s motion for reconsidera_ltlon, hqldmg t_hil;
‘coufteil' ?cy_";lation (31 C.F.R. §594.316) deﬁnipg ‘_9ﬂ113€;'w136 assoclatedd\n‘iﬁat
thc. ]:-Jhd tfle constitutional defects of E.O. §1 ((?)(n). 'I_‘he court state11 i
f I? ] ;l:eady found that the Secretary’s authority to demgnatf: a perS(S)DGTS
S a;;ed or controlled by, or . . . act[s] for or on l?ehalf of lother ot
. ?) §1(c)), or someone who has provided ‘ﬁnancxal,. material, or }ec nof
(E.' ;11 supp:ort for, or financial or other services to or in support of af:tsl, 23
ltzggrism or other SDGTs (E.O. §1(d)(i)), was not vague and dldhnot g{; ia;
Fifth Amendment due process requirements. 3¢ AddlthItlaclllyz t‘e Ecientli

¢ to conspire,’ the court stated, is ‘su. :
of the phrase ‘to attempt, or : : b
“of common intelligence . . . ne
1 s0 as not to cause persons "o _ - :
;1::;5 at its meaning and [to] differ as to its application. Thus, ‘to
ire’ i itutionally vague.

t, or to conspire’ is not unconsti ‘ L
attfl:"];l? court also held that the phrase ‘to attempt, or to conspire’ is not
unconstitutionally broad. The court reasoned that ‘to _at;empt, otr :)(; (I:)(;l;

i iati tial amoun -
ire’ h mere association or a substan
spire’ does not punis as atior : S SR
tion issued against enforce
tected conduct.!3® Thus, the injunc _ : nforce
13224, §1(d)(ii), prohibiting OFAC from desilgnatmg an individual orrirnotx;g
un:ierjthe ‘otherwise associated with’ provision, was no longer war
and was lifted by the court.1??

Fifth Amendment Takings Clause

Blocking orders issued pursuant to E.O. 132’?41(]':[&% lé?ensatt:;]iic; E;?{ ?tﬁ
ing, in violati the Takings Clause
ensated taking, in violation of : . '
Z]:;:]I'Eil;lent 140 The courts have consistently rejected these claéms, _rei?g]tlls
i ekl i 13224 are temporary deprivas
that the blocking actions under E.O. :
?llfat do not vest the assets in the Government 14! Therefore, the blocking of
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terrorist-related funds does not, as a matter of law, constitute takingg
within the meaning of the Fifth Amendment. However, at least one court
left open the possibility of revisiting the matter on the basis of a long-term
blocking order. In the Holy Land Foundation for Relief and Development "
Ashcraft, the court stated: ‘Plaintiff may . . . some day have a credible argu-
ment that the long-term blocking order has ripened into a vesting of prop-
erty in the United States.’*> However, because HLF’s assets had only been
blocked for eight months, the court found it premature to determine that
the temporary deprivation is equivalent to vesting.!43

In Islamic American Relief Agency v. Unidentified Agents, the court also
dismissed plaintiff’s argument that the blocking of its assets violated the
Takings Clause of the Fifth Amendment. The district court held that it
lacked subject matter jurisdiction over the plaintiff's Fifth Amendment
claim, stating that the matter should have been ‘brought before the United
States Court of Federal Claims pursuant to the Tucker Act, 28 US.C.
§1491.°1" Moreover, agreeing with the ruling in the Holy Land Foundation
Jfor Relief and Development, the court held that a blocking order under E.Q,

13224 is not, as a matter of law, a takings within the meaning of the Fifth
Amendment 145

First Amendment Claims

The federal courts have been unreceptive to plaintiffs’ claims that OFAC
designations and blocking orders violate their First Amendment rights ‘o
freedom of association and speech. The Supreme Court has recognized tnat
the act of contributing money to an organization implicates the right of
freedom of association.!* The Court has also recognized that regulation
of association is constitutional if it was closely drawn to further a
sufficiently important government interest.'4” In United Stuies v. Al-Arian,
the district court upheld the constitutionality of the OFAC designation. 8
The court concluded that ‘stopping the spread of terrorism is not just a
sufficiently importané governmental interest, but is a compelling govern-
mental interest.’1¥ The court further found that combating the spread of
global terrorism by preventing the financing and support of foreign terror-
ist organizations is closely drawn to further this interest.150

In Holy Land Foundation for Relief and Development v. Ashcroft, HLF
asserted that the Government violated its First Amendment right to
freedom of speech by prohibiting it from making any humanitarian dona-
tions.!5! The court applied a heightened intermediate scrutiny standard to
whether a prohibition on fund-raising and contribution is constitutional
under the First Amendment. In denying HLFs free speech challenge to the
E.O., the court applied a four-part test set forth by the United States
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supreme Court in United States v. O'Brien for determining whethe‘r the
Government’s Testriction passes intermediate s.crutm;,f_}52 Undef the inter-
mediate scrutiny standard, the government restriction 18 lawful if

(1) it is within the constitutional power of the Government; (2) it flu:rthers tair;
important or substantial governmental mte‘rest; (3) the gov_ern_menta interes
unrelated to the suppression of free expression; and (4) the incidental restnc‘? on
on alleged First Amendment freedoms is no greater than is essential to the fur-
therance of that interest.153

The HLF court found that the E.O. and blocking orde?r clearly meet th;se
requirements. First, the President was authorizec{ to issue the Executive
Order pursuant to the IEEPA. Moreover, the IEEPA. and the E;O. grant
OFAC the authority to designate HLF and designate its assets. $econd,
the E.O. and OFAC’s actions promote an important anfl substant}a] gov-
ernment ivietest of preventing the financing of terrorism.'> Third, the
Goveri'méent’s interest in preventing terrorist attacks is unrelated to sup-
predsing free speech. The court posited: [TThe Government has merely
sstiicted HLF’s ability to provide financial support to Hamas. It l_las not
-estricted HLF’s ability to express its viewpoints, even if these v1ews.1n_clud_e
endorsement of Hamas.’156 Fourth and finally, the incidental restriction 1s
no greater than necessary to advance the Government’s counter-terronst
financing interest. !5 ‘Money is fungible, and the Government has no other,
narrower, means of ensuring that even charitable contributions to a terror-
ist organization are actually used for legitimate purposes.”’8 Accordingly,
the court held that the Government’s restriction was “narrowly Fnough tai-
lored to only further its interest in stopping the flow of American dollars
to Hamas.’1>? .

The D.C. Circuit affirmed the district court’s rulings, finding th_at 'ne1ther
HLF’s First Amendment right of free speech or freedom of association had
been violated. The court posited: ‘[TThere is no First Amendment ri ght nor
any other constitutional right to support terrorists.” 1€ Other courts that
have considered similar First Amendment challenges to OFAC designa-
tions and blocking orders have reached the same result.1!

Fourth Amendment Claims
The courts have consistently rejected plainti.ﬂ"s’_ argument that E)FAC
blocking actions constitute an unreasonable seizure under the Fourth

Amendment. The Fourth Amendment provides:

The tight of the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures, shall not be violated, and no




1. Private causes of action: using the

civil ju_stice system to hold terrorigg
financiers accountable

rorist acts is to impose liability on those who knowingly a
the funds to the persons who commit the violent acts.!

Boim v. Quranic Literacy Institure (7th Cir 2002)

INTRODUCTION

Since the September 11, 2001 terror attacks, one of the U.§ Gov 2
top goals m the Global War on Terror has been to depriw.: t-he w:rml_llent 3
fur}dm.g and dismantle their financial networks.? To accom ]j?lmts y:
ob].ectlves_, the Administration has emphasized criminal exllgfos e
actions and freezing the assets of suspected terrorists and their ﬁr Ceme‘nt
supporters.3 _However, civil tort actions that seek large monetary d;rir;cglfsl

administrative blocking orders. Private lawsuits brought by the victimas of

teI]OI‘IST_'[l can ha‘e a de tEIIEI]t ejieCt aga'I]lSt the dODOI S» COIIth o iI'ltleS,
. . ‘ l . . . If N o

services to terrorist organizatioris.4. "Whi

al . Zatiors, ile the
prospect of li_ll‘ge_?IVﬂ monetary judgments may have littie oF no deterrent
valucj: for radical Jihadists, the same may not be true of
charitable organizations and financi
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‘Such civil actions could further deter terrorist groups from maintaining
gssets in the United States, from benefiting from investments in the United
gates and from soliciting funds from within the United States.’® A civil
udgment for knowingly providing banking and administrative services
to a terrorist organization could also expose financial institutions to
significant operational and legal risks.® Merely being linked to a terrorist
group could cause irreparable damage to the reputation of the particular
financial institution, discouraging investors from doing business with the
pank.'? Additionally, successful civil lawsuits brought by terrorism victims
against a foreign state sponsor of terrorism could further damage its repu-
tation in the international community. Moreover, civil judgments ‘condemn
the terrorists or their sponsors as outlaws, and they may make it much more
difficult for terrorists to finance their activities by exposing their assets
to attachment.’!! Finally, and more important yet, civil actions, which
proceed agounst the assets of the financial sponsors of terrorism, can reduce
the ability of terrorists to carry out their deadly attacks.!

There are numerous advantages in bringing civil actions for acts of ter-
roficei. Because civil litigation requires a lower burden of proof, civil suits
may be superior to pursuing criminal prosecution. In a civil action, plaintiffs
are required to prove liability by a preponderance of the evidence, rather
than the heightened criminal justice standard of guilt beyond a reasonable
doubt. A criminal jury verdict also requires the jurors to unanimously agree
on the defendant’s guilt. A civil judgment may be based on less than a unan-
mous verdict. Additionally, plaintiffs benefit from more liberal discovery
rules in civil causes of action. Finally, the government will likely prioritize
its resources, focusing on the actual perpetrators of terrorist acts. As a
result, the government’s resources will limit its ability to pursue all individ-
uals and organizations engaged in secondary conduct, such as providing
financial support and services to a foreign terrorist organization.!3 The
resources of ‘private attorneys general’ may be needed to regulate such sec-
ondary conduct. As one commentator observed: [TThe time has come for
private citizens to enter the battle on civil grounds through lawsuits aimed
at crippling terrorist organizations at their [financial] foundation.’4

Unfortunately, enforcement of civil judgments against the state sponsors
of terrorism is often hampered and obstructed by the U.S. government. In
numerous anti-terrorism civil lawsuits, the government has intervened to
quash writs of attachment to prevent prevailing plaintiffs from attaching
assets to enforce their civil judgments against foreign state sponsors of ter-
rorism. ' Thus, for example, in order to enforce civil judgments against Iraq
and Iran the plaintiffs victims of terrorism must succeed on two legal fronts.
First, the plaintiffs must prevail on the merits of their tort claims against the
foreign state defendants for aiding and abetting acts of terrorism. Second,
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after winning a judgment against these foreign governments, the plaintiffs
must overcome the U.S. government’s efforts to prevent them from satisfyin,
their judgments. The difficulty in satisfying these legal judgments has seri Oug
deleterious effects. The legal expenses required to litigate these mattemS
against the vast legal resources of the U.S. government, with no assurance
that the plaintiffs will prevail, may discourage victims of terrorism from filin
s.imi.lar causes of action in future cases. Further, U.S. government intervelf
tion in such cases undermines the deterrent value of such lawsuits against the
state sponsors of terrorism. Regrettably, the legal Judgments in these ciy]
tort actions often are reduced to no more than a pyrrhic moral victo
Finally, U.S. intervention in such lawsuits deprives the victims of terrorisrg—ll
of just compensation for their injuries. The victims of terrorism should not
have to battle both the foreign state sponsors of terrorism and the U.S, gov-
ernment to recover damages awarded for the loss of loved ones and the
suffering endured from acts of terrorism. In the absence of compelling
reasons for doing so, the U.S. government should not be permitted to inter-
vene in such cases and deny plaintiffs reasonable compensation. .

SUING NON-STATE SPONSORS OF TERRORISM

Civil damages for acts of terrorism are authorized by the Antiterrorism Act
of 1991 (ATA).!¢ Plaintiffs may file suit pursuant to 18 U.S.C, §2333(a)
enacted as part of the ATA, which provides: .

Any national of the United States injured in his or her person, property. ¢t tusi-
ness by reason of an act of international terrorism, or his or her estate curvivors
or heirs, may sue therefor in any appropriate district court of the United States
and shall recover threefold the damages he or she sustains and .5 cost of the
suit, including attorney’s fees.!?

In order to state a claim for civil damages under §2333(a), plaintiffs must
allege that they were injuired ‘by reason of’ a crime that constitutes an act

f)f ‘international terrorism.’ Section 2331(1) defines ‘international terror-
ism’ as activities that

(A) ipvolve violent acts or acts dangerous to human life that are a violation of the
criminal laws of the United States or of any State, or that would be a criminal vio-
lation if committed within the jurisdiction of the United States or of any State;
(B) appear to be intended— ,
(1) to intimidate or coerce a civilian population;

(ii) to influence the policy of a government by intimidation or coercion; or

(i_ii) to aﬂ‘ect the conduct of a government by mass destruction, assassination or
kidnapping; and

|"Il‘l L EEE—S——SSS
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{(C) occur primarily outside the territorial jurisdiction of the United States, or
transcend national boundaries in terms of the means by which they are accom-
plished, the persons they appear intended to intimidate or coerce, or the locale
in which their perpetrators operate or seek asylum.!8

The legislative history of the ATA reveals an intent ‘“to fill a gap in the law
by establishing a civil counterpart to the existing criminal statutes.’!® The
statute was intended to deter and punish acts of international terrorism by
holding terrorists and their facilitators accountable ‘where it hurts them
most: at their lifeline, their funds.”?® The statute ‘would allow victims to
pursue renegade terrorist organizations, their leaders, and the resources that
keep them in business, their money.”?! Additionally, Congress intended to
‘remove] | the jurisdictional hurdles in the courts confronting victims [of ter-
rorism] and [to] empower| | victims with all the weapons available in civil lit-
igation.””? The ATA was intended ‘to codify general common law tort
prineiples and to extend civil liability for acts of international terrorism to
the fuilreaches of traditional tort law.”23 One of the most significant features
of the statute is the provision of treble damages, court costs, and reasonable
attorney’s fees.? That is, a successful plaintiff is entitled to triple his actual
compensatory damages, and the losing party must pay his legal fees and
court costs. Finally, the ATA is not limited to the actual perpetrators of
international terrorism.?’ Instead, liability may be imposed “at any point
along the causal chain of terrorism.”?® Thus, the financial supporters of ter-
rorism may be held civilly liable for the harm caused by the terrorist attacks.

Atthe same time, the ATA imposes certain limitations. First, civil actions
under section 2333(a) are limited to U.S. nationals.?” Foreign nationals may
not sue under the ATA. Second, a 1992 amendment to the ATA bars any
actions under its provisions against a “foreign state, an agency of a foreign
state, or an officer or employee of a foreign state or an agency thereof acting
within his or her official capacity or under color of legal authority.”?® The
ATA also excludes lawsuits for injury or loss by reason of an act of war,
which could raise legal problems regarding causes of action arising from
the armed conflict in Iraq and Afghanistan and the broader global war on
terrorism.?? Finally, the U.S. Attorney General may seck to stay any civil
action brought under section 2333, or limit or stay discovery if the court
finds that the civil action would substantially interfere with a criminal pros-
ecution or national security operations.?0

Suing Corrupt Islamic Charities and Terrorist Front Organizations

In Boim v. Quranic Literacy Institute and Holy Land Foundation jfor Relief
and Development, 3! the seminal case on the application of the ATA, the
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¢ Boims alleged liability on three independent theories. First, the

. tiffs argued that mere provision of funds to HAMAS, without more,

stitutes an act of international terrorism under 18 U.S.C. §2331.%6
laintiffs asserted that providing material support and resources to

designated foreign terrorist organization, in violation of 18 U.S.C.

%2339}\ and 2339B, falls within the definition of ‘international terrorism’

for pu
dants may be held civilly liable under §2331 for aiding and abetting inter-

pational terrorism.*®

rposes of 18 U.S.C. §2331.47 Finally, plaintiffs claimed that defen-

Funding simpliciter
The first issue centered on whether the simple provision of funds to

HAMAS by QLI and HLF constitutes an act of ‘international terrorism’
because it ‘invelve[s] violent acts or acts dangerous to human life.’*® The
Boims likepsd payments to HAMAS to murder for hire, reasoning that the
payment “twolves’ violent acts by bringing about the killing and providing
an incentive for someone else to commit it.5® While the court agreed that
Cnagiess intended sections 2331 and 2333 to ‘reach beyond those persons
who themselves commit the violent act that directly causes the injury, it
ueld that merely giving money to a terrorist organization without knowl-
edge and intent to further its criminal actions does not constitute an act of
snternational terrorism’ under 18 U.S.C. §2331.%! The court stated that “[t]o
hold the defendants liable for donating money without knowledge of the
donee’s intended criminal use of the funds would impose strict liability.”>2
The court could find nothing in the language of the ATA statute or history
to support that construction. In addition to proving knowledge and intent,
the court stated that plaintiffs must show that murder was a reasonably

foreseeable result of making a donation.>

Providing material support to terrorists and terrorist organizations
In their second theory of liability, the Boims argued that the provision of
material support to an FTO constitutes an act of ‘international terrorism’
under §2333.54 Section 2339A makes it a crime to provide material support
or resources knowing or intending that they be used in the commission of
specified violent acts.55 Section 2339B criminalizes knowingly providing
material support or resources to an organization that the United States has
designated a foreign terrorist organization pursuant to 8 U.S.C. §11 89(a).>
Thus, if the provision of financial support meets the requirements for crim-
inal liability under 18 U.S.C. §2339A or §2339B, plaintiffs contended that
funding a terrorist organization may support a civil claim under §2333.
The court agreed, observing that, when Congress passed §§2339A and
2339B, it intended that persons who provide material support to the
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sole cause of the plaintiff’s injury; the conduct need only be one of the
causes.’”® Finally, the court emphasized that liability under §2333 does not
require proof that the defendant’s conduct was the predominant or primary
cause of the injury. For example, ‘a careful showing that many small dona-
tions collectively resulted in a cache of funds that in turn enabled a serjes
of terrorist acts would permit a factfinder reasonably to infer a causal cop-
nection between the contribution made by a single donor and one of the
terrorist acts made possible by that donor and others like him, even if a
single donation would not by itself have been enough to cause that terror-
ist act.”’ Thus, minor acts of support could be sufficient to render the
donor liable for the injuries subsequently inflicted by the terrorists.”

Suing Banks that Provide Financial Services to Terrorist Organizations

Bank case studies
Arab Bank  The ATA has been used to support civil causes of action
against three foreign banks that allegedly provided financial and adminis-
trative services to agents of terrorist organizations. In Linde v. Arab Bank
PLC (Arab Bank 1),"® American victims of terrorist attacks in lsraei
brought a complaint seeking more than $1 billion in damages against Arab
Bank for knowingly providing banking and administrative services to
Palestinian terrorist organizations that sponsored suicide bombings and
other murderous attacks on innocent civilians in Israel.”” Arab Bank is
a Jordanian bank headquartered in Amman, Jordan, with a federally
licensed branch office in the state of New York.”® The Bank is a major inter-
national financial institution with over $32 billion in assets.” It has been
characterized as a “pillar of the Middle East economy’ and the ‘d- facto
treasurer for the Palestinian Authority.’8

The civil complaint alleged that Arab Bank administered accounts for
various Islamic charities that operated as fund-raising froat c1ganizations
for Palestinian terrorist groups. Specifically, plaintiffs alieged that, follow-
ing the collapse of the peace negotiations between the State of Israel
and the Palestinian Aifthority, Palestinian terrorist groups — including
HAMAS, the Palestinian Islamic Jihad (PIJ), and the Al Agsa Martyrs
Brigade (AAMB) - launched the Al Agsa Intifada, also known as the
‘Second Intifada.’® The objectives of the Second Intifada were to intimi-
date and coerce the civilian population of Israel and to influence the policy
of the Israeli government to withdraw from the Occupied Territories,
meaning the West Bank and the Gaza Strip.3? The terrorists utilized suicide
bombers to launch thousands of attacks, which claimed more than 8,000
casualties, including over 1,000 civilian deaths, to accomplish their politi-
cal goals.8?
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The complaint further identified several Islamic charities operating as
front organizations for HAMAS, raising and channeling funds to support
its terrorist activities. These Muslim charities included: the Al-Ansar
Charity, Ramalla Charitable Committee, Tulkarem Charitable Committee,
the Islamic Association, Al Mujama Al-Islami, Nablus Charitable
Committee, Jenin Charitable Committee, and Islamic Charity Society of
Hebron 8 Although these charities hold themselves out as legitimate char-
itable organizations and collect money in the name of humanitarian causes,
plaintiffs maintained that they in fact raised and channeled large sums of
money to support the terrorist activities of HAMAS and other terrorist
organizations.®> The complaint further alleged that several of the charities
held bank accounts at Arab Bank through which the Bank provided them
with financial services, including receiving deposits and processing wire
transfers.8¢

The most dataning allegations involved Arab Bank’s involvement with
the SaudiCommittee for the Support of the Al Quds Intifada (Saudi
Commitiee). Shortly after the commencement of the Second Intifada, the
Saudi. Committee was established as a private charity registered in Saudi
Aiatia. 8T According to the plaintiffs, the Saudi Committee was established
for the purpose of raising money for the families of the suicide bombers
participating in the Palestinian terror campaign.® The Saudi Committee
furnished a ‘comprehensive insurance death benefit’ and ‘universal death
and dismemberment plan,” consisting of a payment of $5.316.06 to the
families of the ‘martyrs’ killed. or wounded in or imprisoned for perpe-
trating terrorist attacks.® Plaintiffs alleged that the death benefits plan
operated, in effect, as a reward for perpetrators of suicide attacks. The
Saudi Committee set up accounts at various financial institutions in the
Middle East, primarily among them Arab Bank, to raise funds for the fam-
ilies of so-called martyrs of HAMAS and other Palestinian terrorist
groups.”® Public and private donations were deposited into these accounts.

Plaintiffs further claimed that Arab Bank administered the financial
infrastructure by which the Saudi Committee distributed the death benefit
payments to the families of the Palestinian terrorists.®! Once the Saudi
Committee prepared the list of eligible martyrs and prisoners, the names
were provided to Arab Bank.?? In consultation with the Saudi Committee
and representatives of HAMAS, Arab Bank finalized the list and main-
tained a database of persons eligible to receive death benefits.”? The Saudi
Committee opened an account at Arab Bank in the beneficiary’s name and
then deposited a certain amount of U.S. dollars or Saudi riyals into the
account.? Because Saudi riyals cannot be conveniently converted to Israeli
currency, Arab Bank facilitated that conversion by routing those funds
through its New York branch, where they were converted to U.S. dollars




