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| ¢ (or decrease) in speed prod :
a) gl B dseilte Readmp UCes a smooth increase (or decrease) in

Yo . g the dau dm 121
_ gment as (o what is the actual spee% Ao s SIS re

R i. )\ sthespeed according t

T L n increases beyond 9, it returns to 0 and lhe number to the left of it

by one: a zero in a column needs to increase 10 times before it
tO Zero.

K. An analogue clock uses hands moving smoothly
10w the time, again to be determined as an exercise in
OWS the time as a series of numbers, which is easier to

the calibration, more accurate. With the clock, there are

3ses: the hour column works in either base 12 or 24, depending
@’12- or 24-hour clock; both the minute and second columns work

Figure 1: Analog and digital clocks

cm\m gdevxces generally operate using number base 2, known as a binary
m‘x thh the only numbers are 0 and 1. As a column of numbers increases

yond \rggm:ns to 0 and the value in the column to the left increases by 1. A

‘i‘«.

«‘Z stem is ideal for computer operations as it allows for sxmphcxty if only
.ﬁ S q:e needed, one of them (the “1”) can represent an “‘on” position and the
( z .\ ’) an “'off”” position, or where logic is involved, “1” can represent “yes”
0" "~f ‘represent “no”. When a voltage passes through the system that would
l Q» d' where no (or lower) voltage passes through, it would read as 0.

> .-, nilarl; d with a series of holes could be used for 0s and 17, as could a

‘i‘ C tape 01; disc with the magnetic particles aligned one way or another.

The d 3 mal number 11 is represented by the binary number 1011: adding
__ n;,;,»,,;k 1 for the “1" in the fourth column, (decimal) 2 for the “1™ in the third

...m»\gge inial) 0 for the “0” in the second column and (decimal) 8 for the “1™

column (1+2+0+8=11)3 The following table shows the binary
ansl: n 0 sfor the decimal numbers 0 to 9.

Table 1: Binary translations

9.\ Y |
1f ’j“{‘\ ¢ had also been a *1" in the third column (1111), that would represent the decimal number 16
a:g: %ﬁua-m
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INTRODUCTION

stored information is eommd in “digital records™, The numbers can be refey

Mnm m’m’p\llated b‘y.t‘:of\?l‘lﬁh.g\de\nces

. 1\3‘ JII'N

3 mmmmwmmwmm 13

m |Y||

physical mﬁlmWhICh mmnom whether di gital Or
mom gf& must be dmimshed from any nghts and interests ). at
fusmated with the information. These rights might be intellectual prope; (y
rights, subsisting in literary, musical, artistic and dramatic works. The use of digj()
information might be controlled byaeomractmade by internet communications yc.
ing a web browser. 19 The information might exist within the bitcoin protocol g
digital ayptommken 2 Such rights and interests are referred to in this chapter

as “digital propmyﬁghts and "dlg:tal property interests”. The expressions
“cryptoassets” and “crypto-tokens” have up until now been used largel,
muobangeabbr However, the Law Commission have proposed the use of crypyo.
tokens in the case of what we refer to as “cryptoassets” but with a particular
meaning. We have retained the existing use of the words * cryptocurrencies” ang
clyptoaseets" 21 Broadly, the Law Commission use the expression “erypto-
token” in this context as a reference to the particular data structure constituted by
the protocol rules of a pamcular crypto-token system (for example, a bitcoin).
whereas a “cryptoasset” is a “composite of a crypto-token and any associated or
linked property or other legal rights that are recognised in law as existing as a

consequence of having legal rights in relation to that crypto-token”2? (for example,
a non-fungible token linked to partxcular legal Il ghts)

4. COMMUNICATION ’}' ','_ |

~ Information is framed in language, which can”be commumcated to others, ready
10 be absorbed and assimilated by them as raw data, to be interpreted, with other

dmmdknoviledge. as information.3 Humans have developed devices thatassist

m’ﬁemqmlauonmd communication of information in a vanety ts; for
instance, cameras can capture images, which can be rep altcrmg
dmedsmpunted on paper or film (analogue) for physxcae“%e ution or-by
converting the images into electronic signals processed by

(dlgntal) tha
cemmmngdevaecs andsreconstructed on demand ‘f' '&d r enjo E( eni, or

¥ See S. Mason, Electronic Signatures in Law, 4thedn (london’.‘"University of London, Institute of
Advanced Legal Studies, 2017) for a discussion about electronic and digital contracts; see also
Communications Act 2000 and Reguhﬂon (EU) No 910!2014 of the European Parlia-

“Bxecution of a document using an electronic

| . Wwpics/bwlms-mnagemem/execun on-of-
c(t;;cmm-using-and-elccxmnk-ﬁgnm Blectromc documents and signatures are discussed in

: g“mmc “h’,'wdimtokenSmdlmedinaw7to9

shon.fomm Nelial Assets: €  paper (HMSO, 2022), Law Com, No,256). A
2 Commmm szw is given in Appendix 4 (pp.504-505)
= Seemmn E (s: Consultation paper at 104,

| COMPUTER SYSTEMS
i |

)Jm wnication of information betw

Hi gany. a fire beacon might have been used. or ¢
fi 'v nd us. The technologies of the communic

the media to which they were applied: in the ex
.,.m ting a pile of inflammable materi

V; g coloured ink in shapes with a sharpened ()hJcct and
‘the mouth. A message was communic

enl ,m il ha language capable of being understood by
aebele. The words of the |

\n .M '-rl by the relevant tCChn()IO
of j‘*‘e"" ires on hilltops each within sight

hip: s of the enemy; the beating of rhythm
luld written chad'.&;

g on the weather.
be divided into at least six components:

) o% 1tem or event; this is not information but gives rise to raw data.
; ~ 4n the ve exam

een humans can be

aips, the birth/he battle and the weather:
| (mw ﬂ mterprctAQvf the raw data. This is information:
f’j); an expres,
spo](e fage;
._\t' a the conversion of the expressed information into usable portions that are
u | @ atible with the communication technology; in the above examples, the
ding 1s converted into an instruction to lnoht the bonfire, the birth into a

g. 1€S of drumbeats, and the battle and the weather into words:

% ihe Operauon of the communication technology to transmit the expressed

_‘ information; in the above examples, lighting the bonfire, hitting the drums,
‘ ~ and writing and speaking the words; and

éa‘?

after the transmission has been received, the expressed information is

,'analysed and reconverted into language that can be understood by the

.‘: reclpxent

g_& ern communication of information takes place largely between computing
devices 2 Digital information is input into a device from an analog source, such as
a key board microphone or camera, or by conversion of existing analog informa-
t m’} nto dlgltal records. If a record is to be sent over a network such as the
nu ét” it is divided into packets, or blocks, that are addressed to the receiving
« _-\ ,«r e, which reassembles the received packets and stores the resulting data as a
digita *femrd identical to the original that was sent.?® The receiving devxce can then

C m ei‘t the record into an intelligible form, such as text displayed on a computer

mo a Or Or printed onto a sheet of paper.
) ,Q N\

! m.,-'w- |

IV. COMPUTER SYSTEMS
AR

<
\ ,

Q .

- .!\'i\., s
5 0 (INTRODUC’I‘ION

s‘

;{L ere are several types of computer system, including the personal computer

———— -

t 13
f Compming systems are discussed in section 1V of this chapter.
o 'l‘ho internet is discussed in section VII of this chapter.
m& process is known as “packet switching™.

the information, in some language, which might not be a

9

achieved in many ways.
alking drums, or paper, or the
ation would have been decided by
amples given above, it would have

als’ striking a stretched skin with a stick:

uttering sounds us-
ated by the communicator to the recipi-

both, be it English, Mandarin
dnguage were converted to a form that could Be

gy in performing its function: for instance: a series

of the next, reporting the landing of the
IC and tonal sounds, announcing the birth
s and pictures, describing the course of 2 battle: and the

ples, the information element might be the landing of the
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COMPUTER SYSTEMS I

1 anc dﬂen smaller than a credit card. These so-called “solid-state” chips*
ured with different configurations, are used for computer memory. data

i1 and storage.

o> __J."

| 5‘; binary signals

\ 1 e
AL

discs (known as hard drives) are also commonly used (o store data.”

. putmg device is made up of the Central Processing Unit (“CPU"),

ry v and storage, which might be magnetic or silicon based. It will also
uch as a monitor (screen) or printer, or a connection o

onents send, receive and/or process binary data; they
ch is a collection of wires used to send information

omponents. Figure 2 shows the organisation of a simple
the CPU, memory, storage and output all connected by the

,N

!

* Figure 2: Schema of a simple computing device

Fa 0

| W’* s*the “brain” of the device and executes a series of instructions

Los y a) program (or application). It is a complex component and, amongst
| m.n u,  has a control unit, which fetches the instructions from memory, and
rithm «34 D oglc unit, which performs 0peranons (such as addition and subtrac-

re needed to carry out the instructions. Data are manipulated in a logi-
nner u lc produce a result that can be further manipulated or sent through an

ut process to storage or display. The device will also have other processing units
| w _1 '} f for specific tasks, such as interpreting non-binary information that is
> device; converting binary data into colours and shapes that are sent
lay unit; converting binary data into electric signals to dnve a

chlp has over 64 billion transistors—see

- J
C ‘v;ovn -‘u s -

hitps:. ﬁ( n.) Hpedia.omhvwﬂ)'mmsmr count.

% Ifit is sophisticated enough, it is known as a “computer-on-a-chip™.

e are discussed in section IV.2(d)il) of this chaptet
See ‘f’f"T erally, A. Tanenbaum and T. Austin, Structured Computer Qrganisation, 6th edn (Harlow:

) .

Pearson, 2013).
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1a photograph is taken by a digital camera,* the electrical signals from the
2 sensor are converted by a processor in the camera into a binary file, which
ansferred by the CPU in the camera to the memory section and then to the
IStOrs in the storage section of the camera, for which a secure digital (“SD™)
s CO :'ri’i?z The transfer of the 1's and 0’s of the binary image file onto
storage is a transfer of electrons through the system, altering the state of the
at an atomic level: the transistors in the CPU are altered many times while
Anipt ;..,\ digital record to send it to the transistors in the memory chip,
e of which change from 0s to 1’s and others change from 1's to 0°s.* The ques-
consider here is whether the image captured by the image sensor, or the
o | record that results from the manipulation of the 1's and 0’s of the file have
L} ew IOPr C” v character: can the person who snapped the picture claim owner-

d '“‘\% 2 that results from that action?
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Modemn digital cameras have a functional computing system that has a s
ystem in a personal computer. Many digital camera components are 1

Depending on the m\:l:e resolution (or pixel density), there might be millions of transistors involved.
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w’ﬁet or in cyberspace: a ¢
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berat
gned to cause a malfunctio of Some Koy ¢ {ransfer of code over the

n of some kind on a com
ter con
¥ \ d eybercommunication is communication in cybz::;pace Ty

¢ content of an email message sent
. to the recewm devtce
€S i 4 ' - transferred across the i ntemet o 3 o

.. 1
qarer ";':‘!.t!‘l \ ”l Til..

pull the rece
‘ 3 “'"’;'fg*" : f \_ mords and pictures across the internet is, however. no more than a
\ ransfer across the int net, The ; initig 'n > words and pictures move in cyberspace, ;
ourney of the image's digital record will be by electrons Q/P}\j;ay bus™ to the Doint tmderstandmg but misrepresents the true facts, The true position is
at which the system processes the signal to ¢ f-'""-ff,‘ U0 ;";ﬁ’ rmet. That mig),, ” and pictures were converted by‘he”“d“'“mnwtmsdﬂtcetmo
e slong & new.cable or into. the air.to be carried on.a W WiFi signal. At that Point | a Whlch Set up a series of moving electrons across the internet 1o the
e original electrons cease to have any function in ;;'.;‘ . ;}.iﬁ,{"- : ;}and the conyey. iv :_;;. .'s.- fice. It was not even a continuous movement of electrons: at each
< of the 1's and 0's is taken up by the passage of ney ‘,iﬁu’@ trons s and atoms, T« p g ta uting device received the electron signal and sent a fresh
might happen many times throughout the jour ney, }x:f:_c‘.f,‘ rf ‘;u__[ ,.&o o) CﬁSOﬂ which the 2 Tl “ e A e e
internet is built, ending with its entry into the receiving devic e, Bl’s and 0's be.
ine transported to the CPU Or processi 2. Wi ,‘"7 ':?W i 'k Js ,
y phys \ ! r._éf;g I-f:’}__: ""Jif:f']"f-;i, b -_._&.‘. (‘:31 p }n Ol'lglnal eXISt- .0“ |
| *Oord 1in ,L 9'3: ievi C ‘jl“,*:‘ ’. zﬁXlSlenCC on lhc
| nplished by the J:ﬂf ’at occeur in those "‘;‘5'
\ iate internet dev r rthe mmg e, even if it could '
f digital record was someh how : ysncal matter, i the Q‘ d pictures of an email or some other transmission sent to 2

D .:;,.':;,; yice are not welcomed by the user of the receiving device, there might
1 tyes; ‘;;; ‘,’.In the case of land, a trespass is committed by an unjustifiable intru-
Sy ¢ on upon land in the possession of another; placing a part of one’s

inlav aﬁ lly on someone else’s land is as much a trespass as walking on it.”
e tort of trespass to goods involves direct, immediate interference with a
'S ; possession of a chattel. It is not necessary in England for there to be any
@r‘.,. ge, but there is no trespass where the action does not go beyond
rally .hjgf eptable standards of conduct. There is no liability without some inten-
complamed of, even if it is not known that the act constitutes wrong-
nte wr h‘e If an email passes into the circuitry of a computing device,
1S are moving between the atoms making up the receiving device™; the
ﬁ( red, even if only at an atomic level. As such, there has been
erence.’ Normal email activity could be defended as being within generally
Mr N ~, : dards of conduct unless it is commercial spam, carries a virus or is
Lher attack on the machine, such as a denial of service attack. The
lﬁ would apply if someone gained access to a device belonging t©
id not transfer any data to storage; even accessing the device would

. 1ave caused a subtle change by altering the transistors making up the CPU.#
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5 . Jo .’ s, A. Dugdale, M. Simpson, Clerk and Lindsell on Torts, 21st edn (London: Sweet &
‘_, X\ ‘*‘ 2014) (“Clerk and Lindsell”) paras 17-135 and 17-136.
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i \a alsoknownasa “search robot”, designed methodically to search through the stor-
"v l& vice and analyse its contents for later use—search engines, such as Google, use spiders

hich a website is hosted and
h and analyse the contents of websites) accessing a server on W
buc are invited to access the site, but it cannot be the same if unauthorised access is made O

é? @ on a personal computer. Such activity would be, at the least, equivalent © infection by a
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US decision in Tickeomaster
| a‘.. uter virus, worm or Trojan horse (see also the discussion about the
« ’? &fnoke:s.cmn Ine 2003 U.S. Dist. Lexis 6483 (C.D. CA., 7 March 2003) at pard.1-43Q))
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@ngioics, sucn as sound ~ S, € °}°3 -. lllt IN trespass,

> and did not simy )b'f"\('s\x.s ade the owner’s use ddr . 5,4 which can be used to identify it and to connect to it. An example

; address is 74.125.224.72, which belongs to Google typing the expression
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B eoldl vt ,‘.:. . M ‘the eve 20V 7‘»4 e numerical IP address it is seeking.
SenfB g sb D 0 NAME System (“DNS”)
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