
Table of Contents

The Author 3

List of Abbreviations 13

General Introduction 15

Chapter 1. General Background of the Country 15

Chapter 2. Telecommunications Infrastructure 17

§1. GENERAL 17

§2. FIXED-LINE NETWORKS 18

§3. MOBILE TELEPHONY 18

§4. CONSOLIDATION WITHIN THE MOBILE SECTOR 19

§5. THE 4G SPECTRUM AUCTION 21

Chapter 3. The Information and Communications
Technologies Market 24

Chapter 4. E-Commerce Facts and Figures 25

Chapter 5. E-Government Initiatives 26

Part I. Regulation of the ICT Market 27

Chapter 1. Regulatory Framework of the Telecommunications
Sector 27

§1. THE OFFICE OF COMMUNICATIONS 33
I. The Consumer Panel 34

5

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



II. The Telecommunications Ombudsman 34
III. Duties of OFCOM 35

A. General Duties 35
B. Community Requirements 37

§2. FROM LICENSING TO GENERAL CONDITIONS 38
I. Procedure for Making Conditions 39

II. Contents of General Conditions within the United Kingdom 40
A. Condition One Access and Interconnection 40
B. Standardization 41
C. Proper and Effective Functioning of the Network 41
D. Emergency Call Numbers 41
E. Use during Disasters 41
F. Public Pay Telephones 41
G. Must Carry Obligations 42
H. Operator Assistance, Directories and Directory Enquiry

Facilities 42
I. Requirements to Offer Contracts 42
J. Transparency and Publication of Information 43
K. Metering and Billing 43
L. Itemized Bills 43
M. Non-payment of Bills 43
N. Codes of Practice and Dispute Resolution 44
O. Provision for Users with Disabilities 44
P. Provision of Additional Facilities 44
Q. Allocation and Adoption of Telephone Numbers 45
R. Number Portability 45
S. Provision of Directory Information 45
T. Non-geographic Numbers 45
U. Quality of Service 46
V. Service Migration 46
W. Sales and Marketing of Mobile Telephony Services 46
X. Sales and Marketing of Fixed Line Services 46

III. Enforcing Conditions 46
IV. Appealing against Decisions 47

§3. INTERCONNECTION AND ACCESS 49

§4. UNIVERSAL SERVICE 53
I. Universal Service in the Communications Act 54

II. The Universal Service Order 55

Chapter 2. Regulation of Competition in the ICT Market 57

§1. KEY ELEMENTS OF COMPETITION LAW 59

Table of Contents

6

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



§2. EUROPEAN AND UK COMPETITION LAW 59

§3. ENFORCEMENT OF COMPETITION POLICY 60

§4. RESTRICTIVE AGREEMENTS IN THE COMMUNICATIONS SECTOR 61

§5. UNITED KINGDOM LEGISLATION 63

§6. PROBLEMS OF CONCERTED PRACTICES AND ALTERNATIVE OPTIONS 64

§7. THE EVERYTHING EVERYWHERE MERGER 66

Chapter 3. Regulation of Cryptography and Other Dual-Use
Goods 68

Chapter 4. Legal Status of Standardization 70

Chapter 5. Legal Status of Out-of-Court Dispute Settlement
in the ICT Sector 74

Part II. Protection of Intellectual Property in the ICT Sector 77

Chapter 1. Application of Copyright in the Area of ICT 77

§1. THE REQUIREMENT OF ORIGINALITY 79

§2. OWNERSHIP OF COPYRIGHT 80

§3. COMMENCEMENT AND DURATION OF PROTECTION 81

§4. APPLYING COPYRIGHT PRINCIPLES TO SOFTWARE 82

§5. SOFTWARE AND DIGITAL PIRACY 83

§6. A USE RIGHT FOR SOFTWARE? 84

§7. BACK-UP COPIES 88

§8. THE QUALITATIVE EXTENT OF COPYRIGHT PROTECTION 89
I. New Directions in UK Copyright Law 95

II. Enterprise and Regulatory Reform Act 2013 96
III. Legal Deposit Libraries (Non-print Works) Regulations 2013 96
IV. Orphan Works 96

A. Licensing and Extended Collective Licensing 97
B. Evaluation 98

Table of Contents

7

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



V. Harvesting the Internet 98
A. Nature of Deposit Library Project 98
B. Evaluation 99

Chapter 2. Legal Protection of Software 100

§1. THE PROCESS OF OBTAINING A PATENT 101

§2. THE DEVELOPMENT OF SOFTWARE PATENTS 103

Chapter 3. Legal Protection of Databases 117

Chapter 4. Legal Protection of Computer Chips 127

Chapter 5. Other Intellectual Property Rights in the ICT
Sector 130

§1. THE DIGITAL ECONOMY ACT 2010 133

§2. ONLINE INFRINGEMENT OF COPYRIGHT 133

§3. THE INITIAL OBLIGATIONS CODE 134

§4. NOTIFICATION REPORTS 135

§5. COPYRIGHT INFRINGEMENT LISTS 136

§6. PROGRESS REPORTS 136

§7. OBLIGATIONS TO LIMIT INTERNET ACCESS 137

§8. CODE BY OFCOM ABOUT OBLIGATIONS TO LIMIT INTERNET ACCESS 138

§9. CONTENTS OF CODE ABOUT OBLIGATIONS TO LIMIT INTERNET ACCESS 139

§10. LEGAL CHALLENGES TO THE DIGITAL ECONOMY ACT 139

§11. NOTIFICATION OF TECHNICAL STANDARDS 140

§12. THE E-COMMERCE DIRECTIVE 141

§13. DATA PROTECTION ISSUES 143

§14. THE AUTHORIZATION DIRECTIVE 145

§15. DISCRIMINATION AND DISTORTION OF COMPETITION 146

Table of Contents

8

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



§16. CONCLUSIONS 147

§17. BLOCKING ORDERS 147

§18. THE 2011 LITIGATION 148

§19. REGISTERED DESIGN RIGHT 151
I. Background 151

II. The English Law on Designs 152
III. Design Infringement: ‘Cool’ 153
IV. Remedies 153
V. On Appeal 154

A. (Ir-)Relevance of Parallel German Judgment 154
B. Failure to Comply 156
C. ISP Liability for User’s Conduct 157
D. ISP Responsibilities 159

Chapter 6. Internet Domain Name Registration 163

Part III. ICT Contracts 165

Chapter 1. Hardware Contracts 165

Chapter 2. Software Contracts 166

Chapter 3. Turnkey Contracts 179

Chapter 4. Distribution Agreements 180

Chapter 5. Maintenance Contracts 181

Chapter 6. Facilities Management 182

Chapter 7. Network Services 183

Chapter 8. Government Contracts 184

Part IV. Electronic Transactions 185

Chapter 1. Legal Status of Electronic Transactions 185

Chapter 2. Regulation of Electronic Signatures and
Certification Services 187

Table of Contents

9

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



Chapter 3. Legal Aspects of Electronic Banking 191

§1. ELECTRONIC MONEY 191
I. General Introduction 191

II. National and European Legislation 192
III. The Register of Certain Electronic Money Issuers 192
IV. Peer-to-Peer Lending 193

Chapter 4. Protection of Users of Electronic Services 196

Part V. Non-contractual Liability 197

Chapter 1. Negligence 197

Chapter 2. Liability of Network Operators 201

Chapter 3. Liability of Service Providers 202

§1. DEFAMATION 202
I. Jurisdiction on Multiple Publication Rule 202

II. Dating Defamatory Comments 204
III. Scope of Jurisdiction 204
IV. Comment 205

Chapter 4. Product Liability 215

Part VI. Privacy Protection 221

Chapter 1. Regulation of Personal Data Processing 221

Chapter 2. Protection of Telecommunications Privacy 236

Chapter 3. Security and Confidentiality 240

§1. BREACH NOTIFICATION 241

§2. COOKIES 242

§3. DATA RETENTION 244

Part VII. Computer-Related Crime 247

Chapter 1. General Legal Development 247

Table of Contents

10

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



§1. DENIAL OF SERVICE ATTACKS 254

§2. MISUSE OF DEVICES 255

Chapter 2. Application of Criminal Procedure Law in the
Area of ICT 257

§1. INTERCEPTION OF COMMUNICATIONS 259

§2. CONCLUSIONS 261

Selected Bibliography 263

Index 265

Table of Contents

11

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om



Table of Contents

12

htt
p:/

/w
ww.pb

oo
ks

ho
p.c

om


